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Reasoning about the 
causes of events in a 

distributed system is hard



Causality

















Causality is general-purpose 
but too coarse-grained
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A subinstance I’ of I is a 
witness of t if t is in Q(I’)
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A witness I’ of t is a 
minimal witness of t if no 

proper subinstance of I’ is 
also a witness of t
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The why-provenance of t 
is the set of minimal 

witnesses of t



Why-provenance is fine-
grained but not generally 

applicable



Causality is general-
purpose but too coarse-

grained

Why-provenance is fine-
grained but not generally 

applicable



Wat-provenance is 
general-purpose and fine-

grained



Wat-provenance generalizes 
why-provenance from static 

relational databases to 
arbitrary state machines



Wat-provenance is to  
state machines what  
why-provenance is to 
relational databases
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subtrace of the input that suffices to generate 
o. We call such a subtrace a witness of o.
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the input that suffices to generate o. We call 
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Lessons
1.The “cause” of an output o is a subtrace of 

the input that suffices to generate o. We call 
such a subtrace a witness of o. 

2.The cause of an output o should be a 
“minimal” witness of o. 

3.An output o could have multiple “minimal” 
witnesses. 

4.If a witness is a “cause” of an output o, then 
all supertraces of the witness should be too.
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Wat-Provenance
• Given state machine M, trace T, input i, 

and output o. 
• A witness of o is a subtrace of T that 

suffices to produce o. 
• A witness T’ of o is closed under 

supertrace in T if every supertrace of T’ in 
T is also a witness of o.

• The wat-provenance of o is the set of 
minimal witnesses of o that are closed 
under supertrace in T. 



Wat-provenance is general-purpose 
and fine-grained
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Computing  
wat-provenance
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Wat-provenance is general-purpose and 
fine-grained but hard to compute

Causality is general-purpose but too 
coarse-grained and easy to compute

Why-provenance is fine-grained but not 
generally applicable and easy to compute
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Computing Causal History
Use vector clocks
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Computing Why-Provenance
Compute it explicitly
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Example: Key-Value Store

set(b,2) set(a,1) set(c,2) set(b,1) set(a,3) set(d,1) set(a,0)

      Input i = get(b) 

Output o = 1

Trace T

English wat-provenance specification: 
The wat-provenance of a get of key k is 

the most recent set to k.



Example: Key-Value Store

def get_prov(T: List[Request], i: GetRequest): 
  for a in reversed(T): 
    if (isinstance(a, SetRequest) and a.key == i.key): 
      return {[a]} 
  return {[]} 

Python wat-provenance specification:

English wat-provenance specification: 
The wat-provenance of a get of key k is 

the most recent set to k.



Wat-Provenance Specifications
Simple wat-provenance specifications are 

not uncommon:

•Key-Value Stores

•Object Stores

•Distributed File Systems

•Coordination Services

•Load Balancers

•Stateless Services



What is wat-provenance? 

How do you compute wat-provenance? 

How do you use wat-provenance? 

What are the limitations of wat-provenace?

Come to my poster!



Thank you!


