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Abstract— A Multi-hop Control Network (MCN) consists of ~ However, the literature on NCSs usually does not take
a plant where the communication between sensors, actuators into account the non-idealities introduced by scheduling
and computational unit is supported by a wireless multi-hop g routing communication protocols of Multi-hop Control
communication network, and data flow is performed using . . .
scheduling and routing of sensing and actuation data. We Networks. In [9], a glmylatlve enV|r0r!ment O,f Computer
characterize the problem of detecting the failure of links 6the ~ nodes and communication networks interacting with the
radio connectivity graph and provide necessary and sufficiet ~ continuous-time dynamics of the real world is presented. To
conditions on the plant dynamics and on the communication the best of our knowledge, the only formal model of a Multi-
protocol. We also provide a methodology taexplicitly design the hop Control Network has been presented in [10], [11], where
network topology, scheduling and routing of a communicatio . . P ’ '
protocol in order to satisfy the above conditions. the modeling and stability verification pro_blem has been

addressed for a MIMO LTI plant embedded in a MCN, when

I. INTRODUCTION the controller is already designed. A mathematical frame-

Wireless networked control systems are spatially digvork has been proposed, that allows modeling the MAC
tributed control systems where the communication betwedayer (communication scheduling) and the Network layer
sensors, actuators, and computational units is suppoyted b(routing) of the recently developed wireless industriaitcol
shared wireless communication network. Control with wireprotocols, such as WirelessHARWyw . hart comm2 . org)
less technologies typically involves multiple communigat and ISA-100 gww. isa.org).
hops for conveying information from sensors to the congroll ~ Consider the networked control architecture illustrated i
and from the controller to actuators. The use of wireleskigure 1, that consists of a plaft interconnected to a con-
networked control systems in industrial automation resultroller C via two multi-hop wireless communication networks
in flexible architectures and generally reduces instaligti Gr andGo. We proved in [12] that for anyime-invariant
debugging, diagnostic and maintenance costs with respdepologyi of Gr andGo, characterized by at least one path
to wired networks. The main motivation for studying sucHoetween the controller and the plant, it is always possible
systems is the emerging use of wireless technologies 1@ design a controlleC;, a routing and a scheduling to
control systems (see e.g., [1], [2], and [3]). arbitrarily assign the eigenvalues of the closed loop syste

Although Multi-hop Control Networks (MCNs) offer Consider the following two application scenarios. In thstfir
many advantages, their use for control is a challenge whé&genario (e.g. the mine application investigated in [18),
one has to take into account the joint dynamics of the plafitdustrial plant is connected to a controller via a multpho
and of the communication protocol. Wide deployment oWireless communication network: the graph topology of the
wireless industrial automation requires substantial prsg Wireless network is time-varying because of link failuresia
in wireless transmission, networking and control, in oraer battery discharge of the communication nodes. In the second
provide formal models and verification/design methodategi scenario, a plant is connected to a controller via a swarm
for wireless networked control system. The design of thef mobile agents (e.g. robots [14] or UAVs [15]) equipped
control system has to consider the presence of the netwokith wireless communication nodes: the graph topology of
as it represents the interconnection between the plant ate wireless network is time-varying because of motion of
the controller, and thus affects the dynamical behavior ¢ghe agents. In both scenarios, the time-varying topology
the system. The analysis of stability, performance, arid-rel perturbs the dynamics of the interconnected systépand
bility of real implementations of wireless networked catr the controller is required to detect the current topologyf
systems requires addressing issues such as scheduling &mwandGo to apply the corresponding control lagy.
routing using real communication protocols. In this paper we suppose that the topology®t and

Recently, a huge effort has been made in scientific resear€fo is time-varyingbecause of link failures, and provide a
on Networked Control Systems (NCSs), see [4], [5], [6], [7Jmethodology to detect the set of faulty links using Fault
and [8], and references therein for a general overvied€etection and Identification (FDI) methods. In the taxonomy

of fault diagnosis techniques, we leverage on the model-
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tion Engineering, University of L'Aquila. Address: Via G. r@chi, . .
18 Nucleo Industriale di Pile, L'Aquila, 67100 Iltaly. Tel:39 328 [17] on observer-based FDI, later pursued n [18] for linear
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manuele.serfg@univaq.it. The research leading to these results has re- As can be inferred from the recent survey [20], fault
ceived funding from the European Union Seventh Framewodgfmme . . .
[FP7/2007-2013] under grant agreement n257462 HYCON2 orinof  tole€rant control and fault diagnosis is one of the main issue
excellence. addressed in the research on NCSs. However, most of the
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Fig. 1. Proposed control scheme of a MCN.

existing literature on NCSs fault diagnosis (e.g. [21],])15 define a communication scheduling for all communication

usually addresses communication delays, and does not corodes of a wireless network. For each working frequency,

sider the effect of the communication protocol introducedime is divided into slots of fixed duratiofh, and groups

by a Multi-hop Control Network. In [22], a procedure toof II time slots are called frames of duratidgh = IIA

minimize the number and cost of additional sensors, reduirdsee Figure 2). For each frame, a communication scheduling

to solve the FDI problem fastructured systemss presented. allows each node to transmit data only in a specified time

In [23], the design of an intrusion detection system islot and frequency, i.e. a mixed TDMA and FDMA MAC

presented for a MCN, where the netwoitself acts as protocol is used. The communication scheduling is periodic

the controller. Our modeling framework differs from thatwith periodII, i.e. it is repeated in all frames. The standard

developed in [23], since we model the MCN as an input-

output system where the wireless netwotiensfer sensing A

and actuation data between a plant and a controller (they are Cyclen-1 || Cyclen Cycle n+1

relay networks), while in [23] the MCN is an autonomous \(
3

system where the wireless netwatself acts as a controller.
Moreover, in our model we explicitly take into account the %t

-y rrp1rp2 3 I Irj 123 )\
\

effect of the scheduling ordering of the node transmissions T=T1IA
in the sensing and actuation data relay.
Our work differs from the existing literature since we Fig. 2. Time-slotted structure of frames.

characterize the communication link failures detectionbpr

lem in a MCN as a FDI problem, and state necessary arghecifies a syntax for defining scheduling and routing and a
sufficient conditionon the plant dynamicandon the com- mechanism to apply them, but the issue of designing them
munication protocal Moreover, we provide a methodology remains a challenge for engineers and is currently dongusin
to explicitly design the network topology, scheduling andheuristic rules. To allow systematic methods for designing
routing of a communication protocol in order to satisfy linkthe communication protocol configuration, a mathematical
failure detection conditions of a MCN for any failure of model of the effect of scheduling and routing on the control
communication links. The explicit design of scheduling angystem is needed.

routing is a fundamental aspect of our contribution. In fast Definition 1: A SISO Multi-hop Control Network is a
evidenced in [13], when applying a wireless industrial coht tuple N = (P,Gr,nr,Go,n0,A) Where:

protocol to the real scenario the topology of the wireless , p — (A%, B, C%) models a plant dynamics in terms
network introduces hard limitations in the choice of the  of matrices of a continuous-time SISO LTI system.
scheduling. This is due to the fact that most of the wireless , Gr = (Vr, Er,Wg) is the controllability radio con-
industrial control protocols suggest that the communicati nectivity acyclic graph, where the vertices correspond
scheduling satisfies a specific ordering (see [13], [24] for  tg the nodes of the network, and an edge fronto
more details). The results in [12] and in this paper mitigate  ,/ means that’ can receive messages transmitted by

these constraints, by proving that it is not required to quenf v through the wireless communication lirgk, v'). We
scheduling according to a specific ordering. This allows o denotew, the special node o’z that corresponds to
strongly reduce the scheduling length, as illustrated 2j.[1 the controller, andv, € Vx the special node that

corresponds to the actuator of the inputof P. The

weight functionWy : Ex — RT associates to each
The challenges in modeling MCNs are best explained by link a positive constant. The role ¥’z will be clear

considering the recently developed wireless industrial-co in the following definition ofnx.

trol protocols, such as WirelessHART and ISA-100. These « nz: N — 2% is the controllability communication

standards require that designers of wireless control né&twvo scheduling function, that associates to each time slot

Il. MODELING OFMCNSs



of each frame a set of edges of the controllabilityye defineGr (ng) = 6 Gr(nr(h)) the sub-graph o6z
radio connectivity graph. Since in this paper we only o k=1 | ,
consider a periodic scheduling that is repeated in affduced by keeping the union of edges scheduled during the

frames, we define the controllability communicationVhole frame.

scheduling function by : {1,...,1I} — 2F=. The _Definition 3: We say that a co_n_trollability grapt_iJR is
integer constanil is the period of the controllability Jointly connected by a controllability scheduling: if and
communication scheduling. The semanticggfis that ©Only if there exists a path from the controller nodeto the
(v,v') € n(h) if and only if at time sloth of each actuator nodey, in G (nr).

frame the data content of the nodes transmitted to The above definitions can be given similarly for observapili
the nodev’, multiplied by the weightWz (v,v'). We graphGo and schedulingo.

assume that each link can be scheduled only one timeThe dynamics of a MCNN can be modeled by the
for each frame. This does not lead to loss of generalitynterconnection of blocks as in Figure 1. The bloEk is
since it is always possible to obtain an equivalent modelharacterized by the discrete-time state space repréigenta
that satisfies this constraint by appropriately splitting t (Ap, Bp,Cp) obtained by discretizingA%,, B%, C5,) with
nodes of the graph, as already illustrated in the memowsampling time7" = IIA. We assume that the plam is
slot graph definition of [11]. stabilizable and detectable, and that = (A%, B%,C%)

o Go = (Vo,Eo,Wo) is the observability radio connec- is the controllable and observable minimal representation
tivity acyclic graph, and is defined similarly t8z. We  If this assumption does not hold, then even with an ideal
denote withv, the special node of, that corresponds interconnection between the controller and the plant it is
to the controller, andy, € Vo the special node that clearly not possible to stabilize the closed loop systerd, an
corresponds to the sensor of the outpudf P. the control scheme in Figure 1 looses any interest.

e n0: {1,...,I} — 2P0 is the observability commu-  The block G models the dynamics introduced by the
nication scheduling function, and is defined similarlydata flow of the actuation data through the communication
to nr. We remark thatll is the same period as the network represented b§x according to the applied con-

controllability scheduling period. trollability schedulingnz. In order to define the dynamical
« A is the time slot duration. As a consequerifes IIA  behavior ofG, we need to define the dynamics of the data
is the frame duration. flow through the network, according to the scheduling

Definition 1 allows modeling communication protocols that We associate to the controller nodea real valueu,.(kT')
specify TDMA, FDMA and/or CDMA access to a sharedat time k, and we assume that. is periodically updated
communication resource, for a set of communication nodegith a new control command at the beginning of each frame
interconnected by an arbitrary radio connectivity graph. land holds this value for the whole duration of the frame.
particular, it allows modeling wireless multi-hop commu-Formally, yu.(kT) = u(kT).

nication networks that implement protocols such as Wire- The dynamics of the other nodes needs to be defined at
lessHART and ISA-100. Our MCN model differs from thethe |evel of time slots. We associate to each other node
framework developed in [11], since it allows modeling redunt € Vg \ {v.} a real valuey, ;j(h) at time sloth for
dancy in data communication sending control data througfhch nodey; belonging to the seinc(v;) = {v € Vg :
multiple paths in the same frame and then merging theigﬂ)j) € Er} of edges incoming in;.
components_according to the Weight function.. Thi_s kind of \when the link fromu; to v; is not scheduled at time slot
redundancy is calledhulti-path routing(or flooding in the 5 o variable; ;(h) is not updated. When the link from
communicatiorscientific community), and aims at rendering, . ¢4 v; is scheduled at time sldt. the variabley; ; (h) is

the MCN robust with respect to link failures and to mitigatin ,pqated with the sum of the variables associated to npde

the effect of packet losses. in the time sloth multiplied by the link weightVz (v;, v;).
For any given radio connectivity graph that models th%ormally, for eachv; € Vi \ {v.} and for each time slot

communication range of each node, designing a scheduling- (1,..., I} '

function induces a communication scheduling (namely the

time slot when each node is allowed to transmit) and a multi- pi,j (h) if (vi,v;) & nr(h),

path routing (namely the set of paths that convey data from

the input to the output of the connectivity graph) of the pij(h+1) = Wr(vi,v5) - 3 o4 ( .)um(h)

communication protocol. Since the scheduling function is if (vi,0;) € nREZ).mC e

periodic the induced communication scheduling is periodic

and the induced multi-path routing is static. Finally, the actuator node, periodically actuates a new

We define a connectivity property of the controllabilityactuation command at the beginning of each frame on the
and observability graphs with respect to the correspondirtgasis of its variableg; ., and holds this value for the whole

scheduling. duration of the frame. Formally,
Definition 2: Given a controllability graphGr and
schedulingyr, we defineGr (nr (h)) the sub-graph otiz u(kT) = Z i (KT).

induced by keeping the edges scheduled in the time/slot v; €inc(vy,)



The following proposition proved in [12] characterizes the [1l. FAULT DETECTION ONMCNS

dynamics ofGy at the level of frames, induced by the data

flow through the network at the level of time slots. In this section we provide a methodology to detect the
Proposition 1: [12] Given Gz andnx, the controllability —current dynamics of a MCN subject to link failures using

graph can be modeled as a discrete time SISO LTI systeﬁ&un Detection and Identification (FDI) methods. The falu

with sampling time equal to the frame duratidh= IIA, of a set of linksf C Er U Ep on the dynamics (1) can be

and characterized by the following transfer function: modeled as follows:
Cr(z) %7‘: v (d) 2((k+1)T) = Ax(kT)+ Bu(kT)+ Lym(kT)
r(2) = 2d y(kT) = Ca(kT) @)

d=1

where D € N is the maximum delay introduced ¥z,  wherem(kT) : N — R"*! is an arbitrary function of time

andvd € {1,..., Dg — 1}, y&(d) € R§, 7= (Dx) # 0. and Ly: R**! — R" is called the failure signature map
associated to the configuration of failurésWe define the
e N(Z) — oo failure signature maps as in Figure 4:
| [Pttt where thed-th componentsiz (d) and dp, ;(d) of the
G(kT) ‘ Gql2) ‘ ulkT) | 70H l u(t) l P(s) l y(t) ‘%‘l kT) ‘ Golz) | VT, y(kT) row VECtOFS5R7f _ [ 6R,,f(DR) 5R,lf(1) } and
1,,,,,,,,,‘::::::::::::::::::::: l:::: ,,,,,,,,, | boy = [ doysDo) --- doy(1)] are the pertur-

bations introduced by the configuration of failurgsin
Fig. 3. Transfer function of the MCN interconnected system. the paths ofGr and Gy characterized by delay. Since
vr(d) > 0 andvyo(d) > 0, and a failure of each path reduces
the value of the corresponding component, thery(d) > 0

MCN N can be modeled as in Figure 3, where each block r_'ld 5O=fL( LZOO for eachf € Er U Eo. In the absence of
a discrete time SISO LTI system with sampling time equaf*'" €5 4e = Ynx(n+1)-

to the frame duration, characterized by the transfer fonsti  1"€ signal m;(kT') depends on the protocol applied
Gr(z), Pr(z) andGo(z). by the communication nodes when the configuration of

let 2o € R"™, 2p € R"™ and 2z € R"® be failures f occurs. By an appropriate choice aiy(kT),

respectively the states of the observability graph, of thit 1S Possible to model by (2) the dynamics of when

plant, and of the controllability graph. We will denote by2 faluludreboctchurs in the sett of I'nkg for any proftofcoll
r — [ab xh L] the extended state aN, with aPPlied by the communication nodes in case of failure.

2 € R", andn = no + np + ng. The dynamics ofV can As an example, if a node sets to 0 the data cont_ribution
also be described by the following state space representati mcqmmg from .a faulty link, then we can model th|§ be-
havior by definingm;(kT) = [ 2(kT)" w(kT)" | .
2((k+ 1)T) = Az(kT) + Bu(kT), y(kT) = Cz(kT), ! @ node uses the latest data received from a faulty
w(kT), y(kT) € R 1) link, then we can model thlsT behavior by defining
T ’ my(kT) = [ 2z(kT)" wkT)T | +v, with v € R*H!
with: a constant vector of real numbers.
To perform failure detection of a MCN with the aim
of applying an appropriate control law for each dynamics

Go(z) can be computed similarly. The dynamics of a

[ Ao BoCp  Onoxnr induced by all failure configurations, we first need to define
A= Ohpxno Ap BpCr , the set® C 28r=YEo of failures we are interested in
| Onrxno Onpxnp Ar distinguishing. In fact, we need to distinguish two failsire
) o T induced by sets of linksf, f’ only when they introduce
no X1 @) . . .
B=1| Opoxi |, C=| Ouoxs 7 different perturbations of the dynamics (1), namely when
B Ot Lim¢(KT) # Lpmg (kT). For this reason, we defingq

- the set of equivalence classgf, each consisting of sets
and of links that affect the dynamics (1) by means of the same
representative failure signdlym ;(kT'):

0 Y=r(Dr) YrR(Dr — 1) 7r(2) o , , _ ,
Ar = | Opr-2x1 Owr-2x1  Ipg-2 ; =41 C BrUEo : ¥k 2 0, Ly (kT) = Lymy(KT)} .
0 O1x(Dg —2) o _ _ _ _
v (1) . For simplicity of notation, we will denote in the following
Br Oix(pr-2) |.Cr = { (1) } ) the equivalence clas{g‘] by a represgntative set of Ii_nlgse
1 (Dr—1)x1 [f]. In order to take into account simultaneous failures, we

define the subseby, C @, of equivalence classes such that
The matriceg Ao, Bo,Co) are defined similarly. the perturbation introduced can be obtained as the sum of
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Fig. 4. Matrix L.

perturbations introduced by equivalence classe® @f The following lemma provides a useful property of the
CAISA and UOSA Algorithms.
Py, ={ f € dg (HpEN,E fi,- o fp€Pa\ [ Lemma 3:Let £ C N*(C), then W*(L) = L,
and S*(£) = L + K with £ C N(C). Moreover, if
L = (N(C))", thens*(L) = R™,
Lymy(kT) 21wame kT))} Proof: Let £ C (AV(C))", then

Define the set of failures a®@ = ®q \ &s. ¢ aways Vi(£) = L+AONN(O)) =L+ A©0) =L,
contains the equivalence class that corresponds to the W, (L) = L+ A(LNN(C)) = L+ A(0) = L = W*(L).
absence of failures. It is easy to prove that thed&setiways For eachk > 0,
exists and is unique. For this reason, we can associate to any
given MCN N the corresponding unique set of failur@sve Sei1(L) = L+ AT (SK(L)) NN(C) = L + Ky,

are interested in distinguishing, and model their sim@tars with K C A(C). Moreover, if £ (N(C))L, then:

occurrence as follows:
_ -1 n _ n
2((k+ 1)T) = Az(kT) + Bu(kT) + 3 Lomg(k1),  SHE) = £+ ATRYNN(C) = L+ RTON(C)

po=r — L+ N(C) = (N(C))" +N(C) =R" = §*(L).
y(kT) = Cx(kT). 3 -
Given a MCN N and the corresponding faulty sdt For the sake of clarity, we address the link failure detectio

modeled by (3), we address the problem of detecting a failuggoblem starting by two special cases. In the first case, we
¢ € & that is perturbing the dynamics df by using the consider a multi-hop interconnection between the corroll
measures of the signaig-), y(-). To this aim we leverage on and the actuator and a single-hop interconnection between
the model-based approach developed in [18], which exploithe sensor and the controller, namely the controllabiligpi
a bank of LTI observer-like systems (called the residuali, consists of two nodes connected by one link. In the sec-
generators) that take as input the signals), y(-), and ond case, we consider a single-hop interconnection between
provides asymptotic estimates @i, (kT") for any failure the controller and the actuator, namely the controllabilit
p € ®. This allows to identify which failures are affecting graph G consists of two nodes connected by one link,
the dynamics ofV. The problem of designing such residualand a multi-hop interconnection between the sensor and
generators with arbitrary asymptotic convergence rate ahe controller. In the third case, we consider the general
the model (3) is well known as thextended Fundamental case when botlt:z and Go are multi-hop communication
Problem in Residual GeneratiofEFPRG). Necessary and networks.
sufficient conditions for solving the EFPRG have been stat
in [18]: i i
Theorem 2:Given the failure model (3), the EFPRG has |f Go consists of a single-hop, theny = 1, Ao =0,
a solution for the failurep € @ if and only if: Bo = Co = 1. As lllustrated in [18], eachL, can be as-
_ sumed monic with no loss of generality, since when failures

S*(Ly)NL, =0, (4)  are not present the corresponding components,gf:T) are

whereZ,, := Z@ cB\p Lo, identically zero. For this reason, by an appropriate chofce
my(kT'), we define theL,, in (3) as follows:

e,&j. G multi-hop andGo single-hop

Given any £L C R", the computation ofS*(£) can be
performed by applying the (C,A)-Invariant Subspace Algo- Ono+np)xnr
rithm (CAISA) and the UnObservability Subspace Algorithm L,= ,
(UOSA), recursive algorithms provided in [25]. We define

W+*(L) the fixed point of the following recursion (CAISA): wheres, € (R})™ is a row vector and..,: R"® — R"
® 0 [0 .

Wis1(L) = L+ AWir(L) NN (C)), Wo(L) =0. The following theorem states a negative result.
o ' : . : Theorem 4:Let a MCN N and the corresponding faulty
\(/t/Jeocéif;rjeS (£) the fixed point of the following recursion set® be given, whereiy is multi-hop andGo is single-

' hop. Then the EFPRG can be solved for each @ if and
Se41(L) = WH(L)+ A7 (SK(L)) NN(C), So(L£)=R". onlyif |®| <2.

7]
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Proof: (sufficiency) If |®| = 1 then® = {&}, and The above theorem shows that it is not possible to design
failures are not defined. If®| = 2 then® = {@,¢}. aresidual generator for eaghe @ if the rank of the matrix
ThereforeL, = Lz andLy = L. Sincely = 0, itis easy C is smaller thams. In particular, in system (1) the rank of
to derive thatS*(£,) N Lz = 0 and thatS*(Lz)NL, =0. C is 1, andng is equal to 1 only if the se® is trivial,

(necessity Assume thaf®| > 2. Note that all the ele- namely it contains the equivalence clagsand just one
ments of the matrix,, are zeros, exceptti@o+np+1)-th  equivalence clasg. For this reason, we need to consider

row. For this reason: a more general model for the observability graph. More
- . precisely, we consider observability graphs charactdrize
V@€, Ly = spanfenotnpt1] = Lr. ng terminating nodes, ..., v,., with ng > ng. This can
Thus, for eachy € ®, £, = L. SinceL, C §*(L,), for be modeled without loss of generality by redefining matrices
eachy € @ the following holds: Ap, Bo andCp as in Figure 5:

wherenp = Do + ng — 1 is the new dimension of the

S (Lp) N Ly =S"(Lr) N Lr = Lr # 0. state space. The failure signature maps RPe — R™ are:

The above theorem states that if the controllability graph —0p.1
is multi-hop and the observability graph is single-hopnthe L. = : (8)
it is not possible to distinguish failures in a skt unless® ’ —0p.ns 7

is trivial. In the following section, we will show that more

) . ) i O(n—ns)XDo
can be done if the controllability graph is single-hop anel th

observability graph is multi-hop. whered,; € (Ry)”° and each component, ;(d) is the

) ) perturbation introduced by a failurg in the paths ofGo

B. Gr single-hop and=» multi-hop terminating with nodey; and characterized by delaly The
If Gr consists of a single-hop, themg = 1, Agx = following theorem states necessary and sufficient conditio

0, Bk = Cr = 1. Using the same reasoning as in theo solve the EFPRG whefi» is multi-hop and= 5 is single-
above section, we can define a debf equivalence classes hop.

of link failures that equally perturb the dynamics (3). $inc Theorem 6:Let a MCN NV and the corresponding faulty
in this case the failures occur in the observability graph, bset® be given, wher& is single-hop andyo is multi-hop

an appropriate choice ah,(kT) we defineL,: R"® —  with ng > ng terminating nodes. Then the EFPRG can be
R™ the failure signature map associated to the equivalenselved for eachy € @ if and only if the following condition
classesp € ¢: holds:

—5, } | d(Ls) = ne, 9)

L = o ©) | _

(n=1)xno where the matrixLe := [ Ly, Ly, -+ Ly, | isthe
whered,, € (Rar)no is a row vector and each componentuxtaposition of all failure signature maps i and has
5,(d) is the perturbation introduced by a failuge in the —dimensionsus x ng.
paths ofG characterized by delay The following theorem Proof: We need to state the equwalence between £9) and
motivates an extension of the model (3). (4). For anyp € @, L, C (N(C)) andZ, C (N(0))

Theorem 5:Let a MCN N and the corresponding faulty Thus, Lemma 3 |mpI|es that:
set® be given, wherez is single-hop andz» is multi- . _
hop. Then the EFPRG can be solved for each ¢ only if S (’Cv’) = Lo+ Ky, Ko SN(O).

the following condition holds: Moreover, for anyp € @, £, N K, = 0, thus:

d(WVEO)) 2 Y diLy) = na. S (£y) (Lo = (Lo +K,) N1 Ly = LN Ly
pcd

. o n It follows that (4) is equivalent to the following:
Proof: Equation (5) implies that, C (J\/(C)) for

eachy € . Therefore " £, C (N(C)) ™, which implies L,NL,=0. (10)
ol
that: °e Sinceng > nge by assumption, thed(Ls) < ne. Sincel,
1 are monic, Condition (10) implies that (4) holds if and only
d (Z Ew) ( (©)) ) ®) if d(Ls) = ne. -
ped

The following theorem characterizes the relation between
Condition (4) implies thaty ¢, ¢’ € ®, L, N L, = 0. Condition (9) and the topology afo (n0).

Therefore: Theorem 7:Let a MCN N and the corresponding faulty
setd be given, wheré& is single-hop and+ is multi-hop
d (Z 590) = Z d(Ly)- @) with ng terminating nodes. Thed(Ls) = ng if and only if
ped ped Go(no) is a tree, where, is the root node and,, . . ., v,

Applying (7) to (6) completes the proof. m are the leaves.
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Fig. 5. MatricesAn, Bo andCp.

Proof: (sufficiency) Let Go(no) be a tree, where,  SinceL; can be defined similarly, then:
is the root node and the terminating nodss. .., v, are

the leaves. Therefore, for each 'Ferminating nadei € (Zd 6 (d )) (Zdel 6v,v1(d))
{1,...,ng} there exist a unique a link; = (v},v;) € Eop,
with v} € Vo \ {v1,...,v,4}. Define the conflgura'uons of L4/ D span :
failures f; = {e;},i € {1,. ns} and the corresponding (Zd 61 (d ) ( Do 5v,vns(d))
failure signature map$Lf1, ..+, Ly, }, each characterized 0

(n—ng)x1

by ng rows and 1 column. Sincé?o(n@) is a tree, for
each setf € 250\ {f1,..., fus }, there existp < ng and
ei,...,ep such thathmf(kT) = Zle Lemy, (KT),Yk >

0. SinceLy, N Ly, # 0foreachi,j=1,...,ng,i# j, then
®={f1,..., fas} @andne = ng. SinceLy,,..., Ly, are
monic, thend(Ls) = ne.

It is clear thatﬁfz N Ef// 75 0.1f 3k >0 Lf/mf/(kT) #
Lyvmyn(KT), then the configurations of failureg’ and
f” belong to different equivalence classes ®fand thus
d(ﬁ@) < Ng. If Lf/mf/(kT) = Lf//mf// (/{T),V/{ >0, then
the configurations of failures gf and /" belong to the same
(necessity Assume that Go(no) is not a tree. equivalence clasil;m] of ®, and we can not conclude
Then there exist nodesy, o', and v” such that thatd(Ls) < ne. However, the simultaneous failure of links

¢ = (V,v), ¢ = (v",v) € Eo. Define f" = {e'} and ¢’ ande” belongs to the equivalence clagsy . prm s,
f""={€"} In this case L; assumes the following form:  with Lpgn # Ly and Lo 0 Ly # 0, and thus
d(ﬁ@) < Ng. ]
5 (Do) - & . (1) Corollary 8: Let a MCN N and the corresponding faulty
Yy, U1 Yy, UL set® be given, wheré&r is single-hop and-» is multi-hop
Ly =— : : ’ with ng terminating nodes. If the EFPRG caf be solved for
80w,y (Do) oo 8y, (1) eachy € @, thenng = ne andLe = (N(C)) ™.
Otm—ns)x1 ~* Om—ng)x1 Proof: Straightforward sincé&» (o) is a tree, and thus
to each terminating node;,i € {1,...,ng} corresponds
only one path fromy, to v;. ]

whered,, ., (d) is the contribution on the dynamics (3) of
all paths starting fromy,,, terminating in nodev;, passing
throughe’, and characterized by a deldy It follows that:

The necessary and sufficient condition given in Theorem
7 provides a hard constraint on the topology @6 (10)
induced by the scheduling». This is not surprising, since
we require to solve the EFPRG for the sktof all con-

Zgo 573 () figurations of failures t.hat pert_urb thg dynamic; (3). From

v an implementation point of view, this constraint can be

Ly D span : both interpreted as hardware or software redundancy. In
e ans(d) the former case, the tree structure @b (no) provides a

hardware separation for all paths fram to the terminating
nodes. However, a tree communication graph might be not
always implementable in real cases: therefore, the canstra

If a failure occurs in link ¢/, then the contribution on Go(no) can be implemented by using, for those com-
S &y, v, (d) on the dynamics (3) can be decomposed agunication nodes that receive data from multiple incoming
the product of the contributions of all paths startingjnand  |inks, separate memory slots for each of the incoming data.
terminating inv passing througl’, and of the contributions These nodes will transmit distinct data for each memory
of all paths starting in and terminating irv;. Thus, slot, thus providing a software separation for all pathsnro

vy to the terminating nodes. In general, a combination
of the above approaches is reasonably implementable in a

O(n ng)x1

(Zd 1 vy,v( )) ( DO 1 0v.0, (d )) real communication network. An interesting future reskarc
direction is relating the properties 6f» (no) with Condition
Ly 2 span b b - (9) when the number of simultaneous failures that can occur
(Zd i} 55Jy,v( )) (Z % O, vns( )) is bounded, or when failures can not occur in saseeure

O(n—ns)x1 paths of the communication network.
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Fig. 6. Inductive definition of matrix¥ .

the value ofh depends on the terminating condition of the
CAISA Algorithm. More preciselyh is the smallest integer

C. Gr and Gp multi-hop

When bothGx andG are multi-hop, we need to define
the setd = & U o of equivalence classes that equallySUch thatrank (span(¥x) NN (C)) = rank(span(¥p41)N

perturb the dynamics (3). In this case, failures occur “4\/_(0)). The above terminating condition occurs at COIU”_‘”
both the controllability and observability graphs. Theref 7 if and only if one of the following two conditions holds:
by an appropriate choice of,,(kT)), we define the failure (i) the 1-st row of columnh (which is a scalar) is equal to

signature maps associated to the equivalence classes zero and columrh is linearly dependent on all the previous
¥ andgo € Do by: columnsl, ..., h—1; (i) the 1-st row of colummn is different

from zero. We show in the following that condition (i) will
always stop the CAISA algorithm before condition (i) can
occur.

Let m € N U {0} be the smallest value such that
CpABBp # 0. Since (Ap,Bp) is controllable and
g ; (Cp, Ap) is observable, them < np—1. Note that the first
as defined in (8). ns+ 1 columns ofl', are already present, since they belong

We recall that, for eachpr € g n_on-empty, to £,,. The subsequent columns are linearly independent
Lop = Span(eno.*””fl)' Therefore, we will consider from the previous columns sindedp, Bp) is controllable
w.l.o.g. only one failure in the reachability graph, namelyandm < np— 1. Since the scalaf’p A7 Bp # 0 appears at
Or = {9, pr} With Ly, = span(€no+np+1). row ng + Do — 1 and at colummyg + 2+ m, the subsequent

Moreover, by Theorem 73 a necessary condition to solv o — 2 columns are linearly independent from the previous
the EFPRG for anyo € ®o is thatGo is a tree. Therefore, ., ns Therefore, columi can be linearly dependent on
we will consider w.l.o.g. a failure in the observability gia all the previous columns fak > hy — ng +m + Do + 1.

for each path, namelpo = {¢1,...,¢ns} With Ly, = Let1 < d; < Do be the smallest value such tha{d, ) #

span(@:). . . , 0. Therefore, the-st row of ¥, will have a non-zero value
The following theorem states that it is not possible tQ, 4 o first time at row columiy = ng+m-+di +1. Since

detect failures in the controllability and observabilittaghs hs < hy, then condition (ii) will always stop the' CAISA

using the measurements of the observability gra_ph. algorithm before condition (i) can occur. Therefore:
Theorem 9:Let a MCN N and the corresponding faulty

O(no+n7>)><n7z )
LLPR = _5<PR > Ltpo = [ vo ] )

0("7371)><n73 (n—ns)Xno

with 6., € (R$)P® a row vector, and,,, € (Rj)"s*Po

set® be given, where&>z is multi-hop andGo is multi-hop - lns—1 0 ¢
with ng terminating nodes. Then the EFPRG is not solvable W* (Ly,) = span 0 0 2 |,
for any pr € ®x and anypp € ®o. 0 I 3

Proof: We first show thatS* (Lyy) N ‘Cfvz #  wherel <n—ng, ¥ is ang — 1 column vectorgss # 0 is
0. By Corollary 8, >, co, Loo = (N(C))”, and a scalar, andps is al column vector. Applying the UOSA
S* (X pocdo Loo) = R" by Lemma 3. Sincel,,, = algorithm, we obtain:

Loo, thenS* (L,.) N Ly, #0. 5N Ak (7 on ok (A
'Tigeggmpﬁete the prtgofi; V\)/e neeg to show that for each 81 (Le) =W (Ley) + N(C) =R" = 8" (L)) .

i€{l,...,ng}, 8 (Ly,) N Ly, # 0, with p; € do. We  which clearly implies thatS* (L,,) N Ly, # 0. [

will only provide the proof fori = 1: the same reasoning Theorem 9 states that, in order to detect failures in the

can be used fof € {2,...,ng}. observability graph, the controllability graph must not be
The spaceV* (Eg,l) is generated by the submatnk;, subject to failures. By a practical point of view, the com-

which consists of the first columns of the matrix?, with  munication protocol in the controllability graph is recgdr

infinite columns inductively defined in Figure 6, and wherdo implement failure detection using handshaking messages



between nodes and inform the controller about the set @3] S. Sundaram, M. Pajic, C.N. Hadjicostis, R. Mangharamg G.J.
faulty links.
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