Outage Constrained Robust Secure

Transmission for MISO Wiretap Channels

Shuai Ma, Mingyi Hong, Enbin Song, Xiangfeng Wang and DecBun

Abstract

In this paper we consider the robust secure beamformerrmésigv1SO wiretap channels. Assume
that the eavesdroppers’ channels are only partially aveilat the transmitter, we seek to maximize
the secrecy rate under the transmit power and secrecy régeprobability constraint. The outage
probability constraint requires that the secrecy rate edsecertain threshold with high probability.
Therefore including such constraint in the design natyetisures the desired robustness. Unfortunately,
the presence of the probabilistic constraints makes thielgmonon-convex and hence difficult to solve.
In this paper, we investigate the outage probability camséd secrecy rate maximization problem using
a novel two-step approach. Under a wide range of uncertamgels, our developed algorithms can
obtain high-quality solutions, sometimes even exact dlsbhutions, for the robust secure beamformer
design problem. Simulation results are presented to vehé effectiveness and robustness of the

proposed algorithms.
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I. INTRODUCTION

Wireless communication is susceptible to eavesdroppire tduits broadcast nature. Tradi-
tionally, security is treated in cryptography through dateryption at the application layer.
However, the open nature of wireless medium and the dynaopiclagy of mobile networks
may introduce significant challenges to secret key trarsornisand managemernit! [1],1[2]. In
comparison to the conventional cryptographic approachbgsical-layer secrecy can achieve
perfect security without using an encryption key. The infation-theoretic notion of security is
introduced by Shannon to study secure communication ovat-pm-point noiseless channels [3].
Wyner defined the secrecy capacity for a wiretap channelbeagsfiper bound of all achievable
rates in which private messages are guaranteed to be debgdéeé legitimate receiver, while
being kept perfectly secret from the eavesdropper [4].

In a wiretap channel, to guarantee non-zero secrecy rategdliesdropper’s channel should
be worse than the legitimate’s channel [4]. However, thiy mat always be possible in practical
wireless environment. By utilizing multiple antennas aé ttransmitter, the dependence on
channel conditions can be greatly reduced. This can beatitrito the extra spatial degrees
of freedom provided by the antennas arrays, which enabéegdnsmitter to further degrade the
reception of the eavesdroppers while at the same time eahaecrate of the desired receiver.
Recently, considerable research has investigated ogtiioiz algorithms for improving secrecy
rate in wiretap channels with multiple antennas [5]--[11].

There are roughly two approaches for designing transnmssahemes in the presence of
multiple transmit antennas: 1) single-stream transmitifeeming, in which the transmit signal
is steered towards the legitimate receiver, while the pdeakage to the eavesdroppers is reduced
at the same time; 2) joint beamforming and artificial noisbl{Aeneration, in which the transmit

power is split into a data stream and an ANJ|[12]4[15]. The ANis&d to generate interference
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to degrade the reception quality at the eavesdropper. B ghper, we focus on the single-
stream transmit beamforming approach. The secrecy cgpzfdihe multiple-input single-output
(MISO) wiretap channel was proved inl [6]. The authors[ih [ijastigated the fading MISO
wiretap channel, and the analysis was extended to the mplii multi-output (MIMO) case
in [8]. The secrecy capacity for a Gaussian broadcast chama® computed in[[9], where a
multi-antenna transmitter sends independent confidentedsages to two users. We note that
all the above results are based on the somewhat unrealgsiargption that the channel state
information (CSI) ofboth legitimate receiver and the eavesdropper is perfect knawthé
transmitter. However, in practice perfect CSI of the legéte user is already sometimes difficult
to obtain (due to estimation errors or feedback errors)tmotention that of the eavesdroppers.
Naturally, such CSI uncertainty heavily deteriorates teefgrmance of the systern [16].
Motivated by this fact, the robust design for physical-lagecrecy with imperfect CSI has
received a lot of attention recently. 10 [16]-[18], the pish of maximizing the worst-case
secrecy rate under various scenarios was studied, withrfegteeavesdroppers’ CSI (ECSI) and
perfect legitimate receivers’ CSI (LCSI). Under the asstiompof norm-bounded uncertainty,
the secrecy rate maximization problem with both imperfe@SE and imperfect LCSI was
investigated in[[19],.[20]. It is worth noting that all the@le mentioned works focus on bounded
CSl errors using the worst case approach. Although suclbapbrguarantees the performance of
the worst CSI errors scenarios, it often leads to a very guatee design, because the extreme
conditions may rarely occur. On the other hand, the robgstoéthe design can also be improved
by introducing certain outage probability constraintsjaitoften yields less conservative results.
A detailed characterization of the outage secrecy capaditylow fading single-input single-
output (SISO) wiretap channels was provided[in/ [21], whenty the LCSI is known exactly.
In [22], the authors investigated a single letter charaaéon of the secrecy capacity of the
single-input multiple-outputs (SIMO) channel and the imipaf slow fading on the secrecy

capacity. With imperfect ECSI and perfect LCSI, the authorf23] proposed to minimize the

October 29, 2013 DRAFT



outage probability of secure transmission for both casesngfle-stream transmit beamforming
and AN aided transmit beamforming.

In this paper, we seek to design robust secure beamformnategies for MISO wiretap
channels under various assumptions on the CSI. In pantjoutaconsider three CSI uncertainty
scenarios: (a) perfect LCSI and statistical ECSI; (b) merieCSI and imperfect ECSI, and (c)
imperfect LCSI and imperfect ECSI. Heirmperfect ClSefers to the case where the channel lies
in some uncertainty set centered at the true charstalistical CSimeans only the distribution
of the channel is available. In each of the considered cdiseqresence of channel uncertainty
leads to the outage event. That is, any given secrecy ratgreegent cannot be guaranteed
all the time. Therefore, we focus on studying the secrecg maaximization problem with a
given secrecy outage probability. In other words, we desidpust secure beamformer in a way
that ensures the probability that an outage event occumnadler than certain given threshold.
Unfortunately, in general the probabilistic constrainfteie have no closed-form expressions and
are seldom convex [24], [25].

The main contribution of this paper is the development of itesof algorithms that handle
the difficult outage probability constraint for all three IQ8certainty scenarios. Our first step
is to decompose the problem into a sequence of power miniimiz@roblems under the se-
crecy outage constraints. Then we propose three new digwito solve the resulting outage
probability constrained power minimization problem, ooe éach scenario:

1) Perfect LCSl and statistical ECSl (Scenario 1): The chance constrained power mini-
mization problem is first equivalently converted into a det@istic problem. For the case
with a single eavesdropper, we derived the optimal solutioalosed form, while in the
presence of multiple eavesdroppers, the problem is solyagimg semidefinite relaxation
(SDR). Importantly, we show that in the latter case, whenelie original problem is
feasible, the SDR is always tight.

2) Perfect LCSI and imperfect ECSI (Scenario 2): The chance constrained power mini-
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mization problem is first lifted into high dimensions, an@érhconservatively transformed
into a convex SDP by using the the Bernstein-type InequaljB6], [27]. A customized
procedure: Projection Approximation Procedure is theretigped to recover a high quality
rank-1 solution of the original problem.

3) Imperfect LCSI and imperfect ECSI (Scenario 3): In this case, there are multiple
types of CSI uncertainties in the chance constraint. We fiasdmbine the CSI errors to
higher dimension. We then conservatively transform thegrawinimization problem into
a deterministic form by using the the Bernstein-type Indiqu# [26]-[29], for which the

SDR is used again to relax the deterministic problem intoravex SDP problem.

Notations Boldfaced lowercase (resp. uppercase) letters are usegptesent vectors (resp.
matrices). All vectors are column vectors. The symhols (-)”, (), CN, Tr(-), ||-||, ©® and®
denote respectively conjugate, transpose, conjugatepose, the space df x 1 complex vector,
the trace, the Frobenius norm, the Hadamard product andel€ken productRe {-} extracts the
real part of its argumentx ~ CN (m, V) means thak is complex Gaussian distributed with

mean vectomm and covariance matri¥. p (A) denotes the largest eigenvalue of the matkix

1. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Model

Fig. 1. System model.
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We consider a MISO communication system with a source nodieg)A a destination node
(Bob), and multiple eavesdroppers (Eves), as shown in Fi§ufipose that Alice has; transmit
antennas, while both Bob and Eves have a single receive ramtém this model, Alice sends
private messages to Bob in the presence of Eves, who arecab&/¢sdrop on the link between
Alice and Bob. Assuming that channels are flat-fading, tlymals received by Bob and Eves

are given by

vy (1) = hws () +ny (1), (1a)

Ye,k (t) = g]?WS (t) + ng (t) 7Vk € le (1b)

wheres (t) is the data stream intended for Bob, with{|s ()|} = 1; w € C™* is the transmit

beamformer vector foi (¢); h € C is the channel from Alice to Bobg, € C is the

channel from Alice to thekth Eve; n, (t) and n (t) are independent identically distributed

(i.i.d.) circularly symmetric complex-valued Gaussiarises:n; (t) ~ CN (0,67) andny, (t) ~

CN (0,82,); K ={1,2,..., K}. The received signal-to-noise ratio (SNR) at Bob is given by
E{n"ws O} ot

Likewise, the received SNR at thigh Eve can be expressed as

E Hg,?ws(t)H2 H |2
st vy - U O) tl .

The average transmit power of Alice is

E{llws &I} = lw]* (4)
According to [6], [7], the instantaneous secrecy rate is
+

R = |log, (1 +SNRy (w)) — max log, (1 +SNR.\ (W))| . (5)
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A commonly used criteria for designing the transmit stratesgto maximize the achievable

secrecy rate, subject to a total power constraint [11]

max R (6a)
H |2 H |2
s.t. log, (1 + M) — log, (1 + w> >R, Vkek, (6b)
56 6e,k
Iwl* < P, (6¢)

where P is the given average transmit power limit for Alice.

B. CSI Uncertainty Scenarios

One important factor that affects the above secrecy ratemzation problem is the availabil-
ity of CSI. In most cases, the CSI between Alice and the legite receiver Bob can be quite
accurate, as it is usually learned at both the receiver siddlee transmitter side by training and
feedback. However, the CSI between Alice and Eve is rarelydse to the limited cooperation
among them for estimating the channel. As a result, any ipedatesign to achieve high secrecy
rate must take CSI uncertainty into consideration. In thiskywwe consider the following three

scenarios that cover a wide range of CSI uncertainties.

1) Scenario 1: Perfect LCSI and statistical ECSNe first consider a scenario that often
arises in practice, in which Eves are not part of the legitemsystem, hence their channels
are not known. That is, Alice knows the full CSI of the chanhebut only some statistical

information about ECSI 6], [10]:

gk ~ CN (07 Gk) 7Vk S ICa (7)

where G, = 0. Note that in [[6], [10], similar scenarios are consideredt, With the important

difference that only the nonrobust ergodic secrecy rateirma&tion problem is investigated.
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2) Scenario 2: Perfect LCSI and imperfect ECSIonsider the scenario where Eves are
regular users of the system, but the cooperation betweea® Alnd Eves is limited so that Alice

only has some imprecise knowledge about the channel to Eves:
gr = 8k + Ag, Yk € K, 8)

whereg,, € Ct is the estimated CSh\g;, is the stochastic CSI errors, following the distribution
Agi ~ CN (0,E, ), with E.; > 0. Such uncertainty model has been considered_in [23], but
with a different design objective (minimize the outage @oitity) and only a single Eve.

3) Scenario 3: Imperfect LCSI and imperfect EC®e consider the case in which Eves are
parts of the communication system [2]) [5]. Differently rfinathe previous case, we model the

CSils forboth Bob and Eves as being imperfett [19]:
h=h+Ah, g, =g + Ag, Vk € K, (9)

whereh € CM and g, € CM are the estimated CSIAh and Ag, are the corresponding
stochastic CSI errors, which respectively follows the riistion Ah ~ CN (0, E;,), E, > 0,
and Agy ~CN (0,E.;), E.x = 0.

Remark 1 (Choice of error models): We have used Gaussian random rgetiamodel the
imperfect CSI in Scenario 2 and 3. The reason that we choosle swdel as opposed to
characterizing the error as bounded random variables €sge, [30]) is given below. In the
process of acquiring the CSI by the Alice, there are two mainees of CSI errors: the estimation
error and the quantization error. We consider the case ligaestimation is not very accurate
but the amount of bits available for feeding back the CSI (hhdetermine the size of the
guantization codebook) is sufficient. Therefore the edimnaerror is the dominant factor for
the uncertainty of the CSI. It is known that when estimatihgrmels using the MMSE method,
the CSI errors tend to follow Gaussian distribution. We neenthat the above model has already

been used in [30]=[34] to model CSI errors arise in other comigation systems.
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C. Problem Formulation

In all the uncertainty models presented above, limited Q8vkedge makes it difficult to
design a transmit strategy that is able to guarantee a gaentargetkR > 0 all the time.
Fortunately, in practice many wireless applications (sashvideo streaming, voice over IP)
are able to tolerate occasional events of outage withouifgigntly affecting users’ QoS [23].
Therefore it is reasonable to design transmit strategi@sddin meet the users’ rate requirement
with a high probability. Formally, we are interested in sotythe following chance constrained

program (which is a modification of problernl (6))

max R (10a)
H |2 H |2
S.t.Pr {10g2 (1 + Hh%“) ~log, (1 + Hgf%“) > R} > 1~ prous, Vk € K, (10b)
b ek
lwl* < P, (10c)

wherepy ... € (0,1] is the maximum allowable secrecy outage probability for tte Eve.
The chance constrained robust beamforming design (10)nsconvex, and thus is not likely
to be solved efficiently. To make the problem tractable, wst flecomposé (10) into a sequence

of probability constrained power minimization problemsgedor each target rat& > 0:

min ||wl* (11a)

AN et
LLET 0goy 1 + T — 10g2 1 + — = 2 R 2 1 — Pk,out, vk c K. (11b)
b

Obviously, the optimal objective value of the above problsrmonotonically increasing with
respect toRk°P. Thus, by solving the problenh (111) with differeRtand using a bisection search
[35] over R, R° can be obtained. In the subsequent sections, we will focusotwing [11) for

different uncertainty models.
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10

[Il. PROPOSEDMETHODS

A. Scenario 1: Perfect LCSI and statistical ECSI

In this scenario, only the statistical ECSI of the fogn~ CN (0, G}),Vk € K is known to

Alice. Therefore the left hand side of the constraint (114 be reformulated as

2 2
[ w] e w|
Prqlogy ( 1+ —5—— | —logy | 1+ 5 >R
56 5e,k
HphH Hy oH
—p o (10 ) g (14 B ik g
b ek

62, (62 + whn”
e,k ( b +w W) > 2R} (le)

52 HhhH
=Pr {WHgkg,?W < 5§7k ( b +‘:;22R w_ 1)} (12¢c)
b
02k 67 +wihhf'w
=1 —exp (WHGkW (1 — 5727 )) . (12d)

The equality in[(Z2d) holds true due to the fact that the ramdariablew g, g w follows
exponential distribution with meaw’ G, w [36].

Substituting [(12d) into[{11b), we have

Oc i 67 + whhf'w
I —exp (m <1 — = 520 )) > 1 = Drout; (13)

which is equivalent to

1 52
Je <1 - 2—R> <wH (Gk In pg out + %—é]j%hhfﬁ w. (14)

We conclude that for scenario 1, the probléml (11) is equitate the following deterministic
problem:
min  ||w|? (15a)

52 1
s.t. wi (Gk In P out + (S;—él;hhH) w > 53,19 (1 — 2—R) ,Vk € IC, (15b)
b
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11

The above problem is a nonconvex quadratically constraguediratic problem (QCQP), where
the nonconvexity comes from the (possibly indefinite) qatidrconstraintd (15b). The following
series of results characterize its feasibility conditions

Proposition 1. For scenario 1, when there is a single eavesdropper (if€.,= 1), the
necessary and sufficient condition for probl€fi@) to be feasible isp(A) > 0, where A £

2
56,1

G Inpg our + WhhH. When conditiorp (A) > 0 is satisfied, the optimal solution 5) is
b

* 6371(1_§)

SR Vmax: wherev,,., denotes the normalized eigenvector/ofassociated with

Proof: We first show that ifp (A) > 0 holds true, then probleni(IL5) is feasible. Let

W = [V, and we have

52
wh (Gl In P out + ﬁhhhﬁ W = l2V£aXAVmaX = l2p (A). (16)
b

Sincep (A) > 0, obviously the constrainf (1bb) will be satisfied by inciegd. Hence we can
obtain a feasible solutiow.

Next, we show the reverse direction of the claim, that if peab(15) is feasible, then(A) > 0
is true. If p (A) <0, we haveG;Inpy . + (if—é}hhH =< 0. Then the left hand side of constraint
(I3D) is

2

H 01 41
w | Gilnpg ou + Whh w <0, Vw. @an
b

For R > 0, the right hand side of constrait (15b) is

52 (1 - QLR) > 0. (18)

Hence the constraint (1bb) cannot hold, which is a conttadic Therefore, whenk = 1, the
problem [(15) under the scenario 1 is feasible if and only (if\) > 0.

Finally, we show that the optimal solution can be expressed & 1/ vaw. Consider

the following inequality:w/ Aw < p(A) ||w|*, where the equality is achieved whenis an

eigenvector of\ corresponding to the maximum eigenvajug\). On the other hand, if constraint
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(D) is satisfied, we must haygA) |[w|* > 62, (1 — 5%). Therefore, the minimum value of

o L 9 82,(1-2%) . o 82, (1-2%)

the objective function igjw||” = —— -~ and the optimal solution is* = |/ ="~ Vinax.
[

Proposition 2: For scenario 1 with multiple eavesdroppers (i.e., whHén> 1), problem(T5)

is feasible if the following holds true

52 1
S 2 = (G b — 7 (1= 5 ) ke (19)
Moreover, if problem(d8) is feasible, then we must have
p (Gk In pr out + (Sl);?hhH) > 0,Vk € K. (20)
Proof: Please see Appendix A for proof. [ |

For K = 1, we have shown in Proposition 1 that probldm](15) admitsedeferm solution.
However, forK > 1, such closed-form solution is not likely to exist, becausaagal nonconvex
QCQP problems are NP-hard [37]. Fortunately, due to somei@pstructures of probleni (15),
its global optimal solution can still be obtained in polynahtime. In the following, we use the
SDR approach for such purpose.

To this end, we first rewrite the problemn {15) equivalently as

min Tr (W) (21a)
53,/% H 2 1

SLTr{ | Gi Inprous + @hh W >6Z,(1— oR VE e K, (21b)

W =0, rank(W) = 1. (21c)

Dropping the rank constraint, we obtain the following reldxonvex program

min Tr (W) (22a)
53,/% H 2 1 b

SLTr{ ( G Inprout + @hh W) > (1-55 ) ¥k ek, (22b)
W =0, (22¢)
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whose optimal solution can be efficiently obtained by imtepoint algorithms[[38],[39]. Gener-
ally speaking, there is a positive gap between the optimjgctive value of the original problem
and its rank-relaxed counterpart, as there is no guaranéehte solution for the relaxed problem
is of rank one. However, below we show that in our case, thetisol of (22) is indeed of rank
one. That is, there is no loss of optimality in performing teé&xation.

Theorem 1. SupposeR > 0, and that problem(22) is feasible. Then the optimal solution of
the problem(22) must be of rank one.

Proof: Please see Appendix B for proof. [ |

B. Scenario 2: Perfect LCSI and imperfect ECSI

In this subsection, we solve the power minimization probl@d) under the assumption of
perfect LCSI and imperfect ECSI. The main approach we wilply is a relaxation-restriction
procedurg: we first perform an SDR to lift the problem into a high dimemsithe relaxation
step), and then conservatively transform the resultingichaonstraint into a deterministic form
(the restriction step).

1) Semidefinite RelaxationiVe first reformulate the chance constraint[in (11b). Spedific

the inequality

HhhH H H
o (1 I g, @w) o R 03
6b 5e,k
can be rewritten as
27162, (6; + whh"w) > 67 (62, + w'grglw) (24)

Similar relaxation-restriction procedure was also useff8j, but for the purpose of handling the outage constraiié8O
downlink beamformer design problem. In contrast, in ourkvwae apply the procedure to solve the outage constrainedeecu
transmission problem with different the Bernstein-typeduality to handle the chance constraints. Furthermoregyragose the

Projection Approximation Procedure to tackle non rank-sakition case.
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which can be further rewritten as

2_R537k (55 + hHWWHh) > 07 (527k + g,?wngk) . (25)

e

DefineW £ ww’, and plug in the definition of imperfect ECSII (8) in {25), wetaib

—RS2

525 + Ag WAg, + 2Re (Ag/Wgy) + 8 Wgi < 7 ok (62 +hf'Wh).  (26)
b

It follows that problem[(Il1) can be equivalently reformelthtas

min Tr (W) (27a)
27 R2
s.t.Pr {Ag}j WAg, + 2Re (Agy Wg) + 81 WQR—T@"” (6 + h"Wh) + 62, > 0}
b
< Pr.out; Yk € K, (27Db)
W = 0,rank(W) = 1. (27¢c)

Using the SDR approach, we relax problem](27) by again drapphe rank constraint

rank(W) = 1. The rank relaxed problem becomes
min Tr (W) (28)
s.t. (27b) W = 0.

Observe that the constrairit (27b) is still a difficult chamoastraint. In the following, we
transform such chance constraint into a deterministic fogmutilizing the Bernstein-type in-
equality | [26], [27].

2) Conservative Transformationtet us rewrite the CSI error adg, = Ei{,fxe,k where

Xer ~ CN (0,1I). Then, the chance constraifit (27b) can be representedlawsol

Pr {ng;Ae,k:Xe,k + 2Re {Xg—{kae,k} > Ce,k} < Pk out; Vk € IC) (29)

2
where we have defined, , £ E/?WE.?, a., £ E/?Wg,, andc, . £ ° ége’k (62 + h"Wh)—
gl?Wg\k - 5§,k'

DRAFT October 29, 2013



15

The Bernstein-type inequality I, stated below, is used tonabthe tail probability of quadratic
forms of Gaussian variables involving matrices.

Lemma 1 (The Bernstein-type Inequality 1) [26], [27] Let G = x" Ax + 2Re {x"a},
where A € C"*¥ is a complex hermitian matrixa € CV, andx ~ CA (0,I). Then for any

o >0, we have

Pr {G > Tr(A) + \/%\/Hvec(A)Hz +2||a))® + osT (A)} < exp(—0), (30)

where st (A) = max {A\nax (A), 0} with A\« (A) denotes the maximum eigenvalue of matrix
A.
With the Bernstein-type inequality I, the chance constr§8) can be conservatively trans-

formed into the following deterministic form:

Tr (A@k) + \/2067k\/||V8C(A8,]€)||2 + 2||ae7k||2 + O'e,ks—’_ (Ae,k) — Ce ke <0, Vk € /C, (31)

whereo, , = —In (prout). Thatis, if (31) is true, then the chance constréint (29) trhod true.

Consequently, the relaxed problem](28) is now conserdgitieformulated as
min Tr (W) (32)
st. @GI), W =o0.
It is easy to see that the above problem is equivalent to the@nimg problem
min Tr (W) (33)

st. Tr (A&k) + \/2Ue,kl~be,k + Oc Ve — Ce e < 0, Vk € K,

vec(A. )
\/iae,k

< He ks Vk € ]Ca

’UQkI — Ae,k >~ 0, Ve k > OVk € /C,

W =0,
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Algorithm 1: Projection Approximation Procedure
w1/2h(w1/2n)"

1.Let P denote the project matrix of vectdV'/?h, where P = w72

2. We construct a new rank one solutis = W'/2pw1/2:

3. By SVD method, we can obtaiw™ from W.

where ., and v, Yk € K, are slack variables. This problem has a linear objectin€, i
includesK linear constraintsi second order cone constraints &1 convex PSD constraints.
Therefore it is a convex problem and can be solved by usinghefishelf convex optimization
solvers, such as CVX_[39]. However, due to the rank relaxatibere is no guarantee that the
resulting optimal solutioiW °Ptis feasible for the original probleri (R7). To obtain a fesesitank-
one solutionw*, we propose a simple Projection Approximation Procedulbe¢ivis summarized
in Algorithm 1. Surprisingly, this simple scheme is guaestt to find a rank-1 solution which

has performance no worse th&¥°rt,

Proposition 3: Let W°P' denote the optimal solution of probleg@8). If RanK W°P') > 1, then
the Projection Approximation Procedure can provide a rame solutionW with the following

performance guarantee: '(r\/7\V> < Tr (Werh),
Proof: Please see Appendix C for proof. [ ]

Remark 2 (The relaxation-restriction procedure): The feasiblaaedor the original proba-
bility constrained probleni (27) is nonconvex. The relaxatstep expands the feasible region to
a larger, albeit still nonconvex set. By using the Bernstgpe inequality I, the latter set shrinks
to a convex set (the shaded region in Fig. 2), defined by [Eq), (Bls the restricted problem
becomes a convex onle {33). Proposition 3 states that, raivgrkhe Projection Approximation
Procedure is able to find a feasible solutwn in the original feasible region that is at least as

good as the solutioW°P of the restricted convex probler (33).

DRAFT October 29, 2013



17

The original set

*
w The restricted set

Wopt

The relaxed set

Fig. 2. Graphical representation of the relaxation retrcprocedure.

C. Scenario 3: Imperfect LCSI and imperfect ECSI

In this subsection, we discuss probldml(11) when the knaydesf both LCSI and ECSI are
imperfect. Note that in this scenarimultiple typesf independent CSI errors are included in each
chance constraint. The resulting problem is different, amgaiably more difficult, compared with
the problem considered in the previous scenario, where eacktraint involves onla single
type of CSI error. Our main approach is again the relaxatiorFictgin procedure used in the
previous subsection. However, in the restriction step feidint form of Bernstein-type inequality
needs to be used.

1) Semidefinite RelaxationJsing the imperfect CSI mod€ll(9), problem{11) can be equiv-

alently reformulated as:
rg‘llnTr (W) (34a)
s.t.Pr ([AhH, Ag/l] diag{izW
H 1 2% ~u ~n]?
+2Req [N, Ag]l] diags W, —5-W b7 g
27 N R

+ [0, g/ diag 52 — W [B7 g 220~ 1) 21— pou VK€K, (34D)
W = 0,rank(W) =1, (34c¢)
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where W = ww’/. Again we obtain the following relaxed problem &f134), byopping the

rank constraint:
min Tr (W) (35)
s.t. (34b) W - 0.

Next we transform the chance constraint (34b) into a detastic form. To this end, let
us rewrite the CSI error adh = E,’’x;,, and Ag; = E;/,fxe,k wherex,, ~ CN (0,I) and
x.x ~ CN (0,1). Further definex;, = [th,xgk}H, Vk € K. Then, the chance constraiff (34b)

can be written as
Pr (ikHAkik + ikHak < Ck) < pout,Vk ek (36)
H
whereA, £ diag{ E/?WE!/?, ——Ei/,fWEW} ay, 2 diag{é%Ei/QW, —;—REi/,fW} [hH,g,ﬂ ,
n e,k ’
H
andc, £ 2% — [ ,gk} dlag{ (?Q—W} [hH,g,f] — 1.
e,k
It is worth noting that constrainf (86) takes a differentnfiofrom (29). Thus we will need a
different type of Bernstein inequality to transform thisnstraint.
Lemma 2 (The Bernstein-type Inequality 11) [26]-[29] Let G = x” Ax + 2Re {x"a},
where A € C"*V is a complex hermitian matrixa € CV, andx ~ CA (0,I). Then for any

o >0, we have

Pr{G < Tr(a) — var/lvecta) [+ 2fal” ~ o5 ()} < exp(-o). (@)

wheres™ (A) = max { A\max (—A), 0} with A\,.x (A) denotes the maximum eigenvalue of matrix
A.
With the Bernstein-type inequality 1l, the chance consitr§B88) can be conservatively trans-

formed into the following deterministic form:

Tr (As) — V201 [vec(Ay)|” +2]agl]® - o™ (Ay) — ok > 0,7k € K, (38)

whereoy, = —In (k. out)-
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That is, if (38) is true, then the chance constraini] (36) nhalt true. Consequently, the
relaxed problem[(35) is now conservatively reformulated as
min Tr (W) (39)
st. (@8), W 0.
which is equivalent to
n‘}lfnTr (W) (40)
st. Tr (Ak) — 2Uk/~bk — ORVE — Cp = O,Vk < ]C,
vec(Ay)
< Hie, vk € IC)
\/§ak
vl +Ar =0, v, >0Vk e,
W > 0.
Note that the constraints of problem140) includes lineast@ints, second order cone constraints
and convex PSD constraints. Thus, probléml (40) is convexcamdbe efficiently solved by
existing convex optimization solvers. However, the résglioptimal solutionW°Pt may not be
of rank-one. If this happens, then the well-known Gaussiand®@mization Procedure [40] can
be applied to obtain a feasible solution to problém (40).
In Fig. [3, we briefly summarize the algorithmic steps for swjvthe outage probability

constrained secrecy rate maximization problém (10) forttakte scenarios considered in this

work.

[V. SIMULATION RESULTS AND DISCUSSIONS

To illustrate the performance of the schemes proposed itidBetl, we present detailed
numerical results for all three scenarios. The results tpresented in this section are based on

the following simulation settings (unless otherwise sfied): the number of transmit antennas
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Chance d secrecy rate maximization :
problem (10)

Bisection method
‘ Power minimization problem (11) ‘
Scenario 1 Scenario 2 Scenario 3
By SDR By SDR
Equivalent to Relax to problem Relax to problem
problem (15) (28) (35)
l By the Bernstein- By the Bernstein-
type Inequality T type Inequality 1
K=1 K>1
‘ N - Restrict to Restrict to
C]oacd-}lorm Pmblu‘nb(ZZ) problem (33) problem (40)
solution (Proposition 2,
(Proposition 1) Theorem 1)
If rank of the
solution more than 1
A Pru](:f:uor? Gaussian
pproximation Randomization
Procedure
; Procedure [40]
(Proposition 3)

Fig. 3. The schematic diagram.

at Alice is N, = 6 and the noise variance at all receive nodes are the samej,ie.6, = 1,
Vk € K. The outage probabilities amg, ... = p,,., Yk € K andp,,, = 0.05. The average

transmit power i20dB.

A. Simulation Results for Scenario 1

In Scenario 1, Alice knows the full LCSI di, but only the statistical EC&;,, Vi € K. In
our experiments, all channels are in Rayleigh flat fadirgy, h ~ CN (0,1), and the channels
of the Eves to the Alice are differegf, ~ CN (0,c. x Gy), Vk € K. whereG, =1, G, =
diag{2,1,1,1,1}, and G3 = diag{1,1,1,1,0.5}, ande, > 0 denotes the value of the ECSI
errors variance.

In our first experiment, we demonstrate the robustness gbriyi@osed design. Figl 4 (a) plots
the empirical cumulative distribution function (CDF) ofetlsecrecy rates achieved by solving
problem [(15). Each curve in the figure represents the enapi@DF of the secrecy rates obtained
from 10000 random channel realizations. We set the target secrecyasale= 1 (bits/sec/Hz),

the ECSI variance as. = 0.2, and used different outage probabilitigg, = [0.05, 0.1, 0.15].
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From the figure, we observe that for all three cases simuylaiedsecrecy rates generated by

the proposed method satisfy the required outage prohabilionstraint. Fig.14 (b) depicts the

achieved secrecy rate versus the total transmit powerhmicase where the ECSI variance is

given by e, = 0.2 (each point on the figure is the averaged rate over 1000 rarch@nnel

realizations). As is shown in this figure, the secrecy ratgrowes with increased transmit power

Pp, but the rate of such improvement decreases. This is bedause high transmit power

region, the secrecy rate is limited by what can be achievedflives’ channels. On the other

hand, Fig[¥4 (c) shows that the average secrecy rate desredssn the ECSI variance becomes

1 T
’
'
0.9r === =P = 0.05 i
'
0.8 Pout = 0.1 ;
—— Dy = 0.15 !
0.71 Pout v
)
5 06 '
° '
= i
3 L
£ 05 .
g '
o 041 S
‘
0.3 S
’
0.2F
0.15-
0.1F
0.051
] . . I
0.6 0.7 0.8 0.9 1 1 1.2 1.3
Secrecy rate (bits/sec/Hz)
@)
4.5 T T T
—&— Proposed method

Average secrecy rate (bits/sec/Hz)

Fig. 4.

power fore. = 0.2; (c) Average secrecy rate versus Eves’ channels distoibuti.
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B. Simulation Results for Scenario 2

Assume that all channels are in Rayleigh flat fading, hex; CN (0,1), andg;, ~ CA (0,1),
Vk € K. The variance of ECSI error B, = ¢. x I, Vk € K, where the parameter, > 0
represents the ECSI error variance. The performance ofrthmoped design is compared against
the worst case design methdd [19]. For a fair comparison, pyyathe evaluation methods
[15], [31], [41], [42], to obtain the upper bound of the CStarcovariance for the worst case
design method [19,Proposition 4]. We also present the nbost method [19, Problem 16] for

comparison.

The empirical CDF of the achieved secrecy rate for the prob{7) are plotted in Fig.15
(a). We set the target rate ds = 3 (bits/sec/Hz), set the ECSI error variancesas= 0.2,
and set the outage probability @s,, = 0.05. Clearly, the non-robust design cannot satisfy the
outage constraint, and abo6®% of the rates are below the target rale= 3 (bits/sec/Hz).
On the other hand, the achieved secrecy rates of both the wese method and the proposed
method satisfy the outage constraint, but the proposedadethless conservative and achieves
a better overall performance. Fig. 5 (b) plots the secretgsraf the various methods against
the transmit power with ECSI error varianee= 0.1. Once again, the secrecy rate performance
of the proposed method is better than those of the other msthdoreover, we observe that
for non-robust method, the rate is not monotonically insheg with respect to the transmit
power. This is because when the design does not take chanceiftainties into consideration,
increasing the power may also help improve eavesdropparsptions([19]. Fid.l5 (c) shows the
average secrecy rate versus ECSI error variapceor the proposed method, we further compare
the Gaussian Randomization Procedure (Proposed methoddRézation)) with the Projection
Approximation Procedure (Proposed method (Projectidh)3an be observed that larger CSI
error variance results in lower rate, and that the proposethad has much higher rate than

the worst case design method and non-robust method overhtble \ESI errors variance range.
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Moreover, the performance of the Projection ApproximatiRrnocedure is slightly better than

that of the Gaussian Randomization Procedure, especi@i@nwhe CSI error variance is small.

1 T T 22
—— Non-robust method ) f
R Worst case method )' 2L
0.8 | — Proposed method i =
,‘ % I8 —&— Non-—robust method
0.7 ,' : i : = += Worst case method
' & —_—
= 06- | ;E, Proposed method
S 1
< v 8
2 0sf ; 2
g : 7
| 04r / g
' &
03f . 5
0.2F ¢ z
¢
‘
0.1 Pt
0.05- s 1
L L L T 4= Il Il Il 0.8 i i i i i
%.2 24 26 28 3 32 34 36 38 4 42 44 0 5 10 15 20 25 30
Secrecy rate (bits/sec/Hz) Transmit power (dB)
@ (b)
3.5 T T T T T T
B —6— Non-robust method
3k = # = Worst case method 1
= + = Proposed method (Randomization)
) 5( N —8&— Proposed method (Projection)

Average secrecy rate (bits/sec/Hz)

0 I I I I I I
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ECSI errors variance &,

(©

Fig. 5. (a) The empirical CDF of secrecy rate with= 3 (bits/sec/Hz)¢. = 0.2 andp,,, = 0.05; (b) Average secrecy rate

versus transmit power with. = 0.1; (c) Average secrecy rate versus ECSI errors variance

C. Simulation Results for Scenario 3

We again assume that all channels are in Rayleigh flat fadieg,h ~ CA\/ (0,I), and
g, ~ CN (0,1), Vk € K. The variances of LCSI and ECSI errors &ig=c, x I, E., = ¢, x I,
Vk € K, respectively, where the parametegs> 0 ande, > 0 represent CSI error variances.
Similarly as in the previous subsection, we use the worst dasign method and the non-robust

method developed in_[19] for comparison.
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The empirical CDF of the achieved secrecy rate for differgorithms are plotted in Fig.
(a), where the target rate, the LCSI errors variance an@®8I error variance is given by
R = 3 (bits/sec/Hz) s, = 0.005 ande, = 0.2, respectively. As can be observed from the figure,
the achieved secrecy rates of both the worst case methochangraposed method satisfy the
outage constraintp(,, = 0.05), while the proposed method is less conservative than thetwor
case method. On the other hand, the non-robust design csauisdy the outage constraint, where
about55% of the resulting secrecy rates fall below the target fate 3 (bits/sec/Hz). Fig.16 (b)
plots the secrecy rates of various methods against thenttapswer with LCSI error variance
g, = 0.01 and ECSI error variance. = 0.05. Not surprisingly, the secrecy rate performance of
the proposed method is better than those of the other methalgover, we observe that the
rate achieved by the non-robust method increases at firstr@mddrops sharply, a phenomenon
that has also been observed in Hig. 5 (b). Fig. 6 (c) (resp.[@ifd)) presents the results of
average secrecy rates of the various methods versus LGSl \&ariances, (resp. ECSI error
variances. ), with fixed ECSI error variance, = 0.05 (resp. LCSI error variance, = 0.01). As
can be seen from both figures, the secrecy rates of all the thethods decease as the channel

error variance increases, and the proposed method yieddses$t average secrecy rate.

V. CONCLUSIONS

In this work, we focus on the design of robust secrecy beamifay strategies for MISO
wiretap channel. We first formulate the general design ermbds outage probability constrained
optimization problem, and then develop different alganghfor computing high-quality solutions
under various assumptions of CSI uncertainties. We shotwthan statistical ECSI and perfect
LCSI are available, the chance constrained program canlbedstw global optimality. For other
two scenarios of CSI uncertainty, we propose to use a retaxaestriction approach that can
effectively obtain high-quality solutions for the difficldhance constrained program. Simulation

results are provided to demonstrate the superior perfazenah the proposed methods, both in
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€. = 0.05; (d) Average secrecy rate versus ECSI errors varianceith <, = 0.01.

ter

ms of robustness and achievable secrecy rate.

APPENDIX A

PROOF OFPROPOSITIONZ2

We note that there aré& constraints, and they share the sakleln order to obtain the

sufficient condition, we first consider = h and we have

52 1
h'/ (lenpkm + 522”; hhH) h> 62, (1 = 2—R) . (41)
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The inequality [(4]1) can be reformulated as
2

522R

1
bl = b Gt 32 (1 7). 42)

Let p (Gy) denote the largest eigenvalue of the matsy, then we have

522R 9R

1
bl > = (Go) Il 32 (1= 57 ). 43)
This establishes (41).
Next, we show the necessary condition. If each of the largegtnvalue of the matrices

2
{Gk In P out + ;;—é’;hhH}, Vk € K is non-positive, we have
b

58
Gy, our + 2 2’;hhH <0,k e K. (44)

As a result, the left part of constraint (15b) is non-positiv
H(Gyln O o hhf ) w <0, V (45)
NPk out + 522R w =Y, Ww.

For R > 0, the right part of constrainf(I5b) is positivé&, (1 — 5z) > 0.
Hence the constrainf_(1bb) cannot hold, thus the contiadics established.
Therefore, if problem[{d1) under scenario 1 is feasiblenttiee largest eigenvalues of each

of the matrlces{Gk In pg out + 5223

x hhH} V k € K must be positive.

APPENDIX B

PROOF OFTHEOREM 1

The Lagrangian function for problerh _(22) is given by

"t 2 53 5§k H
L(W)=Tr(W)—Tr(XW)+ > (62, — o~ T (Grlnprou + 5o hh )W ) ).
k=1

whereX € C is the Lagrangian dual variable for the constraxt- 0, andx;, Vk € K are

the Lagrangian dual variables for the constraint {15b).
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The corresponding KKT conditions are shown to be

I-X-— sz;xk (Gk N Pk out + (%z—;hhh’) =0, (47a)
_ 0y 2 1

Tr <(ck I Prout + Whh ) W) > 62, <1 — 2—R> Yk €K, (47b)

XW =0, (47¢)

W >0,X > 0,2, >0,Vk € K. (47d)

Note that in general[(22) satisfies Slater's constraintlifigetion condition: If [22) has a
feasible point, then one can prove, by construction, thatetkexists a strictly feasible point for
(22). As a result, strong duality holds and the KKT condiiare the necessary conditions for
a primal-dual pointW X, {z;} to be optimal.

We rewrite [47h) as

K K 2
66
X =T- 2:Gplnppou — (Z T, 622”;) hh? . (48)
k=1 k=1 b
. K K 52
Sincel - Y ;G Inpy e > 0, and rankl > xk%hhH) = 1, we have rankX) > N, —1.
k=1 k=1 b

Since XW = 0, we have rankW) < 1. If rank(W) = 0, then W = 0. However, the

constraint[(15b) violates wheR > 0. Hence, rankW) = 1.

APPENDIX C

PROOF OFPROPOSITION3

To simplify notation, we assume th&V is the optimal solution of the problerh (33) in this

proof. LetP denote the projection matrix of vect®w'/?h:

o W1/2h(W1/2h)H W 2hHhW1/2 40
~ [hW2P (W12h)W/2h )

We construct a new rank one solutid¥ asW = WY2PW/2, Firstly, it is easy to see that
the new solutiorW is a rank one matrix. Then let us check the value of the olwedtinction,

W - W =WY2(1-P)W!2 = 0. Thus Tr<W) < Tr(W), which means the value of the
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objective function will not increase. Finally, let us chegkether the constraint (1bb) is satisfied

for the new solutiorW. The constraint((18b) can be equivalently reformulated as

hWh W
Pr ¢ log, <1 + 72) —logy | 1+ u >R >1—prou- (50)
56 5e,k 7
Part 1 b Part 2 ~

SubstitutingW into the Part 1, we have

/\ hHw1/2wl/2hthl/2wl/2h
h"Wh = hf W'/2PW/?h = — hWh. (51)
(W1/2h) " W1/2p

Hence, the value of the Part 1 remains the saWias replaced withW. Moreover, we have
g Wey — g/ Wey, = gl (W - W/2PW'2) g = gl (W2 (1 -P)W'?) g, >0 (52)

Thus the value of the Part 2 will not increase if we repla¥ewith W.

Therefore, the constraint (15b) is still satisfied for thevrrank one solutiorW.
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