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Abstract—In the secure two-party sampling problem, two The trivial distributions are those that can be securely@ad
parties wish to generate outputs with a desired joint distrbution  “from scratch”, that is, when only noise-free communicati®
via an interactive protocol, while ensuring that neither paty  4yailaple and no other primitives can be used. This set of joi
learns more than what can be inferred from only their own T . . .
output. For semi-honest parties and information-theoretc privacy d'Str'buF'OnS Wa_s characterlzed inl [1] as thpse for whioa th
guarantees, it is well-known that if only noiseless commueation ~Mutual information is equal to the common informalfiohe
is available, then only the “trivial” joint distributions, for which  class of complete primitives in this secure sampling pnwble
common information equals mutual information, can be secuely  are also the primitives that are “complete” in the more geher
sampled. We consider the problem where the parties may also secure two-partycomputationproblem (allowing any two-

interact via a given set of general communication primitives t tation to b | f d
(multi-input/output channels). Our feasibility characterization of party computation to be securely performed).

this problem can be stated as a zero-one law: primitives areitaer In the larger class of secure two-partpmputationprob-
complete (enabling the secure sampling of any distributionor lems, the parties initially have inputs from which they wish

useless (only enabling the secure sampling of trivial disibutions).  to securely compute outputs according to a (possibly random
t?}‘gﬂfggg‘:ﬁgf;ﬂ?gsgfoﬁhs‘zglj’rrgE’J\?;‘_apgg;“g(')"n‘?;u"’:;?og’gfd‘fmtso ized) function. Secure sampling is the subclass of problems
" where the inputs are null (or constant), and the desiredifumc
produces random outputs. It is well-known that not all func-
l. INTRODUCTION tions can be securely computed by two-parties from scratch
We consider the problem of secure two-party samplin{see [4]). Thus, much work has been done on identifying
an important subclass of secure computation problems whéte complete primitives that enable any secure computation
two parties named Alice and Bob wish to securely generaad on general protocol constructions using those priestiv
outputs according to a desired joint distribution. SeguritfTwo key results are useful for general protocol constructio
means that Alice and Bob should produce outputs with tidlivious transféf is a complete primitive[]5], and secure
correct distribution while also ensuring privacy, in thexse computation of oblivious transfer can be leveraged to parfo
that neither party learns anything about the other partyfpat general secure computatidn [6]. Hence, a significant foous i
besides what can be inferred through any inherent coralatithe literature has been the identification of which pringiiv
We restrict our attention to “semi-honest” parties who wilithin certain subclasses enable oblivious transfer amtée
faithfully execute a given protocol, but attempt to extradre complete (along with proposing efficient constructions
additional information from their views of the executionone-way channels (primitives with one input and one out-
However, we require information-theoretic privacy, pdiwg put) [7], [8], [9], joint sources (primitives with no inpyYtf9],
unconditional security guarantees against adversarigs wand primitives with only one output or a common output/ [10].
even unbounded computational power. The aim is to constr@irr characterization of the complete primitives subsumes
interactive protocols that allow the parties to producepatg these specialized characterizations.
while ensuring the above security goals. In these protocols
the parties are allowed unlimited interaction via noiseefr
communication as well as via a given set of communicatigh Secure Two-Party Sampling Protocols

primitives, which are general memoryless two-way channelsajice and Bob wish to securely generate samples from the
where each party may have an input and an output. distribution Px y over the finite alphabet’ x ). To realize
Our main result IS the general feaSIbI|Ity Characte”m“qhis goaL they execute a two_party Samp“ng protoco| at the

of this problem, that is, determining which distributionsnc end of which Alice outputst € X and Bob outputd” € .
be securely sampled via a protocol using any specified set of

primitives. Interestingly, this problem exhibits a zenoedaw, 1This property is equivalent for the Wynér [2] and Gacs+&ir[3] notions

in the sense that any set of primitives is either “complet&’ common information. - . .
Oblivious transfer is the primitive or function where Aliséhas a two-bit

(allOW!ng any distribution '[.0.b6 S?CU_rely_ sampled) or “essl input and no output, and Bob’s output is a bit selected frofiee’d input by
(allowing only a set of “trivial” distributions to be sample his binary input.

Il. PROBLEM FORMULATION
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A protocol may involve multiple rounds of local compu-using a given set of primitives if and only if for aryd > 0
tation interspersed with rounds of interaction via ermeef there exists affe, 6)-secure protocol for samplingx y using
communication or through one of the available communicatidhe specified primitives.
primitives. Acommunication primitivés a channel with input ~ The distributions that can be securely sampled via prosocol
(A, B) in the finite alphabetd x B, output (U,V) in the that use only error-free communication (and no other com-
finite alphabet/ x V, and a conditional distributiof’;; | 4,5.  munication primitives) will be calledrivial, since they can
Each primitive usage is “memoryless” and Alice controlalways be securely sampled regardless of the other prasitiv
input A and receives outpul/ while Bob controls inputB available.
and receives output’. After the protocol terminates, Alice A primitive is said to becompleteif any distribution can
and Bob generate their respective outputs via determinidhe securely sampled using that primitive.s&tof primitives
functions of their respectiveiews of the protocol. A party’s is said to beuselessif only the trivial distributions can be
view consists of its local computations, messages sent aaturely sampled using that set of primitives.
received, and inputs to and outputs from the chosen priesitivc_ Secure Two-Party Computation

For simplicity, we only consider protocols that terminate i i
a fixed (deterministic) number of rounds but do not put  |1Ne more general secure two-pagpmputationproblem
an be formulated similarly as above but with the following

a bound onn. A protocol consists of a sequence of step% ditional lizati i q b )
that governs how the views of the parties can evolve durigditional generalizations. Alice and Bob respectivelgrist

the protocol’s execution. The initial views of Alice and Bop/ith inputsQ andT With_join_t distributionPQ,T_overthefinite
are constant and respectively denoted/y = S, = 0. Let alphabetQ x 7. The objective of a protocol is to produce an

(R1,S1),...,(Rn,S,) denote the sequence of evolution OPutput(X,S_/) that securely si_m_ullates. the (in generallrandom-
their views overn rounds. In each round of the protocol, '26d) functionPx yqr. The initial views of the parties are
the evolution of views from(R,_1, S;_1) to (Ry, S;) occurs (R_o, So) = (Q,_T_). The conditions fore-correctness and-

via one of three possible structured mechanisms: local cof{Vacy areAmodlAﬂed td(PX,Y\QA,TPQ;T’PX7Y|Q7TPQ-,T) <€
putation, error-free message passing, or usage of a prémittnd I(R,;Y, T|X, Q) + I(Sn; X, Q[Y,T) < ¢ respectively.

(if available). A function Px y .7 is said to besecurely computablé for

all ¢,6 > 0, there exists a protocol that (s, ¢)-secure for all

o (Local computation)R; = (R;-1,A4) and S; = ¢ - e o ;
(S,_1,B), whereA <+ R,_1 <+ S;_1 ++ B is a Markov input distributionsPy . A primitive that allows any function
chain. to be securely computed (simulated) is calmmmplete(for

. (Message passingR, = (R. 1,9(S.-1)) and S, = S€CUr€ computation). - |
(Si—1, f(Re—1)), where f and g are deterministic func- Observation: Since secure sampling is a special case of
tions. secure computation, a primitive that is complete for secure

« (Primitive usage)R, = (R,_1,U) and S; = (S;_1,V) computation is also complete for secure sampling. Interest
where (U, V) are the outputs of one of the given comingly, the reverse i§ also true (see the _ac_h_ievgbility $kédc
munication primitives, with inputsd = f(R;_1) and Theorent]l in Section'VIB). Thus, a primitive is complete for
B = g(R,_1) generated via deterministic functiofiand  S€CUre computation (gngblllng the secure computation o.f any
g, andPy |4 5 corresponds to the distribution governindéncnqn) if and only if it is complete for secure sampling
the primitive used. The memoryless behavior of th nabling the secure sampling of any distribution). Hemez,
primitives implies thatU, V) <> (4, B) < (Ri_1,S;_1) €an call a primitive complete without specifying whetheisit
is a Markov chain. ’ ’ for secure sampling or computation.

After n rounds, outputs are generated deterministically from I1l. CHARACTERIZATION RESULTS
the final views, that isX = ¢(R,,) andY = (S,), for some A preliminaries

functions¢ andy. Common information plays a key role in the characteriza-

B. Security Definitions tions of both the secure sampling and computation problems.
A protocol is callede-correctif the variational distance be- There are two related (and somewhat complementary) notions

tween the distribution of the output and the desired distigm ©f c0mmon information, one introduced by Wyner [2] and the
does not exceeet other introduced by Gacs-Kornér [3]. We will review onhet

Wyner common information here to allow us to quickly state

1
d(Pg vy, Pxy) == B Z |Pxy(z,y) — Px,y(z,y)| <€ our results, and leave Gacs-Korner common informatiath an
(T,y)€EX XY other related concepts to be reviewed later in Sedfidn IV.

The Wyner common information of two random variables

A protocol isd-private if and only if the information leakage vyt
(X,Y) is given by

of the final views satisfies
[(Ry; VIX) + 1(S,; X|V) < 6. CX;Y) i min TX,Y52),

We will say that a protocol ige, §)-secure if it ise-correct where the minimum can be attained bya € Z with
and ¢-private. A distributionPy y can besecurely sampled |Z| < |X x Y| [2]. This quantity characterizes the solution of



the Gray-Wyner source coding problem. Note that, in generabemma 1. For any random variablegX,Y"), the following
C(X,;Y)>I1(X;Y) [2]. are equivalent:
It follows from the results of [1] and the continuity of Wyner 1) C(X:;Y) =I(X;Y),
common information (see Lemnia 4 in Sectlon 1V), that the ) K(X:Y)=I(X;Y),
trivial distributions, i.e., those which can be securelinpied  3) There existsZ such thatZ <+ X < Y, Z ¢ Y « X,

from scratch, are precisely those whe&réX;Y) = I(X;Y) and X < Z « Y are all Markov chains,

(see Lemmall in Sectidn ]V for equivalent conditions). We 4) X « Wy « Y is a Markov chain, wheréVy y- is

will hence use the termsivial (and non-trivial) to refer to the common part ofX,Y). ’

joint distributions Px y which do (and, respectively, do not) _ ) o

satisfy C(X;Y) = I(X;Y). One can also determine whether common information is
. equal to mutual information by checking if conditional ety

B. Main Results is positive after “removing redundancies” from the random

Our main result characterizes the complete and useless setsables. Toremove redundancyrom X with respect to
of primitives and establishes the following zero-one lawy a Px y, first partition the support ofPx into equivalence
set of primitives is either complete or useless. classes usind’y| x—, = Py|x—, as the equivalence rule for
x,2’ € X, then uniquely label these classes and defihe
as the label of the class in whick falls. Similarly, Y can
be defined ag” with redundancies removed. Note that, by
construction,X <+ X <+ Y « Y is a Markov chain.

Theorem 1. A primitive Py 4,5 is complete if and only if
there exist random variablgsz, S) and functionsf : R — A,
g:S — BsuchthatC(R; S) = I(R; S)andC(R,U; S,V) >
I(R,U;S,V), whereA = f(R) and B = ¢(S). Further, any
set of incomplete primitives is useless. Lemma 2. For any random variablegX,Y"), the following

An interpretation of a complete primitive is that its usaggzlre equivalent.

can produce a non-trivial distribution on the resultantwge 1) C(X;Y) =I1(X;Y) = K(X;Y),
((R,U),(S,V)) while starting from prior viewg R, S) that ~ 2) H(X|Y) =0,
have a trivial distribution. 3) H(Y|X) =0,
The following corollary of our main result characterizewhere(X,f/) are (X,Y’) with redundancies removed.
which distributions can be securely sampled using a given se

. / 1 —
of primitives. Proof: Any z,2" € X with Py x_, = Py|x—, are

clearly in the same connected component of the graphical

Corollary 1. Given any set of primitives, if at least one igepresentation ofPx y. If X < Wxy « Y is a Markov
complete (see conditions in Theoren 1), then any distobutichain, then for any symbols,z’ € X attached to the
Py y can be securely sampled. Otherwise, only the triviglame connected componeRt;|x—, = Py|x—,/. Thus, given
distributions, whereC'(X;Y) = I(X;Y), can be securely condition[1, we find thatiWxy, X, and Y (via similar
sampled. arguments) are equivalent, that ixy = f(X) = g(Y)
IV. PROPERTIES OFCOMMON | NFORMATION for some bijecti_ve functiqns“ and g. Hence, it fol_lows~that

) ) ) condition1 implies conditionl2 arid 3. Given conditl[dnX,is
This section reviews key concepts and results neededatﬂmction of?", and hence a function af. By construction.X
establish our main results. They are, however, also of inqg-a function ofX. andX < X < V < Y is a Markov chain

pendent interest. _ , o Hence, X © X © YV, X & X & Y, andX © YV & X
_Thegraph|cal representationf Py y is the_blpartlte gra_ph are all Markov chains and conditidd 1 holds by Lemia 1.
with an edge between € X andy € Y if and only if Similarly, condition 3 also implies conditidd 1. [ |

Px y(x,y) > 0. The common partof two random variables
(X,Y), denoted byiWx y, is the (unique) label of the con-
nected component of the graphical representatiof-gf in
which (X, Y) falls. Note thai?’x y is a deterministic function
of X alone and also a deterministic function Bfalone. Lemma 3. For any random variableX,Y), C(X;Y) —

The Gacs-Korner common information of two randond(X;Y) < ¢ if and only if there existZ such thatX « Z «
variables (X,Y) is given by K(X;Y) := H(Wxy) [3]. Y is a Markov chain, and(Z; X|Y) + I(Z;Y|X) < 6.
The_operatlonal significance d(.(X;Y) Is that it is the Wyner common information is a uniformly continuous
maximum number of common bits per symbol that can t%e

. . tnctional of P for all P as established in the next
independently extracted froti andY . Note that, in general, Xy X, ¥ o5 o :

lemma. The Gacs-Korner common information, in contriast,
K(X;Y) <I(X;Y) 3]

o7 ! . .. discontinuous.
While it may be tedious, in general, to solve the optimiza-

tion problem that defines Wyner common information, one caemma 4. If Pxy, Py y are joint distributions over the
conveniently check if it is equal to its lower bound by usitsy i same finite alphabett x ) with variational distance
well-known relationship to Gacs-Kérner common inforioat d(Py ¢, Px,y) < ¢, then|C(X;Y) — C(X;Y)| < a(e), for
and other properties given in the following lemma (se€ [11]3ome functiorw wherea(e) — 0 ase — 0.

Another useful property for checking whether the Wyner
common information is close to the mutual information is
given in the next lemma (sekl[1]).



Proof: One can construct random variableX,Y) ~ alone and(S, f(R)) alone ( g9(9)) « (S, f(R)) < Z and
Pxy and(X,Y) ~ Pg  such thaPr ((X,Y) # (X,Y)) = (S, f(R)) + (R,9(S)) + Z are both Markov chains. Since
d(PXy, Pxy) [12]. Let Z be the random variable such that _

C(X;Y)=I(X,Y;Z)andX < Z < Y is a Markov chain. (R, 9(5); 8, [(R)|2) = I(R; S|Wh,s, f(R), 9(S))
)7579(5 |WRS _I(R S|WRS) - 0
)

Next, let < I(R, f(
. {(Z,L,L), when (X,Y) = (X,Y), 1t follows that ((R g(( ) < (Z )<7 (Skf( ())) is a(M)a)fk;V
= 7 N chain. Hence(C(R, g(S); S, f(R)) = I(R,g(S); S, f(R
(L, X,Y), when(X,Y)# (X,Y), Lemmall. n
where L is a constant symbol not in the alphabéts Y, or By definition, if a primitive does not meet the completeness

Z. By construction, X < Z « Y is a Markov chain, and conditions, then for all prior viewsR; 1,S; ;) with a

Pr((X,?,Z) #(X,Y,(Z,L,1))) <e Thus, trivial distribution and functionsf,g) generating primitive
L PPN inputs A = f(R:—1) and B = ¢(S;_1), the resultant views
C(X;Y) < I(X,Y;2) (Ri,S,) == ((Ri—1,U),(S;_1,V)) after using the primitive
<I(X,Y;Z) + a(e) also have a trivial distribution. Combining this obserwati
=C(X;Y) + ale) with Lemmas[b and]6, and noting that the initial views

. (Ro, Sp) are trivial, we can conclude that the final views
for some a(c) with a(e) — 0 ase — 0, where the 1(Rn,Sn) also have a trivial distribution.

second inequality follows due to the uniform continuity of The next lemma implies that for anjyprivate protocol, if

entropy [12]. Symmetrically, we can argue ta{X;Y) < tne final views have a trivial distribution, then the outpuisst
C(X;Y)4a(e), and henceC(X;Y)—C(X;Y)| < ale). & satisfyC(X;Y) _ I(X,Y) <6

V. PROOF OFTHEOREMII] Lemma 7. LetC(R; S) = I(R; S). If (¢,v) are deterministic
A. Converse Result functions such thaf (R; ¢(S)|p(R)) + I(S; ¢(R)|(S)) < 6
We will show that, given any set of primitives that individthen C(¢(R); ¢:(S)) — I(¢(R); ¥(5)) < 6.
ually fail to satisfy the completeness conditions, onlyiai Proof: Let Wg.s be the common part ofR, S). Since

distributions can be securely sampled, and hence the présit , and v are deterministic functions, it follows that(R) +

are incomplete and useless. The first part of our convers# POV, ¢ «» ¥(S) is a Markov chain. Using the property that
is closely related to the method of monotones — functlona\iﬁR 5 is a function ofR,

that are monotonic over the sequence of views — introduced

in [13]. Specifically, we will show that the distributions of I(Wr,s;¢(5)|9(R))

the viewsPr, s, will remain trivial throughout the execution = H(S)|¢p(R)) — H(S)|¢(R), Wr.s)
of the protocol. Then, we will argue that given final views < H@(S)|¢(R)) — H(1(S)|¢(R), R)
(Rn, Sn) with a trivial distribution, only “almost trivial” (in — I(R: ()| 6(R))

the sense of Wyner common information being close to mutual ' '

information) outputs can be securely produced by @ivate Similarly, one can show that
rotocol. This result, in conjunction with the continuity o
\S\/yner common informationJ(Lemmlg_a] 4), implies that ):)nly I(Wr,s: o(R)[0(5)) < 1(S; o(B)|¥(5)).
trivial distributions can be securely sampled. Thus,I(Wg,s;¥(S)|6(R)) + I(Wr,s; o(R)|¥(S)) < 6, and
The next two lemmas establish that if we start with viewsence,C'(¢(R);(S)) — I(¢(R);4(S)) < § by Lemma’B. m
(R:—1,S:—1) that have a trivial distribution, then the views Thus, if Px y can be securely sampled given a set of prim-
(R, S:), after respectively local computation and messag#ves that do not satisfy the completeness conditions) fbe

passing, must also have a trivial distribution. anye,d > 0 there existsP¢ v such thatd(Pyg v Pxy)<e
Lemma 5. Let C(R;S) = I(R;S). f A« R+ S < Bis andC(X;Y) — I(X;Y) < 4. Finally, due to the continuity
a Markov chain therC(4, R; B, S) = I(A, R; B, S). of Wyner common information (see Lemina 4) and entropy;, it

_follows that Px y must be trivial.
Proof: Let Wg s be the common part of random vari-

ables (R, S). Since C(R;S) = I(R;S), it follows that B- Achievability Sketch

R < Wgrg < S is a Markov chain. Sincélr s is Due to space restrictions and since the essential techsique
a function of R alone andS alone, it also follows that are well-known in the literature, we will only sketch the
(A,R) < Wgs < (B,S) is a Markov chain. Hence overall scheme for securely sampling any distribution give
C(A,R;B,S)=1(A,R; B,S) by Lemmal. B a primitive satisfying the completeness conditions. Alse,
Lemma 6. Let C(R; S) = I(R: S). If f,g are deterministic aim only to describe a general but straight-forward approac

X ] o ) to show feasibility. Of course, more complex approaches
functions therC(R, g(5); S, f(R)) = I(R, g(5); S, f(R)). or specialized methods exploiting the structure of palgicu

Proof: Let Wgr g be the common part ofR,S) and problem instances may yield more efficient schemes. The
Z = (Wr,s, f(R),g(5)). SinceZ is a function of(R, g(5)) overall achievability argument follows these high-levigps:



1) Given a primitive satisfying the completeness condthat Bob wants (according tB). By sending the result to Bob
tions, we can construct a protocol which can simulateaver the error-free channel, he can recodey, while Alice’s
source primitivePy v that has a non-trivial distribution. other bit is masked due to the erasure.

The simulated source primitive with a non-trivial distri  Step[4)Using the methods of [5], the ability to perform
bution can be converted into a binary erasure source whlivious transfers can be leveraged to compute any secure
the methods ofi [9]. computation, and hence perform any secure sampling. For
Continuing with the methods of[9], the binary erasurapproximatingPx y within any variational distance> 0, the
source can be used to perform oblivious transfers.  outputs(X,Y") could be computed from a boolean circuit with
Using the methods of [5], general secure computati@nuniformly random sequence of bits as input. Each party first
and hence any secure sampling can be performed u@ependently generates a uniformly random sequencef bit
the oblivious transfers. Using these as shares of the input sequence, the parties then

We further explain these steps below. apply the methods of [5] for securely evaluating the cir¢ait

Step[l)Let (R, S) ~ Pg.s be the random variables andd€nerate their respective outputs.

(f.g) be the functions such that the primitive satisfies the Note that evaluating the circuit in the last step requires a
completeness conditions. To simulate a source primitives (Ofixed number of oblivious transfers; however, the numbet tha

with no inputs) with a non-trivial distribution, the pamie @0 actually be performed depends on the random number
perform the following: of binary erasure sample pairs extracted in the second step.

Al ek P ind dently f h dUsing a protocol of fixed length (and hence fixed primitive
* 'C? generatesit ~ I Independently from her an usages), the situation of insufficient erasure samples ean b
Bob's current views.

X . handled as an error event leading to a constant output, &nd it
« Alice sequ _the common pae,s to Bob via error-free effect can be made asymptotically small and hence within any
communication. . . . e approximation error. This approach also has the benefit of
« Bob generate§_ - PS'”’R’S that is Cond't'on"’_‘”y inde- yielding constructions that are perfectly private=t 0).
pendent from his and Alice’s current views givélriz s.

2)

3)

4)

Note that, since® <+ Wg g <+ S is a Markov chain, this
generation procedure results (i, S) ~ Pgr s.
« Alice and Bob interact via the primitive using inpuis=

(1]
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