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Abstract

Recent work has proposed a privacy framework, called Blowfish, that generalizes differential
privacy in order to generate principled relaxations. Blowfish privacy definitions take as input an
additional parameter called a policy graph, which specifies which properties about individuals
should be hidden from an adversary. An open question is whether Blowfish privacy definitions
indeed permit mechanisms that incur significant lower error for query answering compared to
differentially privacy mechanism. In this paper, we answer this question and explore error
bounds of sets of linear counting queries under different Blowfish policy graphs.

We begin by generalizing the matrix mechanism lower bound of Li and Miklau (called the
SVD bound) for differential privacy to find an analogous lower bound for our privacy framework.
We show that for many query workloads and instantiations of the framework, we can achieve a
much lower error bound than differential privacy. Next, we develop tools that use the existing
literature on optimal or near optimal strategies for answering workloads under differential pri-
vacy to develop near optimal strategies for answering workloads under our privacy framework.
We provide applications of these by finding strategies for a few popular classes of queries. In
particular, we find strategies to answer histogram queries and multidimensional range queries
under different instantiations of our privacy framework. We believe the tools we develop will be
useful for finding strategies to answer many other classes of queries with low error.
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1 Introduction

With increasingly large datasets becoming available, it is useful to be able to release this data for
research purposes without violating the privacy of individuals in the dataset. ε-Differential privacy
[2] has become the standard for private release of data due to its strong guarantee that the output
any algorithm run on the private data does not change significantly if a single individual’s record
is added, removed or changed. Typical algorithms that satisfy differential privacy release noisy
answers. The privacy parameter ε controls the amount of noise, and thus can be used to trade-off
privacy for utility.

However, in certain applications (e.g., [14]), the differential privacy guarantee is too strict to
produce private release of data that has any non-trivial utility. Tuning the parameter epsilon is not
helpful here: enlarging ε degrades the privacy guaranteed without a commensurate improvement
in utility.

Recent work [11, 9, 10] has generalized the notion of differential privacy to allow data owners
specify which properties of the dataset must be protected from an adversary. In particular, Blowfish
privacy [10, 9] enumerates pairs of sensitive properties about an individual that an adversary must
not be able to distinguish, using what is called a “policy graph” (see Section 2.3 for more details).
Blowfish privacy was applied to several practical scenarios to achieve better utility than differential
privacy [10, 9].

In this paper, we continue this line of work and systematically analyze the privacy-utility trade-
offs arising from mechanisms that satisfy Blowfish privacy. Rather than developing point solutions,
we present a lower bound on the minimum error with which a workload can be answered under a
specific Blowfish privacy policy, as well as general techniques to help derive near optimal strategies
for (and consequently error bounds on) different types of query workloads under different Blowfish
privacy policies.

Overview of Results. Throughout this paper, we consider privacy algorithms that are instantia-
tions of the extended matrix mechanism [12, 13]. These are data oblivious but workload dependent
algorithms which privately release the answers to a query workload W using a different strategy
workload A, such that the queries in A are not very sensitive to presence of absence of one in-
dividual, and query answers in W can be reconstructed using a small number of answers from
A.

We first adapt the extended matrix mechanism to the Blowfish privacy framework. Our main
result in this paper is called transformational equivalence. We show that the error incurred by
answering a workload W using a strategy A under a Blowfish privacy policy characterized by a
policy graph G is equivalent to the error incurred by answering a different workload WG using
strategy AG under differential privacy. Here, WG and AG are algorithmic transformations of
the original workload W and strategy A based on the policy graph G. This result allows us
directly adapt SVD based extended matrix mechanism lower bounds for answering workloads under
differential privacy to the Blowfish setting. We empirically verify that the error lower bounds for
answering many workloads (cumulative histograms, multidimensional range queries and all m-
way marginals) under reasonable Blowfish policy graphs is much smaller than the lower bound
under differential privacy. This suggests that answers to query workloads may be released with
significantly lower error in the Blowfish framework.

Next, we present near optimal algorithms (or upper bounds on error) for releasing the cumulative
histogram and multidimensional range query workloads under reasonable Blowfish policy graphs
G. Our approach for finding good strategies works as follows. Given a workload W, we transform
it into WG and find a strategy AG that answers WG under differential privacy with low error.
We then transform AG to A, and transformational equivalence ensures that A is a good strategy
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for answering W with low error under Blowfish policy graph G. This approach leverages the rich
literature on near optimal strategies for answering workloads under differential privacy. When WG

is not a well studied workload, we consider using a slightly different policy graph G′ that is a
subgraph of G. Our subgraph approximation result ensures that a strategy for answering W under
policy graph G′ is also a good strategy (worse by a constant factor `2) for answering W under
policy graph G as long as neighboring nodes in G are no more than a distance ` apart in G′.

In particular, we use the transformational equivalence and subgraph approximation results to
derive strategies for the cumulative histogram workload under reasonable Blowfish policies with
error per query that is independent of the domain size. The best known strategy under differential
privacy incurs an error of log3 k/ε2 per query, where k is the domain size. We also show strategies
for answering 1- and 2-dimensional range queries with error per query of Θ(1/ε2) and O(log3 k/ε2),
respectively. In contrast, the best known strategies for 1- and 2-dimensional range queries incur an
error of O(log3 k/ε2) and O(log6 k/ε2) respectively (see Figure 4 for a summary of results).

Organization. The rest of the this section is a brief survey of related work. Section 2 gives
background information and gives definitions that we will use throughout the paper. Section 3 gen-
eralizes the definition of the extended matrix mechanism ([13]) to the Blowfish privacy framework.
We describe our main result, transformational equivalence, in Section 4. Section 5 gives a lower
bound on the error of the extended matrix mechanism, and provides examples for well know classes
of queries. Section 6 provides upper bounds on the error of matrix mechanism for various classes
on queries under various instantiations of the Blowfish framework. We suspect the techniques we
use can be used to find efficient strategies for many other classes of query workloads. Some proofs
have been deferred to the appendix.

Related Work. Recent work has given error bounds under differential privacy both in general,
and for specific classes of workloads and mechanisms. Dwork et al. [4] show that the amount of
noise needed is related to the sensitivity of queries. Nissim et at. [16] show that it is sufficient
to add noise based on the smooth sensitivity. For single counting queries, it has been shown ([6])
that Laplace mechanism is optimal. A sequence of results ([7],[1],[15]) give mechanism independent
error bounds for sets of linear counting queries using geometric arguments. Li and Miklau ([13])
give an error lower bound for the extended matrix mechanism that is based on the singular value
decomposition of the workload matrix.

Some recent work has attempted to provide more flexible privacy definitions. Kifer and Machanava-
jjhala [11] developed the Pufferfish framework which generalizes differential privacy by specifying
what information should be kept secret, and the adversary’s prior knowledge. He et al. [9, 10] pro-
pose the Blowfish framework which also generalizes differential privacy and is inspired by Pufferfish.
Both these frameworks allow finer grained control on what information about individuals is kept
secret, and what prior knowledge an adversary might possess, and thus allow customizing privacy
definitions to the requirements of different applications.

2 Background and Notation

We begin by defining some standard privacy terms in the context of query workloads. Next, we
describe the extended matrix mechanism. Finally, we describe Blowfish privacy.

2.1 Query Workloads

Consider some dataset D. Let T be the domain of values in the dataset, and let |T | = k. Let In be
the set of databases D over T such that |D| = n. Let I be the set of databases with any number
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of entries. A workload is a set of linear counting queries. A workload can be represented as a q× k
matrix W, where q is the number of queries. Each row of this matrix corresponds to a query. The
columns represent values x ∈ T . The true answer to this workload will be a vector in Rq where
the ith entry in the vector is the answer to the query represented by the ith row in the matrix. Let
x ∈ Rk be the true counts of all values in the domain of database values. Then W · x will be the
true answer to this workload.

Example 2.1. Figure 1 shows examples of two well studied workloads. Ik is the identity matrix
representing the histogram query on T = {x1, x2, . . . , xk}. Ck corresponds to the cumulative his-
togram workload, where each query corresponds to the sum of the counts of values from xi through
xk. Cumulative histograms have many applications in releasing cdfs, quantiles, answering range
queries [8, 17], and for releasing prefix sums of a stream (see [5]).

We now define variations of definitions of differential privacy. There are two common ways of
defining neighboring databases, and each will result in a slightly different definition of differential
privacy. Additionally, there is ε-differential privacy, and (ε, δ)-differential privacy, the latter being
a relaxation of the former.

Definition 2.1 (Neighbors, bounded). Two datasets, D1 and D2 are neighbors, if they differ in
the value of single entry. That is D1 = D ∪ {x} and D2 = D ∪ {y} for some dataset D.

Note that in the bounded case all datasets have the same number of tuples; i.e., ∀D, D ∈ In.

Definition 2.2 (Neighbors, unbounded). Two datasets, D1 and D2 are neighbors if they differ in
the presence of a single entry. That is D1 = D2 ∪ {x} or D2 = D1 ∪ {x}.

Definition 2.3 (ε-Differential Privacy). A mechanism M satisfies ε-differential privacy if for all
outputs S ⊆ range(M), and for all neighbors D1 and D2,

Pr[M(D1) ∈ S] ≤ eε · Pr[M(D2) ∈ S]

A mechanism satisfies bounded ε-differential privacy if we use Definition 2.1 for neighboring
databases, and unbounded ε-differential privacy if we use Definition 2.2.

A common relaxation of differential privacy is (ε, δ)-differential privacy, which allows privacy
leakage with a small probability δ.

Definition 2.4 ((ε, δ)-Differential Privacy). A mechanism M satisfies (ε, δ)-differential privacy if
for all outputs S ⊆ range(M), and for all neighboring datasets D1 and D2,

Pr[M(D1) ∈ S] ≤ eε · Pr[M(D2) ∈ S] + δ

A mechanism satisfies bounded (ε, δ)-differential privacy if we use Definition 2.1 for neighboring
databases, and unbounded (ε, δ)-differential privacy uses Definition 2.2.

We now define the sensitivity of a workload.

Definition 2.5. Let N denote the set of pairs of neighboring datasets. The Lp sensitivity of a
workload is:

∆(p,W) = max
(x,x′)∈N

‖Wx−Wx′‖
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Figure 1: Example workloads: histogram Ik, cumulative histogram Ck and hierarchical Hk.

The definition of the set N depends on whether we consider bounded or unbounded differential
privacy. For unbounded differential privacy,

∆(p,W) = max
vi∈cols(W)

‖vi‖p

Unless otherwise specified, henceforth we will use the term differential privacy to mean unbounded
differential privacy, and the term sensitivity to mean sensitivity under unbounded differential pri-
vacy.

Example 2.2. The L1 and L2 sensitivities of Ik are both 1. The L1 and L2 sensitivities of Ck are
k and

√
k resp.

We can privately answer linear workloads by adding independent noise to the true answer of
each query. The noise distribution we use depends on whether we use ε- or (ε, δ)-differential privacy.

Let Normal(σ)m and Lap(σ)m be m-dimensional vectors of independent samples drawn from
the Gaussian and Laplace distributions respectively, with mean 0 and scale σ.

Definition 2.6. Let W be a workload, and let x be the vector of true counts for the database. Let
ε and δ be parameters. The Gaussian mechanism G(W,x), is defined as follows:

G(W,x) = Wx + Normal(σ)q

where σ = ∆(2,W)

√
2 ln(2/δ)

ε .

Definition 2.7. Let W be a workload, and let x be the vector of true counts for the database. Let
ε be a parameter. The Laplace mechanism L(W,x), is defined as follows:

L(W,x) = Wx + Lap(σ)q

where σ = ∆(1,W)/ε.

It is known ([3, 4, 13]) that the Gaussian mechanism and the Laplace mechanism satisfy (ε, δ)-
differential privacy and ε-differential privacy, respectively. We now define the error of answering a
workload using some mechanism M.

Definition 2.8. Let q be a linear counting query (horizontal row vector), and M be a mechanism.
Let x be a vector of the true counts of the dataset. The mean squared error of answering q on the
true counts x using M is

ERRORM(q,x) = E
[
(qx−M(q,x))2

]
4



Figure 2: Example discriminative secret graphs G and their corresponding PG

where M(q) is the noisy answer of query q. The error of the workload W on the true counts x is
given by

ERRORM(W,x) =
∑

q∈rows(W)

ERRORM(q,x)

Theorem 2.1. Let W be a q × k workload.

• The mean squared error of answering W on every dataset x using the Laplace mechanism is
2q∆2

(1,W)/ε
2.

• The mean squared error of answering W on every dataset x using the Gaussian mechanism
is q∆2

(2,W)
2 log(2/δ)

ε2
.

Note that the errors for the Laplace and Gaussian mechanisms do not depend on the true counts
x. Hence, they are referred to as data oblivious mechanisms [1]. In this paper, we will only consider
data oblivious mechanisms, and hence we will drop the x parameter and refer to the error of a
workload using ERRORM(W).

2.2 Extended Matrix Mechanism

Li et al [12] describe the matrix mechanism framework for optimally answering a workload of linear
queries. The key insight is that while some workloads W have a high sensitivity, they can be
answered with low error by answering a different strategy query workload A such that (a) A has a
low sensitivity ∆A, and (b) rows in W can be reconstructed using a small number of rows in A.

In particular, let A be a p×k matrix, and let A+ denote its Moore-Penrose pseudoinverse, such
that WAA+ = W. The matrix mechanism is given by the following algorithm:

MA(W,x) = Wx + WA+Z(σ)p (1)

where, Z, σ are the Laplace distribution and 2∆(1,A)/ε for ε-differential privacy, and the Gaussian

distribution and
∆(2,A)

ε ·
√

2 ln 2
δ for (ε, δ)-differential privacy, respectively. It is easy to see that all

matrix mechanism algorithms are data oblivious. We will use ERROR(G,A)(W) to denote the error
of answering W using the Gaussian version of the extended matrix mechanism under strategy A.
We use ERROR(L,A)(W) for the Laplace version. The error of these mechanisms can be quantified
as follows:
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Theorem 2.2. ([12, 13]) Let W be a workload. The error of answering W using the matrix
mechanism defined in Equation 1 with strategy A is

ERROR(L,A)(W) = P (ε)∆2
(1,A)‖WA+‖2F (2)

ERROR(G,A)(W) = P (ε, δ)∆2
(2,A)‖WA+‖2F (3)

where ‖ · ‖F is the Frobenius norm, P (ε) is 2/ε2, and P (ε, δ) is 2 log(2/δ)
ε2

.

The Frobenius norm of matrix M, denoted by ‖M‖F , equals
√

trace(MT ×M), where trace(M)
is the sum of the entries that lie on the diagonal of M.

Example 2.3. Answering the workload Ck using the Laplace mechanism results in a total error of
O(k3/ε2). On the other hand, using the hierarchical strategy workload Hk (Figure 1) corresponds
to releasing counts on a binary tree over the domain. Using Hk as the strategy can be shown to
result in ERROR(L,Hk)(Ck) = O(k log3 k/ε2) [5, 8].

We define the minimum error that any strategy A can achieve for workload W.

Definition 2.9. Let W be a workload.

MINERRORL(W) = min
A:WA+A=W

ERROR(L,A)(W) (4)

MINERRORG(W) = min
A:WA+A=W

ERROR(G,A)(W) (5)

2.3 Blowfish Privacy

We give definitions for the Blowfish framework [10, 9]. A instantiation of the Blowfish framework
is a policy graph, which generalizes the notion of neighboring databases from differential privacy.
Note that in [9], a policy is slightly more complex. They also define constraints on set of possible
databases, which defines the adversary’s prior knowledge about the database. In the this paper,
we assume no constraints on the set of possible databases.

Definition 2.10 (Policy Graph). A policy graph is a graph G = (V,E) with V ⊆ T ∪ {⊥}, where
⊥ is the name of a special vertex. Each member of T ∪ {⊥} is included in V if it is an endpoint of
some edge in E. That is, we remove singleton vertices from the graph.

This graph defines pairs of domain values that we wish to protect. That is, an adversary should
not be able to distinguish between those pairs of domain values. A value with no edge is not
protected, and therefore it can be removed from the domain. We can answer the exact count
for this domain value without any noise. If a counting query includes that domain value, we can
remove it, calculate the noisy sum of the remaining values, then add the true count of the singleton
domain value. Therefore, we can assume WLOG that we have removed single values. As we will
show a little later, we can also assume that G is connected. Our graph may or may not contain
⊥, depending on if there is an edge connecting to ⊥. As we will see, a graph that includes ⊥ will
result in databases from I, while a graph that does not include ⊥ results in databases from In,
where n is the size of the domain. If ⊥ ∈ V , then we add a column to W to correspond to this
“new” domain value, with all values in the column being 0.

Definition 2.11 (Neighbors, Blowfish). Consider a policy graph G = (V,E). Let D1 and D2 be
datasets. D1 and D2 are neighbors, denoted (D1, D2) ∈ N(G), if exactly one of the following is
true.
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• D1 and D2 differ in the value of exactly one entry such that (u, v) ∈ E, where u is the value
of the entry in D1 and v is the value of the entry in D2.

• D1 differs from D2 in the presence of exactly one entry, u, such that (u,⊥) ∈ E.

(ε,G)-Blowfish privacy and (ε, δ,G)-Blowfish privacy are defined by applying the new definition
of neighbors from Definition 2.11 to definitions 2.3 and 2.4 respectively. More formally,

Definition 2.12 ((ε,G)-Blowfish Privacy). Let G be a policy graph. A mechanism M satisfies
(ε,G)-Blowfish privacy if for all outputs S ⊆ range(M), and for all neighboring datasets (D1, D2) ∈
N(G),

Pr[M(D1) ∈ S] ≤ eε · Pr[M(D2) ∈ S]

Definition 2.13 ((ε, δ,G)-Blowfish Privacy). Let G be a policy graph. A mechanism M satis-
fies (ε, δ,G)-Blowfish privacy if for all outputs S ⊆ range(M), and for all neighboring datasets
(D1, D2) ∈ N(G),

Pr[M(D1) ∈ S] ≤ eε · Pr[M(D2) ∈ S] + δ

We can assume WLOG that G is connected. Let u and v be in the same connected component
and consider D1 = D ∪ {u} and D2 = D ∪ {v}. Then under (ε,G)-Blowfish privacy,

Pr[M(D1) ∈ S] ≤ eε·d(u,v) · Pr[M(D2) ∈ S]

where d(u, v) is the shortest path between u and v in G. However, if u and v are not connected,
there is no bound on probabilities; i.e., an adversary is allowed to distinguish between D1 and D2

based on some output. In particular, if G has c connected components C1, . . . , Cc, Ci = (Vi, Ei),
we are allowed to disclose (without any noise) which Vi every tuple in the dataset belongs to.

Therefore, we can split any workload W into smaller workloads W1, . . . ,Wc that are column
projections of the original workload, where Wi only has columns corresponding to Vi (and for
workload Wi we consider the policy graph Ci). We can answer each of these workloads privately
and independently, and then add the resulting vectors together to compute the final noisy answer
for W. Therefore, we assume for the rest of the paper that G is connected.

Note that the above definitions generalize both the bounded and unbounded versions of differ-
ential privacy. We have the bounded version of differential privacy with policy graph

G = (V,E) such that E = {(u, v) |u, v ∈ T − {⊥}} .

We have unbounded differential privacy with policy graph

G = (V,E) such that E = {(u,⊥) |u ∈ T } .

3 Blowfish Matrix Mechanism

Given a Blowfish policy graph G and a workload W, the sensitivity of the workload W under
policy P can be computed as follows.

Definition 3.1. The Lp policy specific sensitivity of a query matrix W with respect to policy graph
G is

∆(p,W)(G) = max
(x,x′)∈N(G)

‖Wx−Wx′‖p
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Let G = (V,E) be a policy graph, k = |V | and nG = |E|. We define a (k × nG) matrix PG as
follows. We begin with |V | rows, one for each value in a domain, and one for ⊥ if appropriate; i.e.,
the rows of G correspond to columns of W. For each edge (u, v) ∈ E add a column to PG with a 1
in the row corresponding to vertex u, and a −1 in the row corresponding to vertex v (the order of
the 1 and −1 is not important) and zeros in the rest of the rows. Since we assume G is connected,
every v ∈ V participates in at least one edge. Hence, no row of PG will contain all zeros.

For workload W we denote WPG as WG.

Lemma 3.1. Let W be a workload, and G a policy graph.

∆(p,W)(G) = max
vi∈cols(WG)

‖vi‖p

Proof. See Appendix.

Specifically, notice that we defined WG in such a way that ∆W(G) = ∆WG
. That is, the policy

specific sensitivity of W is the same as the standard sensitivity of a new workload WG. We can now
define the Blowfish matrix mechanism almost identically to Equation 1, but change the sensitivity
to what was specified in Definition 3.1. Analogous to Theorem 2.2, we have:

Theorem 3.2. Consider a workload W, and Blowfish policy graph G. The error of answering W
using the matrix mechanism with strategy A with respect to discriminative secret graph G is:

ERRORG
(L,A)(W) = P (ε)∆2

(1,AG)‖WA+‖2F (6)

ERRORG
(G,A)(W) = P (ε, δ)∆2

(2,AG)‖WA+‖2F (7)

where P (ε) is 2/ε and P (ε, δ) is 2 log(2/δ)
ε2

.

Proof. See Appendix.

Example 3.1. Consider a domain T = {x1, x2, . . . , xk} and a policy GLinek = (T , E), where
E = {(xi, xi+1) | ∀i < k} (see Figure 2). That is, only adjacent domain values (xi,i+1 ) for a secret
pair. We call this the line graph policy. Notice that under the line graph policy, the sensitivity of
the cumulative histogram workload Ck is exactly 1 – changing an individual record from xi to xi+1

changes exactly one query (namely the count of elements from xi+1 to xk) by 1. We can also derive
this mathematically. M = Ck ×PGLinek

is a (k × (k − 1)) matrix, where the first row has all zeros,
and the remaining k − 1 rows form the identity matrix. The standard sensitivity of M is 1, and
thus the policy specific sensitivity of Ck under GLinek is also 1. It is also easy to verify that the
policy specific sensitivity of Ck under Gθk (Fig 2) is θ.

4 Transformational Equivalence

In this section, we show that considering the policy specific error of some workload W is equivalent
to considering the error of WG (W transformed by PG) under differential privacy. Although there
is initially a restriction on the graphs for which this is true, we show that this transformational
equivalence holds for for all connected graphs, after some slight modification. The results in this
section are used throughout the rest of the paper. We begin with the following useful lemma.

Lemma 4.1 ([13]). For any satisfiable linear system BA = W, WA+ is a solution to the linear
system and ‖WA+‖F ≤ ‖B‖F for any solution B to the linear system.
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We will use this to show the following:

Lemma 4.2. Let G be a Blowfish policy graph and W be a workload. If PG has a right inverse,
then BA = W if and only if BAG = WG, where AG = APG. Additionally, both WA+ and
WGA+

G are solutions to both BA = W and BAG = WG.

Proof. See Appendix.

This brings us to our crucial theorem. We use the fact that the solution spaces of BA = W
and BAG = WG are the same in order to show that the error achieved by using strategy A for
workload W with respect to a policy graph G is the same as the error achieved by using strategy
AG for WG under differential privacy. This will allow us to directly develop lower bounds for
Blowfish analogous to the SVDBound for differential privacy [13]. It will also let us find upper
bounds under both (ε, δ,G)-Blowfish and (ε,G)-Blowfish privacy. First we give some notation:

Definition 4.1. Let W be a workload, and G be a policy graph.

MINERRORG
L(W) = min

A:WA+A=W
ERRORG

(L,A)(W)

MINERRORG
G (W) = min

A:WA+A=W
ERRORG

(G,A)(W)

Theorem 4.3. Let G be a Blowfish policy graph. If PG has a right inverse, then we have
‖WA+‖F = ‖WGA+

G‖F . Therefore,

ERRORG
(G,A)(W) = ERROR(G,AG)(WG)

ERRORG
(L,A)(W) = ERROR(L,AG)(WG)

Additionally, minimum errors are equivalent. That is,

MINERRORG(WG) = MINERRORG
G (W)

MINERRORL(WG) = MINERRORG
L (W)

Proof. See Appendix.

The right inverse requirement seems quite restrictive at first:

Lemma 4.4. Let M be an m×n matrix. M has a right inverse if and only if its rows are linearly
independent.

Proof. See Appendix.

In other words, PG must have at least as many columns as it has rows, and must be full rank.
It is easy to check that this is not true of PG for most graphs G. For instance, PGLinek

(Fig 2) has
only k − 1 columns and k rows. Fortunately, for every connected G, we can slightly modify the
workload W to W′ and PG to P′G such that (i) the minimum error for answering W′ under P′G
is the same as the minimum error for W under PG, and (ii) P′G is full rank and thus has a right
inverse.

To begin, suppose W has at least one column with all zeros. We can safely eliminate those
columns from W and the corresponding rows from PG (recall that columns in W and rows in PG

correspond to values in T ). These changes do not affect the sensitivity of WG, since these changes
only change W by removing an all zeros column, and any good strategy for answering WG will
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also have zeros in those columns. Thus we can consider these modified matrices without affecting
any of our results. We next show: (a) the resulting P′G is full rank for every connected graph, and
(b) every workload W can be converted to an equivalent workload W′ when considering databases
in In. We state the former as a lemma, and explain the latter thus showing that our results apply
to all connected graphs.

Lemma 4.5. Let G = (V,E) be a Blowfish policy graph and assume G is connected. Removing
any row of PG results in a full rank matrix.

Proof. See Appendix.

Recall that we assume G is a connected graph. Let W be a workload, and assume that W
has at least one column with all zeros. Then we can delete that column and the corresponding
row of PG without affecting WG (we are simply removing a zero column of WG, and these can be
ignored anyways). The modified version of PG is full rank, and therefore has a right inverse. To
show that the workload has at least one column with all zeros, first consider the case where ⊥ is in
the graph. We must add an all zeros column of to W that corresponds with ⊥, so W already has
a zero column.

If ⊥ is not in G, recall that come from In; that is the size of the database n is known. The size of
the database can be cast as a linear query Qn = (1, 1, . . . , 1). Any linear query Q = (q1, q2, . . . , qk)
can be answered if we know the answer to Q̄ = Q− q1 ·Qn = (0, q2− q1, . . . , qk− q1). Moreover, the
error in answering Q is the same as the error in answering Q̄ since they differ in a scalar (q1 · n).

Thus given a linear query workload W, pick some v ∈ T . Denote by V the workload, W[:
, v]×Qn, where W[:, v] is the column in the workload corresponding to v and Qn is (1×k) all ones
vector. It is easy to verify that W′ = W −V has all zeros in the column corresponding to v.

Example 4.1. In Ck, the first row is Qn. Since we already know n, we don’t need to answer that
query privately. We can equivalently consider a workload C′k with all zeros in the first row and
removing the first column (since it would have all zeros). Consider the line graph GLinek . Removing
the first row from PGLinek

would result in a (k − 1)× (k − 1) matrix that is full rank (and actually

the inverse of C′k).

5 Error Lower Bounds under Blowfish

In this section we present a lower bound on the minimum error needed to answer a workload under
the (ε, δ)-matrix mechanism with respect to any given Blowfish policy graph G (Section 5.1), then
compare this lower bound to the differential privacy lower bound for various classes of queries and
graphs (Section 5.2).

5.1 Extended Matrix Mechanism Blowfish Lower Bound

The main result of Li and Miklau [13] is that the minimum error is related to the singular value
decomposition of the workload matrix.

Theorem 5.1 ([13]). Let W be a be an m× n workload.

MINERRORG(W) ≥ P (ε, δ)
1

n
(λ1 + . . .+ λs)

2

where P (ε, δ) = 2 log(2/δ)
ε2

and λ1, . . . , λs are the singular values of W.
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Figure 3: Lower bounds for workloads under Blowfish policies

Our lower bound follows immediately by combining Theorems 5.1 and 4.3.

Corollary 5.2. Let G be a Blowfish policy graph, and let W be an workload. If PG has a right
inverse,

MINERRORG
G (W) ≥ P (ε, δ)

1

nG
(λ1 + . . .+ λs)

2

where P (ε, δ) = 2 log(2/δ)
ε2

, λ1, . . . , λs are the singular values of WG, and nG is the number of columns
of WG (same as the number of edges in G).

Proof. See Appendix.

Note that s is the number of singular values of WG, and therefore if WG is q × nG, s =
min(q, nG).

By Lemma 4.5, this lower bound applies for all connected graphs.
As a corollary, since Blowfish with the complete graph results in bounded differential privacy,

this also gives us a lower bound for bounded differential privacy, whereas Theorem 5.1 applies only
to unbounded differential privacy.

5.2 Example Lower Bounds

Figure 3 illustrates the lower bound (from Corollary 5.2) on linear workloads under Blowfish policy.
We consider the cumulative histogram workload Ck, workloads for all one dimensional ranges
queries (Rk) and all two dimensional ranges (Rk2), and workloads for all one way marginals and
all two way marginals.
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5.2.1 Cumulative Histogram Workload

For Ck and range query workloads we consider Gθk, a generalization of the line graph GLinek . Under
this graph, domain values are connected if the differences in indices is less than θ. That is, two
values (xi, xj) are connected if |i− j| ≤ θ.

Figure 3(a) illustrates the relationship between the lower bound on error and size of the domain.
We plot the original lower bound for unbounded differential privacy (from [13]) and the new lower
bounds we derived for Blowfish policies Gθk for various values of θ. The lower bounds are shown for
ε = 1 and δ = 0.001. The trends look similar for other values of ε and δ, and hence are omitted.

For Ck and the line graph Gθ=1
k , we analytically derive the lower bound as P (ε, δ) ·k; i.e., linear

in the domain size.

Theorem 5.3. Any data oblivious mechanism to answer the cumulative histogram workload Ck

has error at least Ω(k/ε2).

Proof. See proof of Theorem 6.3

We show later (see Section 6.2.2) that MINERROR for Ck under Gθk is at most P (ε, δ)·k log3(θ).
Whereas, there is no known strategy for answering Ck under differential privacy with error linear
in the domain size (as illustrated by Fig 3(a)).

5.2.2 All Range Queries Workload

Consider a multidimensional domain T = [a, b]d, where [a, b] denotes the set of integers between
a and b (inclusive). Let k = (b − a + 1) denote the size of each dimension. A multidimensional
range query is a d-dimensional hypercube represented by the top left corner x and the bottom
right corner y. Let Rkd denote the workload of all such d dimensional range queries. In 1D, this
corresponds to all intervals [x, y] such that a ≤ x ≤ y ≤ b. Again, let Rk denote the workload of
all such one dimensional range queries. In two dimensions, queries are all rectangles in [a, b]2.

We consider the following policy graph Gθ
kd

: all points in [a, b]d are vertices in the graph. Two
points x = (x1, . . . , xd) and y = (y1, . . . , yd) are connected if the Manhattan distance between
the points is at most θ; that is:

∑d
i=1 |xi − yi| ≤ θ. In 1D, this corresponds to the policy Gθk

that was defined in Section 5.2, and G1
k is the line graph. In d dimensions, G1

kd
corresponds to

a grid graph, where each node (x1, x2, . . . , xd) is connected to 2d other nodes (x1 ± 1, x2, . . . , xd),
(x1, x2 ± 1, . . . , xd), . . . (x1, x2, . . . , xd ± 1).

Figures 3(b), and 3(e) illustrate the relationship between the lower bound on error and size
of the domain for 1D and 2D range query workloads. Again, we plot the original lower bound
for unbounded differential privacy (from [13]) and the new lower bounds we derived for Blowfish
policies Gθk for various values of θ. Additionally, we show a lower bound for bounded differential
privacy, which is obtained by using the complete graph for G.

For the one dimensional all range query workloads we see that minimum error under unbounded
differential privacy increases faster than the minimum error under Gθk for sufficiently large domain
sizes. For two dimensional ranges, Gθk is only better than unbounded differential privacy for θ = 1.
However, all values of θ perform better than bounded differential privacy. Note that for sets of
linear queries, it is possible for the sensitivity of a workload under bounded differential privacy to
be twice the sensitivity of the workload under unbounded differential privacy.

5.2.3 All m-way Marginals Workload

In the all m-way marginals workload, we consider a domain consisting of d binary attributes
T = A1 × A2 × . . . × Ad (or strings from {0, 1}d). Given any subset C of attributes, the C-
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Workload
Error per query

Blowfish ε-Diff. Privacy [18]

Ck
G1
k Θ(1/ε2)

O(log3 k/ε2)
Gθk O(log3 θ/ε2)

Rk G1
k Θ(1/ε2) O(log3 k/ε2)

Rk2 G1
k2 O(log3 k/ε2) O(log6 k/ε2)

Rkd
G1
kd

O(d
3 log3(d−1) k

ε2
)

O(log3d k/ε2)
Gθ
kd

O(θ2 · d
3 log3(d−1) k

ε2
)

Figure 4: Summary of results. Ck is the cumulative histogram workload with domain size k. Rkd

is the d dimensional all range queries workload where each dimension has a domain size of k.

marginal is the projection of the domain T on C. That is, for every combination of values of
the attributes in C, the count of tuples having those values are reported. Thus, if |C| = m, the
C-marginal corresponds to 2m queries. The all m-way marginal workload releases marginals for all
possible attribute subsets of size m.

Rather than considering Blowfish policies with the line graph or its generalizations, we consider
graphs Gh

2d
= (V,E), where V = {0, 1}d corresponds to d bit strings, and (u, v) ∈ E are connected

if they have Hamming distance of at most h; i.e. they differ in at most h attributes. Note that the
graph Gh=1

2d
corresponds to the ‘attributes’ sensitive information described in [10, 9].

Figures 3(c) and 3(d) illustrate the lower bounds for the all 1-way marginals workload and
all 2-way marginals workload respectively, for varying numbers of attributes. Again, we plot the
minimum error for unbounded differential privacy (from [13]) and the new lower bounds we derived
for Blowfish policies Gh

2d
for h = 1, 2, as well as the minimum error for bounded differential privacy.

6 Upper Bounds

In this section, we derive upper bounds on the error (and in some cases near optimal strategies)
under the extended matrix mechanism framework for answering workloads under (ε,G)-Blowfish
privacy for different policies. In Section 6.1 we describe our general approach to finding strategies,
and the tools and techniques that we use. In Section 6.2, we derive near optimal strategies for
answering Ck under Gθk. In Section 6.3, we present strategies for answering multidimensional range
queries under multidimensional grid variant of Gθk. Figure 4 summarizes our upper bounds.

6.1 Techniques

To find optimal strategies, we can use the matrix mechanism directly. However, the matrix mech-
anism is inefficient and WG will potentially be much larger than W (especially when G is dense).
Instead, we use existing literature on strategies for differential privacy to find strategies for Blow-
fish. We will use two main techniques. The first (Section 6.1.1) uses an application of the idea
of transformation equivalence, developed in Section 4. The second (Section 6.1.2) involves finding
subgraphs of the policy graph G, which approximate G but are easier to work with.

6.1.1 Transformational Equivalence

Theorem 4.3 shows that the error for workload W using strategy A under policy graph G is equal
to the error for WG = WPG using strategy AG under both bounded and unbounded differential
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privacy. Hence, we adopt the following general strategy:

• Given W, convert to WG = WPG.

• Find some strategy AG to answer WG with low error under differential privacy.

• Use AGP−1
G to answer W.

Based on Theorem 4.3, it is easy to show that if A can answer WG with near optimal error,
then AP−1

G is a near optimal strategy for W.

Corollary 6.1. Let c ≥ 1 be some real number. Let G be a Blowfish policy graph, W be a
linear workload and A be a strategy for answering the workload. Let WG = WPG and AG =
APG. Then, ERRORG

(Z,A)(W) ≤ c · MINERRORG
Z(W) if and only if ERROR(Z,AG)(WG) ≤

c ·MINERRORZ(WG), for both Z = G and Z = L.

Proof. See Appendix.

Note that when we directly find a strategy for WG, we call it AG. This way, we let AGP−1
G ,

which is a strategy for W with equivalent error, be called A. Then we have AG = APG which is
consistent with the rest of the paper.

An important consequence of the above corollary (which we will use later) is that if we know an
optimal strategy AG (or c = 1 in the above Corollary) for answering WG under differential privacy,
the strategy AGP−1

G is an optimal strategy for answering W under the Blowfish policy graph G.
Theorem 4.3 and Corollary 6.1 allow us to leverage the rich literature on the matrix mechanism
for differential privacy to design efficient mechanisms for answering workloads under Blowfish. We
would like to point out that the error equivalence in Theorem 4.3 and Corollary 6.1 applies both
to the total error as well as the error per query, since the number of queries in W and WG are the
same.

6.1.2 Subgraph Approximation

Our technique from the previous section only works if WG is well studied, or similar to well studied
workloads. Although this is sometimes the case, depending on G, WG may be very different from
standard workloads. In this case, it is sometimes possible to sacrifice an additional constant factor
`2 in error to change G to some graph G′ such that WG′ is more similar to a well studied workload.
The factor ` is related to ratio of the distances between vertices in G and G′.

Lemma 6.2. [Subgraph Approximation] Let G = (V,E) be a policy graph. Let G′ = (V,E′) be
a subgraph, such that every (u, v) ∈ E is connected in G′ by a path of length ≤ `. Then for any
workload W, we have

∆(p,W)(G
′) ≤ ∆(p,W)(G) ≤ ` ·∆(p,W)(G

′)

Proof. See Appendix.

Thus, if we can find a subgraph G′ of G which approximates G, we can use WG′ and lose only
an `2 factor in the error. In some cases, we will be able to find a WG′ which is much easier to work
with. Section 6.2.2 gives an application of this idea.

We illustrate all these tools in the following sections. We focus on (ε,G)-Blowfish privacy for
different policy graphs (unless otherwise specified). Analogous upper bounds can be derived for
(ε, δ,G)-Blowfish by using Gaussian noise; we defer details to a full version of the paper.
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6.2 Near Optimal Strategies for Ck

We give strategies for answering the cumulative histogram workload, Ck, where k is the size of
the domain. We begin by giving an optimal strategy for answering Ck under a line graph. Next,
we use Lemma 6.2 to find a near optimal strategy for answering Ck under Gθk. Additionally, we
analyze the strategy that we produce for Ck, and show why it produces near optimal error.

6.2.1 Ck under the line graph

In Example 3.1, we showed that the policy specific global sensitivity of Ck under the line graph
policy GLinek is 1. Thus it seems like the optimal strategy for answering Ck under line graph policy
is to add independent noise (Laplace for ε- and Gaussian for (ε, δ)- differential privacy) to each of
the queries in Ck resulting in Θ(1/ε2) error for each of the counts in Ck. We can formally prove
that this is the optimal strategy using Corollary 6.1.

Theorem 6.3. Let Ck be the cumulative histogram workload, and let GLinek be the line graph. Then
Ck can be answered with Θ(1/ε2) error per query under (ε,GLinek )- as well as (ε, δ,GLinek )-Blowfish
privacy. Moreover, this is optimal.

Proof. We first modify Ck and PGLinek
as per Example 4.1. The first row (query) in Ck is Qn, which

returns the number of elements in the database. Since this query is already known, we can replace
it with all zeros. The first row and column of Ck can be eliminated, producing C′k (which is the
same as Ck−1). We remove the corresponding row (first) from PGLinek

to get P′GLinek
.

Now, it is easy to check that C′kP
′
GLinek

is the identity matrix Ik−1 (or the histogram query). The
optimal strategy for answering the histogram query under differential privacy is to add independent
noise to each of the counts; i.e., the optimal strategy is Ik−1. Hence, from Corollary 6.1, the optimal
strategy for answering C′k under the line graph policy is Ik−1P

′−1
(GLinek )

= C′k. Thus the optimal

strategy for answering the cumulative histogram workload under the line graph policy is to just
use the Laplace (or Gaussian) mechanism.

6.2.2 Ck under Gθk

In Example 3.1, we also saw that the L1 sensitivity of Ck under Gθk is θ. Thus, the Laplace
mechanism that adds Lap(θ/ε) noise ensures ε-differential privacy with 2θ2/ε2 error per query. We
can show a near optimal and efficient strategy for answering Ck under (ε,Gθk)-Blowfish privacy
with noise that only has a polylogarithmic dependence on θ – a much smaller error for large θ.

Theorem 6.4. Let Ck be the cumulative histogram workload, and let Gθk be the graph which connects

all vertices within distance θ along a line. Ck can be answered with O( log3 θ
ε2

) error per query under
(ε,Gθk)-Blowfish privacy.

Proof. We derive our strategy for answering Ck under a slightly different discriminative secret
graph Ĝθk (Fig 2), which is a spanning tree of Gθk. Recall that in Gθk vertices i and j are connected

if they are no more than θ apart (i.e., |i− j| ≤ θ). We construct Ĝθk by connecting vertex j to i if
i − θ ≤ j < i. We discard all other edges of Gθk. Observe that for every edge (u, v) in Gθk, either

(u, v) already appears in Ĝθk, or u and v are connected by a path of length 3. Thus by Lemma 6.2,

we can focus on designing a strategy for answering Ck under the spanning tree Ĝθk, and the error

under Gθk is at most 9 times the error under Ĝθk.
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(c) m-way Marginals

Figure 3: Lower bounds for workloads under Blowfish policies

(a) Strategy matrices

0 0 0 0 0 0 0 1
0 0 0 1 1 1 1 1
0 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1
0 0 0 -1 -1 -1 -1 0
0 0 0 -1 -1 0 0 0
0 0 0 0 0 -1 -1 0
0 0 0 -1 0 0 0 0
0 0 0 0 -1 0 0 0
0 0 0 0 0 -1 0 0
0 0 0 0 0 0 -1 0
0 -1 -1 0 0 0 0 0
0 -1 0 0 0 0 0 0
0 0 -1 0 0 0 0 0
-1 0 0 0 0 0 0 0

(b) S✓

S1
 S5
 S7
 S8

S9
 S13
 S15
S16


S17
 S21

S23
S24


H4


H2


H1


(c) Strategy explained

Figure 4: Deriving the strategy for answering C✓
k under the discriminative secret graph Ĝ✓

k

a slightly di↵erent discriminative secret graph Ĝ✓
k (Fig 2),

which is a spanning tree of G✓
k. Then we observe that the

shortest distance between any two points in Ĝ✓
k is at most 2

times the shortest distance between the same points in G✓
k.

Based on this observation, we prove that a c-approximate
strategy for any workload under Ĝ✓

k is a 2 · c-approximate
strategy under G✓

k.
Again like in Sec 6.4.2.1, we consider W = C0

k = Ck,
and the matrix PG after dropping the first row from PĜ✓

k
.

We now have both W and PG as (k � 1) ⇥ (k � 1) square
full rank matrices. For ease of exposition, let k = m · ✓ + 1
for some integer m. Additionally, let ✓ = 2`, ` � 0.

To construct the near optimal strategy for W under G,
consider WG = WPG. WG is a m · ✓⇥m · ✓ square matrix,
where the ✓ ⇥ ✓ blocks along the diagonal each correspond
to CT

✓ and all other entries are zero. Figure 4(a) illustrates
WG for m = 3. Recent work has shown that a near optimal
di↵erentially private strategy (unbiased, linear and data in-
dependent) for answering C✓ is the hierarchical strategy H✓

[6, 15, 8]. Thus we can answer WG by aswering every CT
✓

in WG using H✓. Lets call this strategy AG (Fig 4(a)).
Now we can construct the near optimal strategy for the

original workload W = Cm·✓ under Ĝ✓
m·✓+1 as A = AGP�1

G .

7. QUERY ANSWERING WITH CONSTRAINTS
In this section, we consider query answering under Blow-

fish policies with constraints P = (T , G, IQ), where (IQ (
In). Computing the policy specific sensitivity in the pres-
ence of constraints is a hard problem. Note that pairs of
neighboring databases can di↵er in more than one tuple.
For instance, if we know the exact number of male and fe-
male records in a dataset, if two neighboring datasets di↵er
in gender in tuple i, then they should also di↵er in gender
in some other tuple j.

Theorem 7.1. Given a function f and a policy
P = (T , G, IQ). Checking whether S(f, P ) > 0 is NP-hard.
The same is true for the complete histogram query h.

(b) Sθ, for θ = 8
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(c) Strategy A explained (m = 3, θ = 8)

Figure 5: Deriving the strategy for answering Cθ
k under the discriminative secret graph Ĝθk

Again like in Sec 6.2.1, we consider C′k = Ck−1, and the matrix P′Ĝθk
after dropping the first

row from PĜθk
. We now have both C′k and P′Ĝθk

as (k− 1)× (k− 1) square full rank matrices. For

ease of exposition, let k = m · θ + 1 for some integer m. Additionally, let θ = 2b, b ≥ 0.
To construct the near optimal strategy for C′k under Ĝθk, consider C′Ĝθk

= C′kP
′
Ĝθk

. C′Ĝθk
is

a m · θ ×m · θ square matrix, where the θ × θ blocks along the diagonal each correspond to CT
θ

(CT
θ is the transpose of Cθ) and all other entries are zero. Figure 5(a) illustrates C′Ĝθk

for m = 3.

Recent work has shown that a near optimal differentially private strategy (unbiased, linear and data
independent) for answering Cθ is the hierarchical strategy Hθ [5, 12, 8] (with error O(log3(θ)/ε2)
per query). Thus we can answer C′Ĝθk

by answering every CT
θ in C′Ĝθk

using Hθ. Call this strategy

AĜθk
(Fig 5(a)).

By Theorem 4.3 we can answer C′m·θ with O(log3(θ)/ε2) error per query under Ĝθm·θ+1 by using

strategy AĜθk
P′−1

Ĝθk
. By Corollary 6.1, this must also be near optimal.

To illustrate this further, we now provide an alternate proof for the above theorem which does
not use Theorem 4.3. Instead, we examine A = AĜθk

P′−1

Ĝθk
directly, and show that is indeed a good

strategy for C′k under Ĝθk. Consequently, this is also a good strategy under policy graph Gθk.
Note that by construction, the policy specific sensitivity of A is the same as the global sensitivity

of AĜθk
; the L1 sensitivity is 1 + log θ = 1 + b. Thus, C′k can be released privately by answering A

using the Laplace mechanism with sensitivity (1 + b).
The strategy A is explained in Figure 5(c). A divides the domain T = {x1, x2, . . . , xmθ}

into m blocks of size θ and releases the same type of counts for each block. Consider the first
block (and the counts are similar in the other blocks). A releases a set CA of 1 + log θ = 1 + b
cumulative counts {c1, c1+2b−1 , c1+2b−1+2b−2 , . . . , c1+2b−1+2b−2+...+20}, where ci is the sum of the
counts of domain elements xi . . . xmθ. Additionally, A releases log θ = b hierarchical counts H2b−1,
H2b−2, . . . ,H1 for the cumulative counts cj that are not covered in the set CA. Using the example of
θ = 8 in Figure 5(c), A releases hierarchical counts H4 for elements {x2, x3, x4, x5}, H2 for elements
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{x6, x7} and the count of x8. It is easy to see that any cumulative count cj can be answered using
at most 1 + b counts from A. Thus, the total error for answering any single cumulative count is

O( (1+log θ)3)
ε2

) for (ε, Ĝθk)- and (ε,Gθk)-Blowfish privacy.

6.3 Multidimensional AllRange Queries

We now give strategies for answering multidimensional AllRange queries under Blowfish. We defined
multidimensional range query workloads and policy graph Gθ

kd
in Section 5.2.2.

6.3.1 Rk under G1
k

We begin with the case where θ is 1. In the one dimensional case, this will be a line graph.

Theorem 6.5. Workload Rk can be answered with Θ(1/ε2) error per query under (ε,G1
k)-Blowfish

privacy.

Proof. Consider one range query. The only places where the values of columns differ are at the two
ends of the range. Therefore, multiplying by G1

k will result in a 1 or -1 at the ends of the range,
unless the range started at one of the ends in which case the new query will be a single 1 or -1.
RG1

k
= RkPG1

k
will have

(
k−1

2

)
+ 2(k− 1) rows. We can answer using strategy Ik−1. Each query in

RG1
k

can be represented as a combination of at most 2 queries in Ik−1, and the sensitivity of Ik−1

is 1. Therefore, we can add Lap(1
ε ) noise to each row of Ik−1, and each query in RG1

k
can then be

answered with at most 4
ε2

error. Therefore, We can use strategy Ik−1P
−1
G1
k

to answer RG1
k

under

(ε,G1
k)- Blowfish privacy. By Theorem 4.3, this will also have error Θ(1/ε2) per query.

The best known strategy (with minimum error) for answering Rk under ε-differential privacy
is the Privelet strategy [18] with a much larger asymptotic error of O(log3 k/ε2) per query.

6.3.2 Rkd under G1
kd

Next, consider d dimensional range queries. In this case, G1
kd

is a grid with kd vertices and 2d · kd
edges.

Theorem 6.6. Workload Rkd can be answered with

O(
d3 log3(d−1) k

ε2
)

error per query under (ε,G1
kd

)-Blowfish privacy.

Proof. For some range query, the corresponding query in RG1
kd

= RkdPG1
kd

will essentially be

the bounding box of the d dimensional query hyperrectangle. That is, we can answer this query
by answering all 2d (d − 1)-dimensional “faces” of this bounding box under differential privacy.
Therefore, we reduce the problem to answering (d− 1)-dimensional range queries under differential
privacy.

To begin, we must split our epsilon budget d ways in order to answer all range queries for each
dimension. That is, we must answer Rkd−1 d times, once for each dimension, under ε

d -differential
privacy. By composition, answering all of these workloads satisfies ε-differential privacy. Using
the Privelet framework [18], we can answer a d − 1 dimensional range query under ε

d -differential

privacy with O( log3(d−1) k
ε2/d2

) = O(d
2 log3(d−1) k

ε2
). Let B be this strategy matrix: the noisy answers to all
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d−1-dimensional range queries for each of the d dimensions. Each d-dimensional bounding box has
2d faces, and this bounding box query can therefore be answered using 2d rows from B. Therefore,

the error of answering each query in RG1
kd

is O(2d · d
2 log3(d−1) k

ε2
) = O(d

3 log3(d−1) k
ε2

). By Theorem 4.3,

Rkd can be answered using strategy BP−1
G1
kd

with O(d
3 log3(d−1) k

ε2
) error per query under Blowfish

policy graph G1
kd

.

If we consider d to be a constant, then we get a Ω(log3 k) factor better error than differential

privacy using Privelet [18]. In the two dimensional case, we achieve O( log3 k
ε2

) error per query

under Blowfish policy graph G1
k2 , while Privelet achieves O( log6 k

ε2
) error per query under differential

privacy.

6.3.3 Rkd under Gθ
kd

If we wish to consider Gθ
kd

, we can use the same strategy as G1
kd

and our error will be worse by a
factor of θ2.

Corollary 6.7. Workload Rkd can be answered with

O(θ2 · d
3 log3(d−1) k

ε2
)

error per query under (ε,Gθ
kd

)-Blowfish privacy.

Proof. This follows from Lemma 6.2 and Theorem 6.6. For each pair of nodes u and v such that
(u, v) is an edge in Gθ

kd
, u and v are connected by a path of at most θ in G1

kd
.

This strategy is a good one as long as θ is a small constant. As θ grows, according to our lower
bound results the minimum error under (ε,Gθ

kd
)-Blowfish privacy approaches the minimum error

under ε-bounded differential privacy.

7 Conclusions

We systematically analyzed error bounds on linear counting query workload under the Blowfish
privacy framework. We showed that the error incurred when answering a workload under Blowfish
is identical to the error incurred when answering a transformed workload under differential privacy,
where the transformation only depends on the policy graph. This, in conjunction with a subgraph
approximation result, helped us derive lower and upper bounds for linear counting queries under the
Blowfish privacy framework. We showed that workloads can be answered with significantly smaller
amounts of error per query under Blowfish privacy compared to differential privacy, suggesting the
utility of Blowfish privacy policies in practical utility driven applications.
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Lemma 3.1. Let W be a workload, and G a policy graph.

∆(p,W)(G) = max
vi∈cols(WG)

‖vi‖p
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Proof.
∆(p,W)(G) = max

(x,x′)∈N(G)
‖Wx−Wx′‖p

By the definition of neighbors, x and x′ differ in two counts (an entry has been switched from one
domain value to another). Let these be domain values be i and j, and let xi, xj , x

′
i, and x′j be their

counts. So, xi = x′i + 1 and xj = x′j − 1. So, Wx−Wx′ = x− x′. Additionally, by the definition
of neighbors, (i, j) must be an edge in G. Therefore, column there is a column in PG which has a
1 and −1at i and j. So, x− x′ is a column of WPG = WG. So,

∆(p,W)(G) = max
vi∈cols(WG)

‖vi‖p

Theorem 3.2. Consider a workload W, and Blowfish policy graph G. The error of answering W
using the matrix mechanism with strategy A with respect to discriminative secret graph G is:

ERRORG
(L,A)(W) = P (ε)∆2

(1,AG)‖WA+‖2F (6)

ERRORG
(G,A)(W) = P (ε, δ)∆2

(2,AG)‖WA+‖2F (7)

where P (ε) is 2/ε and P (ε, δ) is 2 log(2/δ)
ε2

.

Proof. This proof is nearly identical to the proof of Theorem 2.2 from pods:LiHRMM10 and [13], ex-
cept that we use the policy specific sensitivity. For instance, in the case of ERRORG

(G,A)(W) instead

of obtaining σ2 = P (ε, δ)∆2
A as we did in the original proof, we obtain σ2 = P (ε, δ)(∆A(G))2 =

P (ε, δ)∆2
AG

. This follows directly from the fact that we have defined σ using the policy specific
sensitivity.

Lemma 4.2. Let G be a Blowfish policy graph and W be a workload. If PG has a right inverse,
then BA = W if and only if BAG = WG, where AG = APG. Additionally, both WA+ and
WGA+

G are solutions to both BA = W and BAG = WG.

Proof. First, assume BA = W. Then

BAPG = WPG =⇒ BAG = WG

Next, assume BAG = WG. Then

BAPG = WPG =⇒ BAPGP−1
G = WPGP−1

G

=⇒ BA = W

Additionally, from Lemma 4.1 we have that WA+ is a solution to BA = W, and WGA+ is a
solution to BAG = WG. Because these equations have the same solution space, WA+ is a solution
to BAG = WG and WGA+ is a solution to BA = W.

Theorem 4.3. Let G be a Blowfish policy graph. If PG has a right inverse, then we have
‖WA+‖F = ‖WGA+

G‖F . Therefore,

ERRORG
(G,A)(W) = ERROR(G,AG)(WG)

ERRORG
(L,A)(W) = ERROR(L,AG)(WG)

Additionally, minimum errors are equivalent. That is,

MINERRORG(WG) = MINERRORG
G (W)

MINERRORL(WG) = MINERRORG
L (W)
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Proof. We show the proof for the error under the Gaussian noise (i.e., G). The proof for the errors
under the Laplace noise (i.e., L) is similar.

By Lemma 4.2 and we have that both WA+ and WGA+
G are solutions to the system BA = W.

Additionally, by Lemma 4.1, ‖WA+‖F ≤ ‖B‖F and ‖WGA+
G‖F ≤ ‖B‖F for all solutions B.

Therefore, ‖WA+‖F = ‖WGA+
G‖F . Then by definition of error we have

ERRORG
(G,A)(W) = ERROR(G,AG)(WG)

Additionally, assume that A = A∗ minimizes ERRORG
(G,A)(W) subject to WA+A = W. Then by

Lemma 4.2, WGA+
∗GA∗G = WG, and so

MINERRORG
G (W) = ERRORG

(G,A∗)(W)

= ERROR(G,A∗G)(WG)

≥ min
A:WGA+A=WG

ERROR(G,A)(WG)

= MINERRORG(WG)

We can prove the converse similarly, that is

MINERRORG(WG) ≥ MINERRORG
G (W)

And therefore we have

MINERRORG(WG) = MINERRORG
G (W)

Lemma 4.4. Let M be an m×n matrix. M has a right inverse if and only if its rows are linearly
independent.

Proof. This is just a concise way of stating the following facts:

• If m > n, then M cannot have a right inverse.

• If m = n, then M has both a left and right inverse if and only if its determinant is nonzero,
which is true if and only if the matrix is full rank.

• If m < n, then M has a right inverse if and only if it is full rank.

Lemma 4.5. Let G = (V,E) be a Blowfish policy graph and assume G is connected. Removing
any row of PG results in a full rank matrix.

Proof. We first show that any connected graph G produces an PG of rank m − 1 where m is the
number of rows of PG. We then show that our modification of PG does not change the rank. We
are then left with an PG with m− 1 rows and rank m− 1. So, the modified PG will be full rank.

Every connected graph G has a spanning tree T . Note that PT is a column projection of PG,
so to show PG has rank m−1, it is sufficient to show that PT has rank m−1. Every tree has some
node v of degree 1. The corresponding row of PT has all zeros except for a single 1 or −1. Let ev
be the row corresponding to v. Let the kth column be the one corresponding to the single nonzero
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element of ev. Other than row v, there is unique row u which has a nonzero value in column k. Let
ru be the row u with a zero in column v and identical in all other values.

Consider PT−v. This matrix will be different from PT in the following ways: PT−v will be
missing column k and row v. Additionally, the new value of row u will be ru. Note that row u
from PT can be written as ru− ev. All rows in PT other than row u are linearly independent of ev.
Therefore, every row in PT can be written as a linear combination of a row in PT−v, and possibly
ev. This means that rank(PT ) = 1 + rank(PT−v). PT−v is also a tree, so we proceed inductively.
The base case of this induction is a tree with only one edge, and this corresponds to a matrix of
rank 1. Therefore, PG for a connected graph G has rank m− 1, where m is the number of vertices
is G or equivalently the number of rows of PG.

Note that the m− 1 rows we remove during the induction are all linearly independent, and the
row corresponding the final vertex left over can be written as a linear combination of these m− 1
rows. However, when we initially picked vertex v of degree 1, we had two choices for v, since any
tree has two vertices of degree 1. Since we have two choices at each inductive step, it is possible to
pick any vertex we wish to end up with on the last step of the induction. That is, not only is does
PG have rank m− 1, every set of m− 1 rows of PG is linearly independent.

Next, we have assumed that some column of W is all zeros. This means that we may remove the
corresponding row of PG without changing WG. Because every set of m− 1 rows of PG is linerally
independent, removing one row leaves us with m − 1 rows, all of which are linearly indepenent.
Therefore, the modified PG has full rank, as desired.

Corollary 5.2. Let G be a Blowfish policy graph, and let W be an workload. If PG has a right
inverse,

MINERRORG
G (W) ≥ P (ε, δ)

1

nG
(λ1 + . . .+ λs)

2

where P (ε, δ) = 2 log(2/δ)
ε2

, λ1, . . . , λs are the singular values of WG, and nG is the number of columns
of WG (same as the number of edges in G).

Proof. From the results of [13] we have

MINERRORG(WG) ≥ P (ε, δ)
1

nG
(λ1 + . . .+ λs)

2

where P (ε, δ) = 2 log(2/δ)
ε2

, λ1, . . . , λs are the singular values of WG, and nG is the number of columns

of WG But then by Theorem 4.3 we know that MINERRORG(WG) = MINERRORG
G (W) which

completes the proof.

Corollary 6.1. Let c ≥ 1 be some real number. Let G be a Blowfish policy graph, W be a
linear workload and A be a strategy for answering the workload. Let WG = WPG and AG =
APG. Then, ERRORG

(Z,A)(W) ≤ c · MINERRORG
Z(W) if and only if ERROR(Z,AG)(WG) ≤

c ·MINERRORZ(WG), for both Z = G and Z = L.

Proof. This follows immediately from the following two facts from Theorem 4.3 for both Z = L
and Z = G:

ERRORG
(Z,A)(W) = ERROR(Z,AG)(WG)

MINERRORZ(WG) = MINERRORG
Z(W)
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Lemma 6.2. [Subgraph Approximation] Let G = (V,E) be a policy graph. Let G′ = (V,E′) be
a subgraph, such that every (u, v) ∈ E is connected in G′ by a path of length ≤ `. Then for any
workload W, we have

∆(p,W)(G
′) ≤ ∆(p,W)(G) ≤ ` ·∆(p,W)(G

′)

Proof. Recall that we defined the Lp sensitivity as follows.

∆W(G) = max
Xi∈cols(WG)

‖Xi‖p

The first inequality, ∆(p,W)(G
′) ≤ ∆(p,W(G)), follows from the fact that when G′ is a subgraph

of G, WG′ is a column projection of WG.
We prove the second inequality using the triangle inequlity. Let (u, v) ∈ E. Then by assumption,

u and v are connected in G′ by a path of length at most `. Let (u, u1, u2, . . . , uy = v) be a path
connecting u and v. Note that y ≤ ` by assumption. Let u,u1,u2, . . . ,uy = v be the corresponding
columns of W. The edge (u, v) is in G, and therefore u − v is a column of WG. Additionally,
u− u1, u1 − u2,. . . , uy−1 − v are columns of WG′ . Then we have the following

‖u− v‖p = ‖(u− u1) + (u1 − u2) + · · ·+ (uy−1 − u1)‖p
≤ ‖(u− u1)‖p + ‖(u1 − u2)‖p + . . .

+ ‖(uy−1 − v)‖p
(8)

≤ y ·∆(p,W)(G
′) ≤ ` ·∆(p,W)(G

′) (9)

The triangle inequality gives us 8. For 9, note that all the addends are Lp norms of columns in
WG′ and so each of this values is bounded by ∆(p,W)(G

′).
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