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Abstract—For physical-layer authentication, the authentication efforts [4]-[7] in authenticating the sender and receiver a
tags are often sent concurrently with messages without much the physical layer, based on prior coordination or secret
bandwidth expansion. In this paper, we present a channel cadg - gharing, where the sender is authenticated if the receier c

approach for physical-layer authentication. The generatbn of .
authentication tags can be formulated as an encoding proces successfully demodulate and decode the transmission. gmon

for an ensemble of codes, where the shared key between Alicevarious reported works, it was commonly observed that the
and Bob is considered as the input and the message is used tgphysical properties of the wireless medium are a powerful
specify a code from the ensemble of codes. Then, we show theét source of domain-specific information that can be used to
security of physical-layer authentication schemes can benalyzed complement and enhance traditional security mechanismns [4
through decoding and physical-layer authentication schems can . .

In [6], a physical-layer authentication scheme was progose

potentially achieve both information-theoretic and compuational - - |
securities. in which MACs, along with messages, are transmitted con-

Index Terms—Physical-layer authentication, channel cod- currently over the physical layer. Compared to the tradalo

ing, decoding complexity, computational security, information- tralflsmission apprp_ach a_bove th? physicgl layer, the am.thor
theoretic security. claims the possibility of information-security due to the i

troduction of the noise. However, this is not justified in a
rigourous way.

In this paper, we provide a channel coding approach for
ESSAGE authentication codes (MACs) are cryptghysical-layer authentication. Our contributions in@utivo
graphic primitives used extensively in the constructioaspects. Firstly, the computational security can be espres

of security services, include authentication, nonrepiimia as the requirement for decoding complexity. Secondly, the
and integrity. Basically, message authentication is tauens information security can be formulated for physical-layer
that an accepted message truly comes from its acclaimsgthentication schemes using the standard techniques for a
transmitter. When the transmitter intends to send a messagmnverse proof of channel coding theorém [8].

it also generates a MAC, which is a function of the messageThroughout this paper, upper case letters (eX.) will

and a shared key, known only to both the transmitter and tdenote random variables, lower case letters (ecy.will
receiver. The generated MAC is often appended to the messdgaote realizations of the corresponding random variables

[1]. At the receiver, a MAC is computed from the receivedalligraphic letters (e.g.X’) will denote finite alphabet sets
message and compared to the MAC that is transmitted. If theer which corresponding variables range. Also, upper case
two MACs are identical, then the transmitter is identified asoldface letters (e.gX ) will denote random vectors whereas

a legal user and it is highly likely the received message liswer case boldface letters (e.g), will denote realizations of

I. INTRODUCTION

exactly equal to the one transmitted. the corresponding random vectors.

MAC algorithms can be constructed from other crypto-
graphic primitives, such as cryptographic hash functions o Il. A CODING FORMULATION OF PHYSICAL-LAYER
from block cipher algorithms. Currently, the security of KA AUTHENTICATION

algorithms rely on the hardness of hush functions, i.e,lyive\  physical-Layer Authentication

the message and its MAC, it is *hard" to forge a MAC on a Suppose that Alice and Bob agree on a keyed authentication

new message. ) X
. L . scheme that allows Bob to verify that the messages he rexeive

As the development of mobile communications, ensurmagr . . .
e from Alice. In order to authenticate, Alice sends an

security of wireless communications has becoming mcreaa'lsl]thentication tag (or a MAC), along with a message, for

ingly important. Openness of wireless networks makes the eclaring his identity. We call the transmitted signal unde
vulnerable to spoofing attacks where an unauthorized ULl < cheme as the ta;gged signal

masquerade_s as anqtherlegitimate user. Although cous = i Formally, Alice, as the sender, wants to transmit the au-
cryptographic security m_echamsms can be used to fc_>|l Su&hentication tagl together with the messag® so Bob (as
att"fleS above the physical layer| [2].] [3]. However, it Vaie receiver) can verify her identity. In general, the tagis
believed that more efforts should be done to prevent p(aﬂentf .

: . . . . nction of the messagé and the secret kejx

innovative attacks since the wireless medium offers novetﬂ

avenues for intrusion. In recent years, there has beenugrio T=r1(5K), (1)
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whereT : § x L — T is a (hash) function. where each codewokel, (s) = 7 (s, k) is indexed by a possible
In order to focus on the essential ideas, we assume h&ey k € K with k¥ — 1 = k(k) denoting the decimal number

that both the message and tagZ” can be denoted as binaryexpression of the binary vectd. There are|k| = 2L+
random vectors with BPSK modulation. In what follows, weodewords. Now, the code rate 6fs) can be defined as
do not discriminate between binary and bipolar vectorstas i Ly

can be well understood from the text. R. = I, )

Often, the tag is a short string computed on the message
to be authenticated and the shared secretikelyet L, Ly, L;
denote the length of the messagiethe keyK and the tadl’,
respectively. In practicel; > L,. Here, we always assume
that L, = QL,;, where( is a large integer.

The tag is padded to the message and simultaneous
transmitted. The tagged signal (in a discrete column vector (s, )t K= T. (8)
form) can be written as

Consider that Alice wants to authenticate with Bob, she
normally sends a messageand then a tagy (s) = 7 (s, k) is
generated using the shared ReyEquivalently, the generation
of the tag for a given messagecan be considered as an
Pcodmg process of

As the message is generated according to a finite message
set S, one have to consider an ensemble of cofi¢S) =
{C(s) : s € 8}, which is of fixed rateR,.

where0 < ps,pr < 1, p2 +p? = 1, andt, = ¥(t) is a  This ensemble of code’(C) is revealed to both Alice and
modulation process for modulating a binary tag strinipto  Bob. From a standard cryptographic view, this code ensemble
the physical discrete-signal vectty, which is chosen to meet is also revealed to Eve.

E[sft,] = 0 [6]. Hence,we can interpre andp? as energy  Definition 1: The minimum Hamming distance of the code

u = pss+pity, (2)

allocations of the message and tag, respectively. ensembl&)(C) can be defined as
Essentially, for concurrent transmission of both message a o N
tag, the bit string of a tag should be transmitted with a much  @min ((C)) = min P du (T(S’ k)’T(S’k)) ’ ©)

lower rate 6) than the message symbol rate.[Ih [6], the Haar
wavelet is employed for modulating tags. In this paper, w
however, assume a simple repetition function/gf), namely,
each component df is repeated) times, which means that

heredy (c1, c2) denotes the Hamming distance of two binary
vectorsc; andcs.

Now, the task of physical-layer authentication can be for-
mally formulated as a hypothesis testing problem as follows

7/)(13) - [tla' o 7t17t27" : 7t27" : athv" . 7th]T- (3)
—_— — & Bob decides ify is from Alice or not by assuming that

This is employed for ease of analysis. s, k,7(-,-) are available;

By assuming an additive white Gaussian noise (AWGN) & Eve tries to retrievék from y by assuming that
channel model, the received signal vector at Bob can beanritt s, 7(-,-) are available.
as

I1l. HYPOTHESISTESTING
r = u+z, (4) A. General Formulation

wherez is assumed to an AWGN vector. To complete the authentication process, Bob requires to

As [2| > 1 and the signal-to-noise ratio (SNR) jgverify that whether the response signalis from Alice or
sufficiently high, the transmitted message is assumed to B If the response signal is not from Alice but Eve (an
completely recoverable (often enhanced by error-comgctiimpersonation attacker), it is assumed that Eve generates
codes) for both Bob and Eve. Therefore, one can assume #§&0th-L; binary random vectok for authentication as there
the transmitted signal vectsris known to both Bob and Eve. iS N0 any information aboukt (= k) available. Essentially,

Whens is available at the receiver, it can cancel the messaljéss is cast as a binary hypothesis testing problem:
from the received signal samples_ and the message-fre@nersi Hy : K=kg (10)
of a tag can be retrieved][6], which takes the form of H : K=kg (11)

y=x+w, (5)  where K denotes the acknowledged key.

wherex = t andw is the zero- mean additive white Gaus- Hypothesis testing _is the task of de_cidir_19 which of two
sian noise vector with vanancE[w w;] = 6% 'z, and hypothesesH; or Hy, is true, when one is given the value
~; denotes the signal-to-noise ratio (SNR) observed by tﬂ{ea random variablé/ (e.g., the outcome of a measurement),
authentication tags. namely,U = u. In our caselU = (Y, K), u = (y,kg). We
begin with the formulation of the optimum binary hypothesis
. . testing, i.e.,
B. A Coding Formulation N | _ i (U = u) . p(y, K = kp) >
Given a message € S, it is possible to generate a code T U=w (K =kp) (12)
C(s), which comprised o2Z+ codewords, namely, K=k

C(S) = {Cl (S)v ©0 5 CoLy (S)}v (6) Z:kej"-';’C p(y|K - k)p(K - k).

(13)



We point out that in the case dff;, the generation of the wherez, = Zf:tl cBw;. We denote its mean and variance as
message and key is independent to each other as there is no

s A _
means to efficiently gauss the key. 2770 N E{n|Ho} = Lt, .

As the message is assumed to be available, it is clear that oh, = Var{n|Ho}= Ly, . (20)

(v =t By decomposing the hypothesid; into a series of sub-
(y[k) o ex -y -t (14) : sh i
ply p 952 hypothesise§ H;* : H,,S =s, K =kg}, i.e., by further as-

_ “ suming that the transmitted signaldsand Eve impersonates
with t = 7(s, k). Alice using the keykrz, we have

In general, this binary hypothesis testing problem in its ok
optimum form can not be easily tackled as it requires to N[ H" = Ly = 2dp (7(s, kg), 7(s,kp)) + 21, (21)

e_nur_nerc_';\te2K binary vectors ofk with a priori uniform herez, = S22 ¢Buw,. Then,

distribution. However, its performance can be information a

theoretically bounded 9], which is summarized as follows. 71 =E{nlH1,8,kp} = Ly — 2dn (7(s, k), 7(s,kg)) ,
og =Var{n|Hy, s, kp} = Ly, (22)

B. Detection Probability vs. False Alarm Probability It is clear thaty|Ho, ~ N (70,02 ) and n|H:* ~
’ 0
Let Pp = 1 — a be the detection probability, namely,zr g:?fk’U?{Sk)'
the probability of successful declaration &f, when Hy is The authentication is typically claimedsif> o. The thresh-

actually true, andP; = [ be the false alarm probability, |q , of this test is determined for a false alarm probability
namely, the probability of false declaration 8f when H; is according to the distribution of|H;
d(a B) = alog 7= + (1 - a) log (15)

actually true.
/ _ =sk
Q (Mﬂ > B, (23)
5 g where

Let the functiond(«, 3) be defined by
: . . _ _ _ _ 1 [ t2
With optimal hypothesis testin§ (IL2), its detection prabab Qz) = — exp { —3 dt. (24)
ity and false alarm probability are closely connected. _ v 27_T_ z _

Lemma 1: [9] The detection probability —« and the false ~ The detection probability can be simply computed as

alarm probability3 satisfy 0— 1o
Po=Q (_> .
d(e, ) < Drcr (p(y, kp)llp(y)p(ks)) = I (Y; K)  (16)

where! (Y; K) denotes the mutual information between two |V. A D ECODING APPROACH FORSECURITY ANALYSIS

0 = argmin Eg y
o

(25)

UHO

random variable§” and K, and For a physical-layer authentication system, we can char-
f(z) acterize it using a quadrupléS, K, Q(C),p(y|x)}. In this
Dk (f(z)llg(x)) = Zf(x) log o) (17) paper, we always assume a memory-less channel and hence,

p(y[x) = [T plyiles).
for two probability distributionsf (), g(«).
A. Adversary Model

C. A Suboptimal Solution Eve, as the adversary, is an aware receiver and knows the
tauthentication scheme that Alice and Bob are using. However

She does not know the shared secret key between Alice and
Bob. She can be a passive attacker or active attacker. As an
n= cgy, (18) active attacker, Eve can perform impersonation attacks.

As the optimum hypothesis testing is difficult to implemen
we propose to use a simple test statistic

anqc Is fu_rther compared o a thre;hold valador making g - pasgjye Attacks: A Decoding Approach for Recovery of Key
a final decision, whereg = 7(s, kp) is the codeword due to

the input ofk at Bob. As a passive attacker, Eve only monitors all frames inside

This approach can be viewed as a code acquisition approd¥ nétwork during authentication, and tries to lekgn from
encountered in code-division multiple-access (CDMA) Conx(\_/hgtever It gets. ) i i i ,
munication systems, where; can be considered as a unique F|rstl)_/, we cons@er_the noiseless setting as in a classic
PN code, which is available at the sides of both Alice an"i'J”them'Cgt'on apphca_ltlon ab9ve the physical layer, iricivh
Bob, but keeps unknown to any potential attacker. Eve can directly acquire the signaand the tagy = (s, k).

In both hypotheses; is the sum ofLL, normally distributed Givens and if the encoding rule
random variables, which is still normally distributed. T&e 7(s,): K= T
fore, it suffices to compute its mean and variance.

In the case of hypothesi, one can show that is a bijection, Eve can recover the k&y by generating a

lookup table of size2”* and searching over this table for
n|Hy = Lt + 2o, (19) finding the keykg, which admitsy = 7(s, kg).



In the language of coding, it means that the recovery afithentication, the best possible decoding probabilityh wi
key can be considered as decoding of the received signalML decoding for a potential eavesdropper can now be lower
to its maximum possible encoding ianEEt(Y). Givens, if bounded with the Shannon’s 1959 sphere-packing bound.
any decoderK (Y) is of computational complexity)(2£+), Lemma 2:(The 1959 Sphere-Packing Lower Bound[10])
we claim that the computational security can be achieved feor a physical-layer authentication system, charactérize
this authentication system. the quadruple[S, K, Q(C), p(y|x)}. Let a message € S be

Definition 2: (Computational security) Given a physicalsent, and the authentication tags are assumed to be tradsmit
layer authentication systersS, IC, 2(C), p(y|x)}, we claim over a Bi-AWGN channel with the signal-to-noise ratioof
that this system is computationally secure if for any decodgor any decodeis,, it is clear thatk — (s, K) — X —

K(Y), its computation complexity is o®(25+). Y — K form a Markov process. LeP, = Pr(K # K), we
have that
For ensuring computational security, it requires that ng an
efficient decoding algorithm exists for any codes) € Q(C). Pe > Pspp (Lt,0,7t) ,

Since the publication of Shannon’s original paper in 1948, twhere
search of the codes for achieving the channel capacity has

come a long way. Currently, linear codes and their efficient Pspi (Le,0,7) = Q(\/ﬁ) i L — 16—Lm

decoding algorithms have been extensively studied. Toezef V2r
for construction of a good physical layer authenticatios-sy /2
tem, linear code ensembles should be better avoided as their / sin(@)"* 72 fr, (v/2Lis cos())dg,
complexity can often be reduced due to the linearity of codes ¢

In the classic authentication scenarios, Eve can observe 1 < 22
several pairs of (message,tag), namély,t; = 7(s;, k)),i = fu(z) = m / z o exXp (_3 + ZI) dz,
1,---, 1. For computational security, it means that Eve is still 2

hopeless for getting an estimate lofwith many observation 544 [0, 7] satisfies the inequalitg—L:F < Q1. (0) \with
pairs (s;,t;). In the language of coding, this can be well ’ = ()
justified as each paifs;, t;) reflects an codeword of(s;). o it
If s, # s;, t; andt; reveal the structure of two different Qr,(0) =
codes, i.e.C(s;) andC(s;).

0
— sin(¢)) "t~ 2dg.
oy ), Gino)" s

Secondly, we consider the noise setting, as seen in thel'he SP59 bound is exponentially increased with the block
physical-layer authentication scenarios. length and the exponent is strictly negative for &l >

Definition 3: Let the binary codewordt € C, which is C2(1t), it become clear that above capacity the minimum
further modulated withx(c) and transmitted over the channeProbability of error goes to 1 exponentially fast with thedk
p(y|x), the received vectog € R-:. A maximum-likelihood Iengt_h. Hence, one can gchleve_ the information security for
(ML) decoding algorithm decodes the vectprinto a code- physical-layer authentication, which, however, not theector

word ¢, such that classic authentication.
. Lemma 3:(Information security) Given a physical-layer
¢ =maxp (ylx(c)) - (26)  authentication systediS, K, (C)} over an AWGN channel of

o ] the SNR~;, we claim that this system can achieve information
Definition 4: (ML recoverable) Giveny € Rt ands, security if R, > C(y;) when L; — occ.

wherey = 7(s,k) + w. For an ML decodek(y), we mean

that Numerically, we’'ll show that the decoding error probalilit
k = max p(y|k, s). (27) can go to 1 even with short block length if the signal-to-pois
kek ratio y; is sufficiently low.

If Pr(k # k4) = 0, we claim that the authentication key is
ML recoverable. C. Impersonation Attacks

In what follows, we consider a binary-input continuous- In @ so-called impersonation attack at fime , the
output AWGN channel (Bi-AWGN). Its capacit§i, (v;) is a adversary (Eve) waits until he has seen the ciphertexts

function of the signal-to-noise ratig, which can be explicitly {(s1,t1),(s2,t2), -+, (si—1,ti—1)} (which he lets pass un-
expressed as changed to the receiver) and then creates and sends a fraudu-

1 . lent ciphertext(s;, t;) which he hopes to be accepted by the
Cay) = [1 _ _/ e~ (w—5)?/2 log, (1 + e*wy) dy|, receiver as théth ciphertext.
Vaor ) Essentially, Eve’s strategy is to maximize the false accep-
where = /27;. tance rate by selecting a suitable messagand a keykg,
The SP59 bound of Shannon [10] provides a lower bound oamely,
the decoding error probability of block codes transmittedro BinlH K 28
the AWGN channel. With a coding approach for physical-layer seshnck {nlH1,s:,kp}. (28)



Equivalently, this means For design of a physical layer authentication system, the
. success authentication rate should be balanced with an ac-
s c8 hnek dp (7(si, kp), 7(si, ke)) , (29) ceptable false acceptance rate. It is beneficial for useraf lo
as shown by[(21) tags, as the success authentication rate can be enhanded yvhi
’ ' s the false acceptance rate can be reduced. In the meantime,
Lemma 4:In order to minimize t.h? false acceptancg ratﬁumerical results show that even with short tags (of length
of an impersonate attacker, the minimum Hamming dista

nﬁ%G) the best possible decoding error probability under ML
(r::;;fns;%e ensemblf(C), namely, dumin (2(C)). should be decoding can approach 1 while the authentication still work

well.
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rate) for differentE,/Ny's. As the eavesdropper cannot do

better than a ML decoder, the SPB bound provides an over-
estimate of its capability on guessing the key. As shown, the
eavesdropper becomes hopeless in guessing the key when-
ever E, /Ny is below to about -1 dB as the decoding error
probability is around 1. However, the authentication syste

does work well with almost perfect successful authenticati

rate. In simulations, the threshold is set so as the falsenala
probability is lower than 0.01.

VI. CONCLUSION

We propose a channel coding approach for physical layer
authentication. With this new approach, the computational
security for classic authentication schemes can be well for
mulated using a new decoding approach. The well-designed
physical-layer authentication can ensure a new degree-of se
curity, namely, information-security, thanks to the imuation
of channel noises during transmission.
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