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Abstract

We propose in this paper a new approach to assess the relationship between XACML policies.
Our approach spans over three steps. In the first one, the XACML policies are mapped to terms
of a boolean ring while taking into account XACML policy and rule combining algorithms.
In the second step, the relationship problem between XACML policies is transformed into a
validity problem in a boolean ring. In the third step, the validity problem is resolved using a
dedicated rewriting system. The convergence of the rewriting system is proved in this paper.
Moreover, the approach is implemented and its performance is evaluated. The results show that
our approach enjoys better performance and memory cost than the best so far published SMT
based approach.
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1. Introduction

Assessing the relationship between policies is inevitable and crucial in different situations.
For instance, it could be illegal for a company or a governmental agency to store some kind of
data (health or tax records, etc.) with cloud service providers that do not comply with a given
privacy policy. A cloud server that can search for commercially valuable data in user storage
space or that gives itself the right to change the user security policy may threaten the user data
privacy. The discrepancy between user and provider security policies can create security chal-
lenges [[1]. Accordingly, several security policy languages were devised for the sake of policies
specification and analysis. Standard security policy languages are designed to create a common
background for providers to define their security constraints. A paramount benefit from such
standardization is the interoperability between different systems. Generally, the proposed se-
curity languages come with an informal syntax and semantics, which makes the learning curve
of such languages high and the policies specification error-prone. One of these languages is
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eXtensible Access Control Markup Language (XACML) [2]]. It is a de facto standard specifica-
tion language used to define and enforce access control policies for different kinds of systems
including cloud computing systems, internet of things and blockchain access control [3} 4} 5].
Next Generation Access Control (NGAC) [6, [7, 8] is also an interesting attribute-based access
control language. A good comparison between XACML and NGAC has been done by Ferraiolo
et al. in [9]].

Policies analysis requires establishing a formal framework that allows reasoning about poli-
cies. We focus in this paper on policies relationship assessment using a formal approach. More
particularly, our objective is to devise a framework that allows users to assess the relationship
between two security policies such as equivalence, restriction, inclusion, and divergence. Our
work aims to achieve that objective for the standard de facto XACML language. Thus, we
formalize in this paper XACML policies with their combining algorithms. More precisely, we
transform XACML policies to terms of a boolean ring. Then, we use a rewriting system to
assess the policies relationship.

Compared to similar proposed approaches such as [10, [11] and [12]], our work comes with
a transformation of XACML policies to compact boolean terms of a boolean ring and hence
enjoys better readability and learning curve than these approaches as will be discussed later
in the related work section. Furthermore, using a rewriting system to prove the relationship
between XACML policies gives us an extensible framework that can address more problems
than what Satisfiability Modulo Theories (SMT) and Binary Decision Diagrams (BDD) can do.
Also, as shown in [13]], an SMT based on a boolean ring and rewriting can be efficient in many
cases and it even gives polynomial-time results for restricted classes of boolean ring formulae.
The results show that our approach enjoys better performance and memory cost than the best
so far published SMT based approach [11].

The contributions of this work are as follows:

e The transformation of XACML policies into terms of a boolean ring.

e The proposal of a rewriting system for security policies that can be used to establish the
relationship between their semantic terms.

e The evaluation of the proposed approach.

The rest of the paper is organized as follows. An overview about XACML is provided in
Section [2} The background related to boolean rings, boolean algebra and rewriting systems is
presented in Section[3] Section[d]is dedicated to the presentation of the proposed approach and
the termination of the rewriting system. In section [5| we provide an experimental evaluation of
the proposed approach. In Section[6] we discuss the related work regarding policies relationship.
Finally, some concluding remarks and future work are provided in Section



2. Overview of XACML

XACML (eXtensible Access Control Markup Language) [2] is a set of XML schemas that
define the specification of a language for access control policies. As shown in Figure [2.1] an
XACML policy is composed of a set of rules. Rules are also composed of target conditions and
effects or permissions. Given a request, the goal of each rule is to make a decision (permit or
deny).

PolicySet Policy - Rule

. Says when Policy is applied . Says when Rule is applied
Says when PolicySet is applied .° o

Permit or Deny?

Says when Rule is satisfied

. o 5 Rule-combining algorithm
Policy-combining algorithm

Figure 2.1: XACML structure

Because a policy may contain multiple rules with different decisions, we need to clarify
how to build the decision of a policy from the decision of its rules. To this end, XACML
comes with “Rules Combining Algorithms". It is also possible to aggregate policies to form a
PolicySet. Like policies, a Policyset has also a target that limits the scope of its applicability and
an algorithm that defines its global decision from the local decisions returned by its policies.
The target of an access request is first compared to the target of a Policyset. If they are different,
this Policyset is not applicable. Otherwise, the target of the request is compared to the targets of
policies inside the Policyset. A policy is qualified as not applicable when its target is different
from the target of the request. When a policy and a request agree on the target, the request is
analyzed by the rules inside the policy. A rule is applicable if its targets include the target of the
request and its condition is evaluated to true.

The XACML standard comes with four types of combining algorithms. Hereafter, we de-
scribe how a PolicySet combines the results of its policies. The same algorithms can be used to
combine the decisions of rules to build the decision of their policies.

e Permit-overrides: A PolicySet accepts if at least one of its policies accepts and denies
if no one of its policies accepts and at least one denies. Otherwise, the PolicySet is not
applicable.

e Deny-overrides: It returns “deny" if at least one policy denies and it returns “accept” if
no policy denies and at least one policy accepts. Otherwise, the policy is not applicable.



e First Applicable: It returns “accept” if there is at least one policy that accepts and this
policy is not preceded by a denying one and vice versa.

e Only-one-applicable: If more than one policy is applicable, then the result is indetermi-
nate. Otherwise, the result of the unique applicable policy will be considered.

The BNF grammar in Table[I] gives more details about the full XACML 3.0 language ex-
cept the following combining algorithms: ordered-permit-overrides and ordered deny-override.
Some of the operators such as string comparison operators are omitted in this grammar but can
be handled in the same way as the integer comparison operators, which are taken into account
in this work.

3. Overview of Boolean Rings, Boolean Algebras and Rewriting Systems

A boolean ring (B, &, *, 0, 1) is a commutative ring in which + is nilpotent (z & x = 0)
and * is idempotent (z * z = x). There is an isomorphic relation between a boolean ring and a
boolean algebra, i.e., we can build a boolean ring form a boolean algebra and vice versa.

e From each boolean ring, we can construct a boolean algebra:
If (B, @, %, 0, 1) is a boolean ring, then (B, V, A, =, 0, 1) is a boolean algebra such that
V, A, - are defined as shown in Table [2}

Table 2: From Rings to Algebras

tVy = rQydDr*y
TNy = x*xyY
- = &1

e Inversely, from a boolean algebra we can construct a boolean ring:
If (B, V,A,—,0,1)is aboolean algebra, then (B, &, *, 0, 1) is a boolean ring such that
@ and * are defined in Table 3]

Table 3: From Algebras to Rings

z@y = (zA-y)V(zAy)
rT*xy = TAY

Unlike boolean algebra formalism, the boolean ring formalism defines a unique normal
form allowing to transform any term to a unique form, up to associativity and commutativity of
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PDPpolic
PolicySet
Policy
Policies
Rules
PSheader
Pheader
Rheader

Palg

Ralg

REf fect

Targets

MatchAny

MatchAll

Matches

Match

Matchld

ADHeader

Subject

AttSubject

AttResource

AttAction

AttEnv

type

Condition

PolicySet | Policy

< POLICYSET Pheader > [Description] Targets Policies [Obligation] [Advice] </ POLICYSET >
<POLICY Rheader > [Description] Targets Rules [Obligation] [Advice] < /POLICY >

Policy | Policy Policies

< RULE Rheader > [Description] [Targets] [Condition] [Obligation] [Advice] < / RULE >

PolicySetld = string Version = number PolicyCombiningAlgld = Palg
Policyeld = string Version = number RuleCombiningAlgld = Ralg
Ruleld = string Effect = RE[fect

only-one-applicable
| Ralg

deny-overrides
| permit-overrides

| first-applicable

| ordered-permit-overrides

Permit | Deny
< TARGET > [MatchAny] < / TARGET >

< AnyOf > matchAll < / AnyOf >
|< AnyOf > matchAll < / AnyOf > MatchAny

< ANOf > Matches < / AnyOf >
|< AnyOf > Matches < / ANOf > MatchAll

Match | Match Matches

< Match MatchID = Matchld >
< AttrValue > value < / AttrValue >
< AttributeDesignator ADHeader / >
< /Match >

string-equal

| integer-equal

| string-regexp-match
| integer-greater-than

Category= Subject Attributeld = AttSubject DataType= type MustBePresent= boolean
| Category=resource Attributeld = AttResource DataType= type MustBePresent= boolean
| Category= action Attributeld = AttAction DataType= type MustBePresent= boolean

| Category= environment Attributeld = AttEnv DataType= type MustBePresent= boolean

access-subject
| recipient-subject
| intermediary-subject

subject-id
| subjec
| key-info

| authentication-time

d-qualifier

resource-id
| target-namespace

action-id
| implied-action
| action-namespace

current-time
| current-date
| current-dateTime

X500Name

| rfc822Name

| ipAddress

| dnsName

| xpathExpression
| string

| boolean

| double

| time

| date

| dateTime

| anyURI

| hexBinary

| base64Binary

< Condition > BooleanExpression < / Condition >

Table 1: A BNF Grammar for a Subset of XACML-3.0




the two operators * and @, thanks to the nilpotence of & and the idempotence of . This form is
1, 0, or a sum () of distinct monomials (either 1, a variable = or a product of many variables,
e.g., ¥1 * T2 * T5). We can eliminate redundant variables in a monomial using the idempotence
property and we can eliminate the redundant monomials using the nilpotence property until we
reach a normal form (a form that cannot be further simplified). Since any boolean formula can
be transformed to a term of a boolean ring, then it can benefit from the simplification properties
of boolean ring operators to be reduced to a unique normal form. To make this simplification
automatic, we usually use a rewriting system, i.e., a set of rules I; — r;, ¢ = 1,...,n, that
can be applied to transform any term ¢ such that ¢ = o(l;) to o(r;), where o is a substitution.
If this simplification process always terminates for any starting term ¢ and always leads to a
unique simplified form of ¢, the rewriting system is called canonical or convergent. A canonical
Rewriting system for Boolean Algebra, denoted by RBA, is given in Table ] where F and T is
an alternative representation of true and false.

Table 4: Main Inference Rules

F — 0 R()
T — 1 Ry
T Vy — xxydDrxdy Rs
TNy — Ty R3
r=y — Tzxy®dr®1l Ry
TRy - zoyd1 Rs
-z — xéd1 RG
z®0 — Ry
Tdx — 0 Rsg
zx*x1 — Ry
THT — Ry
x*x0 — 0 R11
xx(ydz) — xxydarxz Ry

The RBA system can be used as a theorem prover to check if a boolean term is a tautology
(it can be reduced to 1), a contradiction (it can be reduced to 0), or a satisfiable formula.
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The RBA rewriting system will be extended later and used to compare two XACML poli-
cies.
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4. Description of the approach

In this section, we focus on the assessment of the relationship between XACML policies.
Given two policies P; and P, the process involves three steps namely:

e Transformation: XACML policies are mapped to boolean terms of a boolean ring while
taking into account the policy and rule combining algorithms.

e Goal: The relationship goal is transformed into a validity problem.
e Resolution: The problem is resolved using a theorem prover based on a rewriting system.

In the sequel, we detail the three steps and we illustrate them by an example.

4.1. From XACML to boolean expressions

e Each rule of the policy is transformed into a pair (a,d) where a and d are boolean ex-
pressions representing the accept part and the deny part of a rule or a policy.

e The Condition of a rule is transformed to a boolean expression.
e If the Condition is missing, it is implicitly true T.

o If the Effect of a rule is accept and its condition is ¢, then it is transformed to (c, F)
(where F represents false or an empty set).

o If the Effect of a rule is deny and its condition is ¢, then it is transformed to (F, ¢).



e The condition t of the Target is conjectured to the accept and the deny parts: (tAa,tAd)

The algorithm (First-Applicable, Permit Overrides, Deny Overrides, etc.), used to compose
rules, produces a new one as defined [[14]. Here are some examples, where P; = (a1,d;) and

Py = (ag,ds) are two policies and a; and d;, i € {1, 2}, are the accept and the deny conditions
of each of them:

e First-Applicable (denoted by F'A):

FA(P,P,) = FA((a1,d1), (az,ds))
= (a1 V(aa Ady),di V (da A —ay))

e Permit Overrides (denoted by PO):

PO(Py,P,) = PO((a1,d1), (az,d2))
= (a1 V ag, (dl A\ —|a2) V (dg A\ —|a1))

e Deny Overrides (denoted by PO):

PO(Pl,PQ) = PO((al,dl), (CLQ,dQ))
= ((a1 A —\dg) V (QQ A\ —\dl),dl Vv d2)

Example 4.1. Consider the following XACML code that defines a policy called
SimplePolicyl that is composed of two rules named SimpleRulel and SimpleRulel
as depicted in Figure

Let x1, x9, x3 and x4 be the following variables:

xr1 = string-equal (source-id, secret.txt)
Tro = string-equal (actionId,write)
r3 = string-equal (subjectId,Alice)
ry = String-equal (actionId,read)
Therefore:

SimpleRulel =(F,x2) since Condition =T, Effect =Deny and Target= x-.
SimpleRule2 :=(x3 A xy4,F) since Condition =T, Effect =Permit and Target= x3 N 4.

Since the two rules are composed using the First-Applicable algorithm, it follows that:

First-Applicable (SimpleRulel, SimpleRuleZ2)= (FV (x3Ax4A-x2), 22V
(F A=F))

Finally, since the Target of SimplePolicyl is x1, the extended boolean expression rep-
resenting SimplePolicyl, denoted by| SimplePolicyl], is:
[SimplePolicyl] = (x1 A(FV (z3 Axy A —x2)), 21 A (22 V (F A —F)))



<Policy PolicyId="SimplePolicyl"
Version="1.0" RuleCombiningAlgId="first-applicable">
<Description>Access control policy for "secret.txt" file</Description>
<Target>
<AnyOf>
<AL10£>
<Match MatchId="string-equal">
<AttributeValue >secret.txt</AttributeValue>

<AttributeDesigndtor MustBePresent="false"
Category="resource"
Attributeld="resource—id"
DataType="string"/>
</Match>
</allof>

</AnyOf>
</Target>
<Rule Ruleld= "SimpleRulel" Effect="Deny">
<Description> Don’t Allow write in secret.txt
</Description>
<Target>
<AnyOf>
<All0£>
<Match MatchId="string-equal®>
<AttributeValue >write</AttributeValue>
<AttributeDesignator MustBePresent="false"
Category="action"
AttributeId="action-id"
DataType="sEtring"/>

</Match>
</Allof>
</AnyOf>
</Target>
</Rule>

<Rule Ruleld= "SimpleRule2" Effect="Deny">
<Description> Alice cannot read "secret.txt"
</Description>
<Target>
<AnyOf>
<Al10£>
<Match MatchId="string-—equal">
<AttributeValue >Alice</AttributeValue>
<AttributeDesignator MustBePresent="false"
Category="access—subject"
AttributeId="subject-id"
DataType="string"/>

</Match>
</All0f>
</AnyOf>
<AnyOf>
<A110£>
<Match MatchId="string-equal">
<AttributeValue >read</AttributeValue>
<AttributeDesignator MustBePresent="false"
Category="action"
Attributeld="actio
DataType="string"/>

</Match>
</Al10f£>
</AnyOf>
</Target>
</Rule>
</Policy>

Figure 4.1: Simple Policy 1



4.2. From relationship analysis to validity problem

Our policies relationship analysis is transformed into a validity test (a tautology test) in a
boolean ring or a boolean algebra. Since we are interested into comparing security policies, we
can easily transform different kinds of queries to tautology tests as shown in Table 5]

Table 5: Comparing Security Policies

H Case Figure Term to prove
Pl = PJ
Py converges Py P~ P
Pz P_'l
P, extends Py (Pl = Pg) VAN —|(P2 = PQ)
P P,
P restricts Ps (Pz = Pl) AN ﬂ(Pl = Pg)
P, P
P, shuffles P _\(Pl D PQ) A —|(P2 = Pl) A —\(P1 = PQ)
P_‘[ PB
P diverges P» P& Py
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Example 4.2. Suppose that we have SimplePolicyl of Example and another one
SimplePolicy?2 such that [SimplePolicy2| = (x1 A (FV (x4 A —x2)),21 A (22 V
(F A =F))). Suppose also that we want to prove that SimplePolicyl is included in
SimplePolicy2. This goal is formalized as follows:

[SimplePolicyl] = [SimplePolicy?2|

4.3. Resolution of the problem

To prove any tautology of Table [5| we propose a theorem prover that is a confluent and
terminating rewriting system built mainly from RBA (Table 4) and extended by the rules of
Table[6l

Table 6: Rules Extension

0,0) = 0 T

(0,1) — 0 T

(1,0) — 0 T

(1,1) — 1 T

=(p1, 1) = (21, 1) Ty

(1, 91) = (p2,92) — (1 = 2,91 = 1) Ts
(p1,91) V (p2,92) — (01 V2,91V 1h2) 15
(1,91) A (p2,92) = (91 A 2,91 Aib2) 17
(p1,91) © (p2,92) = (91D 2,91 D 12) Ty
(p1,91) = (p2,%2) — (p1 = p2,91 = 2) Ty

The previous rewriting rules should be applied under commutativity and associativity of
and @, 1.e:

Commutativity = @y = ydhx
xT kY = yxz
Associativity (z®y) @z = & (yd2)
(wey)sz — we(ys2)

The rule Ty, . . ., T3 states that a pair (¢, 1) is considered as a tautology only if both ¢ and
1 are tautologies. Suppose for example that we want to prove that (o1 = 2,91 = 12),
this will be true only when each part of the pair is evaluated to true.

Example 4.3. We apply here the rewriting system to prove the goal of Example
Since [SimplePolicyl| has the form of (¢1,%1) and [SimplePolicyl| has the
form of (¢2,12), then according to rule Ty, proving that [SimplePolicyl] —
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[SimplePolicyZ2]| implies proving that (py = ¢2,1%1 = 12). Hereafter, we prove that
¢1 = ¢2. A similar proof can be done for 1)1 =—> s.

o1 = @2
—{From the definition ¢ and ¢5 }
21 A (FV ((x3 Axg) A —aa)) = 1 A (FV (24 A D22))
—{Ro(Two times) }
1 A0V ((z3 Azg) A —x2)) = 21 A0V (24 A —22))
—{Ra(Two times) }
21 A (0% ((m3 Axg) A—x2) BOD (23 Ay A 22)) =
21 A (0% (x4 A —22) B 0D (24 A —2))
—{Ri2(Two times) + Commutativity of * }
I AN0B0B ((x3ANzg) —22)) = 21 A(0B 0D (4 — 22))
—{R7(Many times) + Commutativity of & }
21 A (23 A xg) N 20) = 1 A (T4 N\ —22)
—{Rs3(Many times) }
x1 * (23 % T4) * "o) = 1 * (T4 * "T2)
—{R¢(Many times) }
x1*% (w3 xxq) % (22 @ 1)) = 21 % (T4 % (z2D 1))
—{R12(Many times) }
L1 *T3* Ty * T2 DX *T3*Ty —> L1 * Ty *xTo DT *T4
—{Ra}
(X1 % T3 % Ty *x T DX *x T3 xTg) % (T1 % Ty % To D T % T4)D
(x1*xx3*xTg T2 Dy *T3 %) D1
—{R12(Many times ) + Commutativity of & + Rio(Many times)}
XT1* Lo * XT3 *x Ty DX *x XT3 *T4D
(x1*xxoxT3%Ty Dy *T3*ay) D1
—{R7 + Rg + Commutativity de @ }
1

4.4. Termination of the Theorem Prover

In this section, we prove the termination of the proposed rewriting system using AProVE
[15]; an online system for automated termination and complexity proofs of terms rewriting
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systems. This tool proves the termination of our rewriting system and gives the proof of this
termination. AProVE takes as input a set of rewriting rules and a set of equations and returns

as output an ordering relation according to which the system is proved to be terminating when
this is the case. Otherwise, it returns “fail".

the tool:

As shown in Figure .2] we changed the names of functions to comply with the syntax of

] Rewriting System Operator | AProVE Operator

V or
A and
@ XOor
* star
- not
— imply
~ equiv
Program Type: Term Rewrite System (WST) Ch:
B gram Type: Term Rewrite System B change
Please enter your program here: Load Example Show Help for Language TRS (in new window)
Web Interface (VAR Xy 2)
(RULES
F -> 0
Download T > 1
minus(xy) -> star(xxor(y,1))
or(xy) ~>  xor(xor(star(xy),x),y)
References and(x,y) ->  star(xy
imply(x,y) ->  xor(xor(star(x,y) x),1)
) equiv(xy) ->  xor(xor(xy),1)
Contributors not(x) ->  xor(x1)
xor(x,0) > X
xor(xx) > 0
Contact star(x,1) > x
star(xx) > x
star(x,0) > .0
star(xxor(y,z)  ->  xor(star(xy), star(x,z))
)
(THEORY (EQUATIONS
xor(x, y) == xor(y,x)
star(x, y) == star(y,x)
xor(x, xor(y,2)) == xor(xor(x),2)
star(x, star(y,2)) == star(star(xy),2)
N

4
or alternatively load up file: choisir fichier  Aucun fichier choisi

Upload | Save
Please select a timeout ( min. 5 sec, max. 300 sec) 60
Please select type of proof output: HTML with css) [

Submit  Reset

Show fullscreen proof

Figure 4.2: AProVE Input

As outlined by Figure [4.3] using a Recursive Path Order [16] (RPO) with status, the tool
proves that our rewriting system is terminating. The tool shows that, based on the following
partial ordering, the left size of any rule is greater than its right size with respect to RPO.

[0, xor]

F
T [1, not]

[0, xor]

13



minus > [1, not] > [0, =xor]
minus > star > [0, xor]

or > star2> [0, =xor]

and > star > [0, xor]

imply > [1, not] > [0, xor]
imply > star > [0, xor]
equiv > [1, not] > [0, xor]

(1) QTRSRRRProof (EQUIVALENT transformation)
Termination w.r.t. Q of the given QTRS could be
Used ordering:

Recursive path order with status [RPO].
D ouxs Quasi-Precedence:
1 QTRSRRRProof (¢, 185 ms)
T>1

L2 QTRS minusy > 1

minus; > stary > [F, 0, xorp]
ory > starp > [F, 0, xorp]
and, > starp > [F, 0, xorp]

3 QTRSRRRProof (&, 0 ms),

4 OTRS

L5 RisEmptyProof (<, 0 ms) %mpiyz >1 - ]
imply; > star > [F, 0, xorp
equivy > [F, 0, xorp]

equivp > 1

not; > [F, 0, xorp]

not; > 1

L6 YES

Status:

F: multiset

0: multiset

T: multiset

1: multiset
minusy: multiset
stary: [2,1]
xory: [2,1]

ory: multiset
andy: [1,2]
imply,: multiset
equivy: multiset
not;: multiset

‘With this ordering the following rules can be removed by the rule removal processor [LPAR04] because they are oriented strictly:

T—1

minus(x, y) —> star(x, xor(y, 1))

or(x, y) — xor(xor(star(x, y), x), y)
and(x, y) — star(x, y)

imply(x, y) = xor(xor(star(x, y), x), 1)
equiv(x, y) = xor(xor(x, y), 1)

not(x) —> xor(x, 1)

xor(x,0) = x

xor(x,x) =0

star(x, 1) = x

star(x, x) = x

star(x, 0) = 0

star(x, xor(y, z)) — xor(star(x, y), star(x, z))

Figure 4.3: AProVE Output

5. Prototype and Experimental Evaluation

To analyze the performance of our policies relationship assessment approach, we developed
a prototype using Java and XACML. More precisely, we used Tom [17]; a pre-compiler that
enables us to implement our rewriting system and transformation rules. Figure [5.1] shows the
interface of policies relationship assessment that we have implemented as part of the whole tool.

14



Acces validator o

Loead XACML Security policy: | | | Browse
Select Policies Operation (®) isequivalent (_) EExtend () sDisjoint
Objet | path HAML Security policy Exp:
¥ [ debian_pc =
* ] user
¥ [ juser2
| ] obj.exe S0A Specialist XAML Implemented policy Exp:
L] dir1 BPM Specialist

¥ owim7_pc

* ] userA
¥ [ user
|_| Operation result Exp:
] logi.log Product Manager
| data.loa Product Manager b

Figure 5.1: Policy relationship interface

5.1. Performance analysis

Our approach transforms the problem of comparing two XACML policies to an extended
version of SMT (Satisfiability Modulo Theories) problem. After that we can use any SMT
technique to solve the problem. We preferred the use of an SMT based on boolean rings since it
has been shown in to be efficient in many cases and it even gives polynomial-time results
for restricted classes of boolean ring formulae.

The satisfiability testing using boolean rings is NP-hard [18]. The major problem comes
from the distributivity law (x *x (y @ z) = x x y @ = * z) that can cause the length of a boolean
term to grow exponentially in the worst case. Accordingly, many simplifications at intermediate
stages are available in [19]] for the sake of reducing the likelihood of suffering from the
exponential aspect.

To evaluate our approach, we developed a tool that generates XACML policies with a ran-
dom number of rules. The experiments presented in this section are performed 10 times on a
machine Core i7, having 2.20 Ghz as processor speed and 8 GB of RAM with a macOS Mojave.
The average of the obtained results is then computed.

We start by doing some experiments to evaluate the first step of our approach, which is the
translation of XACML policies into a boolean expression. Figure [5.2] shows the performance
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of the system for each type of relationship. The trends of the five curves are almost the same.
Furthermore, the curves are almost linear with respect to the number of rules in a policy.
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Figure 5.2: CPU Execution average time for each type of relationship

5.1.1. Preprocessing time

We evaluate here the time required to rewrite a policy as a term in a boolean ring for a pair
of policies. The average number of parameters (resource, action and subject) varies between 20
and 100 for each policy and the number of rules varies between 8 and 32. The preprocessing
time is linear with respect to the number of rules and parameters as depicted in Figure
More precisely, if each policy has 32 rules and 100 parameters, the preprocessing time is 90%
the global response time. Hence, the global relationship response time is dominated by the
preprocessing module.

5.1.2. Response time

Now, we evaluate the total time for policies relationship assessment. Figure [5.4]shows the
time variation while increasing the number of compared policies.

Knowing that the number of pairs is generally between 20 and 100 [20], our approach has a
reasonable response time. Another experiment is done by fixing the number of elements in each
policy and varying the number of policy pairs to be compared. The policies have 10 parameters
in average. We did the experiment for 8 to 16 rules as shown in Figure[5.5]
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Figure 5.4: Total response time to compare a pair of policies

We observe that the time required to compare few hundreds of policies is a few seconds.
The minimal response time is 1 s and the maximal is 1 mn. This shows the feasibility and
scalability of our approach.
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5.2. Comparison with similar SMT approaches

In this section, we evaluate the performance (time and memory) of our approach versus the
best so far SMT based approach [11] on real and synthetic policies.

5.2.1. Real Policies

Figure [5.6|displays the total time (translation and solving) of both approaches on three real
world policies: GradeMarﬂ KMarketﬂ and Continutﬂ Our approach achieved much better
results on GradeMan and KMarket policies, and close execution time for the Continue policy
compared to [[11]. The total time for our approach ranges from 18 ms up to 3925 ms. The results
vary depending on the number of policy sets, policies, rules, and conditions. For [11]], the total
time ranges from 249 ms to 3715 ms. The displayed table provides more details about the
comparison, where the number of policy sets, policies and rules are shown for each policy.

Figure outlines the memory usage (in MB) of both approaches on the three aforemen-
tioned real world policies. Our approach achieves better results for all these policies. In fact,

"nttp://www.margrave-tool.orqg/vl+v2/margrave/versions/01-01/examples/
college/

“https://svn.wso2.orqg/repos/wso2/trunk/commons/balana/modules/
balana-samples/kmarket-trading-sample/resources/

Jhttp://websitehive.com/wsphp/distance/upload/continue-a.xml
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Time Comparison (ms) for Synthetic Policies
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Policy #PS | #P | #R | Our approach (ms) | SMT based approach [11] (ms)

GradeMan | 11 5 5 102 326
KMarket 1 3 12 18 249
Continue | 111 | 266 | 298 3925 3715

Figure 5.6: Time comparison of real policies

the memory usage ranges from 0.56 MB to 1.3 MB. For [11]], the memory consumption ranges
from 5.2 MB to 223.8 MB.

5.2.2. Synthetic Policies

In this section, we evaluate the performance (time and memory) of both approaches on
synthetic policies. Performance assessment was conducted on three synthetic policies P1, P2,
and P3 [21]] having respectively 3200, 3600, and 4000 rules. The policies are created in such
a way that they are exhaustive, i.e., all rules are set to deny with a policy combining algorithm
“permit-overrides".

Figure[5.8] presents the total time (translation/solving) of both approaches on synthetic poli-
cies. The total time for our approach ranges from 932 ms to 1156 ms while for [[11]] the total
time ranges from 2213 ms to 3486 ms.

Figure 5.9 outlines the memory usage for both approaches on synthetic policies. For our
approach, the memory usage ranges from 0.65 MB up to 0.891 MB while for [[11] the mem-
ory usage ranges from 57.89 up to 98.98 MB. The displayed table includes a more detailed
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Memory Usage (MB) for Synthetic Policies
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Policy #PS | #P | #R | Our approach (MB) | SMT based approach [11] (MB)
GradeMan | 11 5 5 0.56 6.5
KMarket 1 3 12 0.56 52
Continue | 111 | 266 | 298 1.29 223.8

Figure 5.7: Memory comparison on real world policies

comparison.
The results confirm that rewriting policies based on boolean rings enjoys better performance
and memory cost than SMT-based approaches.

6. Related Work

Policies analysis was lately subject to intensive research works. We review in what follows
these works and we mainly focus on those related to the assessment of policies relationship.

Exam [20] is a complete environment for the analysis and management of access control
policies. It supports the acquisition, search, analysis of relationship, and integration of security
policies. This method uses the Multiple Terminal Binary Decision Diagram (MTBDD) as
a representation of a policy. The MTBDD of a security policy is an acyclic directed graph
whose internal nodes represent boolean predicates that correspond to: S (subject), A (action),
R (resource), C (condition), and the components of a policy in which the terminals can be
one of {permit, deny, not applicable} representing the effect of the policy on requests. In

20



Time Comparison (ms) for Synthetic Policies

4000
3500
3000
2500
2000

1500

1000

500

3200 3600 4000

Policy | #PS | #P | #R | Our approach (ms) | SMT based approach [11] (ms)
P1 1 80 | 3200 932 2213
P2 1 90 | 3600 973 3115
P3 1 100 | 4000 1156 3486

Figure 5.8: Time comparison on synthetic policies

such diagram, the paths represent the rules of a policy. The MTBDDs of different policies are
then combined to derive a single MTBDD in which each terminal corresponds to a n-tuple
< e1,es,...,e, > that represents the effect of the policy on all requests. By browsing the
paths leading to the terminals of the combined MTBDD, users can extract the set of the
requests, which have common or different authorizations in a given set of policies. Also, users
can deduce all the requests authorized by the policies by browsing all the paths that lead to the
terminal < Permit, Permit > in the combined MTBDD. For example, imagine a scenario
where a patient wishes to transfer his medical records from hospital X to hospital Y each of
which has its own policy, P and P, respectively. The policy P; allows access to medical
records if the patient has given his consent and if the subject who needs to access is either a
nurse or a doctor. The policy P» allows access to medical records if the patient has given his
consent or a surgical intervention is planned and if the subject is either a surgeon or a nurse.
Before transferring the medical records, the patient must ensure that the security policy of
hospital Y offers the same level of security as that of hospital X. Two security policies are

21



Memory Usage (MB) for Synthetic Policies
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Policy | #PS | #P | #R | Our approach (MB) | SMT based approach [11] (MB)
P1 1 80 | 3200 0.891 57.89
P2 1 90 | 3600 0.81 78.73
P3 1 100 | 4000 0.65 98.98

Figure 5.9: Memory comparison on synthetic policies

considered to be the same if their combining MTBDD has leaves labeled with either NA-NA
or P-P. Leaves of the form NA-P, P-NA show divergences between the policies. An analysis
of relationship between P; and P> can be used to ensure such a requirement. Figure
shows the MTBDDs corresponding to P;, P» and their combination. Indeed, the paths to the
terminal P — P in the combined MTBDD pinpoint the relations between the two policies,
whereas the remaining paths show some differences. The patient may use this information
before deciding to transfer his medical records. Although this approach is precise, it could
not be directly applied on a set of XACML security policies (PolicySet) because their global
semantics depends on their combining algorithm (Permit-overrides, Deny-overrides, etc.). To
apply the approach, the set of the security policies and their combining algorithms should be
first transformed to a simple boolean expression.

Margrave [22] contains, in addition to the verification component of properties, a system
for the analysis of impact change. It considers two policies and summarizes the differences
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Figure 6.1: Policy MTBDD

between them. Margrave allows users to represent the security policies in the form of trees
using the same procedure as the tree that is manipulated by EXAM. The tree resulting from
this combination can be further analyzed and verified, with the tool Margrave as described in
[22]]. Margrave defines a diagram of decisions called a decision diagram of analysis change
or a Common Multiple Terminal Binary Decision Diagram (CMTBDD) whose representation
shows the combinations of changes occurring between the policies as well as the differences be-
tween them. This tool has the disadvantage of not being able to model the structures of different
specification languages of security policies and is limited to Ponder and XACML languages in
addition to the difficulty to obtain analysis results for complex specifications. Our algebraic
setting can capture different Attribute Based Access Control (ABAC) specification languages
including XACML. Furthermore, the aforementioned works rely on BDD and MTBDD to de-
termine the policies relationship. However, the main issue with mapping policies to BDD or
MTBDD is the lack of scalability as pinpointed in [23]].

In [24]], Backes et al. proposed an algorithm to verify the refinement of business confi-
dentiality policies. The proposed policy refinement checks if a policy is a subset of the other.
However, their study is based on EPAL rather than XACML. This is an important difference
with our work because the sole rule combining algorithm that is considered in their work is the
First-one-applicable.

Jebbaoui et al. [25] devised a new set-based language called SBA-XACML to capture the
complex structures in XACML and endowed it with semantics to detect access flaws, conflicts
and redundancies between policies. Their work covers some rules combining algorithms (e.g.,
Permit overrides and First Applicable). The correctness of the approach is not discussed in that
paper.

In [10,111] Turkmen et al. proposed to use Satisfiability Modulo Theories (SMT) to analyze
XACML policies. They formalized XACML using predicates and they encoded them in SMT
[26l]. They also devised a query language for a variety of policy checking and they implemented
their approach in a prototype called X2S [27]].
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In [12], Margheri et al. proposed an automated verification of XACML policies based on a
constraint solver software. The security policies are first formalized using the FACPL language
[23]]. Then, a semantic-based approach is followed to capture FACPL policies. Furthermore,
they formalized various properties on the structure of policies to characterize the relationships
with the behaviors that different policies enforce. Finally, they use constraint solver tools for
the automated verification of security and structural properties.

Our work proposes an algebraic approach to formalize XACML policies and assess the
relationship between policies. More precisely, we provide a formal framework that allows the
users to reason formally about XACML policies and prove the type of relationship between
policies. Compared to the approaches that use a formal language to capture XACML policies
such as [10} [11]] and [12]], our approach relies on a simple and compact algebraic language
whose foundations come from boolean rings rather than a complex language with a tailored
semantics. Furthermore, our approach spans over a rewriting system to assess the policies
relationship. Using a rewriting system gives us an framework that can address more problems
than what SMT and BDD can do. Also, as shown in [[13]], an SMT based on a boolean ring and
rewriting can be efficient in many cases and it even gives polynomial-time results for restricted
classes of boolean ring formulae. Moreover, whether we use BDD, SMT or reciting techniques,
we need a preliminary step that transforms an XACML policy to a boolean formula. This step
should handle most of XACML rules and its combining algorithms, which is not the case of
many existing approaches.

7. Conclusion and future work

We presented a new approach for the assessment of policies relationship that is based on
a rewriting system. Each policy is mapped into a term in a boolean ring based on pre-defined
transformation rules. We presented an example to show how to compare two XACML policies
based on our approach. We proved the termination of the rewriting system based on a tool
called AProVE. We implemented the approach and we provided its experimental performance
analysis. Our future work will be oriented towards the optimization of the proposed approach
and its extension to deal with more rule combining algorithms.
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