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Abstract—The pilot spoofing attack is considered as an active various physical layer security techniques against eawpsd
eavesdropping activity launched by an adversary during the ping, such as artificial noise aided security techniqués [5]
reverse channel training phase. By transmitting the same |t [8], diversity based security approach&s [9],][10], phgsic

signal as the legitimate user, the pilot spoofing attack is dbe to . - .
degrade the quality of legitimate transmission and, more seerely, layer secret key generation methofs|[11].][12], and seeurit

facilitate eavesdropping. In an effort to detect the pilot poofing Oriented beamforming techniqués [1B]19]. While thesgsph
attack and minimize its damages, in this paper we propose a ical layer security research works are focusing on pratgcti
novel random-training-assisted (RTA) pilot spoofing detetion the confidential information against passive eavesdrappin
algorithm. In particular, we develop a new fraining mechansm ;4 shoofing attackaunched by an active eavesdropper arises

by adding a random training phase after the conventional pibt . . .
training phase. By examining the difference of the estimag &S & More severe threat since this attack can degrade tliy qual

legitimate channeis during these two phases, the pilot sping Of the legitimate transmission and, more vitally, factita
attack can be detected accurately. If no spoofing attack is eavesdropping.

detected, we present a computationally efficient channel &s In [20], Zhouet al. investigated the pilot spoofing attack at
mation enhancement algorithm to further improve the channé iha first time and analyzed its severe consequences. The pilo

estimation accuracy. If the existence of the pilot spoofingteack is fi ttack t ts at th h | traini
identified, a zero-forcing (ZF)-based secure transmissioscheme Spooling attack targets at the reverse channel trainingeproc

is proposed to protect the confidential information from the dure in the time-division duplex (TDD) multi-input single-
active eavesdropper. Extensive simulation results demotrate output (MISO) system, where a pilot-assisted channel @stim

that the proposed RTA scheme can achieve efficient pilot spfing  tion approach is widely adopted. Since the pilot sequenaes a
detection, accurate channel estimation, and secure transssion. publicly known in general with a given protocol or standard,
an active eavesdropper can transmit the same pilot sequence
Index Terms—Active eavesdropping, iterative least-squares, as the legitimate receiver in the reverse channel trainivage.
physical layer security, pilot spoofing attack, random trahing.  ag g result, the channel estimation at the legitimate trattesm
is biased and contains the component of illegitimate chianne
If the legitimate transmitter designed the beamformer thase
|. INTRODUCTION this biased channel estimation, the transmitted signalsidvo
turn towards the direction of the eavesdropper, which léads
Due to the broadcast nature of wireless medium, wireleggrformance degradation of legitimate transmission aratem
channel is ubiquitously accessible to both legitimate argverely, information leakage to the eavesdropper.
illegitimate users, and therefore vulnerable to secutitsicks Being aware of the serious consequences of the pilot spoof-
[1]. An eavesdropper within the coverage area of the legitém ing attack, it is of significant importance and urgency fae th
transmitter can intercept the transmitted secure infaonat |egitimate users to detect this type of attack and take mstio
while staying undetected. In order to maintain confidentigh protect the confidentiality of wireless communications i
transmission, conventional cryptographic (encryptiog¢ht a practical manner. I [21], Kapetanowt al. proposed to
niques were adopted in wireless communications aiming @e modified phase-shift keying (PSK) symbols as pilots in
disrupting the readability of the information. In recenty® two training slots for channel estimation. The pilot spogfin
physical layer security is emerging as an alternative agvo attack can be detected by examining the phase difference of
to prevent eavesdropping by exploiting the physical chtarac randomly chosen PSK signals in two time slots. However, in
istics of wireless channels. addition to the needs of re-designing the pilot signals and
Pioneer efforts on physical layer security were made hife channel estimation process, the detection performafce
Shannon [[2], Wyner[]3], Leung-Yan-Cheong and Hellmathis method is not very satisfactory. 1A_]22], Xioret al.
[4] from information-theoretic perspective. Based on theproposed an energy ratio detector which explores the power
works, intensive studies were devoted to the developmentdifierence between the channel estimations obtained at the
transmitter by uplink training and at the receiver by dowkli
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(MDL) algorithm to detect the spoofing attack. Unfortungtel hy
the fore-mentioned schemes can only detect the existence 6 Receiver
of the spoofing attack but is not capable of eliminating the (Bob)
serious consequences in the data transmission phase.sTo thi

end, in [24] a two-way training detector was proposed to not

only detect the spoofing attack but also avoid the infornmatio Transmitter 6

A

Eavesdropper

leakage by a secure transmission scheme. However, this two- (Alice) (Eve)

way approach still requires additional downlink trainingiah
makes the protocol more complicated. Moreover, the numbd¢- 1. The MISO wiretap channel model with uplink trainingheme.
of pilot signal in the downlink training session is proportal

to the number of the transmit antennas, which will reduce tﬁf . . . .
- we introduce the signal model and illustrate the serious
efficiency of the system. : . .
Inspired by th wudies. in thi consequences caused by the pilot spoofing attack. In Section
_Inspired by these studies, in this paper we propose a n we develop our RTA spoofing detector elaborately and
pilot spoofing detector based solely on uplink training wit en provide the theoretic performance analysis of it. Afte

introducing a channel estimation enhancement algorithm in

a new training mechanism by adding a random training pha§8ction[|ﬂ, a ZF-based secure transmission method is pre-

after the conventional pilot training phase. In the channgémed in sectioflV. Simulation studies in secfioh V! iltas
estimation procedure, the legitimate user transmits twe s

- : \ _ ) fhe efficiency of our proposed RTA spoofing detector. Finally
of t_ralnlng 5|gnals sequentially, the pre-de3|gned_ pilghal _some conclusions are drawn in sectigrVII.
Elhurmg ;he p”r?t phaBse and _th_en tt;]e dr_c’;\fndom S|gfnal t.du”ngThe following notation is used throughout this paper. Bold-
€ random phase. by examining the dillerence of €s 'matﬁé%:e lower-case letters indicate column vectors and bodédfa
Ieg.|t|_mate channels during the;e two phgses,.a novel raﬂdqﬂ}per—case letters indicate matric€s;,denotes the set of all
Frammg—asssted (RTA) detectlor_1 algo”thm is_proposed tt:omplex numbers(-)T and (-)¥ denote the transpose and
identify the existence of the pilot spoofing attack. If nQ anspose-conjugate operation, respectivélyis the I x L

spp(_)fing attack is _dete_cted, we present a cpmputationa} ntity matrix; Re{-} denotes the real part of a complex
efficient channel estimation enhancement algorithm tchéurt number: sen{-} denotes zero-threshold quantizatioR{-}

improve the channel estimation accuracy. If the eX'Steanpresents statistical expectation. Finally,| and || - || are

of the pilot spoofing attack is identified, the proposed RTA e scalar magnitude and vector norm, respectively.
spoofing detection algorithm can obtain the estimates dif bot '

legitimate and illegitimate channels. Based on these knowl
edge, we also introduce a zero-forcing (ZF)-based secure
transmission method to protect the confidential informatio \ve consider a typical MISO wiretap system, in which the
against the active eavesdropper by maximizing the signal-{egitimate transmitter Alice is equipped with! (M > 2)
noise ratio (SNR) at the legitimate receiver while forcih@ t 5ntennas and both the legitimate receiver Bob and the eaves-

Il. SYSTEM MODEL AND PROBLEM FORMULATION

SNR at the eavesdropper to zero. dropper Eve are equipped with single antenna, as shown in Fig
The main contributions of our work are summarized in tH@ The legitimate Bob-to-Alice channélz € C**! and the
following five aspects: illegitimate Eve-to-Alice channdiz € CM*! are modeled as
« We present a novel random-training-assisted (RTA) hp = /aghs, (1)
spoofing detection algorithm which is based solely on .
uplink training and does not require significant changes hp = \/aghg, )

on neither the design of the pilot signals nor the procedulrgspectively. Lets and o represent the large scale (long-

\(;\f/ﬂ:je (;hanhnel FSt'rg‘?mn‘ . fth . . term) fading components (e.g. shadowing and path-loss)
« We derive the closed-form expression of the test statistig,, ., legitimate and illegitimate channels, respeciivel

probability density function (PDF) and provide theoE hy € CM*! denote the small scale (short-term) fad-

. . hp,
retical performance analysis of the proposed SpOOf'ﬁlrgg coefficients (e.g. multi-path effect), and each elenudnt
detector. ' . ___hpg,hg is circularly symmetric complex Gaussian (CSCG)

» For no spoofing attack case, a simple channel estimatigi, ;e with zero-mean and unit-variance. Under the- co

enhancement algorithm is presented in order to impro&ﬁion of a TDD systemhy andhy are both reciprocal for

the accur]flcy of thi channel est:mayon.d b the uplink and downlink channels. Moreovhrz andhp are
« For spoofing attack case, we also introduce a ZF-ba ?\ﬁependent from each other.

secure transmission method to protect the confidentia

. . i For the consideration of better performance in the legittma
information from the active eavesdropper.

E ) imulati its d h transmission, Alice adopts beamforming approach to tritnsm
* xter:jsg_lefAswlnu a_\tlr:)n resu tsh_ emo?f.st.rate t.lat our fprgl'gnals in the direction that yields the best quality. Inesrtb
pose algorithm can achieve efficient pilot spoo Ingesign the beamformer, it is essential for Alice to acquiee t

getec'uon, ac_:cu_rate channel estimation, as well as SE€CHrect knowledge ohp during the reverse (uplink) training
ata transmission. phase, in which Bob sends the pre-designed pilot signals to

The rest of this paper is organized as follows. In Sectioflice. This makes the legitimate transmission under damgger



threat due to the pilot spoofing attack in which Eve sends tiAdter rewriting it in the matrix form
same pilot signals. -

In the following, we will first investigate the case in which Ya = (VPphp + v Pghg)b” +Z, (10)
Eve does not launch the pilot spoofing attack and build thgas estimated

e N X channélp becomes
basic signal model of channel estimation and beamforming at

1

Alice. Then we will describe the scenario where Eve launches hy = —Yub
the pilot spoofing attack, illustrate the serious conseqegiof N 1
it and attach urgent importance to the detection of suclelatta = +/Pghp+ +/Pghg + NZb' (11)

A. Channel Estimation and Beamforming without Spoofing!n 9eneralhz andhy are notin the same direction, il 7

. .ahp (a # 0). If Alice still uses this contaminated/spoofﬁ@
For the purpose of acquiring the CSI, Bob sends the pil P . S X
signalsb(n),n — 1,...,N, with power Py, N is the total & design the beamformer as [d (6), the direction of the d&gna

: . . ; oo transmitted by Alice will turn towards the direction of Eve.
number of pilot signals. The received signal at Alice in the isically. wh bi der th e K q
th time slot is _ Specifically, when Bo is under the spoofing attack, accord-
K ing to the received signal at Bob ihl(7), the average SNR at
va(n) =+/Pghpb(n)+z(n),n=1,..., N, (3) Bob has the expression as

wherez(n) is additive white Gaussian noise (AWGN) with P4|hfwl?
zero-mean and varianeg;. We can rewrite[{3) in the matrix SNRp = Enphp o2
form as 2
Pyap MNPpap + NPgag + o0
YA = \/PBthT—i-Z (4) = D) . A (12)

03 NPBOZB—FNPEOLE—‘,-O'%
whereY 4 £ [ya(1),...,ya(N) andb £ [b(1),...,b(N)|T.
Knowing the pilot signalsb, Alice can easily estimate the
channelhp by the least-squares approach

whose proof is offered in the Appendix. Similarly, the reeei
signal at Eve in theath time slot is

by = ~vub yp(n) = v Pahgws(n) +'(n) (13)
N 1 wherev’(n) is AWGN at Eve with zero-mean and variance
= +/Pghp + NZb' (5) o%. The average SNR at Eve has the expression as
Then, Alice utiIizesﬁB to design the beamformev for the aNm . Pa|hgw|?
) e SNRg = Enphpy— 55—
downlink data transmission 0%
h Piarp MNPgap + NPgap + o2
hp (6) = S 4 (14)

w = HEBH oy NPEOZE—FNPBOLB—FO'EX

which can provide Bob with maximum receive SNR. With thigvhose proof can be found in the Appendix. An obvious con-

beamformer, the received signal at Bob in it time slot is  clusion is that with spoofing powe?s; increasing, th&NR 5
will decrease while th&NR g will increase. In other words,

_ H
ys(n) = v/ Pahpws(n) +v(n) @) by launching the spoofing attack, Eve can manipulate the
where P, is the data transmission power of Alicg) is the channe_l egtimation result and benefit from degrading legitie .
transmitted datal{|s(n)[?} = 1 andv(n) is AWGN at Bob transmission performance as well as enhancing eavesaigppi

with zero-mean and varianes,. To illustrate the impact due to the pilot spoofing attack, we
Here we use the average SNR at Bob to evaluate tB@rry out a simulation as shown in FId. 2. In this simulation,
performance of legitimate transmission we seto’} = 0%, =0 =1, ap = ap = 1, Pg = 10dB. The
L Palhf w2 numt_)er c_)f pilot bits isN = 100 and the number _of antennas
SNR g En, {723} at Alice is set asM = 4,8,16, and 32, respectively. Both
7B theoretical results and simulation results are included.

_ Paap MNPgap + 0% ) It can be observed from Fi@] 2 that the theoretical results

o2 NPgap + 0% (the solid lines) perfectly match the simulation resultse(t

whose proof is offered in the Appendix. By using a beanflashed lines). WherPy increases,SNRp decreases and

-~

formerw based on the estimated chanhg, the performance the legitimate transmission performance is degraded. More

of data transmission can be improved dramatically. importantly, SNR; becomes larger a&; increasing, which
implies that Eve can successfully spoof Alice and eavesdrop
B. Impact of Spoofing the transmitted information.

If Eve conducts the pilot spoofing attack by sending th Wh_|Ie_ the consequence of pilot spooflng attac.k IS ‘ﬂf‘beaf
. . . : . able, it is of great importance that Alice and Bob identifisth
same pilot signals at the same time, the received signal at . . , ,
) . type of attack and then take actions if the spoofing attack is
Alice will become : . .
detected. In the following section, we will present our RTA
va(n) =+/Pghpb(n)++/ Pghgb(n)+z(n),n=1,...,N. pilot spoofing detection scheme and provide the theoretical

(9) performance analysis of it.



where the AWGNu,(n) ~ CN(0,0%1,). Rewrite it in the
matrix form

10°

Y, = /Pghpb] + U, (16)

whereY,, = [y,(1),y,(2),. .., ¥p(Np)] € CM* e Then, the
channel estimation resulip, = Niprbp underH, is

Average

- 1
Ho : th = +/Pghp+ FUpbp
p

= /Pghp+ AhJ® (17)
A

v_vh_ereAh"*B‘; = NipUpbp is the estimation error and by central
limited theorem

Average SNR

2
AR~ CN(0, ?V—AIM). (18)
p

Under the hypothesis df/;, the received signal at Alice in
the nth time slot is

-10 -5 0

5 10 15 20
Spoofing power of Eve Pe (dB)

Fig. 2. The average SNRs at Bob and Eve versus the spoofing pb\&ee.
The solid lines represent the theoretical results and tskethlines represent y,, (n)=+/ Pghpgb,(n)++/ Pehgb,(n)+uy(n),n =1,..., N,.
the simulation results. (19)

Similarly, we can rewrite it in the matrix form

_ T T
N, Pilot Bits N, Random Bits Yp =V Pphpb, ++/ Prhpb, +U, (20)
and the channel estimation result unéeér is

Pilot Phase Random Phase
Fig. 3. Structure of pilot and random training signals. H }Apr _ /PBhB + /PEhE + NiUpbp
P
= /Pghp + AL 21
IIl. RANDOM-TRAINING-ASSISTEDPILOT SPOOFING Bp (21)
DETECTION whereAh’g;) £ /Pghg + NipUpbp is the estimation error.

o . . . _If we consider/Pghg as random variable with variance
Considering the serious impact due to the pilot spooﬁrygEaEIM then

attack discussed in the previous section, in this section we )

will develop a novel pilot spoofing detector which is based ARM ~ CN(0, (U_A + Pgagp)ly). (22)
solely on uplink training with the assist of random training i Np

In particular, we develop a new training mechanism by addir@omparing to[(1]7), we can observe that the channel estimatio
a Random Phaséollowing the conventionaPilot Phase For  (27]) under#{; is biased and turn towardsz due to the attack
uplink channel estimation, Bob first transmit§ pre-designed |aunched by Eve.

pilot bits during the pilot phase, then senfds random bits

during the random phase, as illustrated in [Fiy. 3. While the Random Phase

pilot bits are publicly known to Alice, Bob, and Eve, the _ .
random bits are randomly generated by Bob and unknownDurlng the ranc_iom phase, Bob ”"?msm*?‘f"‘ random bits

to neither Alice nor Eve. In the following, we will introduceb’”(”) € {£1} while Eve sends nothing since she does not

our proposed spoofing detection algorithm in detail Riliot have any knowledge of the random bits generated by Bob.

Phaseand Random Phaserespectively. For the convenienceThe received signal at Alice in theth time slot is

of developing our scheme, we define two hypothesigés: yo(n) = /Pghpb,(n) + u,(n),n=1,...,N,, (23)
denotes that there is no pilot spoofing attatk; denotes that ) ) o
Alice and Bob are under pilot spoofing attack. whereu,(n) ~ CN(0,051,r) is the AWGN. Rewrite it in the
matrix form
A. Pilot Phase Y, =V Pghpb; +U, (24)
A
During the pilot phase, Bob transmit, pilot bits, b,(n) €~ WhereY, = yr(1),5r(2),.. ..y (Nr)] € CM*N-, .
{#1}, n = 1,...,N,, and Eve may transmit the same pilot Without knowing the random bitb,., we propose for Alice
bit sequence as Bob since the pilot bit sequence is publiéf%adom the iterative least-squares (ILS) algorithm [£2] to
known. blindly estimateh . The ILS algorithm is a blind joint symbol
Under the hypothesis @, the received signal at Alice in detection and channel estimation algorithm without aélits
the nth time slot is of pilot signals, which has not only high accuracy but alse lo

complexity. The basic idea of the ILS algorithm is to itevaty
vp(n) =/ Pghpb,(n) +uy(n),n=1,...,N,,  (15) execute the symbol detection and the channel estimatiah unt

4



TABLE | is

ITERATIVE LEAST-SQUARES(ILS) ALGORITHM T 72) (30)
= Ha
Input: hpgp, Y.
Output: hp,.. where~ is the test threshold.

1) d = 0; initialize ﬁg’i =hp,. Now we attempt to provide the theoretical performance
2)d=d+1; analysis of the proposed spoofing detector[in (30) and de-
bi” = sgn {9% L(ﬁfélfl))HYr] }: termine appropriate test threshojd Accordlng to IZIB) [(2R)
h'? = N%Yr,ggd . and [26), we have the distribution oﬁ(nB ) and

3) Repeat Step 2 untﬁgz = ﬁfgd;l). (AhH1 AhHl) as
2
Ho: ARKY — AR ~ CN(O, (F + ;’V—A)IA,{), (31)

convergence. In order to obtain a reliable solution, we use ~ ~
the estimated channéis, acquired by the pilot bits as the *1:Ahp, — Ahgl ~CN(0, (F + F + PefEe)lm).

initialization of the ILS algorithm. Due to the space lintita, (32)
we would not review the ILS algorithm in detail but simply
summarize it in Tablgl I. Superscrigtdenotes iteration index.  Therefore, undefdo, the distribution ofT" = HAh”” _

If the channel estimation resuits,. acquired in the random Ah"*‘UH2 is chi-square multiplying a coefficierdty:
phase using ILS algorithm is accurate, then for bathand

H,, the channel estimation will bﬁBT = N%Ybef and we T = CoTy, (33)

2

have ARMO_ ARM0

) T = H% ~ X3 (34)
H 77'[ . h r = P h + _Urbr
0. M1t hp VEBhE + CO:%(;'V_%jL;'V_%), (35)
= /Pghp + Ahj0™ (25) _ o
wherex2,, denotes the chi-squared distribution with degrees
where Aho 2 NLTUTbZ is the estimation error and of freedom2.\/.
) Similarly, under?{,, the distribution ofT" = HAhH1 -
g
AhEe™ o eN(o, FAIM). (26) AhM|2is

— /

While the channel estlmat|ohBT for the random phase is AT o CilTl’g (36)
reliable under bothH, and H;, we recall thatth for the T — Hﬁhgé —£hy) ~ 2 (37)
pilot phase is reliable undek, but biased unde#;. In the ! = 2
following, we will develop our spoofing attack detection@lg O, — 1(% + a5 +pP 38
rithm by examining the difference of the estimated legitiena ' Q(NP N =) (38)
channels during these two phases. Given a thresholdy, we can derive the probability of false

alarm Py, as
C. Spoofing Attack Detector Pro = Pr{T >~|Ho}

According to [17), [(211) and(25), the difference between _ ro Y
R A - = PT{T > |7‘[0}
hp, andhg, underH, and?#; has the expression as Co

+oo
Ho:hp, —hp, = AR — AhJ? = / f(t)dt
! U,b ! U,b 27 “
= 5 Uy — - Urb, (27) = 1-F(g) (39)

T _ n — Hi Ha
Haihpy —hpy = Abp, = Ahp, wheref(t) andF'(t) are the probability density function (PDF)

= \/EhEJriUpbp U b,.(28) and correspondlng cumulative distribution function (CDF)
Np N of x3,,, respectively. Similarly, with the threshold, the
Notice that underH, the difference contains just the noiseProbability of detection?; of our proposed detector is
terms and has relatively small value, while undky it

has illegitimate channel componeftPzhr and is more Fa = PT{T>7|$1}
significant. Based on this fact, we introduce the test siatis = Pr{T" > FlIHl}
as R R too !
T 2 |[fs, — b (29) = [ s
i
to differentiate, and H,, and to implement the spoofing : ol
attack detection. The hypothesis test problem of the datect = 1-F (a)' (40)



Given a Py, (or Fy), the corresponding threshold can TABLE II

be obtained by calculating the inverse functionRJ(fclo) (or ILS-BASED CHANNEL ESTIMATION ENHANCEMENT
F(2)). N
(Cl )) Input: hEP’ Yp, Y.
Output: hp..
1)d=0;Ye=[Yp,Y:]
D. Eve Attacks During Random Phase 2) Initialize b)) = hp,.
) ) ) 3d=d+1;
_ Unde_r the fore-mentioned assumption, Eve transmits noth- B = son {%e (ﬁgcfl))HYr] };
ing during the random phase. However, obviously Eve can B — (b, (BT
also attack and transmit some signals during this phase, for ~a_ Pl sw
hye = ooy Yebe -

example Eve may transmit random bits or random Gaussian
noise. Here, we briefly explain how our detector works under
this case.

In this case, Bob transmit®’,. random bitsb,.(n) and Eve
transmitsN,. different random signalg,.(n) at the same time IV. CHANNEL ESTIMATION ENHANCEMENT
during the random phase. The received signal at Alice in they; ihe o
nth time slot is

4) Repeat Step 3) untﬁgc) = ﬁg;l).

poofing detector indicates absence of any spoofing
attack, the channel estimatiohs;, andhpg, are both reliable

for Alice to design the beamformer. However, it is well known
yr(n) = V/Pshpb(n) + v/Pprhpbp,(n) + up(n)  (41) that larger nun?ber of pilot bits can provide more accurate
channel estimation. If we have the knowledge of the random
%its and use them together with the pilot bits to estimate the
aawannel, the accuracy will be further improved. Motivated
by this fact, in this section we introduce a computationally
efficient channel estimation enhancement algorithm.

. . L We first usehp, obtained by the pilot bits to detect the
Due to this attack, the legitimate channel estimation aed tpandom bits Br y P

random bit detection returned by the ILS algorithm may be N ~H
o & . b, = Re |hg Y, | . 44
not accurate. Specifically, l&,. be the detected random bit Sgn{ ¢ [ Bp }} (44)
vector returned by ILS. Then, The channel estimation reswiq, combining the pilot and random bits ab. =

hp, for H, can be expressed as below (b7, (b,)T]T, we then uséb, to estimate the channel based
1 __on the concatenated received dafa = [Y,, Y, from pilot
FUrbr and random phases:

" 1

1 R - ~
B 1 hg. = —Y_.b.. 45
= KV PBhB+V\/ Pe.hp + NTUTbT (43) b (NP+NT) ( )

A 1 ) ) To further improve the accuracy, we iteratively execute the
wherey = x-b; by, [u| <1 and the equality holds if and random bits detectioi {#4) and the channel estimafioh (45)
only if b, = +b,., i.e. the detection db,. is correct. Similarly, until convergence. The proposed ILS-based channel estimat

vE N%bg,‘ﬁr, lv] <1 and the equality holds if and only if enhancement algorithm is summarized in Table Il. Experimen

bg, = +b,, in such case the ILS total failed and return th&lly, the number of executed iteration 2s~ 4 in general.

where+/Pg,. is the power of the spoofing attack of Eve durin
the random phase. Again, we rewrite it in the matrix form

Yr =V PBthf + V PEThEbg,, + Ur. (42)

N 1 N 1 N
hp, = ~ V Pghpb!'b, + NV Pg hpbf, b, +

detection ofb, instead. The simulation results show that this simple channel estima
Then, we can rewrite the difference betwd?agp andhp, tion enhancement can significantly improve the performance
as comparing with using onlyV,, pilot bits and can approach the
performance benchmark which usé€g,(+ N,) pilot bits.
~ ~ 1 1
Ho : th - hBr = EUpbp - FTUTbT

R R 1 1 R V. SECURE TRANSMISSION
Hi:hpy —hp, = ﬁUpbp - ﬁUrbr If the spoofing detector indicates presence of pilot spoofing
P ! attack, Alice can of course terminate the transmission imme
+(1 - M)\/P_BhB + (1 =v)V/Pehp. diately. However, more wisely, she can adopt physical layer
) _ ) _ o security technology and launch the secure transmissichidn
Sinceb, and by, are independent identically distributedsection, we introduce a secure transmission method assdcia
(i.i.d.), b, andbg, are quasi-orthogonal with sufficient lengthyith the proposed spoofing detection algorithm.

of random bits. Due to this property, no matter what result e recall that, with the presence of pilot spoofing attack,
of b, returned by the ILS algorithmjv| and |u| cannot the residuahp, — hp, has a form of

simultaneously have large value close to 1. Therefore, unde 1

3 H - o o~ 1
Eve’s attack_ durmg _the rand_om_ _phase, the residual of the hg, —hp, = +/Pghg+ FUpbg Yy U, b7
channel estimation is still significant and our detector is P T
functional under this case. = +Pghg+n (46)



wheren £ - U,b? — - U, bl is the AWGN term andi ~ demonstrate the spoofing detection performance for various
P r

CN(O,(j’V—i N %)IM)- Thus, [@6) implies that the (energy_numbers of pilots, power budgets used by Eve, numbers of

included) illegitimate channel can be estimated by antennas used by Alice. !n all S|mulatl|ons_,_ the small scale
fading vectors of the legitimate and illegitimate channels

hp =hp, —hp, = /Pghg + 1 (47) hp and hg, are modeled to be Rayleigh fading with the
channel vector comprising i.i.d. samples of a complex Gaus-

which can be utilized in designing beamformerand achiev- ?ian random variable with zero mean and unit variance. The

ing the secure transmission in the physical layer Secu”lé’rge scale fading coefficients are set@g — ap — 1
= ap = 1.

concept. . i
The optimal beamforming desigmv in the context of TQe AWGN powers at Alice, Bob, and Eve are fixed at

— 2 _ 2 H 7
physical layer security is to maximize the secrecy migw) ;I%orithrUnB usesaﬁw salﬁ;nnilrLsg‘rmg? tlpglrc]:’ bci)tl;r apr:g p:alsneddom
Rs(w) = [log(1+SNRp)—log(l+ SNRg)]" (48) bits, i.e. N, = N,.. The simulation results are derived from
H H + 10° channel realizations. We will first focus on demonstrating
= {1 (W (I_d)hBhB)w)] (49) the performance of our proposed algorithm itself, and then

compare it with other state-of-the-art spoofing detectors t
where¢ £ Pa/o% andi £ P4/c%. The maximal secrecy illustrate the advantage of our proposed algorithm.
rate can be achieved by selecting the beamformer alongn Fig.[4, we plot the “receiver operating characteristic”
the direction of the generalized eigenvector of the matr(ROC) curves that show the probability of correct spoofing
pencil (I ¢hphi T—¢hghi) corresponding to the largestdetection; versus the probability of false alarfy,. In this
generalized eigenvalué [14]. However, we should be awagignulation, we fix the number of Alice’s antennas/d@s= 4,
that such optimal design requires the knowledgehpf Pr the training power of Bob as’s = 10, and the spoofing
and o2, which are in general not always available for Afice power of Eve asPz = 1. Three ROC curves of the proposed
Considering this hurdle in the realistic applications, wentto ~ algorithm are shown with different number of pilot bits (and
seek a suboptimal but practical secure transmission soluti random bits), N, = N, = 16, 32, and 64. The theoretical

As mentioned in[[14], in the high SNR regime, the opperformances obtained bly (39) arid](40) are also included to
timal direction approaches zero-forcing (ZF), ikz_Lw. Verify our theoretical analysis. From Figl 4 we can conclude
Therefore, for the practical purpose, we attempt to desidfit our proposed detector is able to accurately identiéy th
beamformemw in a ZF manner, i.e. maximizing tf§NRz = Ppilot spoofing attack. Particularly, with sufficient pilotitd
Pa|hfw]2/o2 while forcing theSNRy = Pa|hfw|2/02 N, = 64, our proposed spoofing detection can achieve higher
down to zero. This optimization problem can be formulate#han99.9% accuracy with the false alarm rate/at, = 0.001.

as The simulation results also perfectly match the theorktica
. S o performance analysis derived in_{39) ahd](40). Moreover, as
Wzp = alg nlay [hpwl (50) we predicted, the larger number of pilot bits can dramdiical
=~ improve detection performance.
st |hgwl® =0, (51) In order to illustrate the influence of the number of pilot
[wl| = 1. (52) pits (and random bits), in FidJ]5 we carry out a similar
The optimal solution of the optimization problerﬂSEﬂ(SZ?imwaﬁon to show. the probability of correct dgtectipn of
can be easily obtained as our proposed algorithm versus the number of pilot Bits
IR R (number of random bitgV,.). In this simulation, the power
(I— hEhg/HhEHQ) hp of pilot and random signals i¥z = 5, spoofing power is
W = ——— — . (53) Pp = 1, the number of Alice’s antennas i&/ = 4. The
H(I - hEhg/HhEHQ) hBH results illustrate that our proposed detector is very effici

Notice that the secure beamforming design [l (53) ong:d requires only small number of pilot and ran_dom bits_, for
requiresﬁB andﬁE which can be easily obtained as describe amkaeNp = N, = 30, to accurately detect the pilot spoofing

before and therefore is very practical. The simulation Itesu"]lttaC L . .

in the next Section illustrate that our proposed ZF-basedN€Xt in Fig[6 we show the probability of correct detection
secure beamforming can significantly improve the secretey r&S @ function of the number of Alice’s antennas Clearly,

and achieve performance as good as the generalized eig@fi€r number of antennas, which can provide more spatial de
decomposition-based secure beamforming approach. grees of freedom and signal processing power, results i mor
accurate spoofing detection performance but higher haslwar

cost and complexity. With the moderate number of antennas,

. ) i . i ) for exampleM = 8, our proposed detector can achieve very
In this section, extensive simulations are carried out Qutisfactory spoofing detection performance.

illustrate th_e accuracy of_our proposed spoofing_detector_aqn Fig. [ we conduct the simulation to illustrate the per-
well as verify our theoretical performance analysis. Wel Witgrmance of our detector as a function of spoofing power
1We recall [4Y) that the estimated illegitimate chanﬁ@i contains com- ranging from—20dB t0 20dB. We set the number of Alice’s

ponents of both unknown powe?z_and unknown channéh . We cannot ante.nnas as\l = 4.1 the pilot powerPp = 5, the number
easily obtain them by decompositgs . of pilot (random) bits asV, = N, = 16, 32 and 64, and the

VI. SIMULATION STUDIES
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Fig. 5. Probability of correct detectiof?; versus the number of the pilot
(random) bitsV,, (training power P = 5, spoofing powerPr = 1, and Fig. 7. Probability of correct detectio®; versus the spoofing powePy
number of Alice’s antennad/ = 4). (training powerPp = 5, and number of Alice’s antennall = 4).

probability of false alarm a8, = 0.01, 0.001 and0.0001, re- Now we turn to evaluate the performance of the proposed
spectively. From Fid.]7, we can conclude that more power Eghannel estimation enhancement algorithm. In [Eig. 10 we
spends on the pilot spoofing attack leads to higher prolyabilshow mean square error (MSE), which is defined as
of correct spoofing detection. More importantly, even under
very weak spoofing signal, for examplez = —5dB, the
performance of our proposed spoofing detector is still highe
than 98% accuracy with sufficient number of pild}, = 64.  versus the number of pilot (random) bité,. Three channel

In Fig.[8, we repeat the similar simulation as Higl. 7 andstimation methods are consideréf:Conventional channel
include several other state-of-the-art detectors for thm-c estimation (CCE) as in[]5) withV, pilot bits; ii) CCE
parison purposes) Energy ratio (ER) based approa¢hl[22]with (N, + N,.) pilot bits which serves as the performance
ii) self-contamination (SC) based approdch [2i8);two-way benchmarkijii) our proposed channel estimation enhancement
training (TWT) based approach [24]. Obviously, our progbs€CEE) approach witliV,, pilot bits andN,. random bits. Again,
spoofing detector significantly outperforms its compesitorour CEE algorithm uses the same number of pilot bits and
Next, for the sake of enhanced experimental credibility amendom bitsN,, = N,. As we can observe from Fi§. 110,
comparison results, in Fig] 9 we examine the ROC curves afir proposed CEE can significantly improve the performance
spoofing detectors with the same parameter settings. Agaiomparing with using onlyV, pilot bits and approaches the
our proposed spoofing detector is superior to the competitgerformance benchmark.
in all false alarm rate ranges. Finally, we turn to evaluate the performance of the proposed

wise = & { /sl ~ B/ Bal[ . 09
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secure transmission approach. Figl 11 shows the ergodic
secrecy rate as a function of the transmission power
The performances of five transmission schemes are illestrat
i) Ordinary beamforming as inJ(6) without any secure ef-
fort; i) generalized eigen-decomposition (GED)-based secure
beamforming with true channel which serves as the perfajystem. We proposed a novel random-training-assisted YRTA
mance benchmarkii) GED-based secure beamforming withspoofing detection scheme which examines the difference of
estimated channely) our proposed ZF-based secure beanmgstimated legitimate channels during pilot phase and mrando
forming with true channeliv) our proposed ZF-based securgyhase. Then, for no spoofing case, a simple channel estimatio
beamforming with estimated channel. We can conclude frosmhancement algorithm was presented to further improve the
Fig.[11 that our proposed ZF-based secure beamforming e@fturacy of channel estimation. Since the proposed RTA
significantly improve the secrecy rate and achieve perfam®a spoofing detection algorithm can obtain the estimates df bot
as good as GED-based secure beamforming approach. |egitimate and illegitimate channels, we also introduced a
zero-forcing (ZF)-based secure transmission method when a
active eavesdropper is identified. Extensive simulaticulis
VII. CONCLUSION illustrated that our proposed RTA scheme can achieve afecura
In this paper, we investigated the problem of detectingtpilpilot spoofing detection and its performance is superior to
spoofing attack for a multi-input single-output (MISO) wap other state-of-the-art detectors.



APPENDIXA

ProoF orF (@), (I2)AND (14)
We first give the proof of [(DI2) and then prove (8) an

In order to provel(B), we lePr = 0 in (62), then we obtain
the SNRp when Eve does not launch the spoofing attack as

gelow
Paap MNPpap + 034

(@3) according to it. Giverw = hp/||hg|, we formulate the SNRp = ——- 5 (63)
. og NPpap + 0%
average SNR at Bob when Eve launches the spoofing attack
as Equation [B) is proved. O
Pl E w2 Similar to the proof of[(I2), we can obtain the proof[ofl(14)
SNRB =FEn, ., {M} by simply changing all thevg, og, Pg, and Pg in (€2) into
Op ag, og, Pg, andPg, respectively. Then th8NR g when Eve
Py |hEhp|? launches the spoofing attack has the expression as below
= —5Lhg.h —_—
CTQB ponE HhBH2 SR — Paag MNPEOZE—FNPBOLB—FUEX (64)
:& ) EhB=hE{||hgﬁBH2} (55) " o NPgag + NPgap + 0%
o Enynyllhsl? Equation [[TH) is proved. O

We first focus on the derivation of the numerator [of](55).

Given
hp = Pphp ++/Pghr +ny

with n4 ~ A(0, %:1y/), we have

EhB7hE{thﬁB H2}:Eh37h12 { ”hg(\/P_BhB“'\/EhE‘i‘nA) H2}
=Epn, {PshZhphfhp} +
Eny by {PehEhpghfhp) +
Eng {hZn nfhp}.

(56) [

(2]
(31
(4]

(5]
(6]

(57)
The first term in[(BF) isPpa% M2, the second term il (57) is

Eng he{Pehphphihp}=PrEny n,{Tr(hghzhghi)}
:PETr(EhB {hBhg}EhE {hEhg})

(7]

ZPETI’(CYBIMCYEIM) (8]
:PEQBOLEM, (58)
9
and the third term in[(87) is
Enp{hznanihp} =En, {Tr(hphfnani)} (ol
=Tr(En, {hphi }E{nanj}) "
2
g
ZTI’(CYBIMN—AI]w)
! [12]
_ Mago? (59)
NP
Finally, the numerator of(35) becomes [13]
~ Mago?
EhB’hE{thhBHQ}ZPBQQBM2+PECMBCVEM+ % [14]
"(60)
Similarly, the dominator off{35) can be derived as (15]
~ M 2
EhB,hE”hBHQ = PgpagpM + PpagM + ;A. (61) [16]
p

Applying (60) and [(Bl1) into[(85), we finally obtain the

SNRp when Eve launches the spoofing attack as below [17]

Piap MNPpap + NPrpagp + 0'124

SNRp = :
B 762 "NPgap+ NPgag + 03

(62)

O

(18]

Equation [(IR) is proved.
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