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Remote State Estimation over Packet Dropping
Links in the Presence of an Eavesdropper

Alex S. Leong, Daniel E. Quevedo, Daniel Dolz, and Subhrtkaay

Abstract—This paper studies remote state estimation in the between the original message and what is received at the
presence of an eavesdropper. A sensor transmits local staésti- eavesdropper is either zero or becomes vanishingly small as
mates over a packet dropping link to a remote estimator, whi¢ an the block length of the codewords increasés [3]. The term

eavesdropper can successfully overhear each sensor tranission hvsical | iV’ h b dto d ib
with a certain probability. The objective is to determine when physical layer security” has been used to describe ways

the sensor should transmit, in order to minimize the estimapn 10 implement information theoretic security using physica
error covariance at the remote estimator, while trying to keep layer characteristics of the wireless channel such as dadin
Fhe eavesdroppgr error coyarjang:e above a certainllclevell. T8 interference, and noise, see eld. [4]-7].

is done by solving an optimization problem that minimizes a  \otivated in part by the ideas of physical layer securitg th
linear combination of the expected estimation error covarance . . o L .

and the negative of the expected eavesdropper error covarige. consideration of securlt_y ISSUES In §|gnal processingesyst
Structural results on the optimal transmission policy are cerived, has also started to gain the attention of researchers. For a
and shown to exhibit thresholding behaviour in the estimatbon survey on works in detection and estimation in the presence
error covariances. In the infinite horizon situation, it is shown of eavesdroppers, focusing particularly on detection,[8ge

that with unstable systems one can keep the expected esti@t |, egtimation problems with eavesdroppers, studies irclud

error covariance bounded while the expected eavesdropperre 9-12]. Th biective is t inimize th
ror covariance becomes unbounded. An alternative measurefo [O1-{12]. € objective IS {0 minimize the average mean

security, constraining the amount of information revealedto the ~Squared error at the legitimate receiver, while trying tetke _
eavesdropper, is also considered, and similar structural esults the mean squared error at the eavesdropper above a certain

on the optimal transmission policy are derived. In the infinte |evel, by using techniques such as stochastic bit flipping
horizon situation with unstable systems, it is now shown tha [9], transmit filter design[[10], and power contrél [11], J12

for any transmission policy which keeps the expected estinian . . . .
error govariance bouﬁdedy the expectped amouFr)n of informatin The above works deal with estimation of either constants or

revealed to the eavesdropper is always lower bounded awayi-.d. sources. In contrast, the focus of the current paper i
from zero. An extension of our results to the transmission of to consider the more general, and more difficult, problem

measurements is also presented. of state estimation oflynamical systemsvhen there is an
eavesdropper. For unstable systems, it has recently beamsh
that when using uncertain wiretap channels, one can keep the
estimation error of the legitimate receiver bounded wtfile t
With the ever increasing amounts of data being transmitt@dtimation error of the eavesdropper becomes unbounded for
wirelessly, the need to protect systems from malicious ®geRyfficiently large coding block length [1L3]. In the currenrk
has become increasingly important. Traditionally, infatron \ye are interested primarily in estimation performance, asd
security has been studied in the context of cryptographw-Hosych we do not assume coding, which can introduce large
ever, due to the often limited computational power ava#latl gelays. Nonetheless, as we shall show, similar behaviour to
the transmitters (e.g. sensors in wireless sensor netvtwks [13] can also be derived for our setup in the infinite horizon
implement strong encryption, as well as the increased cempuse. In a similar setup to the current work, but transngttin
tational power available to malicious agents, achievingie®/  measurements and without using feedback acknowledgements
using solely cryptographic methods may not be sufficienif4] derived mechanisms for keeping the expected error co-
Thus, alternative ways to implement security using infdfam  yariance bounded while driving the expected eavesdropper
theoretic and physical layer techniques, complementaty¢o covariance unbounded, provided the reception probakiity
traditional cryptographic approaches, have attracteuif@gnt greater than the eavesdropping probability. By allowing fo
recent interest [1]. feedback, in this work we show that the same behaviour can
In communications theory, the notion of information theohe achieved forall eavesdropping probabilities strictly less
retic security has been around for many years, in fact datigghn one.
back to the work of Claude Shannon in the 1940s [2]. Roughly |n information security, the two main types of attacks are
speaking, a communication system is regarded as securgydherally regarded as: 1) passive attacks from eavesdsppe
the information theoretic sense if the mutual informatiogng 2) active attacks such as Byzantine attacks or Denial of
A. Leong and D. Quevedo are with the Department of Electrigat Service attacks. This paper is concerned with passivekattac
gineering (EIM-E), Paderborn University, Paderborn, Gamn E-mail: from eavesdroppers. However, estimation and control prob-

alex.leong@upb.de, dquevedo@ieee.org. D. Dolzis with Proc-  |emg in the presence of active attacks have also been studied
ter & Gamble, Germany. E-mailddolz@uiji.es. S. Dey is with the
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Feedback optimal transmission policy are derived.
« For this alternative measure of security, in the infinite

T Xy Prk horizon situation with unstable systems, it is now shown
PrO)C(ess »| Sensor —Y, —>» Remote |—» that for any transmission policy which keeps the ex-
- N \ ----- Estimator pected estimation error covariance bounded, the expected
amount of information revealed to the eavesdropper is
i)_(f;fi always lower bounded away from zero.
\ Xo ko Pokk o An extension to the transmission of measurements is

Eavesdropperf—>+- described, where it is shown that threshold-type be-
haviour in the optimal transmission policy holds for scalar
systems, but not in general for vector systems.

Fig. 1. Remote State Estimation with an Eavesdropper This paper is organized as follows. Section Il describes the
system model. Sectidn]Il considers the case where knowledg
of the eavesdropper’'s error covariances is available at the

and control, se€ [22](23] and the references therein. remote estimator, while Sectign]IV studies the case whese th

In this paper, a sensor makes noisy measurements of a "n@&(})rmauon IS unayallablg. Se(,:t' M cqn;@ers an alta'flaa
dynamical process. The sensor transmits local state @sma€asure Of securlty_ which t”‘?s_ to minimize the e_stlmator
to the remote estimator over a packet dropping link. At tHefror covariance while constraining the amount of |_nforma-
same time, an eavesdropper can successfully eavesdropt'%'ljl reyegled to the eavesdropper. Sept@h VI. conS|d§_rs the
the sensor transmission with a certain probability, see F%an;mssmn of measurements. Numenpal studies are given
[@. within this setup, we consider the problem of dynami ectiorVI]. Sectiof VIl draws conclusions.
transmission scheduling, i.e. deciding at each instantlivene
the sensor should transmit. We seek to minimize a linear
combination of the expected error covariance at the remoteA diagram of the system model is shown in Kig. 1. Consider
estimator and the negative of the expected error covariarecéiscrete time process
at the eavesdropper. This scheduling is done at the remote

Il. SYSTEM MODEL

estimator. D1 = Azg + wy @
Summary of contributionsThe main contributions of this wherex; € R™= andwy, is i.i.d. Gaussian with zero mean and
paper are: covariance) > 0[] The sensor has measurements
« Structural results on the optimal transmission policy are yr = Cxp + vg, 2)

derived. In the case where knowledge of the eaves- ] . )

dropper’s error covariances are available at the remd‘l’é‘er? ye € R"™ and v is Gaussian with zero mean and
estimator, our results show that 1) for a fixed value of tHgovarianceR > 0. The noise processeu;} and {v;} are
eavesdropper’s error covariance, the optimal policy h&§Sumed to be mutually independent.

a threshold structure: the sensor should transmit if andThe Sensor transmits quantitigs to the remote estimator.
only if the remote estimator's error covariance exceedommon choices fog,, are the measurements, ig. = yj, or

a certain threshold, and 2) for a fixed value of thEe local state estimatgg = 27, [28]. We first treat the case
remote estimator’s error covariance, the sensor should Hgtere the local state estimates are transmitted, see 8&4fio
transmit if and only if the eavesdropper's error covariand@r the case where measurements are transmitted. Thigesqui
is above a certain threshold. Such threshold policies df¢ Sensor to have some computational capabilities (i. th
similar to schemes considered in event triggered estim#NSor is “smart”) to run a local Kalman filter. The local stat
tion, e.g. [24]-[27]. In the case where knowledge of th@stimates and error covariances

, i i o, A - A
eavesdroppers error covariances are unavailable at thei;,, | £ Elzklyo, ..., yk-1], 5 = Elzklvo, - -, yx]
remote estimator, for a fixed belief of the eavesdropper’s N E[(zs — & Y — & )T| ]
error covariance, the sensor should transmit if and only if ~ #l¥—1 . kT Thle—1/A Tk k‘;‘l Yoo e o Ykt
the remote estimator’s error covariance exceeds a certain Py, = El(zr — 25) (x6 — 255)" [0, - - » Y]

threshold. o i o can be computed at the sensor using the standard Kalman
o For unstal_)le systems,_ itis shovv_n that in t_hi_i |nf|n|t_e horﬁ'ltering equations, see e.q. [29]. We will assume that the pa
zon situation there exist transmission policies which ¢ C) is detectable and the paitd,Q'/2) is stabilizable
keep the expected estimation error covariance boun P+ j P '
hile th tod q ) : q_eé{ Pt be the steady state value ﬂj|k__1, and P be the
while the expected eavesaropper error covanance 1S Waaqy state value aPy;, ask — oo, which both exist due
bounded. This behaviour can be achieved for all eaveg ihe getectability assumption. To simplify the presdatst
dropping probabilities strictly less than one. we will assume that this local Kalman filter is operating ie th

« An alternative measure of security, constraining th&eady state regime, so thaf, = P, Vk. In general, the local
amount of information revealed to the eavesdropper (mea- !

.Sured via th_e sum of Con_d|t_'onal mutual mformatlons), 1For a symmetric matrixX, we say thatX > 0 if it is positive definite,
is also considered, and similar structural results on thed.x > o if it is positive semi-definite.



Kalman filter will converge to steady state at an exponential As stated before, the decision variablgsare determined at
rate [29]. the remote estimator and fed back to the sensor. In Sdcfion I
Let v, € {0,1} be decision variables such that = 1 if we consider the case wherg depends on bott;,_,,_, and
and only if jzzlk is to be transmitted at timg. The decision P, ;_;—1, while in Sectiod IV we consider the case whege
variablesy;, are determined at the remote estimator, whictlepends only onP;,_,,_; and the remote estimator’s belief
is assumed to have more computational capabilities than tfeP. ;,_,,—; constructed from knowledge of previous’s.
sensor, using information available at tirhe- 1, and then fed In either case, the decisions do not depend on the siafer
back to the sensor before transmission at tkme the noisy measuremept). Thus, the optimal remote estimator
At time instances whemw;, = 1, the sensor transmits itscan be shown to have the form
local state estimaté;;w over a packet dropping channel to

the remote estimator. Let;, be random variables such that Eag = { A:E;i_51|k_1 s ke =0
v, = 1 if the sensor transmission at tinkeis successfully Tk|k Ve =1 4)
received by the remote estimator, atgd = 0 otherwise. We P f(Pe—ijk—1) » vk =0
will assume that{~;} is i.i.d. Bernoulli [30] with klk P . e =1
The sensor transmissions can be overheard by an eavesdrop- f(X)2 AXAT +Q, (5)

per over another packet dropping channel. gt be random

variables such that. , = 1 if the sensor transmission at timewhile at the eavesdropper the optimal estimator has the form
k is overheard by the eavesdropper, and, = 0 otherwise.

We will assume tha{~. .} is i.i.d. Bernoulli with . { AZe k=1 > VkVek =0

Te k|lk = i.z‘k  UkYek = 1
P(’y&k 1) )\e < (0’ 1) P — f(Pe,kjl\kfl) y VkVek = 0
The processe$v;} and {4} are assumed to be mutually e klk P . UkYer =1
independent.
At instances where;, = 1, it is assumed that the remote Define the countable set of matrices:
estimator knows whether the transmission was successful or L B
not, i.e., the remote estimator knows the valyg with SE{P,f(P), f*(P),...}, (6)

dropped packets discarded. Define
where f™(.) is the n-fold composition of f(.), with the

Ti, 2{V0s -+, Uiy V005 - -+ Yk ks VY0200 - - - VKR SR} convention thayf®(X) = X. The setS consists of all possible
) ) ) ) values of P, at the remote estimator, as well as all possible
as the information set avalla_lble to the remote est|_mator BHiues of P, 1, at the eavesdropper. Given two symmetric
time k. Denote the state estimates and error covariances iricesX andY. we say thatY <Y if Y — X is positive

the remote estimator by: semi-definite, and¥ < Y if Y — X is positive definite. As
Friko 2 Blag|Tp_1], Bl 2 Elzy|Tx), shown_ in e.g.[[31], there is a total ordering on the elements
Puges 2 Bl(on — ) — )5, @ O VN
Py £ E[(wr — Zige) (wr — &) [ Za]. P<f(P)< fA(P)< ...

Similarly, the eavesdropper knows if it has eavesdropped

sucessfully. Define
y IIl. EAVESDROPPERERROR COVARIANCE KNOWN AT

ek 2{V0, oy Uk, Y0Ye 05 - - - » VkVerks REMOTE ESTIMATOR
o] -8
Y0%e,0%010> - - - V’“%*kx’“"“} In this section we consider the case where the transmission
as the information set available to the eavesdropper at timedecisionsy, can depend on the error covariances of both the
and the state estimates and error covariances at the eapesdiemote estimator,_;,_; and the eavesdroppét, ;_1|;_1-
per bE: While knowledge ofP, ;1 at the remote estimator may
be difficult to achieve in practice, this case nevertheless

& L Blop|Ter1], Tern = Elrr|Zer] :
e,klk—1 e,k—1]s Le k|k ekl serves as a useful benchmark on the achievable performance.

P.je—1 2 E[(zk — Zeppp—1)(@r — Exje 1) [ Tep—1], The situation whereP, ,_1);_; is not known at the remote
Poik 2 E[(xh — Zeppp) (@h — Boif)” [ Tok]- estimator will be considered in Sectipn]IV.

We will first formulate an optimal transmission scheduling
problem that minimizes a linear combination of the expected
estimation error covariance and the negative of the exgecte

) _ eavesdropper error covariance. We then prove some stalictur

We will assume that the eavesdropper knows the system ptrame | h iated . | . hedile
A, C,Q, R. If these are unknown, then the performance at the eavagseirop results on t e_assomat.e ’ (_)ptlma. tran§m|5§|on Scheddikes.
will be worse than the derived results. nally, we consider the infinite horizon situation.

For simplicity of presentation, we will assume that theiaiit
covariances’ o = P and P, o = P.



A. Optimal Transmission Scheduling (P, Pe i) will lie in the finite set{ P, f(P), ..., f*(P)}x

K(p i i inali 2
The approach to security taken in SectibngTI-1V of this pa{P’ f(P),.... f*(P)}, which has finite cardinality &' +1)*.
per is to minimize the expected error covariance at the remot

estimator, while trying to keep the expected error covaeat B. Structural Properties of Optimal Transmission Scheslule

\t/t:itlel ?:)arvrﬁjldattoe pgerrigfevri ?h(;etr:r?ilziIrﬁlz%sa;ﬁi?wnqurlligrtr?llasih\g[ieo In this subsection we will prove some structural properties
probiem . on the optimal solution to probleni_(R0). In particular, we

of the expected estimation error covariance and the negativ.

of the expected eavesdropper error covariance. The probl\%iql}l show that 1) for a fixedP, 151, the optimal policy
we wish to solve is the finite horizon (of horizdti) problem: 'St only transmit if P, exceeds a threshold (which

in general depends ok on P, ;_;—1), and 2) for a fixed

K Py_1jx—1, the optimal policy is to transmit if and only if
min » E[BtrPy, — (1 — B)trP. k)] P, j—1)k—1 is below a threshold (which depends énand
d i3 Py _1jx—1)- Knowing that the optimal policies are of threshold-

K type gives insight into the form of the optimal solution, hvit
= g}il]}z]E{E[Btmek — (1 = B)trP g characteristics of event triggered estimation, and cao als

M k=1 provide computational savings when solving probldm] (20)

|p0707p€70‘0,1k71,167k717,/k]} numerically, see [32].
K Definition 1ll.1. A functionF(.) : S — R is increasingf
= min E{E[BtrPk“g — (1 — B)trPe_,k‘k
(v} i X<Y=FX)<F({).
|Pk—1,k—1ape,k—1,k—1aVk]} Lemma lll.2. For anyn € N, trf"(P) is an increasing
K function of P.
= ?I}E;ZE[['}(V]C)\UP +(1- uk/\)trf(Pk_”k_l)) Proof: We have
k=1
_ n—1
— (1 — ﬂ)(uk/\etrP + (1 — yk)\e)trf(Pe,k_”k_l))], trfn(P) —tr <AnP(An)T + Z AmQ(Am)T>
(7) m=0
for some3 € (0,1). The design parametet in problem Which is increasing withP. u

(@ controls the tradeoff between estimation performartce a From the definition of/i.(.,.) in (8), we know that if the
the remote estimator and at the eavesdropper, with a lar§éipimizerv* = 0 then

£ placing more importance on keepitijF;, ;] small, and a B 1
smallers placing more importance on keepifigP, ;| large. Je(Py Pe) = B f(P) = (1= BIUf(Pe) + i (f(P), f(Fe)),

o . ® Pl 9)
The second equality in{7) holds sinég_,,—, (similarly for . L .
P, ;—1)x—1) is a deterministic function of%, andZ., and and if the minimizen,” = 1 then
Py1, is a function of P, _q|,_1, v, and~,. The third equality Jp(P,P.) = B(AMrP + (1 — Mtrf(P))
in (@) follows from computing the conditional expectations — (1= B)YAMP + (1 — A f(P.))
Problem [[¥) can be solved numerically using dynamic ek T AR €
programming. For that purpose, define the functidps, -) : + (1= MNAedry1(f(P), P)
S x § — R recursively as: + (1 =21 = A)Tks1 (f(P), f(P)). (10)
Jr1(P,Pe) =0 Denote the difference of(9) and{10) as
Ji(P,P.) = ué?g,ll} {ﬂ(u)\trP + (1 —vtrf(P)) or(P, P.) A BArf(P) — ﬂAtrP )
— (1= BY(WAMP + (1 — vArf(P.)) ®) = (L= B)Atrf(Pe) + (1 — B)ActrP
+ UM Tki1 (P, P) 4+ vA(1 = Xo) Jii1 (P, F(P)) + 1= (=N = ATk (F(P), f(Fe))
+v(1 = MAeJrs1 (f(P), P) = Medpt1 (P P) = AL = Ae) Jura (P, f(Fe))
— (1= M)A, P),P 11
(=1 =A) + 1= 0) T (F(P). S (R)} (= Al (J1), 7) an

Note that when} = 1, i.e. the optimal decision at timg
Gs to transmit, we have (P, P.) > 0. The following result
proves some structural properties of the optimal solutiart
Remark IIl.1. Note that problem[{20) can be solved ex{i) shows that for fixedP, 151, the optimal policy is to
actly since, for any horizonk, the possible values oftransmitif and only ifP,_, ), exceeds a threshold. Part (ii)
shows that for fixedP,_,,—1, the optimal policy is to not

3Similar notions have been used [ [9]=[12], which studieel éistimation transmit if and only ifP, j_,,_, is above a threshold.
of constant parameters or i.i.d sources in the presence etessdropper.

for k = K,...,1. Then problem[{]7) is solved by computin
Ji(Pe—1jk—1, Pep—1jp—1) for k=K, K —1,...,1.



Theorem I11.3. (i) For fixed P, ;_1jx—1, the optimal solution
to problem [7) is a threshold policy oR, 1, of the form

0
1

)

if Pr_qjp—1 < Pf

Vi (Pe—1jk—1, Pep—1jk—1) = { otherwise

)

where the threshold’; € S depends ork and P, j,_y;—1-
(ii) For fixed P,_1,—1, the optimal solution to problenil(7) is
a threshold policy onP, ;,_;,—; of the form

0
1

if Popo1jp—1 > Py
otherwise

3

3

Vi(Pr—1jk—1, Pep—1jk—1) = {

where the threshold’’, € S depends ork and Py, ;1.

Proof: (i) Since v, only takes on the two value$ and

1, Theorem IIL3B(i) will be proved if we can show that the
functions ¢ (P, P.) defined in [(IlL) are increasing functions

of P for k =1,...,K. As trf(P) is an increasing function
of P by LemmdTll.2, it is sufficient to show that

[1_(1_A)(l_)‘e)]Jk(f(P)vf(Pe))_(1_/\)/\6Jk(f(P)’p)

is an increasing function oP for all k. We will prove this
using induction. In order to make the induction argumentkyor
we will prove the slightly more general statement that

[1=A=XA=A)]Jk(f"(P), Pe) = (A=) ATk (f"(P), P)

is an increasing function oP for all &, all n € N and all
P.,P,eS.

The case ofk = K + 1 is clear. Now assume that, for
P> P,
[1_(1_/\)(1_)‘6)]Jl(fn(P)7 Pe)_(l_)‘))‘ejl(fn(P)a Pe/)
_[1_(1_)‘)(1_/\e)]Jl(fn(P/)aPe)+(1_/\)/\eJl(fn(P/)aPé)
>0

Pl

Y €

(12)
holds forl =K +1,K,...,k+1. Then

[1_(1_/\)(1_)‘6)]Jk(fn(P)7 Pe)_(l_/\)/\eJk(fn(P)’ Pé)
—[1=(A=N) A=) (f"(P),Pe)+ (1= M)A (f"(P'), P,

e

)

> min

nin {[1 -(1=-N01- Ae)]{ﬂ[uAtrP +(1=vX)

XU P)) = (1= BN + (1= wA S (P,)

+ UM Tis1 (P, P) + vA(1 = M) Jisr (P, £(P.))

+v(1 = M)A Jry1 (f*THP), P)

+ (1= N1 = A) + (1= V) (F7F(P), () |
(1- /\)/\e{ﬂ[u/\trp + (1= v (P

— (1 = B)LAtrP 4 (1 — vArf(P))]

+ UM Tis1 (P, P) + vA(1 = M) Jisr (P, £(PL))

+v(1 = M)A Jry1 (f7THP), P)

(L= N (1= A+ (1= ) e (F7F(P), F(P) |
1—(1-XN(1- Ae)]{ﬂ[uAtrP + (1 — v)trf™ (P

— (1 = B)WAMP + (1 — vArf(P.)]
+ UM i1 (P, P) + vA (1 = A)Jrs1 (P, f(P.))

P/

e

+ (1 = A Jpa (fTHP"), P)

+ (L= N1 = A) + (1= ) (F7 (P, £(P)
+(1- /\)/\6{ BIvAP + (1 — vA)tr frH (PY)]

— (1 = B)[LAtrP 4 (1 — vAtrf(P)]

+ VA Ji1(P, P) + vA(1 = Ae) Jre g1 (P, f(P)))

+v(1 = M)A Jry1 (f"THP), P)

(1= (1= ) + (1= )i (7 (P), f<P;>>}}

in
0,1}

=m {[1 = (L= A1 = 2B = A (P)

+v(1 = M Jps1 (f7TH(P), P)

+ (1= N (1= A) + (1= ) (F7F(P), ()
— (1= A8 = v (P)

+ (1 = MAeJes1 (f"TH(P), P)

(1= (1= A) + (1= )T (F7(P), £
1= (1= = A B0 AP

+ (1= NAdesr (f*TH(P"), P)

(L= N = A+ (1= ) (PP, F(P) |
+ (1= N B = v (P

+v(1 = MAeJpy1 (f"TH(P)), P)

(L= N1 = A) + (1= ) (PP, £(PD) }
>0

where the last inequality holds (for both caseés= 0 and
v* = 1) by LemmdII.2 and the induction hypothedis(12).

(i) As —trf(P.) is a decreasing function aP., it is now
sufficient to show that

[1_(1_)‘)(1_)‘6)]Jk(f(P)7f(Pe))_)‘(l_)‘e)Jk(pa f(Pe))

is a decreasing function aP. for all £: Using similar tech-
nigues as in the proof of part (i), we can prove by induction
the slightly more general statement that

[1_(1_)‘)(1_)‘6)]JR(P7 fn(Pe))_)‘(l_)‘e)Jk(Plv fn(Pe))

is a decreasing function aP, for all £, all n € N and all
P, P’ € 8. The details are omitted for brevity. [ ]

P/

€

N}

C. Infinite Horizon

We now consider the infinite horizon situation. Let us first
give a condition on wherE[F ] will be bounded. IfA is
stable, this is always the case. In the case whkigunstable,
consider the policy withy, = 1, Vk, which transmits at every
time instant, and is similar to the situation where locatesta
estimates are transmitted over packet dropping links [23].
From the results of [28] and [33] we have th&{P; ;] is
bounded if and only if

1

A>1— ———
|omax (A)[?

(13)



where|omax(A4)| is the largest magnitude of the eigenvalues In summary, the threshold policy which transmits at time
of A (i.e. the spectral radius of). Thus condition[(I3) will % if and only if P,_1,_; > f*(P), with ¢ large enough that
ensure the existence of policies which ke&@, ] bounded. condition [14) is satisfied, will have the required propesti
We will now show that for unstable systems, in the infinitﬁ . -
. o . L o -Remark IIl.5. In a similar setup but transmitting mea-
horizon situation, there exists transmission policies ofhi . :
surements and without using feedback acknowledgements,

can make the expected eavesdropper error covariance fméchanisms were derived if [14] for making the expected

bounded while keeping the expected estimator error Covar"vesdropper error covariance unbounded while keeping the

ance bounded. This can be achieved for all probabilities of L :
. : expected estimation error covariance bounded, under thre mo
successful eavesdropping strictly less than one.

restrictive condition that\. < A. In a different context with
Theorem Ill.4. Suppose thatA is unstable, and that coding over uncertain wiretap channels, it was showriin [13]
A > 1 - m. Then for any). < 1, there ex- that for unstable systems one can keep the estimation error
ist transmission policies in the infinite horizon situatiorat the legitimate receiver bounded while the eavesdropper
such thatlimsupy_,., = Zszl trE[Py ;] is bounded and estimation error becomes unbounded for a sufficiently large

Hminf g o0 & S, E[P, 4] is unbounded. coding block length.

Proof: The proof is by construction of a policy with
the required properties. Consider the threshold policyctvhi IV. EAVESDROPPERERROR COVARIANCE UNKNOWN AT
transmits at time: if and only if P,_y,_, > f*(P) for some REMOTE ESTIMATOR

. ) .
t €N. SinceA>1 - o (A)7» ONE CAN show using results In order to construct’, ;;, at the remote estimator as per

from Section IV-C of [31] thatimz o + >4, 'E[Pys] <  Sectior(Tll, the proces§y. ;| for the eavesdropper’s channel
oo for anyt € N. needs to be known, which in practice may be difficult to
Now choose a horizo” > ¢. Consider the event where achieve. In this section, we consider the situation wheee th
each transmission is successfully received at the remtite esemote estimator knows only the probability of successful
mator, and unsuccessfully received by the eavesdroppieig Useavesdropping\. and not the actual realizationg . Thus
an argument similar to [34], we will show that the contrilouti the transmit decisions/;, can only depend onPj_;;_;
of this eventw will already cause the expected eavesdroppand our beliefs ofP, _1jx—1 constructed from knowledge
covariance to become unbounded. Under this event, and usifigoreviousv,’s. We will first derive the recursion for the
the threshold policy above, the number of transmissions thrmnditional distribution of error covariances at the reenot
occur over the horizoi is [ K'/(t+1)], and the eavesdropperestimator (i.e. the “belief states” [B5]), and then consithe
error covariances are given 8% j, = f*(P),k=1,..., K. optimal transmission scheduling problem.
The probability of this event occurring {8\ (1—\,)) &/ ¢+1D]

Let w® denote the complement af. Then we have N o .
A. Conditional Distribution of Error Covariances at Eaves-

K
1 dropper
17 > AE[Pe ] . .
1 Define the belief vector
1 i 1 i 7@ ]p(p P )
= — tl’E[Peyk|k|LU]XP(LU)+ — trIE[Peyk|k|wC]><]P’(wc) ek eklk = L |V0,- .-, VE
K K Wél;z P(Pe i = f(P)|vo, - k)
1 K 7Te,k = = :
> = ;trE[Pe,klﬂw]P(w) ) P(Puspe = [5(P)lvo ... )
| K k-1 ' _ (15)
_ kB AR\T m m\T We note that by our assumption df, = P, we have
KZtr(A P(AMT + 3 AmQ(A™) ) e our ass ol
k=1 m=0 Tok = (Pe,k|k = f (P)|I/0,...,Vk) =0 for k < K.
x (A(1 = A )) LK/ (1) Denote the set of all possible. ;'s by T, C RE+1,
1 _ The vector 7. represents our beliefs o, ;;, given
> Etr(AKP(AK)T)()\(l - /\e))K/(tH) the transmission decisions,, ..., . In order to formulate
— o0 asK — oo, the transmission scheduling problem as a partially observe

problem in the next subsection, we first want to derive a
where the last line holds {frmax (A)|(A(1 —A.))/2(+D) > 1, recursive relationship betweef. x4 and ., given the

or equivalently if next transmission decisiom; ;. When vy = 0, we
1 have P, i1 1jk+1 = f(Pexx) With probability one, and thus
T
Ae <1 - /\|0max(A)|2(t+1)‘ (14) Te kgl = [ 0 Wi?lz Wilzil) . Whenvygy, = 1,

then P, j4 1541 = P with probability Ae and P, i qp41 =

Since |omax(A)| > 1, the condition[[I4) will be satisfied forf(P6 w) With probability 1 — A, and thusm, sy =

any \. < 1 whent is sufficiently large. Asz- Zszl trE[ Py © k-1 17
remains bounded for evetye N, the result follows. ] [ Ae (L=A)mep o (L= Ae)mey } :



Hence, defining for someN < K, and update the beliefs via:

O(me,v) N (e, v)
T
[0+ o " . 0 7 . AN AN =0
A e e )
= N—
(a0 o aoagen T por By L @oaan? @ agmt

T
. . N (1= A) (@Y 4 2y } L ov=1
we obtain the recursive relationship

Discretizing the space of. ;, to include the cases with up to

Te k1 = P(Te b, Vit 1)- N — 1 successive packet drops or non-transmissions, with the
remaining cases grouped into the single compoméfﬁ, will
B. Optimal Transmission Scheduling then give a state space of cardinalifg + 1)(2V+! — 1).

We again wish to minimize a linear combination of thes g ctural Properties
expected error covariance at the remote estimator and the ) _
negative of the expected error covariance at the eaveseiropp P€NOte thf difference in the values gf (P, m.) when the
Since P, 1,1 is not available, the optimization problem™MmiziNg v are 0and 1 by
will now be formulated as a partially observed one with V(P me) £ BArf(P) — BArP
dependent o P, _yj,—1, Te x—1). We then have the following

K
blem (cf. [7)): 1 i+1(p) () _ P
pro eKm (cf. 7)) (a ﬂ))\e(;trf +1( Pl trP) 8)
min E[ﬂ(uk/\trP + (1= N (Pe_1jp1)) + Tir1 (f(P), @(me, 0)) = ATiey1 (P, (e, 1))
[ g — (1= NJpi1 (f(P), (e, 1)).

K . . .
_(1— AT 4 (1 — 1, tr £+ ( Py _ Theorem IV.% For fixed Te k=1, the optimal solution to
(1-5) (V’“ +{d-n )Z; o )We-rk*l)} problem [I8) is a threshold policy of, ,;,_; of the form

(16) 0 , if g <P

Vi (Pe—1ji—1, Te—1) = { |
Problem [[I6) can be solved by using the dynamic program- | 1 otherwise

ming algorithm for partially observed problems [35]. Leethwhere the threshold* depends ork and Te ko1
functions Jx (-, ) : S x II. — R be defined recursively as:

)

Proof: Theorem[IV.2 will be proved by showing that
Tk +1(P,me) =0 for fixed 7., the functionsiyy (P, w.) defined by [(IB) are

I _ increasing functions oP for £k = 1,..., K. This will be the
Tu(Pme) = e{oa} {ﬂ(u)\trP + (1= v f(P)) case if we can show that

K
0 (AP (1) S (P T (P).2(7e.0)) = (1 = NT:((P), 2. 1)
i=0 is an increasing function of for all k. Using a similar

+ VAT41 (P, ®(7e, 1)) + (1 = N) Ti1 (f(P), ®(me, 1)) induction argument as in the proof of Theorém 111.3(i), we
can establish the slightly more general statement that
(1= )T (F(P), B(m,0)) } Y more 9

(17) Te(f"(P),me) — (1 = NTe (f"(P), 7))
for k = K,...,1. Then problem[{T6) is solved numericallyis an increasing function oP for all &, all » € N and all
by computingZy (Py 141, Te,k—1) for k = K, K —1,..., 1. Te; e € Tle. u

Remark IV.1. In the finite horizon situation, the number o
possible values of Py, ) is again finite, but now of o ) o
cardinality (K +1) x (1+2+---+25) = (K +1)(2K+1 —1). In t_he |_nf|n|te horizon situation, we note that Theorem
This is exponential ink’, which may be very large wheR [T.4] will still hold, as.the threshold policy constructed the

is large. To reduce the complexity, one could consider awsteProof does not require knowledge of the eavesdropper error

fD. Infinite Horizon

probability distributions covariances.
i 7720;2 ] P(P. % = Plvo, ..., v) V. AN ALTERNATIVE MEASURE OFSECURITY
wi,ﬁ P(Pe e = f(P)|vos - k) We have so far studied security from the viewpoint of trying

S to keep the eavesdropper error covariance above a cenain le

which has also been used in other works such[as[[9]-[12].

-0 P(P. e = fNH(P)lvo, - - . vk)

( . .
e,k v However other measures of security are possible (and may be
(V) P(Pe e > [N (P)|vo, ... vk) Y ’ ( Y

Tk | more appropriate depending on the situation). One altemat



measure of security is restricting the amount of informatio Proof: See AppendiXA. ]

revealed to the eavesdropper, where information is definedn order to prove Theorem V.1(ii), we will also need the

in an information theoretic sense [36]. More specificallg wfollowing:

want to restrict the sum of conditional mutual informationEemma V.2 The function

(also known as thdirected informatior{37]), revealed to the o

eavesdropper. The directed information measure has atso be logdet f™(P) —logdet f*1(P)

used in control system design with data rate constraints and . . .

source coding on the feedback pdthi[38], and joint sensor dndh 'ncreasing function aP for all n € N.

controller design for LQG control [39]. Proof: See AppendixB. [ ]
Let z. £ Ve kY = %,kfﬁi\k be the signal received by the The infinite horizon counterpart t6 (20) is:

eavesdropper. The conditional mutual information

K
.o 1
L 2 Ik ze k| %e,0y - - - s Zeo—1) I{Illlil}lhlf(ﬂjilop K ;E[ﬁtrpk\k + (1= B)1ek)

betweenz;, and z. ;, has the expression (see [36], [39]): 1 X -
= min lim sup E;E [B(l/k ArP+ (1= MU f (P jp—1))

L= l1ogdet P jg-1 — llog det P, j vk} Koo
% ? 1 (19) A ! logd P, 1 log det P
= s logdet f(Pex—1)r—1) — 5 logdet P, px + (=B 6(5 0g det f(Fe k—1j—1) = 5o det )}’
2 2 (21)
A. Eavesdropper Error Covariance Known at Remote Estima-AS in Sectiorill-C, whemd is unstableE[P,,] can be kept
tor bounded if and only i\ > 1— m The question now is
We may consider the finite horizon problem: whether one needs a similar condition dnin order to keep
' E[I. ] bounded, and hence ensure the existence of solutions
& with bounded cost to problem_(21). The answer turns out to
min E[BtrPyk + (1 — B)Le k] be “no” (i.e.limsupy_,o. = 1, E[I.x] is bounded for all
k=1 Ae). To show this, for a givenk, let the random variable
) K 7(K) denote the number of times wheyg, = 1 for k < K.
= ?%T E[E[StrPyy, + (1 = B)Lex Denote the random times between successful eavesdroppings
k=1 by N1, No, .. - Ny with Ny + Ny + -+ + Nyx) < K.
|Pk—1|k—17Pe,k—1\k—la k)] Then we have
K _ K
_ ?;i:}l; E[B(uk/\trP + (1= A F(Pecjp1)) % S Ell.4]
- k=1
+(1- B)kae(% log det f(Pyj_15_1) — %bgdet P)}, L[

1 N 1 _
(20 = EE Zl <§ logdet 7 (P) — B log det P)
for some g € (0,1), noting that in the computation of :T(K)
]E[Ie,k|Pk71|kfl7Pe,kfl\k717Vk]a Pe,k|k = P when v =1 — iE N: x i ll det fNi(P) — 11 det P
and~., = 1. The design parametet in problem [20) now K ; "N\ 2 og det f7(P) 9 08 C¢
controls the tradeoff between estimation performance at th -
remote estimator and the amount of information revealed to 1
the eavesdropper, with a larggr placing more importance < }E Z Nidy| < Ay

[~ (x)

on keepingE[P ;] small, and a smalle3 placing more L =1
importance on keeping@[I. ;] small. (22)
We have the following structural results: where the first inequality comes from the following resuilt:

Theorem V.1. (i) For fixed P, x_1)r—1, the optimal solution Lemma V.3. Let A be an unstable matrix. Then there exists
to problem [[2D) is a threshold policy af,_ |, of the form a Ay < oo, dependent only odl, @, P, such that

. 0, if Pyyjpy <P 1 /1 v 1 ]
Ve (Pr—1jk—15 Pe p—1jp—1) = { 1 othérv&i‘lscel -k N (5 logdet f(P) — §logdetP <Ay
where the threshold’} € S depends ork and P, ;1 ;1. forall N c N.
(ii) For fixed Pj,_1);—1, the optimal solution to probleni (R0) Proof: See AppendikT. -
is a threshold policy o, ;| of the form As (22) holds for all K, we thus have
. K
0, if Pup_ypps > P, limsupz_, oo % Y1 Elle k] < Ay < 0.

Vi (Pe—1jk—1> Pep—1jk—1) = { 1 Theorenf1l.4 showed that for unstable systems, one could
always find policies which can keep the estimation error

where the threshoIcPet,,C € S depends ork and Py, _qj;_1- covariance bounded while the eavesdropper covariancertgeca

otherwise

3



unbounded. We might ask whether using the alternative mea- K’ K

sure of security of this section, one can also keep the estima = K Z Ie i |Vy e, = 1]

tion error bounded while driving the information revealed t k=1

the eavesdropper to zero. Theolem V.5 however will show that Kmax

the answer is negative: in order to keep the error covariance ( ) K’ ZE eklV, Ve = 1]

. . k=1
of the remote estimator bounded, one will always reveal a

non-zero amount of information to the eavesdropper. Before

proving this fundamental result in Theor&mN.5, we will neelow consider the term Zk 1 Elle kv, ye,xr = 1]. Within
the following: this time periodK’, there could be a number of instandes

where~, ;, = 1. Denote the random times between successful
Lemma V.4. Let A be an unstable matrix. Then there eX'Stéavesdroppmgs b1, Na, ..., N, (xn, Where the random
alp >0, dependent only onl, Q P, such that variable(K’) denotes the total number of successful eaves-

N _ droppings within the time period’ (since . x = 1, we
~ i3 S log det /¥ (P) - 3 Jlogdet P) > A, haver(K') > 1), with Ny + Ny + - - + Ny, = K. Then
for all N € N. we have
Proof: See AppendixD. K’

K|V Ve, K' = 1
Theorem V.5. Let A be an unstable matrix, and assume tha& Z Lelv, vee =11

k=
Ae > 0. Then, for any transmission policy satisfying (K

1 ( N, 1 _
=—E log det fVi(P) — = log det P>
lim sup — Z E[Pyr] < (23) K’ ; 2
K—o0 L
one must have ) 1 ") 1 /1 N L _
:FE 2 Nixﬁi ilogdetf (P)—ilogdetP

v
|
=

1}g&f—ZE e,k . [ (k)
o > ONAL| =
for somee > 0 dependent only on,, A, Q, P. i—1

Proof: Arguing by contradiction, we first note that for
any transmission policy satisfying{23), the time betweey aWhere the inequality comes from LemialV.4. Hence
two successive transmission attempts must be upper bounded
by some constant,,.., wherek,., depends on the particular 1 Kmax
policy used. K D ElLeilv] > A (1 T K ) Ar,
Now fix such a policy satisfying (23). Call a sequence of k=1
transmission decisions £ {1y, vy, ...} admissiblefor the
policy if there is a sequendeyo, v1, - - - ; Ye,0, Ve, 1, - - - } Which
generates it. We will show that Zszl E[l x|v] > 0is lower

=

for all K > kpax. In particular,

K
bounded away from zero for any admissible sequan@nd 1 Z]E[ V] > AAL 2 €
all sufficiently largeK, thus proving the theorem. K P ¢
Fix a K > kmax and an admissible sequence Let K’
denote the last time over the horizdd when there is a for all sufficiently largek. n
transmission. The& — K’ < fimax, aNAK'/K > 1—FKmax/ K We now return to the probleni (R1). The Bellman equation
is bounded away from zero for all’ > k.. We have for problem [21) is:
i ;E[Ieﬂ”] p+h(P.P.) = min [P+ (1= At (P))
— reqo,
1 & 1 1 _
== ZE[Ie,khja’Ye,K’ =1 xP(yexr =1) +(1- B)V/\e(i logdet f(P.) — 3 log det P)
k=1 4 UMGA(P, P) + vA(1 — ADK(P, f(P.)) (24)

+v(1 = MA(F(P), P)
(1= X1 = A) + 1= )R(F(P), F(P) ]

ek|Va'YeK’ —O] X]P)('YeK’ —O)

FQ“ Mw

Ae
2 ? [Ie,klya’ye,K’ = 1] . . .
= Whergp is the optimal average cost per §tage arid ._) is
K’ the differential cost or relative value function [35]. Stduns
— % E[le kv, Yo = 1] h(.,.) to the Bellman equatiori {24) can be found using the

>
Il
—

relative value iteration algorithm. Define the functidn$, -) :
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SxS—Ras: block lengths and hence large delays. Nonetheless, the two

Vo(P,P,) =0 notions are closely related, e.g. the expression (19) fer th
B conditional mutual information is given as the log deterarih
Vi (P Fe) = Vér{%nl} {ﬁ(V/\UPJF (1 =vAtrf(P)) of the estimation error covariances. Other relations betwe
1’ 1 - information theory and estimation theory have also been
+(1- ﬁ)w\e(§ logdet f(P.) — 3 log det P) discovered in the literature, see e.Q. [41]-[44].
+ V/\/\eW(p7p) + V)‘(l - )\e)W(pa f(Pe))
+v(1 = MAVI(f(P), P) B. Eavesdropper Error Covariance Unknown at Remote Esti-
mator
+ (1= N1 = A) + 1= ) Vi(F(P), () } |
In the case where the eavesdropper error covariances are
for 1 = 0,1,2,.... Fix an arbitrary(P/, P/) € S x S. The unknown to the remote estimator, we obtain the problems:
relative value iteration algorithm then computes K
h(P,P.) £ Vi(P,P.) — Vi(P!, P]) }'{r;ikr; E[ﬂ(vmtrP + (1= vt f (Pe—1j5-1))
fori = 0,1,2,..., with (P, P.) — h(P,P.),¥(P,P,) € K _ 1
S x S asl — co. + (=B (Y 5 logdet S (P))mll)_; —5 logdet P) .

Remark V.6. In the infinite horizon case, the number of =0 (25)

possible values afP ., P. ;) is infinite. Thus in practice the
state space will need to be truncated for numerical solution

For instance, define the finite s&fY C S by ?mn lim sup — ZE[ BwrAtrP + (1 — v At f (Pe—1j5-1))
_ _ _ vk} K—so0
SN &P f(P),.... [N (P)}, e .
which includes the values of all error covariances with up td-(1—3)vkAe ( 5(10g det fH1(P)xl) — 7 logdet P)},
N successive packet drops or non-transmissions. Then one can i=0 26)

run the relative value iteration algorithm over the finitatst
spaceS™ x SV (of cardinality (N + 1)?)), and compare the for the finite horizon and infinite horizon situations respec
solutions obtained a8/ increases to determine an appropriat&jvely. Similar techniques as in Sectign]lV can be used to
value for V' [4Q]. analyze these problems.

We have the following structural results:

Theorem V.7. (i) For fixed P, ;_1),—1, the optimal solution VI. TRANSMISSION OFMEASUREMENTS

to problem[(211) is a threshold policy af,_;;,_; of the form In this section, we will briefly describe an extension to the
. . transmission of measurements, which can also be analyzed
x 0 , if Poqp1 <P i : - e
Vi (Pr—1jk—15 Pe—1jk—1) = ] using similar techniques as presented in the precedinigpasct

, otherwise Only the finite horizon situation will be studied here.
where the threshold* depends orP, j,_;;_. In the case where measurements are transmitted, the remote
(ii) For fixed Pj,_1|;—1, the optimal solution to probleni (1) estimator and eavesdropper will run Kalman filters. At the
is a threshold policy orP, ;. _;),—, of the form remote estimator, we have

“«(p p _ 0 i P 2 P Try1e = AZgs Bk = Trjp—1 + WKk (yp — Cgpp—1)
vi( k—1]k—1, L e k—1|k 1) 1 otherwise T
’ Pepijp = APy A" +Q,  Pur = Pyjr—1 — W EkCPrjp—1
where the threshold® depends orP, ;.
where Kj, £ Py,—1CT(CPyx—1CT + R)~!. We can thus
Proof: We can verify that the arguments used in the progfrite:

of Theoren 1 hold whew(.,.) is replaced byV(.,.), Az 0

and hence also holds fdr(.,.). The result then follows by jkﬂk_{ R Thlk—1 » VEVE =
noting thath,(P, P.) — h(P, P.) ¥(P, P.). [ Ay + AR (yr — Clgpa) s veye = 1

Pri— , Y =0
Remark V.8. In contrast to Theoreni V.1, for the infinite Pk+1k:{ g((PZI: 3 V:"Vy: —
horizon the threshold®* and P* do not depend on the time =17 ’

indexk. where f(X) £ AX AT + Q as before, and

Remark V.9. The motivation for considering .in p.roblems g(X) 2 AXAT — AXCT(CXCT + R)TIOXAT +Q,

(@ and [16) the mean squared error (or estimation error

covariances) at the eavesdropper rather than the mutualkinf From Kalman filtering theory, we have that(P) is an
mation is that since we are considering an estimation pnoble increasing function of” in the sense of Definition IIT]1. Note
using estimation theoretic measures is perhaps more daitakhat in [27) the recursions are given in termsigf, ), and
than information theoretic measures, which often assumgela P, (rather thaniy; and P;), which are slightly more

(27)
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convenient to work with. Similarly, at the eavesdropper we&he final stage costs of problem {28) are:
have
5 { Aie,lﬂk—l s UkYek = 0 ﬁ(uK)\trg(PK‘K,l) + (1 — VK)\)tl'f(PK‘Kfl))
ehtLlk Ao i1 + AK e k(Y —CZe i) » ViVe o = 1 — (1= B) (Vi Aetrg(Pe rejc—1) + (1 = VR AN f (Pe i) —1))
p _{ J(Pejk—=1) 5 VkVek =0
e, ktl|k =

g(Pe,k“c—l) s Uk Yek = 1’ For ﬂ = 073, PK\K—I = Pl, and PE,KIK—I = Pe, the final

stage costs wheng = 0 andvi = 1 are 5.4979 and 5.4427
where K. . £ P, jji—1CT (CP. -1 CT + R)™*. respectively, and thus it is optimal to transmit at tifie On
the other hand, forPgx_ = P> and P, g1 = P, the
A. Eavesdropper Error Covariance Known at Remote Estimfing| stage costs wheng = 0 and vx = 1 are 5.7103 and
tor 5.9216 respectively, and thus it is now optimal to not transmit
In the case where the error covariance of the eavesdroppeiti$ime K. But sinceP, > P, (as one can easily verify), this
available at the remote estimator, we may consider the enoblshows that Theore V].1(i) in general does not hold for vecto
(cf. (@)): systems.
K
minz E[BtrPeyajr — (1 = BUP gy1i]
b2 B. Eavesdropper Error Covariance Unknown at Remote Esti-

K mator

= min E[ﬁ(Vk/\trg(Pmk—l) + (1 = v f (Pyjr—1))

e} = Let us define

— (1= B) (v Aetrg(Pe 1) + (1 — Vk/\e)trf(Pe,Mk—l))}a FUP)2L gogo---0gog(P)
(28) —
where the transmission decisions are dependent ofty, FLp)

and P, x—1. For scalar systems, we have the following
structural results:

Theorem VI.1. Suppose the system is scalar. :
(i) For fixed P, j;—1, the optimal solution to problen (P8) is }-zk_l(P) 2 fofo-0fof(P)
a threshold policy onP;,_, of the form k
. _f 0, if Py <P where o denotes composition, and the ordering of tis
Vi (Prk—1, Pe,rr—1) = { 1 otherwise and f’s in F; is determined by the binary representation of
where the threshold®; € R depends ork and P, ;1. i and the correspondenge — 0, f — 1. Assuming that

(i) For fixed Py_,, the optimal solution to probleni{28) is;hoes;?éfflvgﬁjvi'?ﬁggso O‘IO :anpt a"’l‘(';d Vﬁ oo = t]; ] tgre“"t‘etggt
a threshold policy orP, ., of the form k+1lk

(FUPH), FLPT),..., FE-1 (P},

3

Vi (Pajio1s Poior) = { (1) gtr%}’f,‘v’ic;el 2 P Now define the belief vector (c.fL5))
where the threshold”’, € R depends ork and Py ;. wé?,z P(P. g1k = ]:g(]:a+)|,/0’ )
Proof: See AppendiX E [ - Wé;z N P(Pe i1 = ]—",i.(P*)|V0, C s Vk)
Example VI.2. The following is a counterexample to show : L
that for vector systems, Theorém VI.1(i) in general does not Wflj*U P(P, 1)k = Fe NP Yo, ... k)

hold. Similar counterexamples to Theorém VI.1(ii) can also

be constructed for vector systems, but for brevity will net bye can easily verify that the following recursive relatibips

presented here. for the beliefs holds:
Consider a system with parameters

12 02 B B Te b1 = P(Te oy Vit1),
A‘{o.?) 0.8}’ c=[1 -05],

Q=1I,R=1,A=0.6, \ =0.6. We have where®;(m,v) : R?" x {0,1} — R*"" is given by

= 6.2117 4.7680

+ = D (e,
P [ 47680 5.9176 } ' k(e )
k_ .
Consider the transmission decision at the final time instant 0 ... 0 ... a7 } a if v=0

k=K. Let £ /\ewgo) . /\ewgk_l) (1- )\e)wgo)

— 6.4 4.5 — T
P12P+’P2:[4.5 6.3}’P€:f(P+)' (1—/\5)742“1)}, if v=1

€
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The transmission scheduling problem is then given by

K
min > E[BaAtg(Pye1)) + (1 = A (Peger)
ukE{O,l}k:1
211
-(1- (Vk/\ Z (Fie 1P+)(’;€_1
2’“‘1—1
+ (1 — vgde) Z f(F ) (,2@—1>:|’

(29)

where the transmission decisions are dependent ofty;,_;
and 7. ,—1. Similar to Theoreni IV, we have the following
structural result:

Fig. 2. vj; for different values ofPy, 1,y = f™(P) and P, j_1jx—1 =
Theorem VI.3. Suppose the system is scalar. Then for fixdd (7)) & timek =4.

Te,k—1, the optimal solution to probleni{R9) is a threshold
policy on Py ;. of the form

* 0 5
Vi (Pyje—1,Tek—1) = { 1

where the threshold’; € R depends ork and 7 ;1.

if Pyp—y < Py
, otherwise

VIl. NUMERICAL STUDIES
We consider an example with parameters

1.2 02
A:[O'?) 0.8},0:[1 1],Q=1,R=1

The steady state error covariankeis easily computed as
p— { 1.3411 —-0.8244

—0.8244 1.0919
A. Finite Horizon

We will here solve the finite horizon problem wifki = 10.
The packet reception probability is chosen to be= 0.6,

Fig. 3. vy} for different values ofP,_qx_1 =

. f(P) and P, jp_1jk—1 =
fe(P), at timek = 6.

and the eavesdropping probabilily. = 0.6. Assuming that *r o aty ©
the eavesdropper error covariance is available, and ubiag aor
design paramete? = 0.7, Fig.[2 plotsy; for different values 35

of Py_1jk—1 = [ (P P) and P, . k=1 = fre(P P), at the time
stepk = 4. Fig.[3 plotsy; at the time stefi = 6. We observe
a threshold behaviour in both, 1,1 and P, j_1|x—1, With

the thresholds also dependent on the tinan agreement with

Theoren{1IL3.

Next, we consider the performance/ss varied, both when
the eavesdropper error covariance is known and unknov
Fig. [4 plots the trace of the expected error covariance
the estimator [Py ;] vs. the trace of the expected errol
covariance at the eavesdroppeE[f, ;,]. Each point is
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104 g
5
l
4

0

eavesdropper covariance unknown, Sec V
T T T T T

eavesdropper covariance known
eavesdropper covariance unknown
eavesdropper covariance known, Sec V

6 8

12 14 16 18 20 22
tr E[P

k|k]

obtained by averaging over 100000 Monte Carlo runs. We see
that by varyings we obtain a tradeoff betweer®jP;,.] and Fig. 4. Expected error covariance at estimator vs expeated eovariance
trE[ P, xx], with the tradeoff being better when the eavesdrojt eavesdropper. Finite horizon.
per error covariance is known.

Fig. [B plots the trace of the expected error covariance
trE[P ;] vs. the expected informatioR|I. ;] revealed to the solutions to problemd (20) anf (25) give worse performance
eavesdropper, wherg, . is given by [I9). For comparison,in terms of the tradeoff betweerP;,,] and ti[P, ], but
the performance obtained by solving probleins (20) (2Bgtter performance in terms of the tradeoff betwe@hzy, ]
in Section[Y is also plotted in Fidl 4. We observe that thendE[I. ], since they directly optimize this tradeoff.
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E[Ie,k]
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A eavesdropper covariance known
V  eavesdropper covariance unknown
eavesdropper covariance known, Sec V

O  eavesdropper covariance unknown, Sec V
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tr E[P

k|k]
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0.6

13

[e]
o

eavesdropper covariance known
eavesdropper covariance unknown

0.5
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E[Ie.k]
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, , , , ,
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tr E[Pk‘k]

. . . .
0 20 40 60 80

Fig. 5. Expected error covariance at estimator vs expeatéarniation
revealed to eavesdropper. Finite horizon.

Fig. 6. Expected error covariance at estimator vs expeatéarmation
revealed to eavesdropper. Infinite horizon.

TABLE |
EXPECTED ERROR COVARIANCE AT ESTIMATOR VS EXPECTED ERROR
COVARIANCE AT EAVESDROPPERINFINITE HORIZON.

with Theorenl \Zb.

X =0.6, \e = 0.6 A =0.6, \c = 0.8
t || VE[Pyp] | UE[Pe k] UE[Py] | VE[Pe k] VIl ConcLusion
1 5.50 19.49 5.32 1.66 In this paper we have studied the scheduling of sensor
2 7.53 523.06 7.60 14.05 transmissions for remote state estimation, where eacls-tran
3| 1076 | 2.82x 10: 10.67 136.06_ mission can be overheard by an eavesdropper with a certain
g ;ggg 11_‘1291;110010 ;g:gi f:;;l - 185 probability. The scheduling is done by solving an optirrizat
5 3507 | 3.68 x 107 3504 | 6.83 x 10° problem that minimizes a combination of the expected error

covariance at the remote estimator and the negative of the
expected error covariance at the eavesdropper. We havederi
structural results on the optimal transmission schedwiihigh
show a thresholding behaviour in the optimal policies. la th

We next present results for the infinite horizon Sltuatlori1r'n‘inite horizon situation, we have shown that with unstable
Table[] tabulates some values of£{P; ;] and tiE[P. ],

obtained by taking the time average of a Monte Carlo rs stems one can keep the expected estimation error cogarian
of length 1000000, using the threshold policy in the prol:%{)unded while the expected eavesdropper error covariance

: . : . ) ecomes unbounded. An alternative measure of security has
of Theorem which transmits at timé if and onI_y_ i been considered, where in the infinite horizon situatiorhwit
Py_1jk—1 > f*(P). In the case\ = 0.6, A\. = 0.6, condition

(I4) for unboundedness of the expected eavesdropper Covur1|§table systems, we have shown that the prected amount
ance is satisfied when> 2. and in the casa — 0.6. \. — 0.8 8f'information revealed to the eavesdropper_ is alw_ays I0\_/ver
— o e "~ _bounded away from zero, for any transmission policy which
(Wherg the eavesq_roppmg prqbab|l|ty IS h|gh.er. than théeeac keeps the expected estimation error covariance bounded. Ex
reception probability), conditiorL(14) is satisfied for> 3. tensions to the basic framework have been considered, such

We see that in both cases, by using a sufficiently largme as the transmission of measurements, with an extension to

can make the expected error covariance of the eaveSdrOpl{?I%rrkovian packet drops currently under investigation.ureit

very large, while keeping the expected error covariancaet tWork will include the investigation of other techniquespired
estimator bounded. b

Finally, we consider the performance obtained by solvingf/ those introduced into physical layer security [7].
the infinite horizon problemd(21) anfd_{26) A&sis varied,
both when the eavesdropper error covariance is known and
unknown. We use\ = 0.6, A, = 0.6. In numerical solutions A. Proof of Theorerh M1
we use the truncated s&t" from Remark .6 withV = 10. Define Ji.(-,-) : S x S — R by:
Fig.[@ plots the trace of the expected error covariariégy,|
vs. the expected informatidg[ I, .| revealed to the eavesdrop-
per, with ti£[P; ;] and E[I. ;] obtained by taking the time
average of a Monte Carlo run of length 1000000. We again
obtain a tradeoff betweeni{Py, ;| andE|[I. x|. However, here
the expected information revealed to the eavesdroppelyalwa
appears to be bounded away from zero, which is in agreement

B. Infinite Horizon

APPENDIX

Jry1(P, P.) =0
J(P,P) = min {B(u)\trp + (1 — VA f(P))

+(1- ﬁ)me(% log det f(P,) — %logdet 15)
+ M i1 (P, P) + vA(1 — o) Ty 1 (P, f(P2))



14

+v(1 = XNAeJrs1(f(P), P) X = 1ogdet TP + A1 = ATk (P, f7TH(PY)
+ (=N =2 41 =) e (F(P). SR} N Wk (F(P), S (PL) }
fork=K,...,1, and define:
or(P, P.) £ BAtrf(P) — BAtrP
—(1- ﬁ)/\e(% logdet f(P.) — %logdet P)

-1 - ,\e){(l - B)u/\e% logdet f"T1(P!)
+ A1 = Ae) T (P, fTH(PL))
(1= (1= A) + 1= s (F(P), LB |

L= =N AP R) G | o
— Medit1 (P, P) = M1 = M) Jks1 (P, f(Pe)) —[-01-00- Ae)]{(l — B)vAeg logdet [ (Fe)
(1= VA (F(P).P) FVA =N (P (R))

Part (i) can then be proved using similar techniques as in the+ [v(1 — \)(1 — \.) + 1 — v]Ji1 (f(P), f"“(Pe))}
proof of Theorenf IILB(i). 1
The proof of (ii) requires a more delicate argument invadvin + A\(1 — /\e){(l - ﬁ)u/\ei logdet f"T1(P,)
the use of LemmB V2. We want to show that for fixBdthe I
e AL = ATt (P, 7 (P)

function ¢ (P, P.) defined by[(3D) is a decreasing function o
P,. This will be true if we can show that "
+[V(l_/\)(l_/\e)+1_y]Jk+1(f(P/)7f +1(Pe))}}

(1= Bheglogdet f(P) + (1~ (1= V(1 - A)

X Jk(f(P)af(Pe)) - /\(1 - /\e)Jk(paf(Pe)) = ug{lg)nl} {V/\(l - /\e){[l - (1 - )\)(1 - )\e)]
is a decreasing function aP. for all £. Using induction, we BN " , _ ,
will prove the slightly more general statement that X o1 (P, f +1(Pe))_)‘(1_/\f)Jk+1(P= FrR))
1 — 1= (1 =N = A s (P, fTHH(Pe))
—(1- [‘3))\85 logdet f*(P.) +[1 — (1 = A)(1 = A)] +A(L - )\E)JkJrl(p) fnJrl(Pe))

X Jp(P, f"(Pe)) = ML= Xe) (P, " (Pe))

1
— (1 = B)Ae= logdet fTH(P)
is a decreasing function aP, for all &, all n € N and all 2

PP €S. + (1= B)Ae log det f”“(Pe)}
The case ofk = K + 1 is clear. Now assume that for 2
P> P + (1= N1 = A) + 1= {[L = (1= X)(1 = 2)
_ (1 _ ﬂ))\e% 1ogdet fn( ) [ ( )\)(1 )\8)] XJkJrl(f( ) fnJrl(P )) /\(1 Ae )Jijrrll(f(P/)a fnJrl(Pé))
PP AL AP () — 1= (1= N = A1 (F(P), (R
D ’ ‘ (1) A=A T (f(P), fTHH(Pe)
(1_[3))\ _1Ogdetfn( )_ [ ( )\)(1 )] _ (1 —ﬂ)Ae%IOgdetfn—’_l(Pe/)
x Jy(P, f"( )+ AL = Xe) (P, f7(P,)) < )
or equivalently, +(1- ﬁ)/\e§ log det f"*l(Pe)}}
1 n /
- (1 - ﬂ))\ei 1Ogdet f (Pe) + [1 - (1 - )‘)(1 - )\e)] +(1_B))\e% logdet fn-i-l (Pé)_(l_ﬁ)/\e% logdet fn+1(P€)
P SED) =N RIS ED gL = 5L togdet (2
+ (L= B)he logdet f(P) ~ [1 = (1= X)(1 - A,) L, ‘ 27 e
x Ji(P, f"( 2)) + AL = Ae) Ji(P', f*(P.)) > 0 n

where the first inequality holds after some cancellatiord an
holds forl = K + 1, K,...,k+ 1. Then the equality is a rearrangement of the terms. The last idi&gua
1 o holds (for both cases* = 0 andv* = 1) by the induction
— (1= B)Aeg logdet f(Fe) + [1 = (1 = A)(1 = Ac)] hypotheS|s-2) and the fact that— )\ 2 log det f™(P.) —

X Ji(P, [ (Pl)) = M1 = Xe) Ju (P, f"(P.)) (1 = B)Ac 5 logdet fm+1(P.) is an increasing function oP,
1 by Lemmm
+ (1= B)Aeg logdet f"(Pe) = [1 = (1= A)(1 = Ac)]
X Jk(P f”( )) + )\(1 -\ ) (Pl,fn(Pe)) B. Proof of Lemma V2

) 1 It suffices to show that

> —(1-— = " — = "

> —(1 B)/\eZIOgdetf (Fe) + (1 = B)Ac 5 logdet f*(Fe) log det P — log det, f(P)

+omin {1-(1-N(1- /\6)]{(1 — BV is an increasing function of’, as the property thaP >
ve{0,1} P = f™(P) > f™(P’) then implies thatiogdet f™(P) —



logdet f"*1(P) = logdet f*(P) — logdet f(f™(P)) is an

increasing function of. Let S denote the set of all symmetric

positive semi-definite matrices. We will use the charazteri
tion from pp.108-109 of[[45] that a functiof” : S — R

is matrix monotone increasing (which corresponds to Defini- 1

tion when restricted taS) if and only if the gradient

VF(P) > 0,VP € S. We have (see e.g. p.641 of [45])

that Vlogdet P = P~! (from our assumption tha® > 0,
we have @, and henceP, being invertible), and by the
chain rule thatVlogdet f(P) = Vlogdet(APAT + Q) =
AT(APAT + Q)~'A. Then

V(log det P — log det f(P))

=P 1 —AT(APAT +Q)~!

=P 1 - P lPAT(APPIPAT + Q)" tAPP!

— (P+PATQ 'AP)™

>0 VPeS,
where the third equality uses the matrix inversion lemma.

C. Proof of Lemm&a V3

Given a square matriX, let o,,i, (X) andomax(X) be the
minimum and maximum eigenvalues &f respectively if they
are real valued, and l¢t,,.<(X)| be the spectral radius of.
Denote the largest singular value &f by spyax(X).

We have

1 /1 o1 _
N (Elogdetf (P) - ilogdetP)
1 N-1
N N m m
N{ log det <A P(AN) +mE OA Q(A™) >

- % log det P]
L]l N 5 NN\T
<%¥l3 logdet | A™ omax(P)I(A™)
+ Z A™ Umax Am) >:|
[— log det <0max(p)AN (AT

+ Z Tmax(Q)A™(A™) )]

We also have

UmaX(Am(Am) ) max((Am) ) max((Am)) (A)
where the inequality follows from e.g. p.454 of \'46]

1
N

< g2m

— “max

Then by Weyl's Theorem [246, p.239], all eigenvalues ofV

Omax (P )AN (AN)
than

Zm 0 Tmax(Q)A™(A™)T will be less

+ Z Umax

omax(Q)(S§1JXX(A) —1
S?nax(A) -1
Umax(Q)
m) S (4)

max

de de A)

15

Recalling thatn, is the dimension of:;, we thus have

<§ log det fV(P) — %1ogdet P)
[l log det <0max(p)AN(AN)T
+ Z Umax Am Am) ):|

=5 [l gHal (Um&x AN(AN)

+ Z Tmax(Q)A™(A™) )}

[5 log ((0max(p) + %)nm o (A))]
3o (omaX@) L om(@)

)\
= N + Ny 10g Smax(A)
Ay < 00.

1
N

N

IN

max (A) -

[I>

D. Proof of Lemm& V14

The proof is similar to, though slightly more involved than,
the proof of Lemma VI3. We have

1 /1 o 1 _
N(§1ogdetf (P)—ilogdetP>

N-1

! [ log det (ANP(AN + Z ATQA™) )
m=0

N
! log det P
5 g

B log det (AN P(AM)T + Q) — % log det P}

B log det (oumin(P)AN (AM)T + Q) — % log det P}

We also have
Tmax (AN (AM)T) = 57 (AM)T)
ZlamaX((AN) )|2 |omax (4)
where the inequality now follows from e.g. p.347
of [46]. By Weyl's Theorem, the largest eigenvalue
of omin(P)AN(AMT + @ will be greater than
Omin(P)[Amax(4)[?Y, and the remaining eigenvalues of
Omin(P)AN (AN)T + Q will be greater thamr,;, (Q). Thus

|2N

1 _
< log det fN (P )—ilogdetP>

l log H o; (crmm AN (AN) Q) - % log det P

e p N — 1 _
=N [5 10g (0min (P)]omasx (A)*Y o755, (Q)) — 5 log det p]
= gl (A1) + 37 |5 108 (o P (@)

1 _
—3 log det P}
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Let N’ be sufficiently large that is an increasing function oP for all k, all 7(.) formed by
compositions of the functiong(.), ¢(.),id(.), and allP., P, €

11 _
Ay 210g(|omax (A)]) + N’[ log (omin(P)onz Q) S. The case ofk = K + 1 is clear. Now assume that for
) P>P,
- glogdet P > 0. 1= 1=V A=A (FF(P), P) =M\ (Fo(P), P))
—AM1=X)Ji(F , Pe AeJi(F , P

which can be satisfied sinde,.x(A)| > 1. Then we have ( ) N(Fg(P), Pe)= ,( MAIFI(P) ,e) ,
L (Llogdet fN(P) — Llogdet P) > A, for all N > N, —[1= (=N (A=A T (Ff(P'), P.)+ M i (Fg(P'), P,)
~ Next, sincefN(P) > P > 0,YN € N, and fN(P) # FAL=A)T(Fg(P'), Pe) +(1=NAI(F f(P'), PY)
P, one can use Theorem 8.4.9 of [47] to conclude that> 0
det fN(P) > det P,VN € N. Letting (35)

holds forl = K +1,K,...,k+ 1. Then

. ) [1=(A=N A=) Te(Ff(P), Pe) = A Ji(Fg(P), FY)
we ha\ieﬁ (.5 .logdet fN(f’) — 3 logdet P) > A, for all “A1=2)Je(Fg(P), P.)— (1= M) AeJi (Ff(P), P)
N < N’. Defining A;, = min(A;, Ay) then gives the result. U= (1= N A=A (FF(P), P+ AN (Fg(P'), P))

AL AP P (L AT F TP, P

1 1 _
Ay 2 logdet fV(P) — = logdet P 0
2 Ne{12 ..... N’}N( og det f7 (P ) 2 g e )>

E. Proof of Theorerh VII1

In order to prove Theoreln VI.1, the following result from> min {[1 —(1=XN1- )\e)]{B[V/\gff(P)
[31] will also be required: ve{0,1}

Lemma A.1 (From [31]). Suppose the system is scalar. Let + A= vNfFP)] = (A= BlrAeg(Pe) + (1 = vAe) f(Fe)]
F(.) be a function formed by composition (in any order) of + VA Jit1(9F f(P),g(Pe))

any of the functiong’(.), g(.),id(.) where + A1 = X)) Jkr1 (g FF(P), f(P.))
A20? p? F (L= NAedes1 (fFF(P), g(Fe))
f(P)=AP+Q, g(P)=AP+Q- o,
(P) 9(P) C2P+R + (1= N1 = Ae) + (1= V)] Jep1 (fFF(P), f(Pe))}

andid(.) is the identity function. ThetF(f(P)) — F(g(P))
is an increasing function ob.

(i) Define the functions/i (-, ) : R x R — R by: +(1— /\)/\E{B[u/\g}‘f(P’) + (1= vA)fFf(P")]
JK+1(P7P€):O _(1_ﬁ)[y)‘eg(Pe/)+(1_V/\e)f(Pe/)]
Jiu(P,P.) = min {B(u)\trg(P) + (1 —vAtrf(P)) + VA Tk 1(9F f(P'), 9(F7))

’ mffégw R + A1 = A) i1 (9F F(P'), f(PY))

AN e v (1 — MAJ Ff(P"),g(P

+ A Sit1(9(P), g(Fe)) + vA(L = Ae) Juga (9(P), f(Pe)) FE AU ZIED.9F)

+ (1 = MAeTk+1(f(P), g(Pe)) + I =N = Ae) + (1= )] Tes1 (fFF(P), f(Pé))}}

+ (VL= N (1= A) + 1= ) Jea (F(P), F(P)) }

(33) Since fF(.) and gF(.) are also compositions of functions

of the form f(.), g(.),id(.), Lemma A1 and the induction hy-
for k = K,...,1. Then problem[{28) is solved by computingpothesis[(3b) can be used to conclude, after some calcuatio
Ji(Pyjp—1, Pegjp—1) for k = K, K —1,...,1. For scalar that the above is positive.

systems, define: (il) We now wish to show that
o(P, P.) L= (1= N (1= A TP, Ff(P) = MeJi(P', Fg(P.))
2 BAF(P) — BAg(P) — (1 = B)Af(Po) + (1 — B)Aeg(P.) — A=)k (P, Ff(Pe)) = (1= N ATk (P, Fg(Pe))
+[1 =1 =N1 =2 Ter1(f(P), f(P)) is an decreasing function d?. for all k, all 7(.) formed by
M1 (9(P), g(P.)) — AL — Ae) s (9(P), f(P.)) compositions of the functiong(.), ¢(.),id(.), and all P, P’ €
S. The proof is similar to part (i).
- (1 - )‘))‘eJk-l-l (f(P)ag(Pe)) (34)
As in the proof of Theoreni II[3(i), we wish to show that REFERENCES
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