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Android Multi-Level System Permission Management Approach
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Abstract: With the expansion of the market share occupied by the Android platform, security issues (especially application security)
have become attention focus of researchers. In fact, the existing methods lack the capabilities to manage application permissions without
root privilege. This study proposes a dynamic management mechanism of Android application permissions based on security policies. The
paper first describes the permissions by security policies, then implementes permission checking code and request evaluation algorithm in
Android framework layer. Experimental results indicate that the presented approach succeeds in permission management of Android
applications, and its system overhead is low, which makes it an effective method for Android permission management.

Key words: permission management; security policy; SELinux; request evaluation; permission check
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i, Android 4045 #4524, BUIR £ I ML R 4% i 45 Android J&sJZ K H 92 Linux A%, 12 M43 T Java K21
PLIFAE A 132 4T 3K 2 SRR 2 22 0 E 2 Y 22 4 60051k FH AR [R] R AL ).

Android REEE)JZ M T Linux AAZ X% Linux k45, HACRR S B4R H 2 Linux R48 H A 1) DAC 5
T DAC H5ERY T L7 0] 44 s (R REURL 2, W8 V5 P A 8 mT DA T8 50y il A PR A5 1) R — B i, BT - Google
M Android 4.3 JF 45,35 #7 5| A& T SELinux 220 B AL, 3 4F Android 5.0 A L X} BT f5 domain #4047 enforcing
#i5\ .SELinux [f] I} 4 %5 Domain Type Enforcement(DTE),Role-Based Access Control(RBAC)H! Multi-Level
Security(MLS)iX 3 ™22 445 2 1) sEIE.

SR, H AT (¥ SELinux 7347 75— 46 [ ¥, 41 RBAC,MLS 4522 4 HL i ¢ i b T A7 13 H, Android 5281 T MLS
PR K FL6E WL (H & T MLS SEms i 52 75 Z 4k 3is Bell-LaPadula(BLP)REHY Sy 4 — AN 5= AR 24K 8 B (G 4K,
YIS “ U R R I e 21T T 5 A%, R U BT MLS B8 v JU — AN 22 42 50,88 g e v R 3 SN A
HLBR G2 A6, SELinux T S HF SR W (19 2 725 0380, 10 A7 70 S0 25 2 5 0 A 3 28 B8 503 B DA B 7 384
330 Android F ZE7T THI I Bk I 114 T 28 i e 00 AT #1280 s 56, 45 A B, H 7 1K) SuperSU KingRoot %5 T
H B4 LA Android 5.1.0 R3 JRA ) root $28, AT A VF 5 = 77 N T 3R I R B d mi A PR, 45 R et SR Ak K1
AR,

Android |2 & 325 0 37 o B AR (4% B i T Android X B I ASCBR &5 BE AL 1) 22 AN B A0, — HL DL
SR Bk 2 0f N AN BRAEAT 3 R (R 48— 1) 2 B B G272 SO X Android B H (AL B B4R 1) T 1R 2 5k
TEEFEQFELUT 3 FESTA RGN T FEANS T

HAT W EAR AR N AT L App Shield, bty i 32 208 I 5 SO I FE > APK %3640 (1) AndroidManifest.xml
SR S B PR A 4 4, AR P AT UL AR O IR T S B R EOR AT A S R Y R A 4,
AN A BSOS FH 22 3 I 7 10 75 0 St 0 3, 4 T Py Sl i .

ARG T 7 A g R gk 2 PDroid ™, ik s 100 3 6 A AZEAT A8 T, 7T AT RO AE R 48 APT 1A A% 251
FH Ak VAR AS: 5 R, AT T S FH (1) 3R G KR FH R AT 42 48k b0 5 vk ) R P 0 75 TE T R AR N A AT S AR e B4
TE root PP, 755y % F Goits U B, — B % R e WAL HEAT TG0, M R G AR T 2 288, 7 B = BT AR 4
WIAZ U AR T ST, A 3 .

FI AT BB AT IO PR A B A e 7 R TE N TPV H BT A R R 360 FHL LM LBE %4k
U 3X LB B 30 1 SE U1 Android FRETH root BUPRLHE T RN R GEHE L2 208 S B I AL R PR 28 496 R AT 4
)2 — A P 7 BEEAT B PR R FH ST, £ M 25 3K 6 A0 T 11 ) R 00, e A A N T %) SR R e AR R
JS LIy 30 e 2 WO AXE (R A e g G 8 M A e 3 F T LT BT TR R G WA AL LA AR 1 ) R, F5 24T root
PRAE SR PRI S5 = BUPR, 1T root ERAEAR 5 25 R G5 ke 6.

T P Android - & 7S [R] )2 O A B FR )R 28 i, A S48 HH T 22 2 ) Android AR A B 5 R TE &
SRR 7 LR T ) MLS 1 Linux P ACRBEE, HF45 H T Linux H A AR IC R B MLS 22444 LW
TR RS LEN AT T 2T Android M IR PR 2 7 % B T 26 Bevh 22 4 SR s SR IR 9 25 RS
3P 45 U SR VPAl SRR, TR R G0 TR DG B A7 25 T B SR A 2 i, AT A 2R 1 Android 8 F AL BRI 2 7 4
B i) i

ASCE AN A HTHLA K Android BIRBRIEEI 5L IE AT A Z .58 1 4 i MLS ) Linux H AL
FRASAL 26 2 A5 4R 12 N (R B0 A BB BEALEI. 28 3 5 45 AR G SR I AT SERR B0 0IE 0 5 30 4 TR E A 3,
25 H AR SR I 5 7 1)

1 JEZEH Linux f P PRIER

1.1 LinuxF PR X R 152

H T RYOBT A Android RGAFTEN root $RAL i) A SCHR AT MLS 1 Linux H AR . Android
AGEJEFT Linux W, 2 Linux H 58S {H 2 Android R 402 ¥ H 7 A4, Linux A& 80 10 H F S %
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AEXFMHAE R ZYI T T Linux HPEARW S SCEARR P Linux H 7R K 50 AS 7 165 H B8R

%1% Android 5.1.0 BL{E i FH AT 52 4 Linux HI /2,36 h 1A 15 AN P 4 0 UID AT, 30 Ak 37 AT P U4

NHERE GID 83 S UID/GID KA 3X 15 AME N BERE UID (9 P2 43 1) 2
root,system,logd,nobody,shell,radio,drm,media,install,keystore,media_rw,camera,nfc,wifi,Bluetooth.

AR SCHEH I Linux FH P AR B (%0 AR B2 453X 15 AN SR F R G5 M 3047 BB X/ i il 4,4
FU R U 75 N R AT Uy <, Up, KR Uy IBUR B E 5 7R U AR BL7E X B <, AR A% K & p
7 “permission”, 1% K R A LB

MAFAE 3 AP UL U Us 2 Uy <, U, M1 U, <, Us I, 0T LLA B3 5 U, <, Us.

Android F 48 BARBEA I % Linux /7 Z AIE9C R (B T root AR % 1 41), E e A< S0l 73 #1 Android Y5t
B PR A PR s A A B, G Limux JTJ 77 22 [ (R AL BR 3 2 A7 — S A A6 X S A AR SRR I O T P LR K ).

FAABBRMN 1. 3Eid Android JA% %) Linux /€ UG ER, o CAHEWT B 2 0] FR 6 R

FAPRBRAI IL 83087 RGN B S0 H s R0 4 AR 38— A0 3 L 2 B RR 22 v 1 S U,
ASCA N J A2 K Linux 7 AR 6925 J& 205060 2 1) Linux FH 7 BOACRR.

APBBRMN L 8 Android 5 A R G MR 55 1 & 1 A 8 41 AR 45— U8 3 Ll 8 ZH AL PR EZE v 1) Jie
DU, AR SCAA Ay g 0 I () Limux FH P FROASC BB 35 JR 008 I8 19 Linux HI 7 (RIBCRR.

T LA 3 AN AR SC AT T 15 AN HERE UID [ Linux H 7 2 A B R AL 4 56 3R, 36 1.

Table 1 Permission containment relationships of the Android’s Linux users

#& 1 Android &4 Linux H 2 Z [RIIAUR A5 ¢ &R

Android fRAB {7 AR PR E KRR
system/core/include/private/android_filesystem config.h FH P ACBR R 1 A A <, root
system/core/rootdir/init.rc JH BB 11 radio <, system
system/core/include/private/android_filesystem_config.h FH AR R 1 nobody <, system
system/core/include/private/android_filesystem config.h FH P ACBE B 1 media_rw <, media
system/core/rootdir/init.rc FH P ARURR B 111 camera <, media

W R 1 FIBRA B O RT3 AT 453, B 44 Al FE A Linux FH P BUR ¢ R W TE 45 0, an 1 1 o,

| system| | install || logd | | shell | | media | | nfc | |wiﬁ| | bluetooth | |drm| | keystore |

radio nobody | media_rw | | camera |

Fig.1 Relational tree of Linux user permissions
K1 Linux H P BRI RZB
BEXSE LY Linux H P BBRC R, 2 U U, 2 A Linux H P 0] 6E S 51242400
YR L WHRE U, <, U,WZEEIE U, B IIEREXS Uy JTAa WSO 4T3 AT 28 28 1 B4
YR I WERA Uy <, U, WEEIEN U, B @ ERE S Uy BTl 1 SR dEAT 5 2 B B4
YR IL. WA Uy <, U, AR I U, @ R ERRXS U, 7 s () 10 R AT Sl 46t
o R AR EE getattr,read,ioctllock 55, BAT R AEUEE execute,execute_no_trans, 5 T
EEVEAL TS append,write.

1.2 MLSZE£HMERE X

Android R H ) MLS AL 224 g2 K 28 9% R0 i W 45 R 3R 1R, 4% 300 sensitivity[:category _set],
sensitivity 4 % 2%, H ff Android R4t A — A% 2 s0;category_set J& VEBEEE, 21 Android R Gt 76 BEEE ) 75 45
£ T Android A & AN HESZRERATES 1.1 14 H 1Y Linux H P AR PR R T B8 0% L% A% Y 3 7
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H Android I 112 AN B AT 52— Fp MLS ‘LA 1A R E R Z A LGS 1.1 371 Linux H M
PR AR 49 kg S P 85 25 RN G WS H R (1) MILS M2 A UE 36 48 47 5 5 0 i (R R AE SUAR S

SV (RGO SEAEUIE 8 00 T i 8 AR Y0 i 380 7 0% 50 RO G A T T, Y00 5 40 I 42 FIR A I 724 R AR
A R AT 43 I, 23 B0 56 U AR F % MLS 15 X5 Linux FH P A SRR L — 30 BAR M E0VERUT IR L R
VAL Linux JH BRI 0 0 S R n, 2 WA U B 0N 5,005
AW BBy s, WAL 0 AL s
A @M R, B b T T AR T
BB BT 55 05 S E N (N, ), LN, T A m B 44K
7 ¢ MTEIESE R C, 70T 5 fF ITEEEE S CoMIAT C=CL{N,.};
TSGR, B cp BT R T IR
SR 1.1 F5 ) Linux 7 BCR 96 R BT R 0L B B 2 b 4 B Hoh s 2 s2>51>50.

Table 2 Generated MLS levels of the Linux users
F 2 BRI Linux P MLS 242

EHCNGECRONONGC)

Linux | /1 MLS % 4%

root s2: {root,system,install,logd,shell,media,nfc,wifi,bluetooth,drm,keystore,radio,nobody,media_rw,camera}
system s1: {system,radio,nobody}

install s1: {install}

logd s1: {logd}

shell sl: {shell}

media s1: {media,media_rw,camera}

nfc s1: {nfc}

wifi s1: {wifi}

2 FRERAMHSIREREE

Android V-5 35 130 SRR RS TR MAE . MG, AL 2 ThAg AR N ] 4 I, Android
Zeuiy I AT LU 21N BT A (OBCRR B P AT DA B B 7 ST 45 2 3 B A 2285 {H )2 Android REGEA G
7 SEBLAE N R 38 AT I B B JE AR B 16 ) g B, Android B TGV 0 AR B 3k AT B A 02 7 8 3 B |y T T
RN A, S E N A G FAEEEAE, SEULS IR EZ 5 8 5 0 MBR, 8 2 4824 FH P 30 1t %<
A G SR — Pl RE A AT 2 B P 7 e e Y JE W — 35 3 L R R B BE AT 202 TR A A RS AL R4 Android
F107 7 FED OB 5 L ) 2R 9% 8 DK R o i 4 3t P P T AR 30 L 11 5 75 SRR P 50 2 A RS 0 4 e G AU 1y 3090 3k A 7
PR 5 R FH 22 A A 6 B AR 48 SO SR L 2 A = N H A IR BEAT B7 i N3G 3 Android 122 4%
P X I, AR SCER T — ke Android N 2 25 BUBR T BRAR L FL AR R AR 1 2 BTOR.

Android
—— Request —> PEP Permissions

T X
Request
Decision &
Obligations
v |

Request >/
PDP L PIP \
J Response )
3 S )
. Query

Request Policy Database
i

PAP

Fig.2 Dynamic management model of Android application permissions
2 Android N I URR 2 2% B
SR ¥l 52 1 (policy decision point, i B} PDP)/E A b1 1% 00 RO A7 B, L 3 582 40 57 S s f) e S5 L) S mis £
5 i (policy information point, [ A% PIP) it 57 & i 5 s 4L 4% 2 (policy database), — J7 Tl 7] 3¢ % 55 ¥ 53 (policy
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admission point, & X PAP)HE AL A5 & & LR IS 1982 11, 55— J7 1HI 7] PDP $24L 58 & LU - ok 36 SR W& 0T 55 (policy
enforcement point,fiij#k PEP) 1% 41 57 [] PDP A% %1% 5K I 40 AT PDP 117 [) 42 il P 5 AR TAR IR FE JE :PDP M\
PEP Ab45 32 7 5K Ml PIP AR SRS VP A% 1218 3K IR AR E 3R [0 45 PEP.
PIP 2030 ik s SCPF 8 a1 T FRAT 20 H SR S A (R RIS 15E 9.
2.1 REETHHA&IL A
SRS SC AP T S 5O v P SR S 3 Andrroid 8 FH 452 RS S 10 47 fi, SR SCPESR I XML A 2 0R i 4 51,
T RS .
1. 222 U HI 251K X.509 TE5. 54 signer SR HB AL &5 4.
2. (signer signature="“)JUE ] L& ZAFILE.
allow-permission: i€ 3 — 2 ¥ ¥ 0] FIAL R (H 4 ).
deny-permission: & X 2% 11 A BR (R 44 ).
allow-all:]™ SUhRAE, 45 T B A BURR.
package: £5 5 bR, A 18 1€ 4 FRIK 2 28 44 R O QSR e SCT AR VE SRZRTT T AR AR
3. R X 0 A EiE A4 Fi(package name="“)FRZE.IX LEFRZE ] LA F5 5 44 BRI AL 58 SREE AN 22 4
Y B 1.
4. M MERBENA 2 T IR R SRR 25 R e R A4 SR
WS LT 2 /b —A deny-permission A%, 24 UK 4 JH .
Wi LT > —A allow-permission #7289 EAZER L N, A4 ¥ )G H.
WRBE B A BB AR I H AR LT —A allow-all F3%5K 23 5 H) SCUC R SEWE (45 T BT A7
BLRR).
W AL T (package name="“) J*JC 3, 1% JC 3 AL IR 2 I S K 4% UL BRI JF B M s 24 T I
EJSaie
oA T ORAE RN I 8 0 A DA b 2 a0 2 4 /5 2 1 T
22 FBIFERITEEZE
1. Android B H 7] 22 4t FH RS U HI I PEP 224 AH DG [0 35 3K & 48 PDP, i PDP <488 S W X i 1 SR AT
DA PR SR [0 Fo VR BE HE 48 3R 1 o e S SR ks 2K
request::={pkg name,signature,perm}
o request KN 3K, pkg_name 3R B AR 19 H TR 7 44 R signature $84CAY H FR )T 1925 44 perm & )W
FHRE P G2 W TR B RR 44 R
AR 58 2.1 75 S SCAF RS Ui W1, FATT AT LASEEL PDP B PPAG P 5 5505, O AR 4 B s
INPUT: String pkg name, Integer [] signature, String perm.
OUTPUT: Boolean permitted.
PROCEDURE checkPermission ()
String policy_file=file open (POLICY FILE PATH);
Boolean whiteMode=get mode (policy _file);
Integer pos_sig, pos_pkg, pos_perm;
pos_sig=search (policy _file, signature);
IF (pos_sig.exists=false)
RETURN (false);
pos_pkg=binary search (policy file, pkg name, pos_sig);
IF (pos_pkg.exists=false)
RETURN (false);
pos_perm=binary_search (policy_file, perm, pos_pkg);

IF (pos_perm.exists=true AND whiteMode=true)
15 RETURN (true);

O 001N N b W —

—
EESNOSH SR )
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16  ELSE IF (pos_perm.exists=false AND whiteMode=false)

17 RETURN (true);
18 ELSE
19 RETURN (false);

20  END checkPermssion
% Android R IA 0 AP HFET, TR N HFET G m OBCBR, 13 i1 SR VP Al S0 1) B 1) 52
HRBEN O(mn).

3 LU RSKIELIE

ASCTFEPT R O BEAE IR BE 4 SR AE R UT4412 JF R Google Nexus 5 L, JEH,UT4412 JT A AR &
T Android 4.4 #4245 Nexus 5 FHLUUEH T Android 5.1 #24E R 483X BRI 7= 5 78 Android 7 BR1 T HLAT K
HAT 58 AR, B A SO VA E A R 40 L AEEAT T 928l H b IR JZ 1 Linux I USRS 1 2870 % 2
fE5 By MLS HLHI 230,110 )= 52 H 1K) 3 25 A B LI 7E Android HEZE 2 SZH. T 161 43700 37 LAV 40 1) 3.

Linux A AR 3= R H] Android i) MLS HLHIHEAT SE L BAR S0 T2 50 PN P 3R,

(1) B AEH 1.1 37 3R I Linux P ALRRERYIK 3 4% 22 A 20 W9 5 AH R ¥ MLS AU, 2 °F s,

e mlsconstrain {file} {getattr, read, ioctl, lock, execute, execute_no_trans} (11 dom 12);

e mlsconstrain {file} {append, write} (11 domby 12);

e mlsconstrain process {transition} (11 dom 12).

T AHIX 3 4% MLS FI AR 25, 75 B0 T I N 21 MLS (19 20 sREC & SCAF mis 5, HLA7 55 1) external/sepolicy
ERN

(2) ARJEHHE S 1.2 FFh R 1 MLS 294 VL ¥ Linux P ARG R B b (94— Linux H 7 #8
KT HI ) MLS 224228, 11T Android H1#f) MLS HLHI /&5 SELinux #4845 — 2 S8R, PR X 8 7 i 218 v
SELinux AR WU SO, IR 45 I FR 25 SCAF service contextss SCAE. H s HIARES U4 file_contexts. J& T 1¥)
FRZESCAY: property contexts, ¥ iX 2o T F 4 & X %4 R X ERIANT s0 g AR 2 o LM%
A9

HRAE 5 2 19, Android _FJZ W T 08 25 BB AE PR Y 5 22 SC L PEP,PDP,PAP A1 PIP 55 ¥ 7 1 SR VP A 5735 18
T HE 2 2 Sk S L, SR W S A 1) % 4% b “/data/pekisafe/mac_permissions.xml”, 7E FH A5 BLBR 8 F 2 4% 0 B FR A
USRI KPPl SVE EAT BB B, T 3R [ AL 46 L.

PEP 1 BP0 AT ¥ 55, 25 2 B AN BRAS 25 AR AL 4 1. Android R GRIGAN B 22, EL T FH 65 420 25 by 3-8 TR b, 7 o0
PR 2 AQRH 22 3 70 A B M 4 (BB 8 Y 0 A% 70 e D 1R B PR 2 T, 56 1A T B PR £ A B RS £ % (]
S5 allow, W) GE 28 J5UA 18 6 20 25 AN PR 2R [P deny, JUIH Ik 25 8 1 838 return 3 [91, v B JUA 1 FH B8 £

BT A RAS A T B4 Android JRAT (1 R G H T BEAT HEME SO LU R BEAT Y 38, IR i 380 2555 R e 1tk
BB J 8 AR, A T AT ot 22 (10 o B30 FH 3 5 W), AR 7 30 A 4 s A 1 32 T AR o 0 B s 1) S 2 it
W38 3o 23 B ATV IR, ZE. Android HEZE 2 I AAS 25 A ELACA BLRE Z2 240 A AN T B2 B A7 W 2 i) i
] I A AN 2 %o R G H 7 AR i KR .

Android & JUA T BERCBRAS A f0 A7 B A B, L3 3.

0T B Linux H 7 BCSRASEARY (1) B 47 200K, AT T 11 18 b 5 Fh AT 1) root L BEAT T P13, H P KingRoot
SN2 root T JLAR 4 FRER LI PC s AT HAE B T 5050 45 B Lk 4.

SEIG e JLAR B, A KingRoot ARIAL T BE WS 22 2 B2 AU P45 F1 su AL KingRoot K] & APP 2R [T
root L H 2 T PN D B8, FRATTRR RO I N B 11 42 8 rh AL IR U2 R T N root AR S& 4 T #4A SE L T
H & APK N ALK 22 FoAth 3 Fh TR K APK e e g 2 A IR BN IT 280 AT 320 root RIGLLHE
KingRoot FRIHLKNTZZIL T su (122 %% H 2 W # #5072 LA root BUBR AT 2 8, 1R FH Root Explorer(— /M7
root A FRBEAT SCAR A BRI R T FF 2R G0 -3 IR AZ O SR TR P RO S FRATT IR ORGP 2 A 251
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N T R I B AR AE BEAL ] 0 AT I ASSCIEEC T 50 A Android W AEAST & HEAT BN A T LRAIESKE
B 45 R (1 2 D, SIS PR AR 20 D W B 20 L 30 ASFEASORUE F %K Android NI 5,401 Google Play, % 51114
25530 20 AMREAK BT TR R A REA D, 50 A R A I — AN OB BT 2 38 20 DA, AR D 2B
PR A 98%%. ME— SRR I 9 1 RE M IR AE RS GPS ALK A A5 AR WT LASEAT R 7 A . 28 20 #7 3%
JEH T B AR T GPS e WEET A AT . WIFT Jilisg 7 3 Bl 47 77 3, RIAE Ry 1L GPS BB, HL 2
SCAR RN T 30 A5 9 258 0 Wi 199 2% 5475 3R AT 5 A7 8 0ad 0 e e 100 23 ASL BRI WiF AS PR AT HURY 5, AT T s B
T R M PR AR I A B AR A AR G SR A 5 BRI B R T B T AR A AR TR,
SEUE 8 TN P Gy A RO A AT O i D AT LT O AR T ik B e R AR AL PR A B I 0 B g A A <13

0 SMS BB HEAT RS, A T L 4812 8 I AT S 1) P R .

Table 3 Check points of Android permissons

%3 Android BBRAG Y A5

BURR R m AR S o7 i i B
android.permission.READ_C | frameworks/base/core/java/android/content | query F&ELH SN String LLEACHS, L%t
ONTACTS (BHUBERN) /ContentResolver.java, Line 303 4% Jy“com.android.contacts”Fl“contacts”
android.permission. WRITE_ | frameworks/base/core/java/android/content TN < | ds
CONTACTS (S AR N) /ContentResolver,java, Line 759 applyBatch BRHT I IR, A 22 EEAR

android.permission.READ_S
MS (BHRELS)

frameworks/base/core/java/android/content
/ContentResolver.java, Line 303

query BTN N String LLEARHD, LEEEHT
% M“sms”

android.permission.SEND_S
MS (RIE )

frameworks/base/telephony/java/android/te
lephony/SmsManager.java, Line 226

getDefault B3 IIACRS, AN 7 ZE LU

android.permission. RECOR
D_AUDIO (%)

frameworks/base/media/java/android/medi
a/MediaRecorder.java, Line 97

MediaRecorder & %7 A i, AN 75 2
this

android.permission. CAMER
A (H1)

frameworks/base/core/java/android/hardwa
re/Camera.java, Line 263, 267

open BRI AR INARES, AN T ZE LU

anframeworks/base/core/java/android/app/
Contextlmpl.java, Line 1174

getSystemService R EL RN String LLAs
AR, LA %k “location”

frameworks/base/location/java/android/loc
android.permission. ACCESS

isProviderEnabled Bf% - InACHS, AT

_FINE_LOCATION (:£47)

ation/LocationManager.java, Line 992 LR
frameworks/base/location/java/android/loc | getLastKnownLocation B& %48 InfRad,

ation/LocationManager.java, Line 1019 ANFEIL
frameworks/base/location/java/android/loc _requestLocationUpdates B % H 78 4%

ation/LocationManager.java, Line 566 fith AN B LA

Table 4 Privilege escalation results of the five popular root tools
Fza 5 FRAT root T H[PHRALLE R

Root T.H &S TH¥EA BRERTH 45 R
360 —# Root 5.3.3.0 PC root SR TE2: 4 HE N ] APK 41
KingRoot 4.0 APP RS T2 AR BRI su BEER IH2 T6E A root ALRRIZ ATV
)% % ROOT 3.5.09 PC root I, JCI% 24N il APK 4
Root f§ R 2.2.7 PC root R, TGk %% N H APK
JEIwNl 4.1.1 PC REfS 252 L APK BRI su B H2 535 B root ALRIEAT N H
Table 5 Permission revocation results for several apps
5 o N AR B AT 1 R 5 T
N A4 K AR E X BUPR A IR T G R
com.fci.easyContacts 1.0.6 android.permission.READ_CONTACTS EHURE R AR I A e
(HI5%) android.permission. WRITE_ CONTACTS ERN SIS AN INERL
cn.com.wali.walisms 3.8.1 android.permission. READ SMS BEHL SMS AUFR IV R Ty k=
(FLAI5A) android.permission.SEND_SMS KA SMS BUR FAE R TR
com.gui.gui.chen.soundrecord . . = 7
er 12.3 (Sound Recorder) android.permission. RECORD_AUDIO AR N HH R e
Org'zgﬂggg‘;n;;;‘ 1.0 android.permission.CAMERA SRR o B
com.tencent.map 4.5.0 android.permission.ACCESS_FINE_LOCAT oy~ Sy B S A2 L
(D) ION SE TR TERRE M5

M5 AT LU, 20 I AR SR A U I 2 3, T e OB AR AR s S o ASL B AR AR B 5 22



270

VOB R A W 1 N 8 B AE S W A BEBLRIAN 55 5¢ 35 P S B0, Android A B th oA ROHL I B 1
15, DR ) LIS 5 S 1 R AT 5 1 5 SR AR e G A 7 A AL B AR i AR B 78y 0 e P4 4 A7 8 45 .

() I, FRATTIR 1 7E Fe VR FR (0 175 D0 S PRAS: 25 06k IS AT 243 Bl R (K 5 0.0 17 ORAE IR 45 R K
T, AR Java BB SEIL T LR 5w IR I I Dy B, D78 1 T )5 4 GoRD 2 Inf )8k APT SR 8 v I [ I
.4 g R W 3 .

Il Before
30000 | After

25000
20000
15000 4

10000 4

Time overhead(us)

5000

CTT_R CTT_W SMS_R SMS_W Record Camera Location
Invocation of Permissions

Fig.3 Effect of permission checking points to running efficiency
B3 ALPRAS A mUN B IS AT 0% 1 5
3 rpon] LU 6 A pACRE T 3 B 1 I 1) S8 B A0S A BE R4 AL BR A, A A QR IS 25 B9 T 140us
Je A T ) TR s/ B R IO R A BUR B 22 /D W5 S 1 732us A B2 T AR ARG, 2 A Q0 T 3 it %) 15 1) 48 LT
A A2 AN T B s v L AR A 2 9T 1 0 ) N ] T4 I AN SE I Android FRGEME B LUK 7 AR SRS 2 T L2 1.

4 LHERIE

AICE GG T Android & B K L AEl (1) AR (2) BURRE SIML I A ik 42, 3255 76 50 A
T Android i€z BRI J2 N TR AR 428 160 77 10 A7 AE 1K) i 8L 2E T B 1 17— T 1) Android ) 22 J2 BB % il
D5 AZHUH S5 R T SRS SCAEXT Android W I BCEEAT T Ak 28 )5 78 Android 2 S8R T i A2 3047 X
FAAPE 30 T35 SR PP 5325 ORAIE N FH B2 AR A R PP A 26 45 SR AR W, UT4412 JT A BL K Nexus 5 FHLZ 0L %42
T e, BE W% A7 A% BHL kS8 R T PR N AR B B S5 AT DA, ) B AN 2 A 25 8 I R 8 O i, DA T AN S 6 ] P AR 3
b TR 2 RBA SELinux 25 A AZ 2 LGS 2 4 SRS SCIFAS B S AR B A= BEAT fR 4 20E— 2
em R G w At

References:

[1] Arzt S, Bartel A, Gay R, et al. Poster: Software security for mobile devices. In: Proc. of the 36th IEEE Symp. on Security and
Privacy. Piscataway: IEEE, 2015. 1-2.

[2] Enck W, Ongtang M, Mcdaniel P. Understanding android security. In: Proc. of the 30th IEEE Symp. on Security and Privacy.
Piscataway: IEEE, 2009. 50-57.

[3] Zhang YQ, Wang K, Yang H, et al. Survey of Android OS security. Journal of Computer Research and Development, 2014,51(7):
1385-1396 (in Chinese with English abstract).

[4] Lei LG, Jing JW, Wang YW, ef al. A behavior-based system resources access control scheme for Android. Journal of Computer
Research and Development, 2014,51(5):1028-1038 (in Chinese with English abstract).

[5] Yang H, Zhang YQ, Hu YP, ef al. A malware behavior detection system of Android applications based on multi-class features.
Chinese Journal of Computers, 2014,37(1):15-27 (in Chinese with English abstract).

[6] Grace M, Zhou Y, Zhang Q, et al. Riskranker: Scalable and accurate zero-day Android malware detection. In: Proc. of the 10th
Int’l Conf. on Mobile Systems, Applications, and Services. New York: ACM, 2012. 281-294.



FH 5% Bkt Android & G RIT4] 7 ik 271

[7] Wang HY, Wang ZY, Guo Y, et al. Detecting repackaged Android applications based on code clone detection technique.
SCIENTIA SINICA Informationis, 2014,44(1):142—-157 (in Chinese with English abstract).

[8] Sarwar G, Mehani O, Boreli R, ef al. On the effectiveness of dynamic taint analysis for protecting against private information leaks
on Android-based devices. In: Proc. of the 10th Int’l Conf. on Security and Cryptography. Berlin, Heidelberg: Springer-Verlag,
2013.461-468.

[9] Conti M, Nguyen VTN, Crispo B. CRePE: Context-Related policy enforcement for Android. In: Proc. of the 13th Information
Security Conf. Berlin, Heidelberg: Springer-Verlag, 2011. 331-345.

[10] Tesfay WB, Booth T, Andersson K. Reputation based security model for Android applications. In: Proc. of the 11th Int’l Conf. on
Trust, Security and Privacy in Computing and Communications (TrustCom). Piscataway: IEEE, 2012. 896-901.

[11] Zhang Y, Yang M, Xu B, ef al. Vetting undesirable behaviors in Android apps with permission use analysis. In: Proc. of the 2013
ACM SIGSAC Conf. on Computer & Communications Security. New York: ACM, 2013. 611-622.

[12] Felt AP, Ha E, Egelman S, ef al. Android permissions: User attention, comprehension, and behavior. In: Proc. of the 8th Symp. on
Usable Privacy and Security. New York: ACM, 2012. 3—-16.

[13] Standard O. Extensible access control markup language (xacml) version 2.0. 2005.

[14] Wang YZ, Feng DG, Zhang LW, Zhang M. XACMI policy evaluation engine based on multi-level optimization technology. Ruan
Jian Xue Bao/Journal of Software, 2011,22(2):323-338 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/3707.
htm [doi: 10.3724/SP.J.1001.2011.03707]

[15] Zhou Y, Jiang X. Dissecting Android malware: Characterization and evolution. In: Proc. of the 33th IEEE Symp. on Security and
Privacy. Piscataway: IEEE, 2012. 95-109.

Bt 305 2% S0k

[3]1 3KEFE, EYLBR, 75T, TS50, W R Android 2% 44538 SIS 5 & E,2014,51(7):1385-1396.

[41 R4k, T BTk 30— P L TAT A1 Android ZR 48 2R U il 45 ) 7 2 A FHLET 5T 5 & #8,2014,51(5):1028-1038.

[51 MW,k i, 51 7, X0 23 0. 56 T 22 JSREAE Y Android I FH % AT 9 K0 R 4831 ST ML 24 41,2014,37(1): 15-27.

(7] “E 3, oA B S0 I i 30 35 1 A0 A0 50 B A ML R (¥ Android S H TE 4T (A% ). v (81 R2% (5 BURE#),2014,44(1):142-157.

[14]  EAMER, 0% W 5K v o, sk IR T 2 R AL BRI XACML SIS BF A 51 4 8 fF 2% 412,2011,22(2):323-338. http://www.jos.org.

¢n/1000-9825/3707.htm [doi: 10.3724/SP.J.1001.2011.03707]

F#(1989—), 9, W b1 K N1+ 4, CCF
S 0y 0L, BT LA R B Bl 8 i 4 4
PR Ao

SKIFFAN(1979—), 55, 1 4= 2 JFITL,CCF %
E oA AR T TR e = R NG W ¢
{1 TR

BT (1970 —), %, 4 H lEE T
Vill,CCF 2 b, 32 LW ST 00 o 18 A
RGN 4, 2 S A, KU
7] S NIRRT

X 75 & (1982 —), 55, ¥ 42 Rl # 4% ,CCF &
B, TR AU U SEALIE B 2 AHLAS
L7

RHiE1968—), 5 L A LA
Uili,CCF iR 2 4% B3, 3 BEAF 50 A0 38 175 455 ek
MRS, = %A 5 BRI ik N X g,
KEHE 5 (5 B A




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


