arXiv:1912.04735v1 [cs.CR] 8 Dec 2019

IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. XX, NO. XX, AUGUST 2019

Covert Channel-Based Transmitter
Authentication in Controller Area Networks

Xuhang Ying, Member, IEEE, Giuseppe Bernieri, Member, IEEE, Mauro Conti, Senior Member, IEEE,

Linda Bushnell, Fellow, IEEE, and Radha Poovendran, Fellow, IEEE

Abstract—In recent years, the security of automotive Cyber-Physical Systems (CPSs) is facing urgent threats due to the widespread
use of legacy in-vehicle communication systems. As a representative legacy bus system, the Controller Area Network (CAN) hosts
Electronic Control Units (ECUs) that are crucial for the vehicles functioning. In this scenario, malicious actors can exploit the CAN
vulnerabilities, such as the lack of built-in authentication and encryption schemes, to launch CAN bus attacks (e.g., suspension,
injection, and masquerade attacks) with life-threatening consequences (e.g., disabling brakes). In this paper, we present TACAN
(Transmitter Authentication in CAN), which provides secure authentication of ECUs on the legacy CAN bus by exploiting the covert
channels, without introducing CAN protocol modifications or traffic overheads (no extra bits or CAN messages are used). TACAN turns
upside-down the originally malicious concept of covert channels and exploits it to build an effective defensive technique that facilitates
transmitter authentication via a centralized, trusted Monitor Node. TACAN consists of three different covert channels for ECU
authentication: 1) the Inter-Arrival Time (IAT)-based, leveraging the IATs of CAN messages; 2) the Least Significant Bit (LSB)-based,
concealing authentication messages into the LSBs of normal CAN data; and 3) a hybrid covert channel, exploiting the combination of
the first two. In order to validate TACAN, we implement the covert channels on the University of Washington (UW) EcoCAR (Chevrolet

Camaro 2016) testbed. We further evaluate the bit error, throughput, and detection performance of TACAN through extensive
experiments using the ECoCAR testbed and a publicly available dataset collected from Toyota Camry 2010. We demonstrate the
feasibility of TACAN and the effectiveness of detecting CAN bus attacks, highlighting no traffic overheads and attesting the regular

functionality of ECUs.

Index Terms—Transmitter authentication, Controller Area Network (CAN), covert channel, Cyber-Physical System (CPS) security,

intrusion detection

1 INTRODUCTION

OWADAYS, the technological evolution enables an in-
N creasingly more invasive interconnection between au-
tomobiles and digital devices. Automotive manufacturers
have developed a variety of innovative features such as the
smart transportation data assistants by leveraging network
connectivity such as the vehicle-to-vehicle communication.
While these features greatly improve the customer experi-
ence, Electronic Control Units (ECUs) that are externally ac-
cessible provide an entry point for an adversary to infiltrate
the originally isolated in-vehicle communication network,
notably the Controller Area Network (CAN) [2], [3]]. Since
the CAN bus is a broadcast medium without authentication,
a compromised ECU can masquerade as any targeted ECU
by transmitting messages with the forged message ID (mas-
querade attack [4]). Modern externally accessible ECUs with
additional connectivity interfaces such as cellular, Wi-Fi or
Bluetooth disrupt the closed in-vehicle network assumption.
Consequently, the CAN bus is vulnerable to cyber attacks,
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such as disabled brakes [4] and remotely controlled steer-
ing [5]]. Despite of the well-known security vulnerabilities
of the CAN bus, its widespread use imposes an urgent
need for security solutions that guarantee the functionality
and safety of today’s automobiles and future’s autonomous
cars [6]], [7].

The use of cryptographic primitives, such as message au-
thentication, represents one possible way to defend against
CAN bus attacks (notably the masquerade attack). However,
due to the low throughput and tight bit budget of the CAN
protocol, it is challenging to deploy cryptographic schemes
in practice and current solutions, such as [8], [9], [10], [11],
would require protocol modifications or introduce traffic
overheads. An alternative is to deploy anomaly-based Intru-
sion Detection Systems (IDSs) without modifying the CAN
protocol [12], [13], [14], [15], including timing-based and
voltage-based IDSs. The timing-based IDS in [12] exploits
CAN message periodicity to estimate clock skew as a unique
fingerprint to detect masquerade attacks. Nevertheless, it
was later shown to be ineffective against the cloaking attack
that modifies the inter-transmission time to emulate the
clock skew of the targeted ECU [16], [17]. The voltage-
based IDSs [14], [15], [18], [19] attempt to fingerprint the
attacker through voltage signal characteristics. However, if
the attacker uses IDs that the compromised ECU is allowed
to use under normal conditions, the attack will not be
detected.

In this work, we present TACAN, a novel security frame-
work that allows a centralized, trusted Monitor Node (MN)
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Fig. 1: Illustration of TACAN. Legitimate ECUs transmit
unique authentication messages that are embedded into the
timing and LSBs of normal CAN messages (e.g., Al, B2, and
C3) using the proposed covert channel methodologies. The
Monitor Node authenticates transmitting ECUs by verifying
the received authentication messages. If the compromised
ECUs cannot generate valid authentication messages, then
the attack will be detected by the Monitor Node.

to verify the authenticity of a transmitting ECU and detect
CAN bus anomalies. Fig. [1| highlights the main idea of our
TACAN framework. In TACAN, a master key is shared
between an ECU and the MN for generating shared session
keys. Consistently with [8], [9], [11], we assume that the
keys are stored in the tamper-resistant memory of a security
module such as the Trusted Platform Module (TPM) [20].
The ECU embeds unique authentication messages into CAN
messages and continuously transmits them through covert
channels, which can be received and verified by the MN.
Therefore, if the attacker has no access to the TPM of
the targeted ECU, it cannot use the compromised ECU or
external device to generate valid authentication messages,
thus causing verification failures and triggering the alarm
at the MN side. Moreover, CAN bus attacks, such as the
suspension and injection attacks, that interrupt the transmis-
sion of normal CAN messages with embedded authentica-
tion messages will cause continuous authentication message
loss or reception failures, and therefore they will be detected
by TACAN. The main benefits of using covert channels
for TACAN are that they do not introduce protocol mod-
ifications or traffic overheads (i.e., extra bits or messages).
In addition, by requiring ECUs to transmit authentication
messages much less frequently than per-message authenti-
cation schemes, TACAN can significantly reduce the com-
putational burden of the resource-constrained ECUs.

Contributions: In this paper, we make the following con-
tributions:

o We identify and exploit covert channels to facilitate
ECU authentication on the CAN bus. Hence, covert
channels are used for security instead of malicious
communication.

o We propose TACAN and three novel covert channels
for authentication message transmission: 1) the IAT
(Inter-Arrival Time)-based covert channel that mod-
ifies the inter-transmission times (ITTs) of normal
CAN messages to affect the IATs observed by the
MN; 2) the LSB (Least Significant Bit)-based covert
channel that hides the authentication bits in the LSBs
of the data payload of normal CAN messages; 3) an
hybrid covert channel that combines the first two
covert channels.

o For the IAT-based covert channel, we analyze and

model the bit error probability as a function of covert
channel parameters. We also study its impact on the
CAN bus schedulability in terms of the worst-case
response time.

o We validate TACAN and the covert channels on the
UW EcoCAR [21]. We also conduct extensive experi-
ments to evaluate the performance of TACAN using
the EcoCAR testbed as well as the publicly available
Toyota dataset [22]. Our results show that with a
properly configured IAT-based covert channel, the
experimental bit error probabilities are within 0.3%.
As for the LSB-based covert channel, its bit error
probability is equal to that of a typical CAN bus,
which is 3.1 x 107 "%. The hybrid covert channel
generally leads to higher channel and authentication
throughput. We also show that our TACAN-based
detector can detect CAN bus attacks with a very high
detection probability, while keeping the false alarm
probability less than 0.33% by setting the detection
threshold to 2 or higher.

Organization. The remainder of this paper is organized
as follows. Section [2| reviews the related work. Section [3]
presents our system and adversary models. Section [
presents TACAN. Section [5| presents experimental evalua-
tion. Section [| concludes this paper.

2 RELATED WORK

Recent experimental studies have demonstrated that an
attacker is able to infiltrate in-vehicle ECUs physically or
remotely and mount cyber attacks that would cause po-
tentially life-threatening consequences by disabling brakes
or overriding steering [4], [23]. One way to secure the
CAN bus is to deploy anomaly-based IDSs based on traffic
analysis (e.g., timing/frequency [24]), entropy [13], or phys-
ical invariants such as clock skew [12] and voltage signal
characteristics [14], [15], [18], [19]. For clock skew-based
IDSs, it has been shown in [16], [17] that the adversary
can effectively manipulate the timing of transmitted mes-
sages to emulate the clock skew of the targeted ECU and
evade the detection. While voltage-based IDSs are effective
against ongoing masquerade attackers, they cannot detect
a compromised ECU before attacks are launched (e.g., a
stealthy attacker may not launch the attack until the car is
in drive mode). In addition, it has been recently shown in
[25] that the extra wires required by voltage-based IDSs may
introduce new attack surfaces.

Researchers have also proposed to add cryptographic
primitives such as Message Authentication Code (MAC)
to the CAN bus, including CANAuth [8], LCAP [9], Ca-
CAN [10], and LeiA [11]. Nevertheless, the deployment of
the above schemes faces several practical challenges. First,
the CAN protocol has a tight bit budget for each CAN frame
(up to 8 bytes for payload) and a low bus speed (typically
500 kbps). As a result, authentication information will have
to consume space in the CAN message such as the ID or data
field or introduce additional CAN messages, which leads to
traffic overheads or an increase in the bus load [9]], [10], [11].
Second, it is also computationally expensive for resource-
constrained ECUs to perform cryptographic calculations for
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each message. In this work, we focus on transmitter authen-
tication by having each ECU transmit unique authentication
messages as its digital fingerprint. The main novelty of this
work is the use of covert channels, a well-known malicious
technique that is converted into defensive applications for
authentication purposes. By leveraging covert channels as
out-of-band channels, our scheme can avoid traffic over-
heads without requiring protocol modifications.

In literature, a covert channel refers to a type of cyber-
attack that maliciously transfers information between two
possibly malicious entities by exploiting the communication
channels that are not intended for information transfer. It
has been widely studied in computer network protocols
[26]. Broadly speaking, there are two categories of covert
channels: timing-based and storage-based. In timing-based
covert channels, only the timing of events or traffic is mod-
ified to transfer information but the data contents remain
intact. The storage-based covert channels hide data in a
shared resource (e.g., a storage location).

Recently, researchers start exploring covert channels in
the context of embedded networks. In [27], Taylor et al.
discussed the use of covert channels for integrity check
for the Modbus/TCP protocol used by industrial control
system applications. In [28], Groza et al. proposed a time-
covert authentication scheme for the CAN protocol, which
uses fine-grained timing control to embed authentication
information in clock skews. However, timing control in the
order of tens of nanoseconds is challenging in practice, and
the proposed scheme is very sensitive to message priority
and the traffic. In addition, since the clock skew needs to
be estimated from arrival times of many CAN messages, it
seems to contradict with the proposed scheme that performs
authentication for each CAN message.

In this paper, we develop three practical covert channels
for transmitter authentication on the legacy CAN bus, based
on the periodicity of CAN messages and bit presentation
of floating sensor values. We also evaluate the proposed
covert channels using CAN traffic data collected from real
vehicles.

3 SYSTEM AND ADVERSARY MODELS

In this section, we present the system model (Section
and the adversary model (Section for the CAN bus. A
list of frequently used notations is provided in Table [T}

3.1 System Model

CAN bus. The CAN bus is a broadcast medium that allows
all connected ECUs to communicate with each other and
observe all CAN message transmissions. As shown in Fig.
each CAN frame or message has a set of predefined fields,
including the Start of Frame (SOF) field, the Arbitration field
(including a 11-bit message ID for the base frame format
or a 29-bit message ID for the extended frame format), the
Control field, the Data field (up to 8 bytes), the Cyclic Re-
dundancy Check (CRC) field, the Acknowlegement (ACK)
field, and the End of Frame (EOF) field.

When two (or more) ECUs attempt to transmit messages
at the same time, a procedure based on priority (a smaller
message ID indicates a higher priority) called arbitration is

TABLE 1: Frequently used notations.

Notation | Description
MK®) Master key (MK) for message ID k
SK &) Session key (SK) for message ID k
C§k> Session key counter for message ID k
C,(,If ) Authentication message counter for message ID k
T CAN message period (sec)
S Clock skew (ppm)
t; Transmit time of the ¢-the CAN message
a; Arrival time of the i-the CAN message
7; Noise in the arrival time of the i-the CAN message
A Inter-transmission time (ITT) between the (¢ — 1)-th
t; .
and the i-th messages
A Inter-arrival time (IAT) between the (: — 1)-th
a; ;
and the i-th messages
Aali] The ¢-th sample of averaged IATs
0 Deviation (added to ITTs at the transmitter side)
L Window length or number of least significant bits
W, o Mean and standard deviation of IATs
SOF! Arbitration Control Data CRC ACK EOF
s R|I|R cp| A |AD
o | Message | ¢ | p | B | prC Data cre|RE| ¢ [cE| EoOF
F 2D R|E|oO cL| g |xL

Fig. 2: Illustration of CAN frame structure.

used to determine the winner. Besides, CAN messages do
not have transmit timestamps and do not support encryp-
tion or authentication.

Clock skew. On automotive CAN buses, the majority of
CAN messages are transmitted periodically as per ECUs’
local clock and there is no clock synchronization in CAN.
Hence, the frequencies of local clocks are different, as cap-
tured by the notion of clock skew — a physical property
caused by variations in the clock’s hardware crystal.

Let C4(t) be the time reported by clock A and Cypye(t) =
t be the true time. According to the Network Time Pro-
tocol (NTP) [29], the clock offset of clock A is defined as
OA(t) = Ca(t) — Cirue(t), and the clock skew is the first
derivative of clock offset, i.e., Sa(t) = O (t) = C)4(¢t) — 1,
which is measured in microseconds per second (us/s) or
parts per million (ppm). In the absence of a true clock, the
relative clock offset and relative clock skew can be defined
with respect to a reference clock. Throughout this paper, we
consider the receiving ECU’s clock as the reference clock.
Hence, we refer to the relative clock offset and the relative
clock skew as clock offset and clock skew, respectively.

Timing model. As shown in Fig. |3} we let ¢; be the transmit
time of message i (assuming ¢ty = 0) and At; =t; — t;_; be
the inter-transmission time (ITT) according to the transmit-
ter’s clock. If messages are periodically transmitted every T
seconds, we have At; = T and t; = ¢T. In the ideal case
where the transmitter’s clock is synchronized with the re-
ceiver’s clock, we have ¢; = t;, where t} is the transmit time

1. In the UW EcoCAR (Chevrolet Camaro 2016) [21], all of the 89
messages with distinct IDs are periodic with periods ranging from
10 ms to 5 sec. In the Toyota Camry 2010 [22], 39 of 43 messages
can be considered periodic. In the Dodge Ram Pickup 2010 in [12],
all of the 55 distinct messages are periodic. While CAN message
periodicity depends on the manufacturer and the model, the above
examples suggest that periodic CAN messages are very common and
even dominant on the CAN bus of commercial automobiles.
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Fig. 3: Illustration of our timing model. Due to the clock
skew of the transmitter’s clock, the actual transmit time of
message i is t; = t; — O; as per the receiver’s clock, where
O; is the accumulated clock offset up to message i.

according to the receiver’s clock. Nevertheless, in practice,
there exists a clock skew in the transmitter’s clock relative to
the reference clock, which introduces an offset O; between
the two clocks. Hence, the actual transmit time is t; = ¢, —O;
according to the reference clock.

While the clock skew may be slowly varying due to
factors including the temperature, it is almost constant over
a short duration. Given a clock skew S, the relationship
between the elapsed time ¢; in the transmitter’s clock and
the elapsed time ¢} in the receiver’s clock is S = (¢; — t})/t}.
Hence, we have t; = ¢;/(14+.5),and O; = t,—t; = H-isti' To
capture random jitters, we assume O; = H_%ti + €;, where
€;’s are i.i.d. zero-mean random variables.

After a random network delay of d; (due to message
transmission, propagation, arbitration, and reception) and
the zero-mean quantization noise g; [30]], the arrival time of

message ¢ is

ai=t—0;+di+q

1
i 1+Sz+771 1+Sl+77’b7 (1)
where 1; = —e¢; + d; + ¢; is the total noise in the arrival

timestamp. Since periodic CAN messages have the same
message ID and data length over time, it is reasonable
to assume constant-mean network delays, ie., E[d;] = d.
Hence, n;’s can be modeled as i.i.d. random variables with
a mean of d and a variance of ag.

Denote the inter-arrival time (IAT) between messages

(1 — 1) and 7 as Aa;, which is given by

1

Aa; =a; —a;—
@i = =41 = 75

where n; = n; — n;—1 is the noise term. For messages that
are transmitted every T" seconds, we have At; = T. Hence,
the IATs have a mean of

T
£ E[Ag;] = —— 3
p=E[Ag] = 5 e ®3)
and a variance of
0 £ Var[Aa;] = 207. 4)

When the clock skew is small (in the order of 100s of ppm),
the impact of clock skew is negligible, and we have u ~ T

3.2 Adversary Model

We consider an adversary who attempts to infiltrate the
CAN bus and launch stealthy attacks without being de-
tected. We assume that the adversary can passively monitor
the CAN bus and observe all ongoing CAN transmissions.
It has full knowledge of the deployed covert channels and
thus can observe all authentication messages that are being
transmitted. In practice, there are usually two ways of
gaining unauthorized access to the CAN bus: 1) compromise
an in-vehicle ECU physically or remotely [4], or 2) connect
external device (a malicious ECU) to the CAN bus [31]. We
assume that the adversary has no access to the keys stored
in the TPM of the compromised and other legitimate ECUs.

The adversary can use the compromised or malicious
ECU to perform three representative attacks: 1) suspension
attack, 2) injection attack, and 3) masquerade attack, as
considered in [12], [16], [32]. As illustrated in Fig. a
suspension attacker prevents the compromised ECU from
transmitting certain messages, whereas an injection attacker
fabricates and injects CAN messages of arbitrary choices of
message 1D, content, and timing, as sketched in Fig.
Injection attacks can lead to more sophisticated attacks such
as the DoS attack [24] and the bus-off attack [33]. In the
masquerade attack, the adversary will need to compromise
two ECUs — one is weakly compromised and acts as the
weak attacker who can only launch suspension attacks,
whereas the other one is fully compromised and acts as
the strong attacker who can launch both suspension and
injection attacks. In the example in Fig. the adversary
suspends the weakly compromised ECUs from transmitting
messages with ID=0x22 and uses the fully compromised
ECU; to inject messages with ID=0x22 claiming to originate
from ECU,. Compared to the suspension and injection
attacks, the masquerade attack is stealthier and thus more
difficult to detect.

4 TACAN

In this section, we present the architecture (Section
and the transmitter authentication protocol of TACAN (Sec-
tion [£.2). We then present three covert channels for trans-
mitting authentication messages: 1) IAT-based (Section [4.3),
2) LSB-based (Section [4.4), and 3) hybrid (Section [4.5).

4.1 TACAN architecture

As illustrated in Fig.[f] TACAN consists of in-vehicle ECUs
and a centralized, trusted Monitor Node (MN). The MN
is installed by the manufacturer during production and
requires direct physical access by authorized parties (e.g., an
authorized repairs shop) to prevent potential tampering and
compromises. The deployed covert channels are configured
during production or re-configured during maintenance to
ensure successful establishment of one-way communication
of authentication information from ECUs to the MN.
Similar to [8], [9], [11], we assume that a master key
(MK) is pre-shared between each ECU and the MN, and
it is stored in the TPM. Updating of MKs (e.g., when adding
or replacing an ECU) should again require direct physical
access by authorized parties to the involved ECUs. The
procedure of key updating is outside the scope of this paper.



IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. XX, NO. XX, AUGUST 2019 5

L

ECU, ECU,
33
El |X| - CAN Bus
(a) Suspension attack
é ECU, ECU,
- CAN Bus
(b) Injection attack
> & -
(Strong) (Weak) ECU,
[2] [X] CAN Bus

(c) Masquerade attack

Fig. 4: Three representative attacks on the CAN bus. (a) In
the suspension attack, a legitimate message is prevented
from being transmitted. (b) In the fabrication attack, the
adversary can use the compromised ECU to inject arbitrary
CAN messages. (c) In the masquerade attack, the adversary
stops ECU, from transmitting messages with ID=0x22 and
uses ECU; to transmit messages with ID=0x22.

During operation, the ECU and the MN will generate the
same session key (SK) from the MK and the synchronized
SK counter, and further use it to generate and verify au-
thentication messages, respectively. We now describe the
transmitter authentication protocol in more detail.

4.2 Transmitter Authentication Protocol

Inspired by the work in [11]], the MN in TACAN performs
unidirectional authentication of ECUs. In this section, we
summarize the key protocol parameters and describe the
procedures of session key generation as well as authentica-
tion message generation and verification.

Authentication protocol parameters. In TACAN, both the
ECU that transmits CAN messages with ID or priority ecéual
to kand the MN store a tuple (M K®), C’s(k) SK®),

where

o The master key M K*) is a long term pre-shared key
that is used to generate the session key;

e The session key counter ¥ is a counter that is
incremented by one at every vehicle start-up or when
C¥) overflows; it is used to generate the session key;

o The session key SK*) is a key used to generate au-
thentication messages for CAN messages with ID=k;

2. In our earlier work [1]], we assumed one message ID per ECU. In
practice, however, an ECU may transmit CAN messages with different
IDs. In this case, TACAN needs to be deployed for each message ID.

o The authentication message counter C},’f ) is a counter
that is incremented by one before being used to
generate the next authentication message.

We assume that MK ®), SK® and O are securely stored
in the TPMs of both the ECU and the MN.

Session key generation. The session key generation func-
tion takes a master key MK (¥) and a session key counter
i as input and outputs a session key SK¥) (Fig. EI)

As we can see, both the ECU and the MN first increment
Cgk) by one, i.e., Cék) — Cﬁk) + 1. Then, they perform the
following operation on c using M K*),

SK® = HMAC(MK® C®),

where HM AC(-) refers to the Hash-based Message Authen-
tication Code (MAC) algorithm [34]. Implementations of the
protocol are free to use whichever hashing algorithm for
HMAC and sizes of keys that are deemed strong enough.
One possible choice would be HMAC-SHA256 and 256 bits
for keys. When a new session key is generated, C™ is reset
to zero.

In the case of de-synchronized session key counters, a
re-synchronization procedure such as the one in [11] will be
needed, which may require message exchange between the
ECU and the MN. The detailed design of such procedure is
beyond the scope of this work.

Authentication message generation. As shown in Fig.[7] the
ECU that uses message ID k increments Cm) by one and
then generates the authentication message A as follows:

AR = cW|| EMAC(SE®, c®), ()

where denotes the concatenation of the counter value
and the digest. For the scope of this work, we assume that
keys, counter values, and digests for TACAN are repre-
sented as bit strings.

The generated authentication message is then transmit-
ted using the covert channel and received by the MN. Next,
we will describe the verification procedure that happen on
the MN side.

Authentication message verification. Algorithm [T]describes
the authentication message verification procedure. For each
received authentication message A®) | the MN first extracts
the counter value C%) and the corresponding digest h
(Lme. Then the MN increments its authentication message
counter C) by one and compares it against i) (Lines
B). If the counter values are the same, the MN computes the
expected digest h (Lme@ and compares it against h (Line

If the digests are the same, the algorithm returns True, wh1ch
indicates successful authentication message verification. On
the other hand, the mismatch of either the counter values
or the digests means verification failure and indicates a
possible CAN bus anomaly.

//H//

Authentication frame structure. In TACAN, authentica-
tion messages are independent of CAN messages. They
are encapsulated in authentication frames and transmitted
through the covert channel. Each authentication frame con-
sists of four fields: 1) a SOF field, 2) a Data field, 3) a CRC
field, and 4) EOF field. The SOF and EOF fields indicate the
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Fig. 5: Illustration of the architecture and the transmitter authentication protocol of TACAN. A master key is shared and
a session key counter is synchronized between each ECU and the MN. The ECU and the MN generate the same session
key from the master key and the session key counter, and they use it to generate and verify authentication messages,
respectively. Unsuccessful reception and verification of authentication messages implies a possible CAN bus anomaly. The
master key, the session key counter, and the generated session keys are stored securely in the TPM of the ECU and the MN.
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Fig. 6: Session key generation for the ECU that transmits
CAN messages with ID=k and the MN.
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Fig. 7: Illustration of authentication message generation.

start and the end of an authentication frame, and the CRC
field is used for error detection and ensures data integrity.

Inspired by the CAN frame structure (Fig. [2), we use a
single bit 0 for the SOF and a bit string of 7 consecutive 1’s
for the EOF. We use an 8-bit CRC (CRC-8), which is also part
of the AUTOSAR specifications [35], but more bits may be
needed if necessary. Compared to the CAN frame, there are
no arbitration, control, or ACK fields in the authentication
frame, as they are no longer needed. When there are no
authentication bits that need to be transmitted, bits of value
one will be transmitted to fill the gap between frames.

In order to avoid confusion due to possible appearances
of the EOF in the frame, the bit stuffing technique will
also be used, which inserts one bit of opposite polarity
after five consecutive bits of the same polarity (including

Algorithm 1: Authentication message verification

Input : A&’?, SK®), nylf)
Output: True or False
1 O B AP,
2 O O +1;
3 if O = O3 then
h <« HMAC(SK® c{f);

4

5 if h=h then
6 | return True;
7 else

8 ‘ return False;
9 else

10 ‘ return False;

the preceding stuffed bit). The stuffed frame can then be
destuffed by the receiver. Note that the same bit stuffing
technique is also used in the CAN protocol to maintain bit-
level timing synchronization.

As shown in Eq. (), each authentication message con-
tains a counter value and its digest. A 24-bit counter can
already last for 46+ hours for 10-ms CAN messages before
having an overflow even in per-message authentication.
While we assume a 24-bit counter in this work, fewer bits
may be used in practice due to two reasons. First, authen-
tication messages in TACAN are transmitted in a much
lower frequency, which means that the counter overflow
will take a much longer time. Second, since it is a monotonic
counter incremented by one for every frame, the transmitter
may only transmit the last few bits of the counter value to
keep the receiver synchronized in the case of occasionally
corrupted frames.

As for the digest, instead of transmitting the entire digest
that are usually hundreds of bits long, the transmitter may
truncate each digest to several bits to reduce the transmis-
sion time (e.g., using the least significant 8 bits or XORing
all bytes together to create a condensed 8-bit version of the
digest, as in [10], [36]]). In practice, the number of bits in
the shortened version should be chosen appropriately to
achieve a desirable security level.
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Fig. 8: Illustration of the IAT-based covert channel. Each
ECU embeds its authentication message A,, into the ITTs of
CAN messages, which can be observed and extracted by the
MN through IATs. By verifying the received authentication
message Am, the MN can verify the authenticity of the ECU.

4.3 |AT-Based Covert Channel

Fig. [8| illustrates the IAT-based covert channel for periodic
CAN messages. In this covert channel, the ECU embeds the
authentication bits into the ITTs of CAN messages, which
can be extracted from the IATs by the MN. By verifying the
received authentication message, the MN can authenticate
the transmitter.

In the rest of this section, we will first motivate the de-
sign of the IAT-based covert channel through observations,
and then present the modulation/demodulation schemes.
After that, we will discuss the impact of two key parameters,
that is, the window length L and the added deviation ¢ on
the bit error probability and the CAN bus schedulability.

Observations. From Eq. , we observe that if an amount
of deviation § is added to (or subtracted from) the ITTs, the
receiver will see a corresponding change in the IATs. Hence,
one simple scheme is to set At; = T + ¢ for transmitting a
bit 0 and At; = T — ¢ for transmitting a bit 1.

Taking message 0x020 from the 2010 Toyota Camry [22]
as an example, we plot its IAT distributions with added de-
viations in Fig. where "= 10 ms and 6 = 0.017 = 0.1
ms. While adding a small deviation § does lead to a shift in
the IAT distribution, the two distributions are still overlap-
ping with each other, indicating possible bit errors due to
the noise caused by the CAN traffic.

In order to reduce bit errors, one way is to average the
IATs with a window length of L at the receiver to smooth
out the noise. As we can see in Fig.p(b)} performing running
averages can effectively separate the two clusters from each
other. To support the computation of running averages at
the receiver, the transmitter needs to transmit the same bit
over L consecutive ITTs. The above observations motivate
the design of the IAT-based covert channel.

Note that when the probability of bit errors is reasonably
small, one may also consider Error Correction Coding (ECC)
techniques that are widely used in communications [37] to
detect and recover occasional bit errors. Nevertheless, the
use of ECC techniques will complicate the design of covert
channels and introduce overheads. As we will show later
in Section 5} since the probability of consecutive corrupted
authentication frames is small, it is acceptable to not recover
the bit errors in a particular frame.

Modulation. The transmitter uses the following modulation
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Fig. 9: Example of IAT distributions of message 0x020 from
the Toyota dataset at the receiver side (a) without running
average (L = 1) and (b) with running average (L = 4).
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scheme to embed a bit into the ITTs of CAN messages,

T+ 9,
{10

ifb; =0
ifh; =1"

where j € [iL, (i+1)L). This is essentially the Binary Phase
Shift Keying (BPSK) modulation in the communication the-
ory [37]. While more than two levels may be used to increase
the throughput, we consider only two levels in this work to
minimize the impact on the CAN bus schedulability.

Demodulation. From Eq. 2), we know that the original IATs
are Aa; = T/(1+ S) + n;. When At; is changed to T £ 9,
the receiver will observe
T+ (2b; — 1)d
Aaj = % + nj,

where b; € {0, 1} is the transmitted bitand j € [¢L, (i+1)L).
In this work, we assume that 7);’s are i.i.d. Gaussian random
variables, ie., n; ~ N(d, 072]). Hence, we have n; = n; —
nj—1 ~ N(0,0%), where 0% = 20,27.

In order to demodulate the authentication message from
the IATs, the MN needs to perform three steps: 1) comput-
ing running averages, 2) sampling, and 3) thresholding. In
the first step, the MN computes the running averages of
window length L as below,

1 L-1
7=0

1

1 1
=1:s5 I J;O Ativj | + Z(ﬂHLq —ni—1). (6)
From Eq. @, we can see that the noise term is reduced by a
factor of L and the resulting variance of IATs is 20,27 /L.

After computing the running averages {Aali]}, the MN
needs to sample every L values with a correct sampling off-
set 7* and obtains {Aa[iL + 7*]}. From the communication
theory [37], we know that the optimal receiver minimizes
the bit error probability P, by selecting the output b[i] that
maximizes 1 — P, = Pr(b; sent |Aa[iL + 7*] received). If we
assume that bits 0 and 1 are transmitted with equal proba-
bilities, then the maximum likelihood decision criterion is

il = 0, ifAaliL+7*]>T,
"= 1, otherwise,
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where I' = 1+LS (Eq. ), that is, the decision threshold is
the mean of original IATs or the observed message period.
Lastly, the MN can decode A,, from the bit string {b[i]}.
Note that it is not necessary for the receiver to be syn-
chronized with the transmitter for the sampling purposes,
because the receiver can determine the correct sampling

offset 7* by itself as follows,

T = arg maxz |AafiL + 7] =T, )

where 7 € {0,1,..,L — 1}. That is, 7* is the integer value
that maximizes the total distance between each sample and
the decision threshold.

Impact of 6 and L on bit error probability. From our
previous discussion, we see that L and § are the two key
parameters that affect the bit error performance of the IAT-
based covert channel. In this section, we analytically model
the bit error probability P, as a function of L and .

First of all, based on our previous assumption of Gaus-
sian noise, we have
®)

L 2
AafiL + 77 NN(TH%Z 1) U—),

1+5 12

where b; € {0,1} and 02 = 203] (Eq. ). Let P, and P, ;
be the bit error probabilities conditioned on bits 0 and 1
being transmitted, respectively. Then we have

P.o =Pr(AafiL + 7] <T|b; = 0),
P.1 =Pr(AafiL + 7] > T|b; = 1).

According to Eq. , we know that

= re(z< SIES) (1Y,

where Z ~ N(0,1) is the standard Gaussian random vari-
able and Q(z) £ # [ exp(— %)dz is the Q function. Due
to the symmetry, we have P, o = P, ;.

Assuming equally likely probabilities of bits 0 and 1, i.e.,

Py = P, = 0.5, the total error bit probability is

PePe,O'PO+Pe,1'P1Q((1_~I_/(;)0_>' (9)
From Eq. (), we see that increasing L and § would have
the same effect on P,. Nevertheless, increasing L will reduce
the covert channel throughput, whereas increasing ¢ could
potentially affect the schedulability of the CAN bus, as we
will explain in the next section. Therefore, in the case of
fixed ¢, it makes full sense to choose the smallest L value,
while keeping P, less than or equal to a given limit . From
Eq. (9), we have

(1+8)o
TQ (6)] )

where [-] is the ceiling function.

Lmin = ’V (10)

Impact of 6 on CAN bus schedulability: Timing on the
CAN bus is closely related to its schedulability. A CAN bus
is schedulable if and only if all the messages on the bus are
schedulable, and a message with ID k is schedulable if and
only if its worst-case response time (denoted as I?;) is less
than or equal to its deadline (denoted as Dy,).

According to [38], Ry, is defined as the longest time from
the initiating event (that puts the message in the transmis-
sion queue) occurring to the message being received by the
nodes that require it. It consists of three parts: 1) the queuing
jitter, 2) the queuing delay, and 3) the transmission time. The
queuing delay further consists of the blocking delay (due to
ongoing transmissions of lower priority messages) and the
interference (due to the arbitration process when competing
with higher priority messages).

Since the IAT-based covert channel introduces a devia-
tion of §, its effect is equivalent to decreasing the message
period (defined as the minimum inter-transmission time)
and increasing the queuing jitter. By applying the schedu-
lability analysis in [38], we can show that the impact of
0 on the worst-case response time is threefold: 1) increase
in the queuing jitter by a fixed amount (§), 2) increase
in the blocking delay by a bounded amount of time, and
3) increase the message transmission time of higher prior-
ity messages by a certain percentage (9/7). Therefore, to
achieve the effective use of the IAT-based covert channel,
TACAN parameters (notably §) need to be experimentally
obtained and fine tuned prior to deployment to ensure the
schedulability of the CAN bus. A detailed discussion is
provided in Appendix A.

4.4 LSB-Based Covert Channel

In this section, we present the LSB-based covert channel,
which embeds the authentication messages inside the LSBs
of the data payload of normal CAN messages transmitted by
an ECU, as illustrated in Fig.[10} Unlike the IAT-based covert
channel, the LSB-based covert channel is also applicable to
aperiodic CAN messages. For the scope of this work, we use
the CAN data frames to develop our methodology.

Observations. In order to transmit authentication messages
over the CAN bus, it is common to leverage the existing
fields of a CAN message, such as the data field (at least
one byte) and the extended ID field, or simply introduce
additional CAN messages [9], [10], [39]. In practice, how-
ever, there may not be any unused bytes in the CAN
message or the CAN bus is already heavily loaded, which
makes the above approaches difficult to deploy. In TACAN,
the objective is to authenticate the transmitter instead of
each CAN message, and thus authentication messages are
transmitted much less frequently. If we can spread the bits of
an authentication message across multiple CAN messages,
each of which carries only a few authentication bits (e.g.,
one or two bits), we can then alleviate the payload shortage
and avoid traffic overheads.

On the other hand, we also observe that CAN messages
are often used to convey sensor values, most of which are
floating values represented in bits. Therefore, the L LSBs
(e.g., L = 1 or 2) of each such CAN message may be used for
transmitting authentication bits without causing significant
degradation in accuracy.

Taking the 2010 Toyota Camry [22] as an example, there
are at least 7 messages out of 42 that carry sensor values
(e.g., wheel speeds, engine speed, vehicle speed, odometer,
brake pressure, steering angle) [22]. We would expect more
CAN messages that carry sensor values in newer automo-
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Fig. 10: Illustration of LSB-based covert channel. The trans-
mitting ECU embeds the authentication message into the
LSBs of multiple normal CAN messages (with the same ID),
which can be extracted and verified by the Monitor Node.

biles. The above observations motivate our design of LSB-
based covert channels.

Embedding A,, to LSBs. The embedding procedure is
considered as a sub-layer between the Application and the
Data Link layers. The basic idea is as follows: for each
message A,,, the transmitter substitutes the least significant
L bits of the CAN message with the next L bits in A,,. No
modification is needed if the L bits happen to be the same.

As provided in Algorithm [2} an authentication frame Ay
is first constructed from A,, (Line [I). When the new data
field content d ;¢4 is received from the upper (Application)
layer, the least significant L bits of the selected byte § in
dyield, denoted as bin(dyierd(8))r, are compared with the
next L bits of A;: if the bits of interest are different, then
the substitution occurs; otherwise, df;c;q is not modified
(Lines BIf8). The same process is repeated for each new
authentication message.

Algorithm 2: Embedding A,,, to LSBs

1 Construct Ay from A,, (with bit stuffing);
21+ 0;
3 while ¢ < length(A;) do
4 Receive df;c1q from the upper (Application) layer;
if bin(dfield(ﬁ))L % Af[i 1+ L — 1] then

‘ bin(dﬁeld(ﬂ))L = Af[i i+ L — 1],'
dframe — dfield(’y);
11+ L;

9 Send d;e1q to the lower (Data Link) layer;
10 return;

5
6
7
8

Extracting A,, from LSBs. On the receiver side, the MN
extracts the L LSBs from every received CAN message and
reconstructs the authentication message. If the MN fails to
verify the authentication message, it will raise an alert that
indicates possible compromise of the transmitting ECU or
malicious exploitation of the CAN bus.

The extracting procedure is described in Algorithm
Once the MN detects the SOF flag, it will start extracting the
L LSBs from the designated byte d;e1q4(5) and appending
them to A ¢ (Lines . When the EOF flag is detected in
A t» the MN will perform bit destuffing on A ¢ and extract
the authentication message A,, (Line ED Then it will listen
for the SOF of the next incoming frame.

Algorithm 3: Extracting A,,, from LSBs
1 if SOF is detected then
2 | Initialize Ay to an empty bit string;
while EOF is not detected in Ay do
Receive df;c1q from the Data Layer layer;

3
4
5 Append bin(dfic1a(8)) 1 to Af;
6
7

Destuff Ay and extract A,,;
return A,,;

4.5 Hybrid Covert Channel

Since the IAT-based and LSB-based covert channels are or-
thogonal to each other, it leads to a natural question whether
the two covert channels can be combined to construct a hy-
brid channel to achieve a larger throughput. In this hybrid
covert channel, the transmitter will split the authentication
message into two parts and transmit them through the two
covert channels separately. Then the receiver will receive
and reassemble the two parts into one piece. In this work,
we are interested in answering the following question: how
to choose the splitting ratio a (0 < o < 1) such that the two
parts will be transmitted roughly over the same duration.

Given N, bits for the authentication message and N,
bits for other fields (SOF, CRC, and EOF), if we ignore bit
stuffing, then there are a total of [&N,,,] + N, bits and [(1 —
a)Np,] + N, bits transmitted over the IAT-based and LSB-
based covert channels, respectively.

If the IAT-based covert channel is using a window length
of L; and the LSB-based covert channel is using Lo LSBs,
then requiring the same transmission duration means

([aNm] + No)Ly = ([(1 = )N + No)/Lo.
Ignoring the ceiling function, we have

N+ No(1— Ly Ly)
 Np(1+ LiLs)

While o computed in in Eq. is not the optimal value o
that leads to two partitions of equal length after bit stuffing,
it will be close to o, which provides a reasonable starting
point for further iteration. Note that « is less than or equal
to 0, it means that only the LSB-based covert channel should
be used.

As an example, suppose N,,, = 32, N, =16, L; =1 and
Ly = 1. In this case, the two covert channels have similar
throughput and we have a = 50.0%. Nevertheless, if L; is
increased from 1 to 2, a quickly drops to 16.7%. With L, =
3, a becomes 0, which means that it is not advantageous to
deploy the hybrid covert channel.

x 100%.

1)

5 EVALUATION

In this section, we conduct extensive experiments to evalu-
ate the performance of the proposed covert channels and
TACAN using real-world datasets. We first describe our
real vehicle CAN bus testbed based on the UW EcoCAR (a
Chevrolet Camaro 2016) and demonstrate the proposed IAT-
based and LSB-based covert channels (Section [5.I). We then
evaluate the bit error performance (Section [5.2), throughput
(Section , detection performance (Sectio, and accu-
racy loss (Section[5.5) of TACAN using the EcoCAR datatset
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OBD-II Port

Fig. 11: Illustration of EcoCAR testbed. Raspberry Pi-based
testbed ECUs are connected to the OBD-II port at the back
of the EcoCAR.

as well as the publicly available Toyota dataset collected
from the Toyota Camry 2010 [22].

5.1 Testbed Validation

Fig. [11| illustrates our EcoCAR testbed that consists of the
UW EcoCAR and testbed ECUs, which are connected via
the On-Board Diagnostics (OBD-II) port The EcoCAR hosts
8 stock ECUs and two experimental ECUs. A total of 2500+
messages with 89 different IDs are exchanged on the CAN
bus every second. All messages are periodic with periods
ranging from 10 ms to 5 sec.

Each testbed ECU consists of a Raspberry Pi 3 and a
PiCAN 2 board (using a MCP2515 CAN controller and a
MCP2551 CAN transceiver). The Raspberry Pi-based ECU is
programmed to be a receive-only device that records CAN
messages using SocketCAN [40]. During data collection, the
EcoCAR is in the park mode in an isolated and controlled
environment for safety purposes, but all in-vehicle ECUs are
functional and actively exchange CAN messages.

To demonstrate the proposed IAT-based and LSB-based
covert channels, we use the testbed ECU to record the
timestamps of 100-ms message 0x22A from the EcoCAR
testbed and replay them in our experiments. In the ideal
case, the TACAN transmitter will add =+6 to the ITTs, which
correspond to changes of £d/(1 4+ S) at the receiver side.
Since both § and S are very small, we approximate 6 /(1+5)
as 0 and program the TACAN transmitter to directly modify
the recorded IATs.

Fig. provides an example of the received authen-
tication frame in the IAT-based covert channel. In this ex-
ample, the 24-bit counter has a value of 1, 6 = 0.017', and
L = 4. We observe that without the running average, the
received IATs can be very noisy, which leads to possible bit
errors, whereas computing running averages can effectively
smooth out the noise. We also observe that the actual length
of the transmitted frame can exceed the original length due
to the inserted stuffed bits.

Fig. provides an example of the received authenti-
cation frame in the LSB-based covert channel when a single
LSB is used (L = 1). Compared to the IAT-based covert
channel in Fig. the LSB-based covert channel is noise-
free, and each authentication frame can be transmitted in a
shorter duration.

5.2 Bit Error Performance

In this section, we discuss the bit error performance of the
IAT-based and LSB-based covert channels. In addition to the
EcoCAR dataset, we also use the Camry Toyota 2010 dataset
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T i
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Fig. 12: Example of received authentication frame for mes-
sage 0x22A from the EcoCAR testbed in (a) the IAT-based
covert channel and (b) the LSB-based covert channel. The
fields for SOF, counter and digest values (Data), CRC, and
EOF are colored in blue, green, gray, yellow, and red, respec-
tively. The stuffed bits are marked as black triangles.

[22]. It consists of 43 distinct messages, and the majority of
them are periodic with periods ranging from 10 ms to 5 sec.

IAT-based covert channel. In this experiment, we select a
subset of 9 representative messages from the Toyota dataset
and the EcoCAR testbed with different message ID levels,
periods, and noise levels, as listed in Table [2} Our objective
is to compare the analytical bit error probabilities (F.) in
Eq. () against the experimental values and study the impact
of L. We set 6 = 0.017 to minimize the impact on the
CAN bus. Since P, is a function of the standard deviation of
IATs o (Eq. @])), we only consider IATs within £20% of the
average when computing o to minimize the adverse impact
of outliers. To obtain the experimental F., we add %4 to the
IATs and compute the running averages of window length
L. We then compute the percentage of the averaged IATs
that lead to bit errors as the experimental P,.

As shown in Fig.[13} the bit error performance of the IAT-
based covert channel varies a lot among different messages.
In general, P, is very high with L = 1, but it quickly drops
to as L increases for all messages, which demonstrates the
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TABLE 2: Statistics of IATs of representative messages from
the Toyota dataset and the EcoCAR testbed.

Period | Standard deviation

Msg ID (sec) (Norm. by period) Source
0x020 0.01 1.1% Toyota
0x0B4 0.02 0.5% Toyota
0x224 0.03 0.9% Toyota
0x620 0.3 1.0% Toyota
0x0D1 0.01 2.7% EcoCAR
0x185 0.02 1.6% EcoCAR
0x22A 0.1 1.2% EcoCAR
0x3FB 0.25 1.4% EcoCAR
0x4D1 0.5 1.4% EcoCAR

effectiveness of the running average. For the four Toyota
messages, the experimental P, is less than 0.1% with L = 3,
and the experimental P is less than 0.3% with L = 5 for the
five EcoCAR messages. In addition, since the EcoCAR has
significantly more traffic than the Toyota Camry, we observe
larger P, for EcoCAR messages than those for the Toyota
messages for the same L. We also observe that since we set §
to a fixed percentage of the message period, messages with
larger periods tend to be more advantageous and usually
have a smaller P, with the same L.

In order to further understand the minimum L values
required by different messages, we choose 85 EcoCAR mes-
sages and determine L.,i, such that the experimental bit
error probability is less than or equal to 1% with § = 0.017.
Note that we exclude four noisy messages, each of which
has a standard deviation of IATs that is 10% larger than
its mean IAT. As shown in Fig. a total of 19 messages
can use L = 1. With L < 5, a total of 46 messages are
eligible, accounting for 51.7% of EcoCAR messages. If we
set = 0.027, a total of 59 messages become eligible, which
corresponds to 66.3% of all messages.

LSB-based covert channel. Since the authentication mes-
sage is hidden in a few bits of the data payload of normal
CAN messages in the LSB-based covert channel, the bit error
probability will be as low as that of the CAN bus itself.
According to [41], the bit error probability of the CAN bus in
normal environments (factory production line) and aggres-
sive environments (two meters away from a high-frequency
arc-welding machine) are 3.1 x 1077% and 2.6 x 107°%,
respectively. In other words, the LSB-based covert channel
is very reliable and is not affected by the noise caused by
the CAN traffic.

5.3 Throughput Performance

In this section, we compute and compare the throughput
of the proposed covert channels. For ease of discussion, we
let the number of bits in the authentication message (4,,)
be N,,, and the number of bits in other fields (SOF, CRC,
and EOF) be N,.. Hence, each authentication frame (denoted
as A¢) has Ny = N, + N, bits. However, the number of
actually transmitted bits may be more than Ny due to bit
stuffing. Since the stuffed bit itself may be the first of the
five consecutive identical bits, there is at most one stuffing
bit every four original bits after the first one. Therefore, the
actual length of each frame is bounded by

Nf—7—1J

N, =N
b er{ 1

40.0
Msg 020, Ana.

Msg 020, Exp.
Msg 0B4, Ana.
Msg 0B4, Exp.
Msg 224, Ana.
Msg 224, Exp.
Msg 620, Ana.
Msg 620, Exp.

1.0 1.5 20 25 3.0 35 40 45 5.0
Window Length (L)
(a) Toyota dataset

Msg 0d1, Ana.
Msg 0d1, Exp.
Msg 185, Ana.
Msg 185, Exp.
Msg 22a, Ana.
Msg 22a, Exp.
Msg 3fb, Ana.
Msg 3fb, Exp.
Msg 4d1, Ana.
Msg 4d1, Exp.

1.0 1.5 20 25 30 35 40 45 50
Window Length (L)
(b) EcoCAR testbed

Fig. 13: Comparison of analytical and experimental bit er-
ror probabilities for selected messages from (a) the Toyota
dataset and (b) the EcoCAR testbed. We observe that in-
creasing L will reduce the bit error probability. We also
obesrve that our analysis provides a good estimate of the
experimental bit error probability.
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Fig. 14: Histogram of Ly, such that P, < 1% for EcoCAR
messages with § = 0.017".
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where |- | is the floor function. Note that we need the —7 in
the numerator because the EOF is not subject to bit stuffing,
and the —1 is because the worst-case bit stuffing happens
right after the first original bit.

To quantify the throughput performance, we define two
metrics: 1) channel throughput (R.), i.e., the number of bits
transmitted per second, and 2) authentication throughput
(Ry), i-e., the number of authentication bits transmitted per
second. Since the clock skew is very small and its effect is
usually negligible, it is omitted to simplify calculations.

IAT-based covert channel. Since every bit is embedded into
L consecutive ITTs of T sec, it takes LT time to transmit one
bit, which means R. = 1/(LT). The best-case authentication
throughput (without bit stuffing) is R, = N,,/(N;LT).
With bit stuffing, R, may be as low as Ny, /(N LT).

LSB-based covert channel. Since up to L authentication bits
can be hidden in one CAN message, we have R, = L/T.
Each frame requires [N;/L] normal CAN messages and a
duration of [N;/L]|T to transmit. Hence, we have R, =
Ny /([Nf/L]T) = Ny L/(N¢T) in the best case and R, =
N L/(NT) in the worst case.

Hybrid covert channel. As presented in Section 4.5} the hy-
brid covert channel splits A4,, into two parts with a suitable
splitting ratio of a (Eq. (1I)) and transmits them through
the IAT-based and LSB-based covert channels separately.
Let D = max(([aNm | + No)L1, ([(1 — @)Ny | + N,)/L2)
be the time it takes to transmit a single frame. Hence, the
channel throughput is R. = (N, + 2N, )/D. The best-case
authentication throughput is R, = N,,,/D.

Throughput comparison. In this experiment, we consider a
10-ms CAN message and set N,,, = 32 and N, = 16. The
average throughput is computed for each covert channel
for transmitting 1000 authentication frames. Results are
provided in Table 3] We can see that R. of the hybrid
covert channel is close to the sum of R, of individual
covert channels, but they are not exactly equal due to bit
stuffing. When L; = Ly = 1, the hybrid covert channel
has a gain of 49.7% in R, over individual covert channels.
As either Ly or Ly increases, the throughput of the IAT-
based covert channel becomes smaller than that of the LSB-
based covert channel, and it is less beneficial to deploy the
hybrid covert channel. With L; = Ly = 2, the hybrid covert
channel reduces to the LSB-based covert channel, because
no authentication bits are transmitted over the IAT-based
covert channel.

TABLE 3: Comparison of throughput (in bits per second) of
three proposed covert channels with 10-ms CAN messages

Settings IAT-Based LSB-Based Hybrid
R Ra R. R, R Rq
Ly =1,L>=1 | 100.0 | 61.8 100.0 61.8 198.6 | 92.5
Li=2,Lo=1| 50.0 | 309 [[ 100.0 | 61.8 1488 | 69.3
Ly =1,L=2 | 100.0 | 61.8 1978 | 122.3 296.7 | 138.1
Li=2,Ly=2] 500 [ 309 || 1978 | 1223 || 1978 | 122.3

5.4 Detection of CAN Bus Attacks

As described in Section [} TACAN extracts and verifies the
authentication message embedded in the IATs or LSBs of
normal CAN messages to authenticate the transmitting ECU

TABLE 4: False alarm probability in the IAT-based covert
channel in the normal situation

MsglD | K=1] K=2 | K=3
OxOD1 | 0.49% | 0.19% | 0.0%
O0x185 | 1.31% | 031% | 0.0%
0x22A | 00% | 00% | 0.0%
0x3FB | 0.64% | 032% | 0.0%
0x4D1 | 1.95% | 0.33% | 0.0%

and also serves the purpose of intrusion detection. In this
section, we consider a TACAN-based detector and evaluate
its detection performance against CAN bus attacks. While
we focus on the IAT-based covert channel, similar results
can be found in the other two covert channels.

Detection scheme. The TACAN-based detection scheme
works as follows: the MN counts the number of consecutive
authentication failures. An authentication failure is either a
message reception failure (e.g., lost message, CRC error) or a
message verification failure (e.g., invalid counter or digest).
If the counter is larger than or equal to a preset threshold
K (e.g., K = 3), then the MN raises an alert for a CAN bus
attack. A successfully received and verified authentication
message will reset the detection counter to zero.

False alarm probability. We first discuss the false alarm
probability (denoted as P 4) of the TACAN-based detector,
which is defined as the probability of raising an alarm when
there is no attack present. We experimentally evaluate the
IAT-based covert channel in the normal situation using the
five CAN messages from the EcoCAR testbed (see Table [2).
An example of the normal IAT-based covert channel trans-
mission is provided in Fig. In order to minimize bit
errors, we set 6 = 0.027 and set L = 6 for the first three
messages and set L = 2 for the last two messages.

As shown in Table [} with a properly configured IAT-
based covert channel, we have Prs < 2% with K = 1.
When K = 2, we have Ppsq < 0.33% for all messages.
Since none of the messages has three consecutive message
reception failures (either a lost message or a CRC error),
we have Prs = 0% with K = 3. Note that since the LSB-
based covert channel has a very low bit error probability,
the probability of a message reception failure in the normal
situation is negligible and thus we have Pr4 = 0%.

Detecting suspension and injection attacks. As illustrated
in Fig. when the suspension attack happens, the
transmission of CAN messages is interrupted, which causes
authentication message loss and thus message reception
failures. Similarly, as shown in Fig. the injection attack
also interrupts the transmission of authentication messages,
which causes either message loss or CRC errors. In this
example, we use the 100-ms message with ID=0x139 from
the EcoCAR as the attack message. Since a CAN bus attack
like the suspension or injection attack will need to last for
a sufficient amount of time to cause enough damage to the
CAN bus, it will cause more than K consecutive message
reception failures and thus can be detected by the TACAN-
based detector with a detection probability of 100%.

Detecting forgery attacks. In the forgery attack, the attacker
has already compromised an in-vehicle ECU and transmits
authentication messages, which can be successfully received
by the MN (i.e., CRC check is passed). The attacker attempts
to generate valid authentication messages which can be
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Fig. 15: Illustration of the IAT-based covert channel in dif-
ferent situations using message 0x22A from the EcoCAR
testbed: (a) normal, (b) under the suspension attack, and
(c) under the injection attack. In both (b) and (c), the attack
starts at around ¢ = 10 sec. Under the suspension attack,
the next message after the attack never arrives, and thus the
next expected IAT (in dashed red) will keep increasing. Both
suspension and injection attacks will prevent the authenti-
cation message from being successfully received by the MN.

verified by the MN to evade the detection of TACAN.

Since TACAN securely stores both master and session
keys in the ECU’s TPM to prevent being compromised by
the adversary, the attacker has to forge a valid digest for
each local counter value without the session key. With a
condensed digest of M bits, the probability of a successful
random forgery is 1/2*. For example, when M = 8, this
probability is 1/28 ~ 0.4%. In other words, the forgery
attack will be detected with a probability of 99.6% with
K = 1.1In general, the probability of K consecutive message
verification failures is (1/2M)X, which decreases as K in-
creases. Hence, to guarantee a desired detection probability
for a given K, a suitable value of M should be chosen.
Repeated forgeries will be prevented due to the use of
monotonic counters.

Detecting replay attacks. A replay attacker has infiltrated
the CAN bus and attempts to replay previously transmitted
authentication messages of the targeted ECU with the hope
of passing the verification process at the MN. It is easy to

see that such attempts will be detected by TACAN with a
probability of 100% due to the use of monotonic counters.

Detecting masquerade attacks. As mentioned in Section[3.2]
a masquerade attack (including the more sophisticated
cloaking attack [[16]) requires in-vehicle ECUs to be weakly
and/or fully compromised. As a result, TACAN will force
the attacker to perform a forgery or replay attack, not only
for the compromised ECU itself, but also for the ECU the at-
tacker attempts to masquerade as. Therefore, a masquerade
attack will also be detected by TACAN.

In summary, our proposed TACAN-based detector can
identify attacks that interrupt the transmission of normal
CAN messages (e.g., suspension and injection attacks), as
well as attacks in which attackers fail to generate valid
authentication messages (e.g., forgery, replay, and masquer-
ade attacks) with a very high detection probability, while
keeping the false alarm probability very low.

5.5 Accuracy Loss

In this section, we study the impact of LSB-based covert
channel on the accuracy of sensor values. We first notice
that with changes of a single bit (L = 1), the accuracy loss
has the same scale with the discretization error (resolution)
of that sensor value. As L increases, the overall throughput
will increase (Section , and the accuracy loss will also be
larger. Hence, manufacturers will need to assess the impact
of accuracy loss in CAN data on the functionality and safety,
and trade off the accuracy loss against the throughput gain
when deploying the LSB-based covert channel. It is im-
portant to highlight that for periodic messages that cannot
tolerate accuracy loss, manufacturers may deploy the IAT-
based covert channel instead.

In order to gain a better understanding of the accuracy
loss of the LSB-based covert channel, we consider two CAN
messages: 1) one that carries wheel velocity values from the
Toyota dataset [22] and 2) the one carries engine coolant
temperature values that we identified through reverse engi-
neering from the EcoCAR dataset [21]]. In our experiments,
we set L to 1 or 2 and quantify the accuracy loss in terms
of the maximum error, i.e., the maximum deviation from
the original values (which are considered as ground truth).
Note that we intentionally keep L < 2 in order to avoid
significant distortions to the underlying sensor values or
jeopardize the functionality of the receiving ECU.

As illustrated in Fig. and highlighted in the magni-
fied box, the maximum error introduced to wheel velocity is
0.01 km/h for L = 1 and 0.03 km/h for L = 2, which
is considered as insignificant. As for the engine coolant
temperature in Fig. the maximum error is 1 °C' for
L = 1 and 3 °C for L = 2, which are still moderate.
As compared to the median value of 58 °C, the errors of
1 °C and 3 °C translate into 1.7% and 5.2% deviations,
respectively.

6 CONCLUSION

In this paper, we presented TACAN, a covert channel-
based transmitter authentication scheme that allows a MN
to verify the authenticity of the transmitting ECU. We devel-
oped IAT-based, LSB-based, and hybrid covert channels to
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Fig. 16: Accuracy loss due to the LSB-based covert channel.
(a) Wheel velocity in the Toyota dataset. (b) Engine coolant
temperature in the EcoCAR dataset. We observe moderate
accuracy loss in both cases.

communicate the authentication information between ECUs
and the MN without introducing protocol modifications
or traffic overheads. We analytically modeled the bit error
probability of the IAT-based covert channel as a function
of covert channel parameters, and studied its impact on
the CAN bus schedulability. We experimentally validated
and evaluated TACAN and the proposed channels using the
EcoCAR testbed and the publicly available Toyota dataset.
Our results show that properly configured IAT-based covert
channels have an experimental bit error probabilities of less
than 0.3%. We also show that our TACAN-based detector
can detect CAN bus attacks with a high detection probabil-
ity, while keeping the false alarm probability less than 0.33%
by setting the detection threshold to 2 or higher. In addition,
we studied the impact of the LSB-based covert channel on
sensor values and observed moderate accuracy loss.
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