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Abstract—Our work focuses on modeling security of systems from their component-level designs. Towards this goal we develop a
categorical formalism to model attacker actions. Equipping the categorical formalism with algebras produces two interesting results for
security modeling. First, using the Yoneda lemma, we are able to model attacker reconnaissance missions. In this context, the Yoneda
lemma formally shows us that if two system representations, one being complete and the other being the attacker’s incomplete view,
agree at every possible test, then they behave the same. The implication is that attackers can still successfully exploit the system even
with incomplete information. Second, we model the possible changes that can occur to the system via an exploit. An exploit either
manipulates the interactions between system components, for example, providing the wrong values to a sensor, or changes the
components themselves, for example, manipulating the firmware of a global positioning system (GPS). One additional benefit of using
category theory is that mathematical operations can be represented as formal diagrams, which is useful for applying this analysis in a
model-based design setting. We illustrate this modeling framework using a cyber-physical system model of an unmanned aerial vehicle

(UAV). We demonstrate and model two types of attacks (1) a rewiring attack, which violates data integrity, and (2) a rewriting attack,

which violates availability.

Index Terms—Abstract algebra, category theory, cyber-physical systems (CPS), security, systems modeling.

1 INTRODUCTION

N the past decade there has been significant effort in

adding formal underpinnings to security [1f], [2]. This
research trajectory is evidenced by the NSF/IARPA/NSA
workshop on the science of security, which underlines that
there are three areas in need of innovation: metrics, formal
methods, and experimentation [3]. In addition, there is still
increasing need for defining (in)security as a modeling prob-
lem [4], [5], [6]. This paper develops a formal method for mod-
eling attacker actions at the abstraction level of component-
level system models. Specifically, the categorical result of the
Yoneda lemma is used to formally show that if two different
architectural implementations of a system agree on every
test, then they are behaviorally equivalent. The implication
of this result is that an attacker can still effectively exploit
a system, even with an inaccurate knowledge base of the
architecture, using rewiring and/or rewriting attacks.

Security engineering has moved from the paradigm of
securing a list of assets to modeling in graphs of networked
components, which is more congruent with attacker behav-
ior [7]. These graphs are useful for analyzing the system’s
security posture [8]; however, we can improve them further
using added structure that comes with categorical models
of component-level system models, which are by definition
compositional; a useful property for security modeling [9]].
The functorial semantics that come with this category-
theoretic modeling framework also explicitly relate several
views that are essential for the modeling and analysis of
cyber-physical systems (CPS), where continuous and dis-
crete behaviors interrelate to produce a total behavior. The
following formal method is applicable to information tech-
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nology (IT) systems too but the added complexity of CPS is
useful as a demonstration and to examine formally, in the
future, how attacks can lead to hazards and misbehaviors.

Particularly, this structure comes in the form of formal
decomposition rules between system behavior and system
architecture, which improves upon current practice where
system behavior is disjoint from system architecture. Addi-
tionally, this approach provides for early security modeling,
where engineering decisions are most effective [10], [11],
by operating on models instead of implementations. This
is possible because categorical semantics reside in a higher
level of abstraction than, for example, attack graphs [12],
which work best after source code is available. The im-
plementation of this category-theoretic modeling method is
what allows us to use the Yoneda lemma to show the impact
of exploitable vulnerabilities from an attacker perspective
over a system model, which can be incomplete or even
partially erroneous compared to the system under attack.

We develop algebras describing behaviors (block dia-
grams) and architectures (graphs) and security operations.
That is, we formalize in a precise way both diagrammatic
reasoning as well as how these differing views of the system
(behavior and architecture and attacker actions) are unified.
This categorical formalization of diagrammatic reasoning
has found success in, for example, manipulating quantum
processes [13]], [14] and databases [15]. We posit a similar
innovation would be useful in defining a high level interpre-
tation of attacker actions diagrammatically. This categorical
interpretation formalizes two attacker actions; learning and
hijacking. While this framework does not examine partic-
ular attacks by itself, attack pattern databases (for example
MITRE CAPEC [16]) and attacker modeling frameworks (for
example MITRE ATT&CK [17]) can be used to augment the
model with concrete examples of attacker actions.



This paper attempts to develop the foundations of se-
curity within a compositional CPS theory modeling frame-
work [18], a flavor of what Lee calls dynamical computa-
tional systems theory [19]. Formal composition rules could
overcome some of the new challenges CPS introduce to
security [20], [21]. Specifically our contributions are in the
domain of formal methods for security to assist model-
based design of CPS using category theory. These contri-
butions are still bound by well-known problems of the
foundations and general science of security, such as the lack
of a well-defined common language [22].

o Describing how fundamental concepts in category
theory, such as functors to the category of sets, can
be interpreted as testing procedures, and results like
the Yoneda lemma can be used to infer similarities
between systems given the similarities between their
test outcomes.

e Directly using these insights to model the most com-
mon phases of an attack, that consist of learning first,
and on the attack itself afterwards, thereby modeling
from the attacker perspective formally.

o Extending the approach to CPS by wiring diagrams
and their algebras [11], termed systems-as-algebras,
to provide compelling examples of how our mathe-
matical formalization works in practice, which gives
rise to a categorical formal methods for CPS security.

A concrete future result of this line of theoretical work
would be the integration of security primitives within
systems modeling languages, which will be important for
assuring that CPS models conform to security requirements.
We show in a guided process how this would be achieved
by modeling a rewiring attack and a component attack on
an unmanned aerial vehicle (UAV) and how both attacks
can be represented diagrammatically as formal methods.

2 PROBLEM FORMULATION

Having fixed some system, by an attack we mean any proce-
dure intended to change the system behavior. This definition
is very broad, and ranges from privilege escalation in a
computer system to sabotaging a car. We consider an attacker
any actor who performs any such process to degrade a
systems behavior.

Traditionally, attacking a system is considered to be an
art, and as such it requires a certain degree of heuristics. Our
goal is to formalize these heuristics mathematically, using
the attacker point of view.

From an intuitive standpoint, it makes sense to divide an
attack into two distinct phases: learning, where the attacker
gathers information about the target system in the hope to
find a weakness, and hijacking, where the attacker lever-
ages on a given weakness changing the behavior of some
component, which reverberates on the system as a whole.
The particulars of how these phases are exercised and how
they feedback with each other depend on the capabilities
and goal of the attacker (in defender terms this would be
detailed in the threat model).

To model the first phase, we need a mathematical de-
scription of what probing a system for information means.
To model the second phase, we need to mathematically
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express the fact that the attacker can act on a system to
change it.

Crucially, there is an intermediate step between these
two phases, which we do not describe. We do not describe
explicitly how the weakness is turned into an exploiting
procedure to change the behavior of some subsystem. In-
stead, we only describe how the weakness is found, and
how the exploiting procedure reverberates in the system as
a whole. The reason why this assumption is acceptable is
twofold. First, turning a weakness into a viable exploit is
heavily dependent on implementation details, for example,
the Spectre and Meltdown exploits [23]], and our mathemati-
cal framework is too general to capture these details success-
fully. Second, the largest class of attacker actions involves
already developed exploits, either internally or through a
marketplace, deployed in some sequence to degrade the
behavior of the system, without necessarily the attacker
precisely knowing how they work [24].

For instance, an attacker may find out by testing (Phase
1) that a given laptop uses some particular model of WiFi
card. The attacker can then purchase - if it exists — an exploit
for the given card, and deploy it. At this point, the behavior
of the system as a whole will change (Phase 2), for example
by giving to the attacker the possibility to run any code
on the machine. This example is taken straight out of real
experience [25].

Importantly, we make the claim that an attacker is able to
hijack a system even having a incomplete view of it, as long
as the system and the mental model of it from the attacker
point of view are behaviorally equivalent. Mathematically,
this relies on the assumption that the exploit being used is
invariant under isomorphism of behavior.

ASSUMPTIONS  In practice, this means the following: we
represent behaviors of systems using the concept of categor-
ical semantics (Section [d). This categorical semantics can be
more or less granular, depending on how low-level we want
our descriptions to be. For instance, consider specifying
behavior in terms of automata. We can represent automata
as theoretical objects, but we can also take into account their
implementation details, meaning that we not only describe
the system behavior under some formalism but are also able
to relate it to concrete elements; as a reductionist example,
an automaton can be implemented in either a system-on-
chip or a field-programmable gate array (FPGA). These
would amount to different choices of categorical semantics.
Two automata may be isomorphic in the former setting
but not in the latter: this could result in having two different
implementations of the same theoretical concept (e.g., this is
the case in considering the same automaton implemented in
two different programming languages). An attack exploiting
the automaton design will be isomorphism-invariant in both
settings: such an attack exploits the idea that it is possible
to start from a state of a given automaton and end up
in another state via a legitimate sequence of moves. An
attack exploiting the automaton implementation (e.g. some
weakness of the programming language the automaton is
implemented in) will be isomorphism-invariant only in the
latter setting: at the theoretical level, our categorical seman-
tics simply is not able to “see” implementation differences.
This is important, because it amounts to saying that



“an attack can be carried out even if the attacker has an
erroneous view of the system, as long as it is behaviorally
equivalent to the system itself” holds only if the categorical
semantics developed for application is granular enough to
faithfully model the level of generality on which a given
exploit acts.

3 CATEGORICAL PRELIMINARIES

The main mathematical tools used to build the proposed
compositional modeling framework for cybersecurity in
CPS are: a compositional system model in the wiring diagram
category; the Yoneda lemma which represents tests over
the system model, and more specifically the Yoneda lemma
fully determines a given object by its relationships [26]]; and
finally functors and natural transformations to investigate
formally the effects of an exploit.

Category theory has been used to model information
security from a largely theoretical stance [27], [28]. In this
work we extend the theoretical contributions from applied
category theory to security assessment for CPS models.
Because of the relatively new developments within the
category theory community to move towards applications,
we do not assume any knowledge of category theory. In-
stead we start by introducing the notion of a category,
develop intuition for functors and natural transformations,
and present the Yoneda lemma. All the category theory
covered in this paper is considered standard and will be
found in any introductory book on the subject, such as
Lawvere and Schanuel [29] or Leinster [30]. The categorical
results are used to develop algebraic machinery such that it
is possible to model security violations over a CPS model.

The one assumption we make is that there is an al-
ready existent model of a CPS that is translated or built
in categorical terms. The motivation for this assumption
is twofold. First, through category theory it is possible to
unify behavioral models of control systems with models
of candidate concrete implementation of this behavior. This
allows us to use the categorical formalism to trace between
and within these different but important views in the design
of CPS. Second, as it pertains to security assessment it is
helpful to see the effects of an attack at the behavioral level,
even though most security assessment techniques apply
to implementations. This relationship is often built in the
intuition of the security analyst. By having a categorical sys-
tems model we are able to capture formally and, therefore,
precisely the possible effects of an attack from the particular
modeled implementation to the set of control behaviors.

We acknowledge that this assumption contains limita-
tions (Section [), including that often systems are modeled
after the fact in a largely informal manner. However, we
posit that to move the goal post towards a compositional
CPS theory as defined in the introduction, we must move
towards more formal treatment of both systems modeling
and security analysis. Category theory is but one possible
formalism towards this direction but has shown promise
because it can relate and transform between different model
types, which is an important attribute that promotes and
merges already existing approaches from the areas of con-
trol, systems theory, and security instead of requiring new
developments in formalisms in each individual area.
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This view is consistent with the concerns of industry.
Often, unified languages are reductionist in practice, caus-
ing increased complexity and lower fidelity of models [31].
However, the categorical framework we develop here (and
by others in the area of dynamical systems, for example,
by Spivak and Tan [32]) results in the ability to translate
between already known and used models. In fact, the actual
categorical formalism could be in the backend of a modeling
language without the system designer or security analyst
having to interact with any unfamiliar syntax.

3.1 Categories

Category theory is a framework to study patterns in mathe-
matics. The fundamental definition is the one of a category.

Definition 1. A category C is composed of:

e A collection of objects, denoted obj C;
o For each pair of objects A, B, a collection of mor-
phisms from A to B, denoted Hom¢ [A, B]. A mor-

phism f in Hom¢ [A, B] is usually denoted as A EN
B;

o For each object A, a morphism A M, 4;

o Foreach A, B, C objects, an operation

o4.p.c : Home [B,C]xHom¢ [A, B] = Home [A, C|

called composition. We usually omit the subscripts
and just write g o f to denote composition. Com-
position is also denoted diagrammatically, as in
AlB 5

o Finally, we require the following equations to hold
foreachALB,B 9y Cand C % D:

idgof=f foida=f (hog)of=ho(gof)

The interpretation we give to categories is the following;:
Objects can represent systems, states of a given system
or in general entities we care about. Morphisms represent
transformations between these entities. The axioms amount
to asking that:

o For each system A there is a “do nothing” transfor-
mation, called id 4;

o We can compose transformations whenever their do-
main and codomain match. This captures the idea of
applying transformations sequentially, each transfor-
mation acting on the result of the previous one. We
require this composition to be associative.

Example 1. The simplest example of category in this context
is Set, the category whose objects are sets and morphisms
are functions between them. for each set A, id4 is the
identity function from A to itself; composition is function
composition.

Example 2. Plenty of familiar structures in mathematics can
be seen as categories. For instance, a monoid can be seen
as a category with only one object, call it *. Any element
of the monoid is interpreted as a morphism * — *. The
identity on * is the monoid unit, and composition is the
monoid operation. Indeed, categories can be thought of as
generalized monoids with many objects.



Other familiar examples of categories include: groups
and their homomorphisms, vector spaces and linear maps
between them, topological spaces and continuous functions,
and the category of states and transitions between them [33].

In general, the idea is that morphisms are transformations
that preserve some properties possessed by the objects,
properties that we care about. So, for instance, if we were
to define a category of topological spaces, we may require
morphisms to be continuous functions or homotopies, and
if we define a category whose objects are algebras we may
require the morphisms to be homomorphisms that preserve
the relevant algebraic properties we want to study.

What happens when two objects, with respect to the
properties we are interested in, behave exactly in the same
way? This notion can be categorified as:

Definition 2. Given a category C, a morphism A L Bis
-1
called an isomorphism if there is a morphism B L, Asuch

that the following square commutes, meaning that any two
paths sharing the same start and end points define the same

morphism:
A
ida
fh
B

f—l

|

A

idp !
B

If there is an isomorphism A i> B, then we say that A and
B are isomorphic, and write A ~ B.

Remark. Importantly, two isomorphic objects in a category
behave exactly in the same way only with respect to the
structure captured by the category. For instance, R and R?
can be seen both as objects in Set, the category of sets and
functions, and as objects in Vectg, the category of real vector
spaces and linear maps between them. They are isomorphic
in Set, since bijective functions satisfy Definition 2| and R
and R? are in bijection. Nevertheless, they are not isomor-
phic in Vectg, since an isomorphism in this category has
to be a linear bijection, which in particular has to preserve
dimension. What is happening here is that since Vectg keeps
track of more structure than what Set does, our ability to tell
objects apart in Vectg is finer than in Set.

3.2 Functors

Functors are morphisms between categories. As we said in
the previous section, they should then preserve the prop-
erties we care about when we study categories. Looking
at Definition |1} these are just identities and composition.
Hence, we give the following definition.

Definition 3. Given categories C,D, a functor C 5D
consists of the following information:

e A mapping obj C L, obj D;

e Foreach A, B € obj C, a mapping
Hom [A, B] & Homp [FA, FB]

e We moreover require the following equations to
hold:

F(ida) = idpa F(go f)=F(g)o F(f)

Functors are structure preserving maps that allow us
to connect different model types by defining the particular
semantics of transformations that are necessary to change
the domain of discourse (within a particular category, say
Set — Set, or between different categories, say C — Set).

Remark. In category theory practice it is customary to omit
parentheses when not strictly necessary. As such, we will
often write F'f instead of F'(f) to denote the application of
a functor F' to a morphism f.

Example 3. There is a functor from Vectg to Set that “forgets
structure”: Any real vector space is mapped to its underly-
ing set, and any linear map between them is mapped to its
underlying function between sets.

Example 4. As we will see shortly, a very important functor
in category theory is the hom-functor: Fix an object A in a
category C. Then we can define a functor

Homc[A,—]
a2 N

C Set

Which sends every object B of C to the set of morphisms
Hom ¢ [A, B]. A morphism B % C is sent to the function

Hom ¢[A,g]
T

Hom¢ [A, B] Hom¢ [A, C]

Which acts by postcomposing: a morphism A L, B is sent

oAl B Functoriality follows from the composition

and identity axioms of C.

Functors are also useful to supply a category with an
additional operation alongside o, which intuitively models
the idea of of considering multiple objects at the same time
and performing transformations in parallel.

Definition 4. A monoidal category V is a category that comes
equipped with a monoidal product functor

Vxy &y

which can be thought of as multiplication of objects and
morphisms, or more broadly as doing operations in parallel.
We require that, for any objects X, Y, Z,

XoY)9Z~X® (Y ®Z)

Meaning that multiplying objects in any order gives isomor-
phic results.

We also require the existence of a distinguished object 1
of V, called monoidal unit, such that

IR XX~ X®I

that is, I acts like an identity for this multiplication. All this
data must satisfy certain axioms [34], that are beyond the
scope of this paper.

Example 5. Widely used examples of monoidal categories
include (Set, x,{x}), with the cartesian product of sets



and the singleton, as well as (Vectg, ®,R), with the tensor
product of vector spaces. Moreover Cat, the category of cate-
gories and functors between them, admits a monoidal structure
(Cat, x, 1), where tensor is defined as the cartesian product
of categories (similarly to that of sets), and the tensor unit is
the category 1 consisting of a single object together with its
identity arrow.

In fact, all these are examples of symmetric monoidal cat-
egories, which come further equipped with isomorphisms

XY ~Y®X.

For example, for two sets it is X x Y ~ Y x X via the
mapping (z,y) — (y, x).
Now that we defined monoidal categories, that are noth-

ing but categories together with some additional structure,
we have to refine our notion of functor accordingly.

Definition 5. A monoidal functor between two monoidal
categories (V, ®v, Iy) £ (W, ®@w, Iy) is a functor that
preserves the monoidal structure in a lax sense (meaning
not up to isomorphism). Namely, it comes equipped with
morphisms

F(Iy) 2 Iy
FX @w FY 2 F(X @y Y)
with X,Y ranging over the objects of V, that express the
relation between the image of the tensor and the tensor of
the images inside the target category W, these adhere to
certain axioms [34].

3.3 Natural Transformations

In this work we will also use the fundamental concept of
the natural transformation. A natural transformation mod-
els the transformation between functors while preserving
structure, otherwise called morphism of functors.

NP . F,G
Definition 6. Given functors C —— D, a natural transforma-
tion F = G consists, for each object A of C, of a morphism

FA 2 GAin D such that, for each morphism A i> Bin
C/
npoFf=Gfona.

This is often expressed diagrammatically by saying that the
following square has to commute:

FA— L 6a

Ff Gf

FB—— GB
B

Intuitively, the information contained in a natural trans-
formation F' 2 G is enough to guarantee that any com-
mutative diagram made of images of things in C via F' can
be turned into a diagram of images of things in C via G
without breaking commutativity. An example is shown in
the figure below: The commutativity condition of 7 means
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that it doesn’t matter in which order we will “walk through”
these arrows, the result will be the same.

3.4 The Yoneda Lemma

The Yoneda Lemma is arguably the most important result
in category theory. It follows from a clever observation:

consider a functor C =+ Set and an object A of C. By defini-
tion, any natural transformation Hom¢ [A, —] = F has as

components functions between sets Hom ¢ [A, B] 22 FB.
Moreover, for each A i> B, the following diagram must
commute because 7 is a natural transformation:

Home [A, 4] — 2 Fyg

HOI’l’lc[A,f] Ff

Homc [A,B} —>77B FB

In particular, consider A 1d—A> A. This is an element of
Home [A, A], and Home [A, f] sends it to f (which is by
definition an element of Hom ¢ [A, B]) since it acts by post-
composition and foidg = f. Hence, if n4 sends id 4 to, say,
x € FA, then np will have to send f to F f(z), otherwise
the square will not commute. Since this reasoning can be
repeated for any B and any f, it follows that the assignment
na(ida) = x completely determines 7). So we can have as many
different 7s as there are choices to which we can send id 4.
These are as many as the elements in F'A4, and so we have:

Lemma 7 (Yoneda Lemma). There is a bijectimﬂ
Nat [Home [A, -], F] ~ FA

Where Nat [F, G| denotes the set of natural transformations
between any two functors F, G.

The consequences of Yoneda lemma are far reaching. In
particular, the following corollary can be proven:

Corollary 8. Given objects A, B of C, if it isE]
Nat [Hom¢ [A4, —], F] ~ Nat [Hom¢ [B, —], F]|

1. For readers versed in category theory: Hom ¢ [—, —] is a contravari-
ant functor in the first component and a covariant functor in the second.
It can be proven that the bijection is natural in F' and A.

2. For readers versed in category theory: This bijection is required to
be natural in F.



for any functor C L, Set, then A~ B in C.

As we already stressed, isomorphic objects in a category
behave as if they were the same. Repetitively applying
Yoneda lemma one gets that

FA ~ Nat [Hom¢ [A, —], F| ~ Nat [Hom¢ [B,—]|, F] ~ FB

And hence A ~ Bifand only if F'A ~ F'B for any C L, Set.
So, with respect to whatever it is that we want to capture by
defining a category C, the Yoneda lemma affirms that we can
completely characterize an object A by studying its images
F A for any functor F to Set.

We will heavily rely on this to model attacker learning
and interpreting functors to Set as testing procedures (Sec-
tion EI) Under this view, we summarize Yoneda lemma as:

If two objects agree under any possible test we can perform,
then they behave the same.

4 SYSTEMS AS ALGEBRAS

We now use category theory (Section [3) to present a com-
positional theory of CPS. The general systems-as-algebras
paradigm was invented by Schultz et al. [35] and its par-
ticular development for CPS was invented by Bakirtzis
et al. [11]. This is the cornerstone category to develop a
categorical argument for compositional security analysis for
CPS models.

Systems as algebras provides a framework to build up
to compositional CPS models that can then further enable
the compositional study of security properties. In applied
category theory diagrams are not mere pictures but in-
stead mathematics in and of themselves [36]. Our choice
of categorical structure to represent system models is the
category of wiring diagrams and labelled boxes, denoted
W. Therefore, we present the inner workings of the wiring
diagram category W as applied specifically to CPS before
moving on to address security property modeling.

Definition 9. We define the category of wiring diagrams, W,
as follows:

o The objects of the category W are pairs of sets X =
(Xin, Xout ), which we depict as labelled boxes:

Xin XOUt

e The morphisms of the category W are functionsE]
Particularly, a morphism X — Y is a pair of mor-
Phisms (fin: Xout X Yin = Xin, fout: Xous — Yout)
in Set that should be thought of as providing the
flow of information in a picture as follows:

3

3. The functions that we allow have to be made of compositions and
cartesian products of identities, diagonals, and projections.
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Moreover, the category W is monoidal and, therefore, comes
equiped with a tensor product X @ Y = (Xj, X Yin, Xout X
Yout), that formalizes two processes happening in parallel:

X
L= J
=l
Remark. For the sake of simplicity, we presented the objects
of W as pairs of sets, and morphisms as some kind of
functions between them. More generally, the category W can
be defined by requiring objects to be pairs of categories, and
morphisms to be functors between them. This is due to the
intrinsic compositionality of category theory, that allows for
easy recasting of definitions (in this case, replacing objects
and morphisms in Set with objects and morphisms in Cat).

W by itself does not do much, it merely gives a formal
composition rule for how labeled boxes and wires are con-
nected. To add some meaning to those boxes we need to
develop an algebra that assigns some form of behavior, for
example, in the form of automata or state space models.

The semantics of CPS will predominantly exist in the
category of sets and functions Set and, because we are
working with control systems, the category of linear spaces
and linear maps Lin.

The boxes at the current moment are uninhabited. Usu-
ally we can describe the behavior of a CPS mathematically
via some equations. To assign some behavior to the boxes
in the wiring diagram category W, we need to construct an
algebra of behaviors F' that takes an empty box, say ,
and applies the mathematical interpretation of behavior to
it, F'( ). Formally, we express this as a functor from W
to Cat, which assigns to every box a category representing
the kind of systems that can inhabit it. Morphisms of W are
mapped to functors that indicate how to build the category
of possible inhabitants of the composite system from the
system compoents.

The other way around, one can formally decompose a
box (which now is inhabited by mathematical processes) to a
particular hardware and software architecture to implement
a CPS. In this paper we use an example of a UAV, but the
process is repeatable for any well-formed system algebra
that can take the following form.

F:W —  Cat
X:(XiInXout) — X
f l lF (f ) composite system functor

Y=Y, Your) ——> FY

subsystems category

5 THE ALGEBRA OF ATTACKER ACTIONS

Now that we have described Yoneda lemma and wiring
diagrams and their algebras, we will formalize attacks. This
is the core of this work, and all the concepts presented from
now on are new developments.

In our effort, we embrace the perspective of the attacker.
For us, an attacker is simply an actor wanting to influence
or change the behavior of some given system. We do not



distinguish between attacks aiming at taking control of the

system (as it is common in computer hacking) and attacks

aiming at just influencing its behavior to obtain a particular
effect (as in sabotage).

To describe the full cycle of an attack, we split it into two
main phases:

Phase 1) Learning (exploration), or information gathering
which is concerned with probing/eavesdropping
the system to discern its behavior. We further
divide this activity into general learning, where
the attacker focuses on gathering a general un-
derstanding of the system at hand, and specific
learning, where the attacker probes the system
to understand some specific component design
choices.

Phase 2) Hijacking (exploitation), where the attacker, having
learned enough information to understand the
weak spots of a system, deploys an exploit which
takes advantage of a found architectural flaw to
influence the behavior of the system in some way
the attacker desires.

Example 6. Consider an attacker wanting to take control (or
to sabotage) an unmanned air vehicle (UAV). The attacker
starts by learning; that is, gathering information, about the
target UAV (Phase 1). General learning here can be the
attacker trying to understand if the UAV has a GPS module
on board. In case the answer is positive, specific information
gathering consists in understanding how the GPS module
communicates with surrounding units.

This general-specific pattern of learning can be arbitrar-
ily repeated: the attacker could now focus on the GPS mod-
ule itself to understand if some particular kind of integrated
circuit is used in its schematic.

Once learning is completed, the exploit can be de-
ployed (Phase 2). In our example, this may be rewriting
the firmware of the GPS module over the air or, supposing
that the attacker has physical access to the UAV, manually
rewiring the module or replacing some integrated circuit in
it.

One key assumption is that we do not specifically model
how a given exploit is developed but only how it is ad-
ministered, and give a compositional recipe to describe how
this change of behavior propagates to the whole system.
In practice, this means postulating that the attacker already
has access to a knowledge database of tools made to take
advantage of a given structural flaw in a given (sub)system.
This postulate is not preposterous: indeed, an attacker can
hijack a system without personally creating the exploit. This
is common in hacking, where zero day exploits — that is,
exploits of a given flaw that are still unknown to the pub-
lic, including the target manufacturer — can be commonly
bought over the web [24].

Another key assumption of our model is that it can
be described as an algebra of wiring diagrams. Again, we
do not consider this to be restrictive, for reasons already
pointed out by Bakirtzis et al. [11]].

5.1 Phase 1 - Learning (Exploration)

First we model general learning. Assuming the perspective
of an attacker, we want to model what an attacker does to
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understand the kind of system being dealt with. In practice
this includes things such as scanning a computer for open
ports, firewall and operating system running on it, probing a
piece of hardware to obtain information about the integrated
circuits being used, etc.

W-algebras — that is, functors W £ cat - represent
wiring diagrams together with a semantics linking any
diagram to the category describing its possible behaviors.

From this it follows that while a particular wiring dia-
gram is just an object X in W, F'X is instead a category:
objects are taken to be general behavior assignments for X,
while morphisms are taken to be mappings between them
that preserve properties we care about. When focusing on a
particular system we are not just fixing a wiring diagram X,
but also one of the many possible behaviors in the category
FX. Hence:

A system is a pair (X, S), with X an object
of Wand S an object of FX.

We suppose we have access to X (this amounts to saying
that we are able to distinguish the type of inputs and
outputs that our system has) and to F'.X (we know what
type of system we are dealing with), but not to S (we do not
know the specific behavior of the system at hand). The first
goal of the attacker is to infer S to the degree that an attack
is viable.

First things first, we select a subset of the objects of F'.X,
denoted Krx (from “known”), representing the systems
that the attacker knows or is familiar with. Notice that K x
should not, in general, lift to a functor W — Cat, since we
don’t assume the attacker knowledge to be compositional.
For the same reason, given that there will be an injection
Krx — FX representing how the systems known by the
attacker embed in the bigger universe of the systems being
considered, we do not necessarily assume the attacker to
have knowledge of this embedding. Hence,

Definition 10. Given a W-algebra W L, Catand an object
X in W, a knowledge database for F, X is a subset Krx of the
objects of F'X.

. <} .
Next, we consider functors F'X — Set. These are inter-
preted as tests, or probes:

e Given S in F X, ©FS represents the information we
get in probing S with a test ©. For instance, S may
represent a machine on a network, while ©S could
represent the output one gets by running nmap on S.

. S5 gisa morphism of F'X, then ©f is a way
to transform the information in ©A to information
in ©B. This expresses the fact that our tests are well
suited to detect the properties we care about, that are
preserved by morphisms of F'.X.

e In this interpretation functoriality holds on the nose:
Transforming a system by “doing nothing” (identity
morphism) should give the same test outcome (func-
tor identity law). Moreover, composing transforma-
tions should amount to composing outcomes of the
testing.

We package all this information as follows:



Definition 11. Given a W-algebra W L, Catand an object
X in W, a test for F', X is a functor F'X — Set.

Again, the attacker does not have access to S but has
access to ©.5 for some tests ©. This represents the ability of
the attacker to perform tests on the system. These tests can
be thought of as a persistent reconnaissance mission, which
often is the step that takes the longest time and resources
of the attacker. The goal of the attacker is to prove in some
sense that S ~ ', for some S’ in K x. This amounts to say
that the system S is an instance of a system S’ the attacker is
familiar with. Given our assumption, we can then postulate
that the attacker knows an exploit for S’ to move to Phase
2.

We make the assumption that, for any S’ € Ky, the
attacker has access to S’. This assumption is natural, since
S’ is by definition in the knowledge base of the attacker. In
particular, we assume that the attacker is able to perform
any test to any known system, hence:

Forany S' € Kpx and FX N Set,
the attacker has access to ©.5’.

The Yoneda lemma says that if ©.5 ~ 05’ forall ©, then S ~
S’. Let us try to interpret what this means in our framework,
considering some corner cases.

e Suppose that for some object S in FX there is an
object " in Kpx such that S ~ S’. If the attacker
has access to ©.5 for any O, then the attacker will be
able to conclude S ~ S’ from ©5 ~ ©S’. That is,
if the attacker is free to perform any form of testing
and possesses a vast knowledge database, then S can
be determined with absolute precision.

o If the attacker has access to any ©, but there is no S’
in Kpx such that S ~ S, then the attacker won’t
be able to conclude S ~ S”: Tests can be arbitrarily
precise, but the attacker has no ability to interpret
them.

o If there is an object S’ in Kpx such that S ~ ', but
the attacker has no access to all O, then it won’t be
able to conclude with certainty that S ~ S’, because
the Yoneda lemma does not hold in this setting. Still,
after performing enough tests, the attacker may be
prone to infer that S ~ S’ if ©S ~ OS5’ for enough
O ran. This inference comes with a degree of un-
certainty, which is exactly what makes information
gathering an art more than a science.

That is, the Yoneda lemma provides a formal justification
of the fact that testing a system extensively is enough to
sufficiently characterize its behavior. We call this heuristic
Yoneda reasoning.

Some tests are more informative than others. For in-
stance, the “terminal test” © sending any X to the singleton
set {*} is maximally uninformative: the result of this test
is the same for any system. On the contrary, a functor that
is injective on objects lifts to a test that yields the conclusion
X =Y from FX = FY. Further formalizing the possible
spectrum of tests, hopefully weighting them with proba-
bility distributions to model their reliability, is an ongoing
direction of future work. Now we suppose that the attacker
pinned down the target system S with some precision. The
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next step of an attack is harvesting information about the
architectural design choices implementing the system. That
is, after we know how S works, we need to find out what S
is made of.

In the last section, we saw that a system is made of an
object X in W together with an object S of F'.X, for some
W-algebra F' : W — Cat.

Now we consider the category of architectural choices for X,
that is, the slice category W/X. Objects of this category are

morphisms @), X; i) X, while morphisms are morphisms
of wiring diagrams making the following triangle commute.

®i Xi f

®j X

X

Architectural choices form a category, so we can repeat
the reasoning done in the last section using W/X as the
category on which we probe. Again using Yoneda, the
attacker is able to ascertain that a given system (X, S5) is
actually made of subsystems (X, S;), tensored and wired
together by ¢. Notice that at this stage the attacker still does
not know anything about the S;, so the process must be
repeated cyclically.
Summarizing, Phase 1 is modelled as follows:

1) The attacker uses tests on F'X and Yoneda-reasoning to
find the system S representing the semantics of X.

2) The attacker uses tests on W/X and Yoneda-reasoning
to find the wiring @), X; 2 X representing the imple-
mentation of X.

3) The attacker repeats step 1 on any F'X; of interest to
find the precise behavior of the subsystem marked with
X;.

4) The attacker repeats step 2 on W/X, to obtain more
information about the subsystems making up X;.

5) These steps are iterated cyclically until the attacker has
gathered enough information to move to exploiting.

In practice, tests will not have to be materially re-run on
every F'X;: it is very likely that the attacker has only access
to ©S - every (X;, S;) being a subsystem of (X, S) that may
not necessarily be exposed to external testing. Nevertheless,

it will always be the case that ©(F ), X;) 2% orx,
meaning that the outputs of tests over every S; will have to
be reconstructed from tests over S. This adds another layer
of uncertainty for the attacker, who has to devise tests for
which the mapping ©F'¢ acts as transparently as possible.
Again, this backs up intuition: going back to Example [6} if
some system (X, .S) comprises a subsystem (X, S;) (say, a
GPS module), then we could devise a test on F' X such that
in ©S the behavior of the subsystem .S; is made apparent.
Similarly, when running nmap on a system we can get extra
information about which services are running behind which
port, for example, nginx behind port 80. By probing the
system as a whole, the attacker is getting information about
its subsystems.
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Fig. 1. The hierarchical decomposition from behavior to candidate system architecture is formally contained within the slice category C/c in which
there exist all possible design decisions that adhere to the behavioral model as defined in the abstraction above the system architecture. We segment
here to subsystems following a behavior decomposition to sensors L, controller C, and dynamics D. Split wires indicate function duplication, A.

5.2 Phase 2 - Hijacking (Exploitation)

Now suppose that the attacker has a good grasp of the
system behavior and architecture, and model the last step,
in which the system is hijacked and exploited.

We distinguish between two main kinds of attacks:

Type 1) Rewriting attacks, where the behavior of a
(sub)system is changed. Practical examples of this
are, for instance, exploiting a vulnerability in a
WiFi card to rewrite its firmware, and using this
change of behavior to progress towards obtaining
administrative privileges over the whole machine;
Type 2) Rewiring attacks, that are concerned with modifying
the way subsystems communicate with each other.

Definition 12. Given a W-algebra F, a rewriting attack for F
is a monoidal natural transformation

F
\4 Cat

Cat

Notice how in a rewriting attack we do not change the
possible behaviors that are assigned to wiring diagrams, but
we reshuffle them. If (X, S) was our system, then S is an
object of F'X, which is in turn an object of Cat. We then see
that nx is a morphism F'X — F'X in Cat, that is, a functor
FX — FX. Applying it to S we get that the behavior of
our new system is x S.

The fact that 1 is natural monoidal yields a composi-
tional description of an attack: in modifying the behavior
of a given subsystem, we can infer how the behavior of the
whole system changes.

Definition 13. Given a W-algebra I, a rewiring attack for I

is a functor

=
0
Y

Here h represents a reshuffling of the wirings and boxes.
The new behavior can then be obtained by considering the
composition F'oh. If we started with system (X, .S), now the
behavior of the hijacked system is (hX, (F o h)X). Again,
the nature of this attack is compositional: It describes how
altering systematically a wiring in W resonates through all
the systems modelled by F'.

We conclude by noticing that both rewriting and
rewiring attacks form categories. This conforms with our in-
tuition that attacks can be performed in batches, or stacked
one on top of each other.

6 DEMONSTRATION

We demonstrate the use of the Yoneda lemma as a possible
model for security tests and exploitation method over a
system model of a UAV from the perspective of attacker
actions (Example 6).

The UAV is composed of a sensor unit — denoted L,
in red; of a controller unit — denoted C, in blue; and of a
dynamics unit — denoted D, in brown (Fig. [I). Each of this
unit is itself composed of various subsystems. There are
multiple possible system architectures that can implement
this higher level behavior. We assume that the attacker is
familiar with the general class of vehicle CPS. For illustra-
tive purposes we focus on one possible but relatively simple
system architecture.

Let’s start with the minimum observability possible — for
the attacker the UAV is just a black box with three inputs
and one output, which we denote UAV. The first step of the
attack is gathering information about its behavior.



Our systems-as-algebras model (Section@) represents the
assignment of behaviors to wiring diagrams with a functor

F : W — Cat.

In our running example, F'(UAV) denotes the category of all
the possible behaviors that we can assign to the UAV box.
Thus, our UAV is a pair (UAV, S) with S an object of F'(UAV)
representing the particular UAV model at hand.

In general information gathering, the attacker uses
Yoneda reasoning to infer S. To do so, the attacker must
be able to perform a set of tests on the system S. Any of
such tests is a functor

O : F(UAV) — Set

and the result of the test © applied to S is denoted ©S
(in category theory practice, it is customary to avoid paren-
theses whenever possible). In our particular case, © may
be a test that analyzes the aerodynamics of the UAV during
flight. The more informative © is, and the bigger the number

Fig. 2. The attacker’s understanding of the system after the first cycle of
learning.

of ©’s the attacker can have access to, the more it will be
likely to infer S. If the attacker finds that S ~ S’ for some
S’ in their knowledge database, K F(uav), then the attacker
will know how the UAV behaves.

In practice, it is very unlikely for the attacker to have
access to every test ©. As we mention above (Section [5),
this entails that the attacker won’t be able to infer with
certainty that S ~ S”: most likely, the attacker will be
prone to infer S ~ S’ with a certain degree of confidence. As
such, the outcome of testing is probabilistic more than de-
terministic. Assuming that the attacker inferred S ~ S’ for

Fig. 3. The architecture of the sensory system as understood by the
attacker, which is in reality erroneous but behaviorally equivalent. The
attacker found that there is one IMU (when in reality there are two) and
a GPS.

some system S’ in their knowledge database, the particular
design choices making up the UAV are still unknown to
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them. Applying Yoneda reasoning again to the category
W/UAV, they may be able to infer some of these design
choices. For instance, it could be possible to infer an initial
understanding of what the UAV is composed of (Fig. [2).

Fig. 4. The compromised UAV, with GPS firmware hacked and input
wires to the IMU units swapped.

The attacker sees the system as decomposed into boxes
L/, ¢’ and D/, which will be behaviorally equivalent to L,
C and D, respectively. The inner workings of such boxes
are still unknown to the attacker, that now focuses on L’.
This amounts to repeat the same cycle of Yoneda reasoning
focusing on tests that target L in particular (Section5). After
running these test, the attacker sees a first approximation of
the UAV (Fig. ).

The initial understanding of the attacker is slightly er-
roneous, since the two separated IMU units in UAV have
been conflated into one. Still, the two wiring diagrams are
behaviorally equivalent. This both reflects the fact that on
one hand Yoneda reasoning is probabilistic in nature, and
on the other that identification of system happens only up
to behavioral equivalence.

Now, suppose the attacker decides to do two things:
rewriting the firmware of the GPS module G, and cutting
its feedback input. The first is a rewriting attack and the
second is a rewiring attack (Section 5).

The rewriting attack is represented by a monoidal nat-
ural transformation 1 : F' — F. This means that for each
box X, nx is a functor F'.X X, FX. The components
on the wiring diagrams I’,P’,C’ and D’ are just the iden-
tity functors. This means that these boxes are mapped to
themselves unchanged. On @, the functor 7 : FG' — FG
is instead different from the identity. If g is the object of
FG’ representing the particular GPS unit used in the system
(UAV, S), then ng g represents the GPS module with its
firmware rewritten. The behavior of 1 on the composite
boxes L/, C’,D’ and their composition can be inferred from
the fact that 7 is a natural transformation, and hence the
naturality squares have to commute.

The rewiring attack, instead, is an endofunctor W — W,
which we set to be identity on objects. On morphisms, it
remaps the wiring of G’ inside the box L’ (Fig. such
that there is no wire coming from the outside (Fig. @). In
sequence, we can represent the effect of both attacks as
changes in boxes and wires within UAV, as perceived by
the attacker. The resulting wiring diagram is completely de-
termined from the initial attacker learning wiring diagram
(Fig. [3) by the fact that behavior assignment is functorial;
compositionally allows us to infer the behavior of the com-
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Fig. 5. The UAV (Fig.[T), after the attack.

posite after having replaced G’ and having swapped the
wirings of the IMU units.

The resulting wiring diagram (Fig.[d) represents how the
attacker presumes the system will behave after the exploit
is deployed, assuming the system was correctly profiled in
Phase 1. Since Phase 1 has margin for error, the attacker can
re-probe the system to assure that the perceived behavior
is compatible with reality. This further round of testing is
necessary to assert with confidence that the exploit has been
deployed correctly.

In this example, we postulated that the attacker was
indeed able to correctly gather information about the UAV.
Formally, we expressed this by stating that what we con-
sider to be the actual UAV (Fig. and the attacker’s
understanding of what the UAV is (Fig. 3) are behaviorally
equivalent. Because functors preserve isomorphisms, we are
able to describe how the attack impacts the real UAV (Fig. ).

We now describe several other possible attacks: one
consists in feeding a counterfeit GPS signal to the UAV to
compromise it. This sort of attack is documented “CAPEC-
627: Counterfeit GPS Signals” and is considered difficult to
realize. The wiring diagrams formalism gives us an idea
of why: feeding a counterfeit GPS signal does not involve
modifying the GPS module in any way. What changes is
the information travelling on the GPS wires which com-
municates with the outside world. So, to understand this

UAV

i
Environment

Fig. 6. Feeding counterfeit GPS signals to the UAV hijacks Environment.

attack properly, one needs to model how the UAV interacts
with the environment it is in (Fig.[). Here, by Environment
we mean a process that given the UAV position in space
and time returns the data sensed by the IMU and GPS
units. In this sense, we see that spoofing a GPS signal
does not amount to intervening on the UAV, but on the
environment itself. Attackers rarely have the capacity to
control the environment within a region of space and time
- radio waves from the GPS satellites in this particular case
— that is big enough to influence the behavior of the single
UAV.

GCS

Fig. 7. Social engineering attacks may hijack the ground control station
(Ges).

To conclude, we present another possible attack, per-
formed by means of social engineering. As with the previous
example, social engineering does not exploit the UAV itself,
but instead takes advantage of the human factor surround-
ing it. Examples of this may include bribing whoever pro-
grams the UAV goals, or making the control tower believe
that a given order has been officially issued from whoever
is in command, for example, as defined in “CAPEC-137:
Parameter Injection”.

As in the previous case, the behavior of the UAV as a
wiring diagram is unchanged. Instead, what changes is the
information travelling on the first input wire of the UAV box.
From our perspective, this requires again to put the UAV
into context (Fig. [7). An attack based on social engineering
will consist in rewriting the box GCS, which abstracts away
a possible ground control station.



The categorical semantics of CPS security modeling for
the UAV can be implemented algorithmically (Listing|[1] & [2).

Listing 1
Modeling attacker learning

-- Define category of wiring diagrams
W : Category
W = Definition [

-- Define functor for UAV modeling

F : Functor W — Cat

F = assignment of UAV behavior (linear time
system) to boxes

invariant

-- Model UAV as a 2-input
UAV : W
UAV = (2,1)

T-output W-box

-- Knowledge database
KF(UAV) : List F(UAV)
Kpuay) = attacker knowledge for systems of type UAV

-- Compare tests with target S
CompareTests (Functor F(UAV) — Set) — F(UAV) — Bool
CompareTests © S' = O(Kpmwv)(S')) = O(S)

-- Yoneda reasoning
for each © : Functor F(UAV) — Set
filter (CompareTests ©) K

-- Running security tests
L, ¢ ,D :w

reveals the following boxes

L, ¢ = (2,1

D= (1,1

diagram : Morphism W (L'’ ® C' ® ') — UAV
diagram = (in, out)

where

in : Morphism Set

UAViy X (Llout X c/out X D/out) — (L/'Ln X Clin X Dlin)
in ul u2 1 ¢ d = (u2, d, ul, c)
out : Morphism Set (L'out X C'out X D/ out) — UAVout
out 1 ¢ d =d

Listing 2
Modeling hijacking

-- By iterating learning further decompose L’
I, ¢ ,P W

', ¢ , P =(,1D

Ldiagram Morphism W (I’ ® G’ ® P') —» L/
Ldiagram = (in, out)

where

in : Morphism Set
(L/in X (I/out X G/out X P/out) — (I/in X G/z’n X P,in))
in 11 12 i g p = (11, 12, 11, 12, i, g)
out : Morphism Set (I'out X G'out X P'out) = Lout
out i gp=p

-- Rewriting attack
n : NatTrans (Functor W — Cat) — (Functor W — Cat)

-- n is the identity on everything but G'
n G’ : Morphism F G' — F G/
n G = firmware rewriting

-- Rewiring attack

Lattack : Morphism W (I’ ® G’ ® P') —» L/
Lattack = (in, out)
where

in : Morphism Set

(Llin X (Ilout X Glout X Plout) — (Ilin X G,in X P/'Ln)
in 11 12 i g p= (11, 12, 11, o, i, g)
out : Morphism Set (I'out X G'out X P'out) = L'out

12
out i gp=p

Functor W — W
Lattack

Rewiring
Rewiring Ldiagram =

-- The modified behavior of the hijacked UAV
behavior F (UAV)
behavior = n UAV (F(Rewiring (UAV))) (S")

LIMITATIONS Based on how we defined Yoneda reason-
ing, we identify several limitations. These limitations can
be overcome by enriching over metric spaces, which we
will also discuss. The main point of this paper is setting
a strong theoretical footprint of category theory and the
diagrammatic reasoning that emerges in the application of
securing CPS. Making the results probabilistically concrete
is a potential future topic that can be based on the above
formal methods.

One such limitation can be inspected from the result-
ing algorithm (Listing [[). As output we may have that
Yoneda reasoning returns no result (the list being filtered
from K is empty, meaning that the attacker does not have
entries in the knowledge database that adequately model
the target system), but we may also have that it returns
more than one (the list being filtered from K having more
than one element, meaning that the test performed were
not fine-grained enough to pinpoint the target system with
deterministic accuracy). This is mainly due to the nature
of the tests performed. Indeed, some tests could be more
informative than others; sending any system in F'(UAV) to
the one-element set defines a functor to Set and hence a
valid test, which is though maximally uninformative since
the test outcome will be the same on all systems; on the
other hand, any injective-on-objects functor © allows us to
conclude with certainty that ©S = 0S5’ implies S = 5/,
and is hence maximally granular. The formalism as we
presented it has no way to express which subset of the
tests we can perform allows to individuate the target system
unambiguously.

Indeed, there are tests with different degrees of expres-
siveness, and the Yoneda lemma does not account for this;
we are able to conclude S ~ S’ using Yoneda lemma if and
only if S and S’ agree on all tests, including the maximally
useless ones. This is why we speak of Yoneda reasoning as
a heuristic and not as a deterministic procedure.

Looking at things more abstractly, the ultimate reason
for this shortcoming lies in the fact that in our definition of
category we considered homsets to be sets; that is, we speak
of the set Hom ¢ [A, B] of all possible morphisms from A to
B in some category C. Sets have very little structure, and
in such an environment we cannot formulate the Yoneda
lemma to be more expressive.

In a probabilistic setting, what we would like to have
is a version of Yoneda reasoning that gives an interval of
confidence relating ©S ~ ©5’ and S ~ S’ for any possible
test ©. In other words, we want to attach to each © a
measure of how informative © is in our context.

This is certainly doable by resorting to enriched cate-
gory theory, which is a generalization of category theory
where homsets can have more structure. In particular, we
can reformulate our theory using categories enriched over
metric spaces. This gives a natural way of talking about



distances between sets and this can be used to ultimately
define a measure on the tests we can perform. In the context
of enriched category theory, the Yoneda lemma can be
reformulated in what it is informally known as ninja Yoneda
lemma [37]], which takes into account this additional struc-
ture. We can use this to define a version of Yoneda lemma
that has a notion of confidence in the tests we perform over
the CPS model and, therefore, have some granularity of
what it means for two systems to be behaviorally equivalent
under some (informative) tests.

BENEFITS While we showed some limitations with regard
to the flexibility of the model, it is important to point out that
the same flexibility can be beneficial. Different formalisms
can inhabit the boxes defining a systems behavior, from
Petri nets, to transition systems, to ordinary differential
equations. The development of our formalisms will allow
us to speak about all these representations within one
framework. For example, applications to security modeling
using Petri nets [38] is currently congruent with research
in category theory and Petri nets [39], [40], [41], [42] and
could be leveraged to make the application of the preceding
formalism more concrete as a model of (mis-)behavior. Sim-
ilarly, both models of security violations in automata [43]]
and continuous controller behavior [44] can be represented
within our framework and, therefore, allow for a plethora
of analyses within one model.

However, in order to drill further in the possible direc-
tions of describing different types of continuous, for exam-
ple false sensor data, or discrete, for example transitioning
the system to a hazardous state, misbehaviors caused by
exploitation we require a first formulation of security mod-
eling categorically and algebraically. This paper serves this
purpose. Relaxing some of the unrealistic assumptions we
made is then a matter of incorporating developing work
from category theory.

Additionally, this security framework is part of a alter-
nate paradigm of systems modeling that has its foundations
in categorical modeling. In this framework it is possible to
provide formal traces requirements, behaviors, and archi-
tectures [[18] but also describe a vast amount of dynamical
systems with applications to robotics, event-based systems,
and hybrid systems, to name a few [45], [46], [47], [48].

Finally, this paper addresses the theoretical underpin-
nings of security modeling in category theory. But, the recent
surge of categorical modeling languages and software, such
as Catlab [49] or idris-ct [50] or algebraic databases [15], can
be used to create modeling tools and security assessment
methods based on the work presented in this paper practical
within compositional CPS theory.

7 RELATED WORK

In general, category theory is effective in describing hybrid
systems [48], [51], [52] and more recently there has been
successful work in modeling and analysis of CPS using cat-
egory theory [11], [53], [54], [55]. An important motivation
for developing a categorical modeling security framework is
the theory of co-design, a way of dealing with abstraction
and refinement in models, which has recently been applied
categorically to robotics [56] and control system design [57].
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To the best of our knowledge, there is little work at the
intersection of category theory, CPS, and security modeling.
One such work is using the categorical interpretation of
databases to share threat information, but it does not pro-
pose how this paradigm improves upon graph methods for
security [58]. There is also a line of work that uses category
theory to study cryptographic functions as illustrated, for
example, by Pavlovic [59]. The modeling approach pre-
sented in this paper does not develop security techniques
for defenses but instead focuses on the dual of the research
questions answered by cryptography. While cryptography
asks how can we communicate securely, systems modeling
and analysis asks how can we represent attacker actions
over a behavioral and architectural model in a manner that
is traceable, such that we can examine what mitigation
strategies to implement in the design of the system. The
same differentiation applies to secure design using depen-
dent types [60] — which are often formalized categorically —
and categorical data flow analysis [61].

On the side of attacker modeling for CPS, there is a vast
area of research using graph formalisms. Examples include
attack graphs [12] and attack profiles using graph models
as shown recently by Weber et al. [62], including particular
applications to industrial control systems [63]. Our wiring
diagram model can be thought of as a graph with extra
structure, namely the added structure of the category, and
therefore such methods could also be incorporated to our
algebraic security tests paradigm.

From the controls or system behavior view, defenders
are able to intercept the learning phase of attacker actions by
adding a privacy-enhancing signal into the controller [64].
From purely modeling, which is more closely related to
techniques from reliability and dependability, recent work
aims to merge attack trees with standard design practices
for embedded systems [65]. Both these frameworks are
relevant to one abstraction level, that of system behavior,
and could be subsumed by the categorical formalism we
present above. In the future, both the controls and modeling
approaches could be improved within our framework by
providing formal composition and traceability between the
expected behavior and the eventual synthesized design.

All in all, we perceive applications of category theory to
model-based security as relatively unfledged and hope to
see category theory used as effectively in security modeling
as it has for programming languages [50], [66]], [67], [68] and
cryptography [69], [70].

8 CONCLUSION

We develop a categorical semantics for CPS security mod-
eling that is able to determine that two system representa-
tions are behaviorally equivalent provided that they agree
on every test. The implication of this statement is that it
is possible to model attacker actions without necessarily
needing to give the attacker full observability on the system
under attack. Additionally, we model two types of attacks
on the incomplete but erroneous view of the attacker and
show its impact on (what we consider to be) the real system.
These attacks can do either of two things: (1) rewriting some
system component or (2) rewiring an input or output from
or to a component. This model is particularly useful for CPS,



where in the future we would like to say how a particular at-
tack can change system behavior and, therefore, potentially
transition it to a hazardous state. Overall, we model how
the attacker learns about a system and how an attacker then
might attempt to hijack the system from the knowledge that
they were able to gather in a formal, unified way. Finally,
the categorical formalism can be considered foundational,
in the sense that in addition to the contributions above it
can subsume already developed formalisms for modeling
attacker actions, for example attack graphs, or augment
the information contained in the model by using security
frameworks.
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