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Abstract—Speculation is fundamental to achieving high CPU
performance, yet it enables vulnerabilities such as Spectre
attacks, which remain a significant challenge to mitigate
without incurring substantial performance overheads. These
attacks typically unfold in three steps: they speculatively access
sensitive data (access), alter the cache state (transmit), and
then utilize a cache timing attack (e.g., Flush+Reload) to
extract the secret (receive). Most Spectre attacks exploit a cache
timing side channel during the transmit and receive steps.
Our key observation is that Spectre attacks do not require
the transmit instruction to complete before mis-prediction is
detected and mis-speculated instructions are squashed. Instead,
it suffices for the instruction to execute and dispatch a request
to the memory hierarchy. Responses from memory that arrive
after squashing occurs still alter the cache state, including
those related to mis-speculated memory accesses. We therefore
propose a novel mitigation technique, Cancellable Memory
Requests (CMR), that cancels mis-speculated memory requests.
Immediately upon squashing, a cancellation is sent to the
cache hierarchy, propagating downstream and preventing any
changes to caches that have not yet received a response. This
reduces the likelihood of cache state changes, thereby reducing
the likelihood of Spectre attacks succeeding. We implement
CMR on gem5 and show that it thwarts practical Spectre
attacks, and has near-zero performance overheads. We show
that CMR can completely thwart Spectre attacks in four real-
world processors with realistic system configurations.

1. Introduction

Speculation is a fundamental technique employed in
modern processors to optimize performance by predicting
and executing instructions ahead of their actual need. But
it has also led to the emergence of critical security vulner-
abilities, exemplified by Spectre attacks [1]. Despite efforts
to mitigate it, Spectre remains a relevant threat, challenging
the balance between security and performance.

Spectre attacks exploit speculative execution to leak
sensitive information, such as cryptographic keys. They train
the central processing unit (CPU)’s branch prediction mech-
anism and then use it to transiently access architecturally-
inaccessible secrets in memory. The transient part of the at-
tack consists of three steps: accessing the secret, transmitting

it through a side channel (e.g., changing cache state), and
receiving/extracting it from the side channel (e.g., probing
cache state). Notably, the transmit step, which involves
sending a request to the memory hierarchy, does not need
to complete within the speculation window for the attack
to succeed. Even after speculation ends and mis-speculated
instructions are squashed, responses received from memory
can alter the cache state, facilitating information extraction.

We present a novel mitigation approach for Spectre at-
tacks based on the key observation that canceling the request
to the memory hierarchy immediately upon squashing the
transmit instruction can significantly reduce the likelihood of
any changes to the cache state, thereby thwarting the attack.
Our approach only requires changes to the load-store unit
and caches. It is applicable to any instruction set architecture
(ISA) and is transparent to software and external hardware
interfaces, requiring no changes to either. We implement
it in gem5 and evaluate its efficacy against various Spectre
proofs-of-concept (PoCs), showing that it has negligible per-
formance overheads. Furthermore, we provide a systematic
security analysis to show how system parameters can be
configured to provide strong security guarantees.

Our contributions are:

1) Cancellable Memory Requests (CMR), an ISA-
agnostic mechanism for cancelling outstanding re-
quests to memory upon squashing, requiring no
changes to software or external hardware in-
terfaces (Section 4),

2) an implementation of CMR in gem5 (Section 5)1,
3) case studies showing that CMR is effective against

several Spectre PoCs (Section 6),
4) a security analysis of CMR, identifying the factors

that determine its effectiveness and showing that
with realistic system configurations in four real-
world processors, CMR can completely thwart
Spectre attacks (Section 7), and

5) a performance evaluation showing negligible per-
formance overheads (Section 8).

1. We will open-source the implementation.
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2. Background

2.1. CPU caches

Caches are small, high-speed memory structures situated
closer to the CPU cores compared to main memory. They are
designed to store frequently-accessed data and instructions,
thus reducing the time the CPU needs to fetch this infor-
mation from the slower main memory. This mechanism is
critical for improving the performance of a computer system.

Data is stored in caches in chunks called “lines” or
“blocks”, usually 64 bytes in size. Each cache line stores
the data itself as well as a tag that identifies which address
the data belongs to. When a cache receives a memory
request, it searches its tags for one matching the request.
If a match is found, this is called a “cache hit”, and the
cache can respond with the data. Otherwise, a “cache miss”
has occurred and must be handled by a miss status holding
register (MSHR). MSHRs are in charge of keeping track
of outstanding misses, issuing requests downstream, and
servicing the misses once a response is received. Each
MSHR is in charge of a single tag (i.e., 64-byte aligned
address). Multiple misses with the same tag are added as
“targets” to the same MSHR. Concretely, if there is already
an outstanding MSHR with the same tag, the miss is added
to it as an additional target. Once a response is received
for this MSHR, all its targets are serviced. If there is no
matching outstanding MSHR, an empty MSHR is allocated
to the miss. Caches have a fixed number of MSHRs; if there
are no empty MSHRs to handle the miss, the cache must
reject the request until one is freed.

2.2. Cache timing attacks

Cache timing attacks exploit variations in the time it
takes for a CPU to access cached vs. uncached data. A
cache hit takes less time to complete than a cache miss. An
attacker can compare the time it takes to access a certain
address against a threshold to determine whether the data
at this address was cached on not. If a victim process uses
secret-dependent memory addresses, this can leak informa-
tion about the secret to the attacker. Flush+Reload [2] and
Prime+Probe [3] are prominent cache timing attacks.

2.3. Speculation

Modern processors employ speculative execution to im-
prove performance by predicting and executing instructions
ahead of time. This allows the processor to continue pro-
cessing instructions even when there is a branch instruc-
tion whose outcome is uncertain. The speculation window
refers to the period during which instructions are executed
speculatively. The larger the speculation window, the more
instructions that can be executed before a squash occurs.

2.4. Spectre

Spectre [1] attacks are a class of side-channel attacks that
exploit speculative execution. They use speculative loads to

leak sensitive information across security boundaries. By
manipulating the CPU’s branch prediction mechanism, an
attacker can force the execution of speculatively loaded
instructions that access sensitive data. Even though these
instructions are eventually discarded, they can leave traces
in the cache that can be exploited to infer the sensitive data.
In other words, speculatively executed memory accesses can
cause persistent changes to cache state.

3. Problem description

3.1. Goals & Objectives

Ideally a mitigation against Spectre attacks must satisfy:

R1—Performance: incur minimal performance overhead.

R2—Software Compatibility: require no changes to
software and be fully compatible with existing program
binaries.

R3—Hardware Compatibility: require no changes to
external interfaces (e.g., DRAM) or hardware components,
other than the CPU.

R4—ISA Compatibility: not require ISA-specific func-
tionality, making it applicable to any ISA.

R5—Effectiveness: significantly reduce leakage of secret
data through cache state changes.

For R5, we define a cache change metric CC, in Equa-
tion (1), to measure the effectiveness against Spectre:

CC =

∑K
i Ni × (K − i+ 1)

Ntotal ×
∑K

i i
(1)

K is the number of cache levels in the system. Ntotal

is the total number of squashed access and transmit instruc-
tions in a Spectre program. Ni is the number of squashed
access and transmit instructions that cause a change in the
ith cache. We assign more weight to changes to caches
closer to the CPU because they are easier to exploit in a
cache timing attack [4]. CC can be in the [0,1] range. Any
non-zero value implies that Spectre attacks may succeed.

3.2. Threat model

We consider the strongest Spectre threat model, where
the attacker and the victim execute within the same process,
sharing the same address space and having the same process
context. In this scenario, the attacker is unable to directly
access the victim’s secret (e.g., due to in-process isolation
mechanisms such as sandboxing), but is able to train the
branch predictor to access the secret speculatively. This
corresponds to “same-address in-place” (SA-IP) as defined
by Canella et al [5]. A defense that works under this strong
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threat model, is also secure under weaker threat models such
as where the attacker and victim are in different processes.

4. CMR: Design

As the name suggests, the idea behind CMR is to issue
cancellations to outstanding speculative memory requests as
soon as they are squashed. Whenever a cache receives a
cancellation for an outstanding request, it drops the request
from its MSHRs (and ignores any responses it receives for it
in the future), and, if appropriate, forwards the cancellation
to caches downstream. The goal is to reduce the number of
changes to the cache hierarchy by cancelling the request and
forwarding the cancellation to caches as soon as possible.

The final effect of the cancellation depends on the state
of the memory request/response within the cache hierarchy
at the time the cancellation is sent. We present all possible
cases in Figures 1a to 1c. In the best case, Figure 1a, the
cancellation reaches the last-level cache (LLC), L2, before it
receives a response from memory. This prevents any changes
to the cache hierarchy as any response received by the LLC
from memory is ignored, and subsequently, the LLC does
not provide any further responses to caches upstream (which
have already cancelled the request and the corresponding
evictions themselves).

In the worst case, Figure 1c, the cancellation is either
never made (because the response is received by the CPU
core before the speculation window ends), or is made but
reaches the L1 cache after it has received a response. If
the CPU has more than one cache level, other intermediate
cases between Figure 1a and Figure 1c can occur. This is
depicted in Figure 1b, where the cancellation reaches the L1
cache but not L2, before the response. In this case, only L2
is modified by the request. If this request is from a Spectre
transmit instruction, cache timing attacks that target the L1
caches will not succeed; only those targeting the LLC will
be able to extract the secret.

4.1. Cache flow chart

Figure 2 shows the flow chart for caches supporting
CMR. CMR works with any cache coherence protocol.
Beside the addition of handling cancellations, which is only
relevant when a cache has an outstanding request to the
level below it, the rest of the coherence protocol remains
unchanged. Outstanding requests can either be reads (if the
block is currently in the invalid state) or upgrades (if the
block is valid, but does not have the required permissions,
e.g., writable). Therefore, as soon as we receive a cancella-
tion, we only need to check whether there is a corresponding
MSHR (MatchMSHR, Section 4.1.1), and if so, remove
the cancelled request from it. If the MSHR then becomes
empty (i.e., there are no other requests waiting for this
cache block), we can send a cancellation to the lower cache
level. For responses, if a matching MSHR is not found, the
response is discarded (Section 4.1.2).

4.1.1. MatchMSHR. MatchMSHR searches the MSHR
queue for a matching MSHR, i.e., one that has the same
cache block address. The circuitry to perform this search
already exists in modern caches. It is required to check if
incoming misses match an outstanding MSHR, and coalesce
requests to the same block. It is possible for cancellations
to find no matching MSHR. This can happen due to simul-
taneous transfers of responses and cancellations.

Simultaneous response and cancellation. Cache buses
can have several channels, allowing simultaneous bidirec-
tional communication, e.g., TileLink [6] or Arm AMBA
CHI [7]. This means that a cancellation can be received
while a response is being sent. This can occur in two cases:
1) if the original request hits in this cache, or 2) the original
request misses, but, before the cancellation arrives, the cache
receives a response and the MSHR is serviced and freed.
The cancellation in both cases will have no corresponding
MSHR and therefore must be discarded. An MSHR search
is required to detect this.

4.1.2. CheckMSHR. Without CMR, MSHRs are locked to
a single downstream request until a response is received.
The downstream request contains an MSHR index which
is copied into the response by the downstream cache. This
makes it easy to determine the exact MSHR corresponding
to a response. With CMR, this assumption no longer holds.
The cache must double-check the designated MSHR when
receiving a response to ensure that it has not been freed
and possibly reassigned to another block. This can happen
either due to simultaneous response and cancellation transfer
(Section 4.1.1), or due to responses from memory.

Responses from memory. CMR does not require any
modifications to DRAM or the memory controller (satisfy-
ing R3). Cancellations are not supported on the memory bus;
LLCs must therefore not forward cancellations to memory.
Thus, a request from the LLC to memory will eventually
receive a response, even if it is cancelled in all caches. The
LLC must be able to detect whether the MSHR designated
in the response still corresponds to the original request.

4.2. Forwarding cancellations upstream

Consider the case in Figure 3a. Cache A requires the
data at address x and sends a request downstream to fetch
it. However, this data has been modified in cache B and
has not been written back yet. Cache coherence protocols
are charged with ensuring that cache A obtains the up-to-
date value from cache B. Different protocols use different
mechanisms to do this, but are mainly split into two groups:
snooping-based and directory-based.

4.2.1. Snooping. In snooping protocols, caches can “snoop”
the bus to detect requests that require their intervention. For
example, in Figure 3a, cache B would snoop the bus and
detect that the request sent from cache A to cache C requires
it to send its up-to-date value before cache C responds.
Snooping is usually done using additional circuitry and can
even span multiple cache levels. For CMR, this circuitry can
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Core L1 L2 DRAM

L1 req
(transmit)

L2 req

Mem req

L1 cancel

L2 cancel

L2 resp

discards
response

L1,L2 unchanged

(a) Best-case scenario

Core L1 L2 DRAM

L1 req
(transmit)

L2 req

Mem req

L2 resp

L1 cancel
L1 resp

discards response

L1 unchanged
L2 modified

(b) Intermediate

Core L1 L2 DRAM

L1 req
(transmit)

L2 req

Mem req

L2 resp

L1 resp

LSU resp

L1,L2 already
modified

(c) Worst-case

Figure 1: The solid black activation bar under the core represents the speculation window. The hollow activation bars
under the caches represent the lifetime of the request’s MSHR. The hollow activation bar under the DRAM represents the
memory-only access latency.

Match
MSHR?

Cancellation

Check
MSHR?

Response

No
discard

Yes

Remove 
request from 

MSHR

No

MSHR
empty?

Yes Handle as 
usual

Yes Forward 
cancellation

No

Figure 2: Handling cancellations and responses with CMR.

also be used to snoop on cancellations. Snooping cancella-
tions is required because of the scenario in Figure 3b. When
cache B receives a write request for x 1 , it allocates an
MSHR 2 and sends an exclusive read request to cache C
3 . If cache A then sends a read request for x to cache C 4 ,

cache B must snoop this request, add cache A’s request as a
target to the MSHR, and inform cache C not to respond to
cache A. Once cache B receives a response for the exclusive
read, it performs the write and sends the new value to cache
A. Therefore, adding cache A’s request to cache B’s MSHR
is crucial to ensure proper memory ordering2. With CMR,
if cache A’s request is cancelled before cache B gets its
response, cache B must snoop the cancellation sent to cache
C and remove the target corresponding to cache A’s request
from the MSHR.

4.2.2. Directory. In directory-based protocols, a directory
tracks the caches holding each block. For the example in

2. Some memory consistency models might not require this ordering to
hold. This would reduce the complexity of handling cancellations, but we
do not consider them here.

A B

C

L1

L2

x

read x

(a)

A B

C

L1

L2

read x

write x

1

4
read x

3

MSHR(x)

2

(b)

Figure 3: Examples showing why cancellations must also
be forwarded upstream. Figure 3a shows a case where B
has the most up-to-date value and must provide it to A to
maintain cache coherence. Figure 3b shows how a request
from A can be added to an MSHR in B, and therefore why
a cancellation must go to B if A’s request is cancelled.

Figure 3a, cache C can consult its directory and know
that cache B has an entry for x. Depending on the exact
coherence protocol, it either already knows that cache B
has modified x or must send a message upstream to cache
B to check for modifications. For Figure 3b, once cache C
receives a cancellation for cache A’s request, it must consult
its directory and forward this cancellation to all caches with
an outstanding MSHR that has a corresponding target.

4.3. Invalidations

Loads and stores are treated identically when the re-
quested block is not present. When the block is present but
not writable (e.g., it is shared among several sibling caches)
and a store instruction is executed, the cache must upgrade
the block to a writable state. This is done by sending an
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invalidation request, which invalidates all other copies in
sibling caches.

Cancellations can also be applied to invalidation requests
when the corresponding instruction is squashed. However, to
the best of our knowledge, all existing cache timing attacks
rely on the timing difference between a block being in the
invalid state vs. the present state (regardless of permissions).
Therefore, cancelling load requests alone can be sufficient
to prevent existing Spectre attacks, which we demonstrate
in Section 6. Nevertheless, CPU architects can future-proof
their design by opting to cancel invalidations, in exchange
for increased design complexity. The mechanism for doing
this depends on whether the cache uses a snooping or
a directory-based coherence protocol, and uses the same
mechanisms highlighted in Sections 4.2.1 and 4.2.2.

4.4. Evictions

While it might seem that evictions pose a problem, this
is not true. Evictions are completed when the replacement
(i.e., response) arrives, rather than when the MSHR is
first assigned: cancellations also cancel the corresponding
evictions, preventing any changes to cache state.

5. CMR: Implementation

We implement CMR on gem5 [8], a cycle-accurate com-
puter system simulator. gem5 includes a speculative out-of-
order (OoO) CPU model, O3, and supports arbitrary cache
configurations. It provides two separate cache hierarchy
implementations: classic and ruby. Ruby caches are newer
and allow configurable cache coherence protocols. However,
they currently do not support cache maintenance operations,
such as flushing, and therefore cannot be used with the
Flush+Reload cache timing attack. As this is the attack used
by all of the publicly available Spectre PoCs, we choose to
implement CMR on the classic caches instead.

5.1. Classic caches

The downside of classic caches is that they have a fixed
snooping-based cache coherence protocol. Since CMR is
orthogonal to the coherence protocol, as we explained in
Section 4, this is not a concern. We implement snooping of
cancellations as described in Section 4.2.1.

5.1.1. MatchMSHR & CheckMSHR. The functionality
for MatchMSHR already exists for handling cache misses.
We use the same latency of searching the MSHR queue for
cancellations. CheckMSHR adds new functionality. How-
ever, since no search is required, only a simple check, we
assume it is combinational logic and can be performed in the
same cycle. CheckMSHR thus incurs no additional latency.

5.2. O3 CPU

In addition to modifying the caches, we add CMR
support to gem5’s O3 model. Whenever an instruction is

squashed, the load-store unit checks if there are any out-
standing memory requests for the instruction, and if so,
sends a cancellation to the cache hierarchy. Note that we do
not make any changes to ISA-specific CPU models; CMR
is ISA-agnostic, satisfying R4.

5.3. Limitations

We do not implement invalidation cancellation (Sec-
tion 4.3). We only implement cancellation of squashed loads,
not stores. As we show in Section 6, this is sufficient to stop
all Spectre PoCs.

6. Security evaluation – Case studies

We present two Spectre variants as case studies to empir-
ically show the effectiveness of CMR. We perform a deep-
dive into the first case study (Section 6.1) to show the CPU
events that occur throughout a Spectre attack and how CMR
affects them. For the second case study, we only report
our findings for brevity; the attacks use the same access-
transmit-receive mechanism. Note that since cancellations
can be used for any squashed memory request, regardless
of the speculation condition, CMR is equally applicable to
all Spectre variants.

All PoCs define a secret string that is the target of the
attack. For each character of the string, all PoCs continue
attempting to leak the character until the extracted value
matches certain criteria. This means that when attacks are
successful, the program terminates quickly. On the other
hand, if attacks are never successful, the program runs until
it times out. The default timeout periods for the PoCs are
infeasibly long when run on gem5. We therefore shorten all
timeouts to allow the simulation to complete in a reasonable
amount of time. To ensure a fair comparison, we verify that,
without CMR, both PoCs are still able to leak the secret
using the shortened timeouts.

6.1. Google SafeSide – Spectre PHT

SafeSide [9] is a code repository by Google that con-
tains several Spectre and Meltdown [10] PoCs. For this
case study, we use the spectre_v1_pht_sa PoC, which
mistrains the pattern history table (PHT) and then exploits
it to achieve a bounds check bypass (BCB). The PHT is a
component of the CPU’s branch predictor that is in charge
of guessing whether a branch will be taken.

6.1.1. PoC overview. A snippet of the PoC is shown in
Listing 1. It works as follows.

1) Flush the cache (line 6).
2) Execute an array bounds check with an in-bound

index (line 12), and perform an array access using
this index (lines 13-14). This represents a taken
branch.

3) Execute steps 1-2 many times (line 5). This trains
the PHT to guess “taken” on following specula-
tions.
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1 for (int run = 0;; ++run) {

2 timing_array.FlushFromCache();

3 int safe_offset = run % strlen(data);

4

5 for (size_t i = 0; i < 2048; ++i) {

6 FlushDataCacheLine(size_in_heap.get());

7

8 size_t local_offset =

9 offset + (safe_offset - offset) *
10 static_cast<bool>((i + 1) % 2048);

11

12 if (local_offset < *size_in_heap) {

13 ForceRead(

14 &timing_array[data[local_offset]]);

15 }

16 }

17

18 int ret = timing_array.

19 FindFirstCachedElementIndexAfter(

20 data[safe_offset]);

21 if (ret >= 0 && ret != data[safe_offset]) {

22 return ret;

23 }

24

25 if (run > 100) {

26 std::cerr << "Does not converge"

27 << std::endl;

28 exit(EXIT_FAILURE);

29 }

30 }

Listing 1: C code extract for spectre_v1_pht_sa PoC.

1 # bounds check
2 404bec: jae 404bbf <main+0xca>
3 404bee: movsbq 0x0(%r13,%rax,1),%rax
4 404bf4: imul $0x71,%rax,%rax
5 404bf8: add $0x64,%rax
6 # access secret: data[local_offset]
7 404bfc: movzbl %al,%eax
8 404bff: add $0x1,%rax
9 404c03: mov %rax,%rsi

10 404c06: shl $0x6,%rsi
11 404c0a: add %rsi,%rax
12 404c0d: shl $0x6,%rax
13 404c11: add 0x28(%rsp),%rax
14 # transmit: timing_array[secret]
15 404c16: movzbl (%rax),%eax
16 404c19: jmp 404bbf <main+0xca>

Listing 2: x86 assembly extract for spectre_v1_pht_sa
PoC.

4) Flush the cache.
5) Execute step 2 with an out-of-bounds index (lines

12-14, i==2047). Since the PHT has been mis-
trained, the access to the secret will be executed
speculatively. Once the check is actually complete,
the CPU realizes that the speculation was incorrect

and squashes the speculative instructions.
6) Probe the cache using Flush+Reload to extract the

secret (line 18).
7) Move onto next character in secret string if our

criteria are met; otherwise, repeat all steps un-
til timeout occurs. Here, our criteria are that 1)
Flush+Reload detects a timing below a predeter-
mined threshold (indicating a hit caused by a prior
speculative access), and 2) the extracted value is
not from an in-bound access.

The x86 disassembly of the speculatively executed in-
structions is shown in Listing 2. Instructions on lines 2-12
are executed speculatively until the failed bounds check on
line 1 is detected and the instructions are squashed. Before
the squash occurs, the secret is accessed (line 7) and then
transmitted across a side channel by modifying the cache
state (line 15). Extracting the secret from the cache state is
done non-speculatively afterwards.

We now describe four experiments to evaluate the PoC
with and without CMR.

Parameter C1 C2

Core count 2 2
Core frequency (GHz) 3 0.1
L1D/I size (kB) 32 32
L1D/I associativity 8 8
L1D/I latency (cycles) 4 80
L2 size (kB) 512 512
L2 associativity 16 16
L2 latency (cycles) 14 80

TABLE 1: Configurations used in case study experiments.
For C1, realistic values are used for L1 and L2 based on
Intel IceLake [11]. C2 is modified from C1 to intentionally
make CMR ineffective. In both configurations, each core has
private L1D and L1I caches and shares the L2 cache. For
main memory, we use the dual channel DDR4-2400 model
provided by gem5 with a size of 3GB.

6.1.2. Experiment 1 – C1, Baseline. We first run the PoC
in gem5 using the O3 model without CMR enabled. We
use the C1 gem5 configuration shown in Table 1. We find
that the entire secret string (“It’s a s3kr3t!!!”) is
extracted and printed to console. We dump all load-store
unit and cache events from gem5, and identify and extract
events related to pairs of the access and transmit instructions
in Listing 2. Each pair represents a single Spectre attack.
Figure 4 contains a plot of relevant events for the transmit
instruction of each attack. The plot shows that for all attacks
where the transmit instruction is executed, the squash occurs
before any response is returned to the LLC. Furthermore,
in almost all of those cases, there is a significant delay
between the squash occurring, and the LLC receiving a
response. This provides an opportunity for cancellations,
and hints that CMR might prevent this attack. We test this
in our next experiment. Exceptions to this are the cases
highlighted with a black box. These can pose a problem
because cancellations might not reach the L2 cache in time
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Figure 4: CPU events for transmit instructions of all Spectre
attack instances from Experiment 1. Each row represents
a single attack, the y-axis showing the attack number. All
event times are relative to speculation start: for each attack,
events are shifted to make speculation start at t=0.

before the response from memory. We do not find this in our
following experiments with C1, but we force this situation
to occur in Experiment 4 (Section 6.1.5).

Note that for attack 1 (y = 1 in Figure 4), the transmit
instruction is never executed. This occurs because the secret
is not yet cached and the access instruction does not com-
plete in time to allow the transmit instruction to execute.
Subsequent attacks (e.g., attack 3), however, can access the
secret more quickly since it has been cached and therefore
have enough time to execute the transmit instruction. In the
case of attack 3, the access instruction misses in the L1
cache but hits in the L2 cache.

6.1.3. Experiment 2 – C1, CMR enabled. We run the
PoC with C1 and CMR enabled, and indeed find that the
program times out without extracting any secret characters.
We again extract all relevant events, including those related
to cancellations. Upon analysis, we make an interesting dis-
covery: no transmit instructions are executed. Upon further
investigation, we find that this occurs because CMR cancels
the access instructions, preventing even the first step of the
attack. Throughout the entire execution, the PoC only man-
ages to find the secret in the L1D cache twice, and in both
cases, speculation ends before the transmit instruction is
executed. In all other cases, the attack has the same result as
attack 1 in Experiment 1 (Figure 4). We show this effect in
Figure 5, where we plot the events for the access instructions
instead. The plot shows that the access instruction hits in the
L1D cache only twice. Note that because the PoC times out
in this experiment, the total number of attacks (102) is much
larger than that for Experiment 1 (31). However, for clarity,
we only plot attacks #1–31 in Figure 5.
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Figure 5: CPU events for access instructions of Spectre
attacks #1–31 from Experiment 2. Attacks #32-102 are not
shown. Note the break in the x-axis. The cancellations have
the same latency as regular requests. Typically, cancellations
reach both L1 and L2 caches before a response is received.
The secret is thus almost never cached in a Spectre attack.

6.1.4. Experiment 3 – C1, CMR enabled, secret cached.
In this experiment, we want to test the effectiveness of CMR
even when the secret is cached and the access instruction
completes. We modify the PoC to access the secret non-
speculatively on every iteration. Running the PoC again
results in a timeout with no secrets leaked. Upon analysis of
the extracted events, we confirm that the access instructions
now hit in the L1 cache, and the transmit instructions
execute. We show all relevant events for the transmit in-
structions in Figure 6.

Despite the execution of the transmit instructions, no
Spectre attack succeeds. This is because, as shown in Fig-
ure 6, the cancellations always reach the caches before the
response. This is true for even the last-level L2 cache, hence
preventing any changes to the cache state.

6.1.5. Experiment 4 – C2, CMR enabled, secret cached.
In this experiment, we intentionally change the system
configuration to C2 to reduce the effectiveness of CMR.
We drastically increase the L1 and L2 latencies, and reduce
the CPU clock frequency to 100MHz. Reducing the clock
frequency effectively increases the speculation window size
in wallclock time. This is because the speculation window
size in instructions, and therefore cycles, remains the same
but the period of each clock cycle becomes longer. Since
main memory uses a separate clock, the latency of responses
from memory to L2 does not increase as much, making them
more likely to arrive within the speculation window.

Running the modified Spectre PoC (with secret caching
as in Experiment 3), we find that the entire secret is indeed
extracted. Figure 7 shows the events obtained from the
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Figure 6: CPU events for transmit instructions of attacks
#1–31 from Experiment 3. Note the break in the x-axis. The
cancellations have the same latency as regular requests. In
all cases, cancellations reach both L1 and L2 caches before
a response is received. The transmit instruction thus never
succeeds in changing the state of the caches.

experiment. The key change, highlighted with a black box,
compared to Figure 6 is that the response reaches L2 before
the cancellation. This is not the case for L1; however, the
cache state change in L2 alone is sufficient for the extract
step of the Spectre attack to succeed. This is due to the large
difference in hit access latencies for L1 and L2 (80 vs. 160,
respectively) caused by the large latencies used for C2.

Note that in this experiment, the PoC requires fewer
attacks to extract the secret compared to Experiment 1. This
is because we use the modified PoC where we intentionally
cache the secret before each Spectre attack.

6.1.6. Effectiveness. In this section, we calculate the cache
change metric, CC, from Equation (1) for all experiments.
We show the results in Table 2. For experiment 1, we get
a value of 1. This is because CMR is not enabled and
any transmit instruction executed results in changes to all
caches. For experiments 2 and 3, we get a value of 0 because
no cache changes occurred. Experiment 4 shows that when
transmit instructions manage to cause a partial change to
cache state, the value of CC is between 0 and 1.

Experiment N1 N2 Ntotal CC

1 29 29 29 1
2 0 0 104 0
3 0 0 204 0
4 0 15 32 0.234

TABLE 2: The values of CC for all experiments.

Figure 7: CPU events for transmit instructions of all attacks
from Experiment 4. Note the break in the x-axis. In all but
the first attack, the cancellation reaches L2 only after the
response from memory has been received.

6.2. Google SafeSide – ret2spec

As in the previous section, we evaluate CMR on the
ret2spec_sa PoC and verify that it thwarts the attack,
i.e., no part of the secret is leaked. Ret2spec, also called
Spectre-RSB [5], [12], targets the return stack buffer (RSB),
which predicts the addresses of return instructions. Ret2spec
exploits the fact that the RSB has a limited number of
entries, and must remove addresses once it is filled due
to deeply nested functions, causing mispredictions of the
return addresses. These mispredictions lead to speculatively
executed instructions that are abused by ret2spec to leak the
secret.

7. Security evaluation – Analysis

In this section, we present a systematic analysis of
CMR’s security to help us understand how to architect a
system that increases its effectiveness. Consider Figure 8,
where s0–sN are speculatively executed instructions and sn
is the Spectre transmit instruction. We define all relevant
symbols in this section in Table 3 for convenience. A Spectre
transmit step fails to modify the state of caches up to Li if,
and only if, Inequality 2 is satisfied. The squash latency, TS ,
is the time it takes to squash the transmit instruction after it
has executed. The cancellation latency, TCLi, is the time it
takes a cancellation to propagate from the core to the i-th
cache. The response latency, TLi, is the time it takes for a
response to reach the i-th cache after the transmit instruction
is executed. We assume that the required block is not cached
at any level and must be fetched from memory. We discuss
this assumption in Section 9.8.
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Symbol Name Meaning

TS Squash latency Time it takes to squash the transmit instruction after it has executed
TCLi Cancellation latency Time it takes a cancellation to propagate from the core to the i-th cache
TLi Response latency Time it takes for a transmit instruction’s response to reach the i-th cache after it has executed
TMemRead Memory-only read latency Time between the last-level cache sending a request and receiving a response
TT Transmit instruction delay Time between start of speculation and execution of transmit instruction
FwdLatLi Forwarding latency Time it takes to forward a miss from level i to level i+ 1
RespFwdLatLi Reponse forwarding latency Time it takes to forward a response from level i to level i− 1
CnFwdLatLi Cancellation forwarding latency Time it takes to forward a cancellation from level i to level i+ 1
SpecWindSz Speculation window size Size of the speculation window in wallclock time
Ai Round-trip hit latency Total round-trip access latency for a hit in level i
Amem Uncached memory latency Total round-trip latency for an access that misses in all caches

TABLE 3: Symbols used throughout Section 7.

               

s0
s1

...

sn

s(n+1)

...

sN

TLLC

TLi

TS

L1 req

TT

TCLi

<cond>

Figure 8: Annotated sequence diagram of a single Spectre
transmit step. Instructions are shown on the left. <cond>
is the instruction causing the speculation condition. s0−sN
are the instructions executed within the speculation window.

TS + TCLi < TLi (2)

A transmit step fails completely if Li == LLC. By
ensuring that even the LLC is not modified, we guarantee
that the extract step (and therefore the entire Spectre attack)
will fail. On the other hand, if Inequality 2 is false for
all i, this means that CMR was not effective in preventing
any changes to the caches. If Inequality 2 is true but for
Li ̸= LLC, the transmit step will succeed in changing the
state of caches > i. While this does not prevent the attack
completely, it increases the difficulty of extracting the secret
in the final step [4]. This is because the attacker must now
differentiate between latencies that are closer to each other.
For example, in a system with three cache levels without
CMR, the attacker need only differentiate between the L1
hit latency (very small) and the latency for a full trip to
main memory (very large). With CMR and i == 2, the
only change caused by the transmit step is to the LLC.
This means the attacker must now differentiate between the

latencies for a LLC hit (large) and a full trip to main memory
(very large).

7.1. Response latency – TLi

Next, we break down each term to identify how system
parameters affect the result. First is TLi, which is the delay
between executing the access instruction and receiving the
response at the Li cache. Caches closer to the core, i.e. with
low i, generally result in a higher TLi. However, this delay
is not constant. High traffic within the cache hierarchy can
increase the delay due to contention over resources such as
busses and MSHRs. To make a conservative analysis, we use
min(TLi), the smallest possible value of TLi. min(TLi) oc-
curs when there is no contention stalling the memory fetch at
any point in the hierarchy, including main memory. Its value
is constant and determined solely by system parameters:

min(TLi) =

K∑
j=1

min(FwdLatLj) + min(TMemRead)

+

K∑
j=i+1

min(RespFwdLatLj)

(3)

where K is the number of cache levels3, FwdLatLj

is the forwarding latency for a miss at level j,
min(TMemRead) is the minimum memory-only read la-
tency, and RespFwdLatLj is the response forwarding la-
tency (i.e., the time it takes to forward a response from Lj
to Lj − 1). We can refactor Equation (3) to Equation (4) to
represent it in terms of access latencies.

3. In systems with non-uniform cache topologies, different cores can
have different numbers of cache levels between them and main memory.
In this equation, only the number of levels for the core executing the Spectre
transmit instruction is relevant.
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min(TLi) =

i∑
j=1

min(FwdLatLj) + (Ai+1 −Ai) +

(Ai+2 −Ai+1) + ...+ (Amem −AK)

=

i∑
j=1

min(FwdLatLj) + (Amem −Ai)

(4)

where Ai is the total round-trip access latency for a hit
in cache Li, and Amem is the total round-trip latency for
an access that misses in all caches.

7.2. Cancellation latency – TCLi

The next value we look at from Inequality 2 is TCLi,
which is defined as follows.

TCLi =

i−1∑
j=0

CnFwdLatLj (5)

where CnFwdLatLj is the forwarding latency for a can-
cellation at level j, which includes the time taken to search
MSHRs (Section 4.1.1), and CnFwdLatL0 = 1. Note that
we only need to account for the time taken for a cancellation
to reach a cache. In other words, for CnFwdLatLj , we do
not include the time taken to forward the cancellation from
Lj to L(j + 1). For L1, we assume a cancellation only
needs a single cycle to reach it. The reason is that once
a cancellation is in the cache, incoming responses can be
compared to it (and discarded if they match) before causing
a change to cache state, even if the cancellation has not
finished searching the MSHR queue.

For a conservative analysis, we need to determine the
maximum value of TCLi and therefore of CnFwdLatLj .
For a normal request packet, this latency is non-deterministic
as it can increase due to resource contention and depends
on the current traffic within the hierarchy. However, we
can implement special handling for cancellation packets that
gives it priority over all other packets in the system. We
can also send it over a dedicated high-priority bus channel
to eliminate bus contention4. This removes any dependence
on contention and makes CnFwdLatLj constant. Since
cancellations need to search the MSHR queue as is done
for cache misses, we can assume Equation (6).

CnFwdLatLj = min(FwdLatLj) (6)

7.3. Squash latency – TS

The final, and most complicated, value from Inequality 2
is TS , which depends on the size of the speculation window,

4. We can even add or use existing dedicated circuitry (similar to that
used for snooping) that broadcasts cancellations to all caches. However,
to reduce cancellation-handling complexity and make the security analysis
conservative, we assume cancellations need to propagate one level at a
time. We discuss this alternative in Section 9.3.

SpecWindSz, (in wallclock time, not instructions) and the
position, TT , of the transmit instruction, si, from the start
of the window. This is shown in Equation (7).

TS = (TT + TS)− TT

= SpecWindSz − TT
(7)

7.3.1. Speculation window size. Theoretically, the core
can wait indefinitely (stalling if required, i.e. the reorder
buffer (ROB) becomes full) until the speculation condition
is resolved, making the speculation window infinitely large.
However, this does not happen in practice and speculation is
always resolved. Gigerl [13], Mambretti et al. [14] and Xiao
et al. [15] identify empirical limits to the speculation win-
dow sizes on different platforms using different instructions
for the condition <cond>.

Note that the window size does not depend on the
number of instructions executed within it. The speculation
window exists until speculation is resolved irrespective of
whether instructions are executed speculatively; it is up
to the CPU to take advantage of this window as best as
possible.

7.3.2. Transmit instruction. As explained above, TC does
not depend on the total number of instructions executed
speculatively. However, it does depend on the instructions
executed before sn because that determines TT . The follow-
ing factors affect TT :

1) The number of instructions preceding sn in the
speculation window. More instructions results in
higher TT .

2) The types of instructions preceding sn in the specu-
lation window. Instructions that take longer to com-
plete will generally result in higher TT . However,
since modern CPUs are superscalar (i.e., can exe-
cute multiple instructions in parallel), TT will only
increase once the CPU can no longer execute more
instructions in the same cycle and must wait for
resources to be freed. Instructions that use the same
resources and take several cycles to complete (e.g.,
floating-point instructions) will therefore result in a
higher TT .

3) Any dependencies between sn and instructions pre-
ceding it in the speculation window. Modern CPUs
can execute instructions that have no data inter-
dependencies out of order. Data dependencies be-
tween instructions force the CPU to postpone de-
pendent instructions, possibly executing later in-
structions that have no dependencies.

4) Contention between speculative instructions pre-
ceding sn and non-speculative instructions. Similar
to contention between speculative instructions in
the speculation window, non-speculative instruc-
tions can also cause contention and lead to a higher
TT .

Calculating a constant TT for a Spectre attack is not pos-
sible due to random contention from prior non-speculative
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instructions (Item 4). We can, however, calculate minimum
values which occur when there is no contention. This gives
us a conservative analysis because a higher TT results in a
lower TS , which increases the effectiveness of CMR, as per
Inequality 2.

Theoretically, TT can be zero. This can happen if the
secret is already present in a register and the only instruction
that needs to be executed speculatively is the transmit in-
struction. For example, in Listing 2, if rax already contains
the secret when speculation starts, skipping lines 3-13 and
directly executing line 15 would transmit the secret with
TT = 0. In practice, however, this is unrealistic. Adver-
saries typically do not have enough control to place the
secret in a register before speculation and, in a similar
vein to return-oriented programming (ROP) [16], must rely
on Spectre gadgets (i.e., sequences of instructions that can
be executed speculatively) in the victim’s code to perform
their attack [17], [18], [19], [20]. These gadgets are used to
access and transmit secrets. This requires at least two load
instructions to be executed speculatively: one for access and
another for transmit. If the access load hits in the cache, this
will result in a lower TT than if the access load must fetch
the secret all the way from main memory.

Generally, as gadgets become longer, their TT increases,
making them more amenable to mitigation by CMR. For
a conservative analysis, it is sufficient to show that our
approach is effective even when TT = 0.

7.4. Putting it all together

Now that we have described the relevant terms, we can
revisit Inequality 2. We use maximums and minimums in to
obtain a conservative analysis as discussed earlier.

max(TS + TCLi) < min(TLi)

max(TS) + TCLi < min(TLi)

We then substitute min(TLi) and TCLi using Equa-
tion (4) and Equation (7), and use Equation (6) to remove
FwdLatLi.

max(TS) +

i−1∑
j=0

CnFwdLatLj <

i∑
j=1

min(FwdLatLj) + (Amem −Ai)

max(TS) +

i−1∑
j=0

min(FwdLatLj) <

i∑
j=1

min(FwdLatLj) + (Amem −Ai)

max(TS) + 1 < min(FwdLatLi + (Amem −Ai)

CMRi = (max(TS)+1 < min(FwdLatLi+(Amem−Ai))
(8)

The result intuitively shows that as we get closer to
the core (Ai decreases), CMR becomes more effective as
it is more likely that Equation (8) is true. We present
different realistic configurations (with measurements from
prior literature) and whether they satisfy Equation (8) in
Table 4. We assume that for all caches in all systems,
min(FwdLatLi > 1 and we can safely (and conservatively)
remove min(FwdLatLi from Equation (8). The numbers
demonstrate that CMR is effective on realistic systems. Note
that while the terms in Equation (8) are in seconds, the
values available in the literature are in CPU cycles. We
present the values in CPU cycles in Table 4. We ignore
the memory clock frequencies since the measurements for
MOVNTI from [21] are in CPU cycles. We find that the
cycle latencies reported for the MOVNTI instruction for
Intel CPUs match generally reported latencies for uncached
memory accesses after conversion to wallclock time, which
are around 100ns [22], [23].

8. Performance Evaluation

We evaluate CMR’s performance by measuring the num-
ber of ticks to complete regions-of-interest (ROIs) in bench-
marks on gem5. This is the default performance measure-
ment mechanism provided in gem5. We use the PARSEC
benchmark suite. We obtain results for a 2-core and a 4-
core system using the configurations shown in Table 5.
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Figure 9: Overheads of CMR-enabled configurations relative
to their CMR-disabled baselines. The last item shows a
geometric mean of 0.19% and 0.32% for the 2-core and
4-core configurations, respectively.

We run the PARSEC benchmarks on both 2-core and
4-core configurations, with and without CMR, using the
“simlarge” input size. The x264 benchmark terminated with
an error in all configurations, even without CMR, and was
therefore discarded. We also discarded benchmarks that did
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# System SpecWindSz Amem A1 A2 A3 CMR1 CMR2 CMR3

1 Intel IceLake 1541 400 4 14 50 ✔ ✔ ✔
2 Intel SkyLake 154 400 4 14 34 ✔ ✔ ✔
3 AMD Zen4 1321 900 4 14 47 ✔ ✔ ✔
4 AMD Zen 132 9002 4 17 40 ✔ ✔ ✔

TABLE 4: For several real systems, we show latencies based on [11], [21] and whether Equation (8) is satisfied at different
cache levels. Speculation window sizes are taken from [13]. Numbers in CPU clock cycles. CMRi refers to Equation (8)
being satisfied for cache Li. For Amem, we use the latencies in [21] for the MOVNTI instructions, which are stores that
bypass the cache hierarchy (called non-temporal stores). 1Speculation window sizes are not available for new processor
generations. We therefore assume they are similar to older generations. 2Similarly, the latency for MOVNTI is not available
for the older AMD Zen microarchitecture, and we therefore assume it is the same as for AMD Zen4.

Parameter 2-core 4-core

Core count 2 4
Core frequency (GHz) 3 3
L1D/I size (kB) 32 32
L1D/I associativity 8 8
L1D/I latency (cycles) 4 4
L2 size (kB) 512 512
L2 associativity 16 16
L2 latency (cycles) 14 14

TABLE 5: Configurations used in performance evaluation.
In both configurations, each core has private L1D and L1I
caches and shares the L2 cache. The 2-core configuration is
identical to C1 in Table 1.

not complete within 72 hours, such as dedup, facesim and
ferret. We plot the overheads in Figure 9, showing negligible
geometric means of 0.19% and 0.32% for CMR on 2-core
and 4-core configurations, respectively, therefore satisfying
R1. The maximum overhead is < 2%, for blackscholes in
the 4-core configuration. In some benchmarks, CMR shows
a performance improvement, which can be explained by
the fact that CMR reduces cache pollution caused by mis-
speculation. For programs where mis-speculation is com-
mon, CMR can therefore improve performance.

The variability in the overheads can be attributed to
the randomness inherent in execution. Furthermore, with
CMR enabled, the cache state at any point in the program
is different compared to an identical execution trace with
CMR disabled, since mis-speculated memory requests are
cancelled. This difference in cache state can result in a
difference in overall execution time (positive or negative,
depending on program state), leading to variable overheads.

In our implementation, cancellations and requests share
the cache input buffers. This can cause contention between
cancellations and requests if the buffers are too small or if
many cancellations are sent at once, leading to performance
overheads. However, this is not a requirement for CMR’s
design and a more performant implementation would avoid
contention between cancellations and requests. In gem5,
adding support for such parallel buffers is not well-supported
and requires large code-base changes. We therefore opt to
share the buffers, albeit with a disadvantage to our evalua-

tion results.

9. Discussion & future work

9.1. Meltdown

One notable advantage of CMR is that it provides sup-
port for memory request cancellations regardless of the
reason for cancellation. While we tackle speculative exe-
cution in this paper, it is important to note that CMR is
also applicable to fault-based transient attacks such as Melt-
down [10]. Any transmit instruction executed transiently
during the Meltdown attack can be cancelled once the
fault is detected, thereby reducing cache state changes and
potentially thwarting the attack.

9.2. TLBs

An important cache-like structure in CPUs is the trans-
lation lookaside buffer (TLB), which caches virtual-to-
physical address translations. Prior work has shown that
TLBs can indeed be used to leak information in a way
similar to cache timing attacks [24]. In our implementation,
we only cover squashed loads sent to the data caches;
however, CMR can equally be applied to TLBs. Address
translations requested transiently and later squashed can be
cancelled to reduce changes to TLB state.

9.3. Cancellation broadcasts

Dedicated circuitry, similar to that used for snooping,
can be added to the CPU die to broadcast cancellations to
all caches, even if a snooping protocol is not used. This
can drastically improve the security provided by CMR, by
eliminating the dependency on cache forwarding latency
(Section 7.2). However, this adds complexity to cancella-
tion handling because lower-level caches would now get
cancellations even if the corresponding upstream MSHR is
not empty. A mechanism must therefore be added to allow
lower-level caches to track upstream MSHRs and only act
on cancellations once the upstream MSHR becomes empty.
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9.4. Cancellation of memory bus transactions

In our design requirements, we explicitly avoid changes
to external modules and interfaces such as main mem-
ory (R3) to increase the compatibility of CMR. However,
introducing cancellations to memory bus transactions can
be an opportunity to improve performance. By aborting
transactions that are no longer needed, we can free up
the memory bus for other transactions. Furthermore, for
memories with integrated on-chip caches, this can improve
security by preventing transmit instructions from affecting
the on-chip cache. We leave such research for future work.

9.5. Overlapping cancelled and uncancelled re-
quests

If there are n requests waiting for the same cache block,
canceling up to (n− 1) of them will have no effect on the
cache. As long as there is at least one target, the MSHR
must be serviced. Information leakage can occur if the first
request to allocate the MSHR is cancelled, but the MSHR
cannot be deallocated due to the existence of other targets
(that arrived later and were not cancelled). There is a timing
difference between when the response arrives in this case,
and when the response would have arrived had there not
been the first request (i.e., the MSHR was instead allocated
by the non-speculative second request). While this timing
difference can theoretically be used to leak information, this
is very difficult because the threat model assumes that this
second request is not under the attacker’s control, and they
cannot determine the time at which it occurs (and therefore
cannot accurately measure the timing difference). Note that
if the attack can control this non-speculative request, they
have no need for a Spectre attack and can simply use a
non-transient cache timing attack (Section 2.2).

9.6. Speculative-interference attacks

A crucial requirement for CMR is that the transmit
instruction is speculative, and is therefore squashed when
the speculation window ends. In speculative interference
attacks [25], however, this is not the case. Instead, specula-
tive execution is used to affect the order of non-speculative
loads/stores, resulting in a cache state difference that can
later be measured to leak the secret. As non-speculative
memory requests cannot be cancelled, CMR cannot thwart
such attacks. We consider them out-of-scope and rely on
orthogonal defenses.

9.7. Non-cache-based side channels

CMR works by reducing persistent secret-dependent
changes to cache state. As a result, CMR only covers cache-
based side channels. Other side channels, e.g. contention-
based channels [26], [27], [28], are not covered. This is
similar to many invisible speculation schemes (Section 10).

9.8. Cache hits for transmit instructions

In Section 7, we assumed that the data requested by the
transmit instruction is not cached at any level. While this
is true in many cache timing attacks, especially those that
use flushing, an attacker can instead use evictions [3] to
remove the data from one level but keep it in lower levels.
For example, an attacker can evict the data from L1 but not
L2 before launching the Spectre attack, and later use the
timing difference between an L1 access and an L2 access
to leak the secret. While CMR is less effective against such
attacks, it is important to note that these attacks are also
more difficult to launch due to the smaller timing difference.
In general, we can say that the more likely an attack is to
succeed without CMR (due to a large timing difference), the
more effective CMR is at thwarting it.

10. Related work

Invisible speculation mechanisms [29], [30], [31], [32],
[33] attempt to hide speculative side effects until they are
determined to be non-speculative. While hidden, speculative
changes are stored in shadow structures which are invisible
to the rest of the non-speculative system. However, many of
these schemes can suffer from significant overheads, e.g.,
InvisiSpec has 21 − 72% overhead. Some only consider
changes to the L1 cache and ignore changes to lower level
caches. Furthermore, they all require the addition of expen-
sive on-chip cache-like storage for the shadow structure.
In comparison, CMR does not require any such shadow
structures and has negligible (and in some cases negative)
overheads.

Speculative Taint Tracking (STT) [34] is another Spectre
mitigation technique that taints data loaded by Spectre ac-
cess instructions and delays any instructions that use it and
leak information (such as transmit load instructions) until
the access instruction becomes non-speculative. While STT
is not limited to protecting only cache-based side channels,
the introduced delays can result in significant overheads
(8.5−14.5%) compared to CMR. Furthermore, STT does not
cover the case where only the transmit, but not the access,
instruction is speculative.

11. Conclusion

We present CMR, a novel transparent Spectre mitigation
with near-zero overheads. We show that in some cases,
CMR can even enhance performance by reducing cache
pollution caused by mispredictions. Our case studies and
security analysis demonstrate the effectiveness of CMR and
show that with proper (realistic) system configuration, CMR
can provide strong security guarantees. We also discuss
the applicability of CMR to other transient attacks such as
Meltdown. While in some configurations, CMR can provide
probabilistic, rather than deterministic, security, its mini-
malistic design changes and near-zero overhead make it an
obvious choice for reducing exposure to transient execution
attacks.
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