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—— Abstract
We revisit finite-state communicating systems with round-based communication under mailbox
semantics. Mailboxes correspond to one FIFO buffer per process (instead of one buffer per pair of
processes in peer-to-peer systems). Round-based communication corresponds to sequences of rounds
in which processes can first send messages, then only receive (and receives must be in the same
round as their sends). A system is called synchronizable if every execution can be re-scheduled into
an equivalent execution that is a sequence of rounds. Previous work mostly considered the setting
where rounds have fixed size. Our main contribution shows that the problem whether a mailbox
communication system complies with the round-based policy, with no size limitation on rounds, is
Pspace-complete. For this we use a novel automata-based approach, that also allows to determine
the precise complexity (PSPACE) of several questions considered in previous literature.
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1 Introduction

Message-passing is a key synchronization feature for concurrent programming and distributed
systems. In this model, processes running asynchronously synchronize by exchanging messages
over unbounded channels. The usual semantics is based on peer-to-peer communication,
which is very popular for reasoning about telecommunication protocols. More recently,
mailbox communication received increased attention because of its usage in multi-thread
programming, as provided by languages like Rust or Erlang. Mailbox communication means
that every process has a single incoming communication buffer on which incoming messages
from other processes are multiplexed (a mailbox).

Message-passing programs are well-known to be challenging for formal verification since
they can easily simulate Turing machines with unbounded channels. Some approximation
techniques can help to recover decidability. Among the best known approaches are lossy
channel systems [1, 8] and partial-order methods [13]. The latter tightly relate to (high-level)
message sequence charts (HMSC), a communication formalism capturing multi-party session
types [17, 15, 16]. An HMSC protocol is a graph with nodes labelled by communication
scenarios, a.k.a. message sequence charts. Processes still evolve asynchronously, so that
the division into nodes cannot be enforced by global synchronization. Such round-based
communication is actually quite frequent in distributed computing, for example as building
block in the Heard-Of model [5]. Often a distributed protocol consists of several rounds,
where each round first has a phase where processes only send messages, then a phase where
they only receive. We refer to such rounds as sr-rounds.
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Recently sr-round-based communication and mailbox communication were considered
together in [3]. It turned out that this combination is very attractive for formal verification.
The paper [3] proposed a model where sr-rounds have fixed size, and showed that control-
state reachability in this model becomes decidable (in PSPACE). The question whether a
system complies with the sr-round model with given round size was shown to be decidable
in [6]. It is also known how to decide if a system complies with the sr-round model when
the round size is not known in advance [11]. All these properties motivate a genuine interest
in the sr-round model on top of mailbox communication. A bit surprisingly, apart from
control-state reachability, similar questions were shown to be undecidable for peer-to-peer
communication [9].

In this paper we revisit the framework of [3] and propose an automata-based approach to
deal with systems complying with the sr-round mailbox model (we refer to this property as
mb-synchronizability). Importantly, we do not impose any size restriction on the rounds, as
in previous works. This makes sense, because even when we can infer an upper bound on the
size as in [11], this upper bound is exponential in the number of processes, so its practical
use is somewhat limited. We establish that the complexity of all problems listed below is
PsPACE-complete for mb-synchronizable systems:

Global-state reachability (Theorem 3.6).

Model-checking against a reasonable class of regular properties (Theorem 4.3).

Check if a peer-to-peer system can be simulated as a mailbox system (modulo rescheduling

executions, Theorem 4.8).

Our main result is that one can check in PSPACE if a system is mb-synchronizable (The-
orem 5.16), the complexity being tight. An interesting byproduct of our results is that when
we fix the number of processes all the problems above can be solved in PTIME (actually
NLOGSPACE).

Comparison with related work. Our technique helps to establish the precise complexity of
several problems considered in the papers mentioned above. To be precise, our definition of
sr-round mailbox model (mb-synchronizability) slightly differs from the one used in [3, 6, 11]
(but coincides with a variant introduced in [2]). The latter paper uses a partial-order variant
of PDL (LCPDL) to show an EXPTIME upper bound for the synchronizability problem for
their notion of synchronizability. Using MSO logic and special tree-width, the paper [2] also
shows that checking if a system is synchronizable with fixed round size is decidable. Knowing
if a round size exists is shown to be decidable with elementary complexity in [11], without
exact bounds.

For convenience, technical terms and notations in the electronic version of this manuscript
are hyper-linked to their definitions (cf. https://ctan.org/pkg/knowledge).

Proofs that are missing in the main text can be found in the appendix.

2 Message-passing systems and synchronizability

Throughout the paper, P denotes a finite non-empty set of processes, and M denotes a
finite non-empty set of message contents. We consider here peer-to-peer communication
between distinct processes. Formally, the set of (communication) channels is the set Ch
of all pairs (p,q) € P x P such that p # ¢, and the set of (communication) actions is
Act = {plg(m),q?p(m) | (p,q) € Ch,m € M}. An action plg(m) denotes a send by p of
message m to ¢ and an action p?q(m) denotes a receive by p of message m from ¢. In both
cases, the process performing the action is p. Throughout the paper, we let S and R denote
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the sets of send actions and receive actions, formally, S = {plg(m) | (p,q) € Ch,m € M} and
R ={p?q(m) | (¢,p) € Ch,m € M}.

A communicating finite state machine [4] is a finite set of processes that exchange messages,
each process being given as a finite LT'S. Recall that a (finite) labeled transition system, LTS
for short, is a quadruple (L, A, —, i) where L is a (finite) set of states, A is a finite alphabet,
— C L x Ax L is a set of transitions, and 7 € L is an initial state. We will sometimes
consider LTS without initial state. In the following definition, Act, denotes the set of actions
a € Act performed by p.

" » Definition 2.1. [Communicating Finite-State Machine] A CFM is a tuple A =

(Ap)pep, where each Ay, is a finite LTS A, = (Lp, Actp, —=p,4p). States in L, are called local
states. The size of A is defined as 3 p(|Lp| + | —p |)-

In this paper, we mainly study and compare two semantics of communication: peer-to-
peer and mailbox. These two semantics differ in the implementation of the communication

" network. In the peer-to-peer semantics, each channel (p, ¢) is implemented by a dedicated

fifo buffer. This is the classical semantics for communicating finite-state machines [4]. In
the mailbox semantics, each process ¢ is equipped with a fifo buffer that acts as a mailbox:
all messages towards ¢ are enqueued in this buffer. Put differently, the channels (p, ¢) with
same receiver ¢ are multiplexed into a single buffer.

We define both semantics of CFM jointly, by viewing channels and mailboxes as (fifo)
message buffers:

" » Definition 2.2. [Process network] A process network over P is a pair N = (B, bf) where
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B is a finite set of fifo buffers and bf : Ch — B is a map that assigns a buffer to each channel.

The peer-to-peer semantics is induced by the process network p2p = (B, bf) where B = Ch
and bf is the identity. Here, B coincides with the set of communication channels. The mailbox
semantics is induced by the process network mb = (B, bf) where B = P and bf(p, ¢) = ¢. Here,
B is a set of mailboxes, one per process.

» Remark 2.3. For both peer-to-peer semantics and mailbox semantics we have that the
buffer determines the recipient: bf(p,q) = bf(p’,q¢’) implies ¢ = ¢’. We call such process
networks many-to-one.

Given a CFM and a process network we define the associated global transition system:

» Definition 2.4. [Global transition system] Let A = (A,),ep be a CFM, and N' = (B, bf)
be a process network over P. The global transition system associated with A, N is the LTS
Tar(A) = (Ca, Act, = 4, cin) with set of configurations C 4 = G x ((Ch x M)*)B consisting
of global states G = [[ ,cp Ly (i.e., products of local states) and buffer contents, with
((p)per: (wb)ber) >4 ((£,)per; (wh)ben) if

Ly i>p E;, and {y = % for q # p, where p is the process performing a.

Send actions: if a = plg(m) then wj, = wy ((p,q),m) and w), = wy for b’ # b, where

b = bf(p,q).
Receive actions: if a = p?q(m) then ((p,q), m)wi, = wy, and wy, = wy for b’ # b, where

b = bf(p, q).
The initial configuration is cin, = ((ip)pep,°).

An ezecution of T (A) is a sequence p = ¢y — ¢ --- — ¢, with ¢; € C4 such that
Cic1 <y 4 ¢; for every i. The sequence a; - - - a, is the label of the execution. The execution
is initial if co = c;p,.
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» Remark 2.5. Note that in the definition above we added the channel name to the message
content inserted in a buffer. This is to exclude executions like plg(m) ¢?r(m) with p # r.
Without this addition such executions would be allowed in the mailbox semantics, which is
clearly not intended.

» Definition 2.6. [Trace] A trace of a CFM A over a process network N is a sequence
u € Act” such that there exists an initial execution of Tar(A) labelled by u. The set of all
traces of A is denoted by Trpr(A).

As we will also need to consider infixes of executions, we introduce action sequences
which are coherent w.r.t. the fifo behavior that we expect from a process network:

» Definition 2.7. [Viable sequence] Let N' = (B, bf) be a process network. A sequence of
actions v € Act™ is called N-viable if for every buffer b € B:
for every prefix u of v, the number of receives from b in w is less or equal the number of
sends to b in u;
for every k, if the k-th receive from b in v has label ¢?p(m) then the k-th send to b in v
has label plg(m).

There is a strong connection between traces and viable sequences. For every sequence
u € Act”, u is a trace of A over N iff u is N-viable and u is recognized by [],cpAp. Here,
[I,ep Ap denotes the asynchronous product of the LTS A, viewed as automata with every
state final.

» Remark 2.8. It is easy to see that if a sequence is mb-viable then it is also p2p-viable. In
fact, for every process network A, we have that N -viability implies p2p-viability. However,
the converse is not true. For example, po!pi (mg) p2!p1(m1) p17p2(m1) is p2p-viable, but not
mb-viable because m; is enqueued after mg in p;’s mailbox, so it cannot be received first.

The classical happens-before relation [14], frequently used in reasoning about distributed
systems, orders the actions of each process and every (matched) send action before its
matching receive. The happens-before relation naturally associates a partial order with every
trace, known as message sequence chart:

» Definition 2.9. [Message Sequence Chart] An MSC over P is an Act-labeled partially

ordered set M = (E,<pp, ) of events E, with \ : E — Act and <pp = (<p Umsg)* the least

partial order containing the relations <p and msg, which are defined as:

1. For every process p, the set of events on p is totally ordered by <p, and <p is the union
of these total orders.

2. msg is the set of matching send/receive event pairs. In particular, (e, f) € msg implies
Ale) = plg(m) and A(f) = q?p(m) for some p,q € P and m € M. Moreover, msg is
a partial bijection between sends and receives such that every receive is paired with a
(unique) send. A send is called matched if it is in the domain of msg, and unmatched
otherwise.

The fifo behavior of message buffers implies that not every MSC arises as possible
behavior. We formalise this for any process network N = (B, bf) by defining a buffer order!
<, on sends to the same buffer. Let e <) €' if e,e’ are of type plq and s!r, resp., with
bf(p, ¢) = bf(s,r), and

! This definition of < is tailored for many-to-one process networks, but for simplicity we have chosen
not to mention the restriction in the definition. Note that <ar is a strict partial order.
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(a) A sequence and its MSC. An unmatched send p1!po(ma) po?pi(mz) p2!p1(ms) p1?p2(ms)

action is marked by a special arrowhead, as for msa. (b) A weakly-synchronous sequence [2] that

is not mb-synchronizable.

Figure 1 Two examples of MSCs.

either e is matched and e’ is unmatched,
or (e, f),(¢/, f') € msg and f <p f'.

» Definition 2.10. [Valid MSC] Given a process network N, an MSC M = (E, <pp, \) is
called N-valid if the relation (<pp U <n7) is acyclic.

It is easy to see that an MSC is p2p-valid iff matched messages on any channel (p, q)
never overtake and unmatched sends by p to ¢ are <p-ordered after the matched sends. An
MSC is mb-valid iff for any sends s <y, s’ to the same process, either they are both matched
and their receives satisfy » <p 7/, or s’ is unmatched. Figure 1a shows an mb-valid MSC. An
mb-valid MSC is the same as an MSC obtained from a trace that satisfies causal delivery in
[3], and it is called mailbox MSC in [2].

If w = u[l]---u[n] is a p2p-viable sequence of actions then we can associate an MSC with
u by setting msc(u) = (E, <pp, A) with E = {e1,...,en}, A(e;) = u[i], and the orders defined
as expected:

e; <p e; if u[i] and u[j] are performed by the same process and ¢ < j.

(ei,e;j) € msg if there exists £ > 1 and a buffer b € Ch such that u[é] is the k-th send to

b and u[j] is the k-th receive from b.
Note that msc(u) only depends (up to isomorphism) on the projection of u on each process.
Caveat: Throughout the paper we switch between reasoning on N-viable sequences (when
we use automata) and their associated MSC (when we use partial orders). So when we refer
to a position in a (viable) sequence u we often see it directly as an event of msc(u), without
further mentioning it.

» Remark 2.11. By definition, for any A -viable sequence v the associated MSC msc(u)
is M-valid. For the converse, if the process network is many-to-one and the MSC M
is M-valid then every (labelled) linearization of the partial order (<p, U <a)* of M is
N-viable. Indeed, all receives from the same buffer are totally ordered by <p when the
process network is many-to-one, and the corresponding sends are ordered in the same way
because of the buffer order. For example, the sequence shown in Figure la is mb-viable, but
p1!p2(ma) p2?p1(ma) p2!p1(m2) po'pi(mo) p1?po(mo) is not.

For a process network N and a CFM A we write mscar(A) = {msc(u) | u € Try(A)} for
the set of MSCs associated with initial executions of A. By Remark 2.11, the set msc(.A)
consists only of N-valid MSCs. The next definition introduces an equivalence relation = on
CFM traces that is ubiquitous in this paper. Two traces are equivalent up to commuting
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adjacent actions that are neither performed by the same process, nor a matching send/receive
pair:

» Definition 2.12. [Equivalence =| Two p2p-viable sequences u,v € Act” are called
equivalent if msc(u) = msc(v) (up to isomorphism), and we write u=wv in this case.

» Remark 2.13. Two p2p-viable sequences are equivalent iff they have the same projection
on each process.

» Remark 2.14. If u,v € Act” are both N-viable with u = v, then u € Try(A) iff v € Trpr(A).
However, = does not preserve A -viability, e.g. plg(m) rlg(m) q?p(m) = rlg(m) plq(m) q?p(m),
but the left-hand side is mb-viable while the right-hand side is not.

For the rest of the section ' = (B, bf) always refers to a process network. In order to be
able to cope with partial executions we start by observing that unmatched sends to a buffer
restrict the product of NV -viable sequences. Let v and v be two N -viable sequences. The
product u %, v is defined if for every buffer b € B, if there is an unmatched send to b in wu,
then there is no receive from b in v. When it is defined, u *, v is equal to uv. Note that the
partial binary operation *,, is associative. Moreover, if wg # -« U; *5 ** - Uj *¥pr Ujp1 - - Uy, 1S
defined then wug #5 -« - u; *5 Ujq1 -+ - Uy is also defined, for every ¢ < j. Note also that, when
it is defined, the *,-product of two N -viable sequences is N -viable.

» Definition 2.15. [Exchanges, synchronizability]

1. An N-exchange is any N -viable sequence w € S* R*.

2. An N -viable sequence u is called N-synchronous if it is a *-product of N'-exchanges. It
is called N'-synchronizable if u =v for some N -synchronous sequence v.

3. A CFM A is N -synchronizable if all its traces u € Tra(A) are N -synchronizable.

» Remark 2.16. The above definition of A-synchronizability for A/ = mb differs from the
one initially used by [3, 6] and later called weak-synchronizability in [2] (mb-synchronizable
here coincides with strongly synchronizable in [2]). An mb-viable sequence of actions u is
weakly-synchronizable if it is is equivalent to a *,,-product v of mb-exchanges. However, v
is not required to be mb-viable. Weak-synchronizability yields more synchronizable traces,
however some of them are spurious. In particular one cannot use the decompositions into
exchanges from [3, 2] to check regular properties of executions, as we do in Section 4 later.
Figure 1b shows an example distinguishing the definitions. The sequence there corresponds
to a decomposition in exchanges according to [3, 2], but it is not mb-viable.

We end this section by a comparison between synchronizability for peer-to-peer se-
mantics and mailbox semantics. These two notions are incomparable, in general. First,
mb-synchronizability does not imply p2p-synchronizability simply because a system under
mb-semantics has less executions than under p2p-semantics. Conversely, the following execu-
tion is mb-viable and p2p-synchronizable, but not mb-synchronizable (as we will see later the
unmatched send makes it non-decomposable): plr(a) ¢'p(b) p?q(b) pla(c) ¢?p(c) rlq(d) r?p(a).
Finally, we note that p2p-synchronizability was shown to be undecidable in [2].

3 Reachability for mb-synchronizable systems

We start this section by showing that state reachability for mb-synchronizable CFMs is
PspacE-complete. The decidability (in exponential time) for mb-synchronizable CFMs can
be already be inferred from [2] using the partial order logic LCPDL. The main point of this
section is to introduce an automata-based approach to deal with mb-synchronizable CFMs.
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Although the set of mb-synchronous traces of a CFM is not regular in general, the projection
of this set on (marked) send actions turns out to be regular. This crucial property is used
later as a basic ingredient by our algorithm for deciding mb-synchronizability.

We start with an important observation saying that mb-synchronizability allows to focus
on send actions. However, unmatched and matched sends need to be distinguished. So we
introduce an extended alphabet S = {5 | s € S}. Sequences over S U S will be referred to as
ms-sequences. For any mb-viable sequence u, we annotate every unmatched send plg(m) in u

by plg(m) and we denote by marked(u) the sequence obtained in this way. For example, for
u = plg(m)plr(m/)r?p(m’) we have marked(u) = plg(m)plr(m’)r?p(m’). The ms-sequence
ms(u) associated with an mb-viable sequence u is the projection of marked(u) on SU S.

» Lemma 3.1. 1. For any mb-exchanges u,v with ms(u) = ms(u’), we have u=u'.

2. For any mb-exchange u = vv' with v € S*,v' € R*, we define & = vv” with v" obtained
from v' by ordering the receives as their matching sends in v. Then 1 is mb-viable and
U=1q.

Proof. For item 1, as ms(u) = ms(u’) and u,u’ are both mb-viable, we get that for each
process p, the sequence of receives by p in uw and u/, resp., are the same. We derive from
u,u’ € S*R* that v and u’ have the same projection on each process, and thus v =u'. For
item 2 it is easy to check that @ is mb-viable, hence uw =4 by item 1. |

» Remark 3.2. It is worth noting that Lemma 3.1 does not hold anymore under p2p-
semantics. For example, the two p2p-exchanges u = p1!pa(a) ps!p2(b) p27ps(b) p2?p1(a) and
@ = p1lpa(a) p3lp2(b) p2?p1(a) p2?ps(b) have the same marked sequence, but they are not
equivalent. This is the main reason why our decidability results don’t carry over to the
p2p-semantics.

Executable mb-exchanges

We now show how to check if an ms-sequence corresponds to an executable mb-exchange
of a CFM A. Since we use the same construction also for the model-checking problem in
Section 4 we give a more general formulation below.

Given an mb-viable sequence v and two sets D, D’ C P, we write D ~> D’ if no process
from D receives any message in u, and D’ contains D and those processes ¢ such that u has
some unmatched send to q. We refer to processes in D, D’ as deaf processes. It is routinely
checked that, for every mb-viable sequences u1, ..., u,, the product uy *,, . .. % U, is defined
iff Do~ Dy -+ *3 D,, for some sets Dy, ..., D,.

» Definition 3.3. [R-diamond] Let A = (L,SUSUR,—4) be an LTS. We say that A
is R-diamond if for all states ¢,¢' € L and all receives a,a’ € R performed by different

’ !
processes, we have £ 25 4 0 iff £ L5 4 0.

For any states ¢, ¢ of A, sets D, D’ C P and mb-viable sequence u, we write (£, D) ~5 4

(¢,D")if ¢ merked(u), A ¢ and D ~5 D'. The next lemma shows how to adapt an R-diamond
LTS to work on ms-sequences instead of mb-synchronous sequences (a similar idea appears in

[11]):

» Lemma 3.4. Assume that A= (L,SUSUR, —4) is an R-diamond LTS. Then we can
construct an LTS with e-transitions Asyne = (LU L3) x 28, S U S, = yne) such that for any
v € (SUS)*, states £,0' € L, and sets D, D’ C P:

(6, D) Bgyne (¢, D) iff  Ju mb-synchronous s.t. v = ms(u) and (¢,D) ~54 (¢, D")
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Proof. The LTS Ay, has the following transitions, for any ¢, € L, D,D' CP,a € SUS:

(¢,D) i>sym (e, 0,0, D) for any ¢ € L

(éa ElaéaD) i>sync (glagllvga D) ifa :p'Q(m)vq ¢ D7£ i>.A Ehfl q?p—(m)b‘t gll
(0,0',0,D) % e (01, 0,0, D) if a=plg(m), £ %4 ,,D' = DU {q}
(0,0',0,D) S gyne (¢, D) ifo=10

In other words, from a state (¢, D) € L x 2¥ the LTS Agyn. first guesses a “middle” state
{ € L for the current exchange, as the state reached after the sends. Then it switches to state
(¢, ?, E, D). The first component and the second component track sends and their matching
receives (if matched) in a “synchronous” fashion. The LTS Ay, also guesses the end of
the current mb-exchange, checking that the first component has reached the middle state i
guessed originally. The claimed property of Ay, follows from Lemma 3.1 (2) and from A
being R-diamond. |

Fix now a CFM A. We abusively use the same notation ~~_4 as above for LTS: for
any global states ¢g,¢' € G of A, sets D, D’ C P and mb-viable sequence u, we write
(g, D) ~54 (¢', D) if u labels an execution in Ty (.A) from the configuration (g,<®) to some
configuration (¢’, (wp)pep), and D ~5 D’. We obtain from the previous lemma, that:

» Lemma 3.5. Let A be a CFM, g,g' € G two global states of A, and D, D’ C P two sets of
processes. One can construct automata B,C with O(|G|*> x 2/Pl) states such that

L(B) = {U € (SUS)* | Ju mb-exchange s.t. v = ms(u) and (g, D) ~>4 (g’,D’)} ,
LiC) = {v € (SUS)* | Ju mb-synchronous s.t. v = ms(u) and (g, D) ~> 4 (g',D')} .

Proof. Assume that A= (Ap)pcp. Let Q denote the asynchronous product HpEP Zp, where

each A, is the LTS obtained from A, by adding a transition £, =, ¢, for each transition
lp i>p 6;, with s € S. Note that Q is R-diamond. Moreover, it is routinely checked that, for
every mb-viable sequence u, the relation ~% 4 coincides with the relation «%Q.

For C we take the automaton Q. constructed according to Lemma 3.4, and set the
initial state to (g, D) and the final state to (¢’, D). For B, we need to tinker a bit with
Qsync to ensure that we read only one exchange. So we remove all transitions from/to states
in L x 2F except the transitions from (g, D), which we set as initial, and the transitions to
(¢, D), which we set as final. If (g, D) = (¢’, D’) then we make two different states for the
initial and the final one. |

Using Lemma 3.5 we establish the upper bound of the global-state reachability problem for
mb-synchronizable CFMs (the lower bound is straightforward). By global-state reachability
we mean the existence of a reachable configuration with a specified global state. Decidability
was shown in [6] for weak-synchronizability (correcting the proof in [3]) and assuming a
uniform bound on the size of exchanges.

» Theorem 3.6. The global-state reachability problem for mb-synchronizable CFMs is PSPACE-
complete.

Proof. Note first that if A is a CFM and u, v two mb-viable sequences u,v with © =v then
Cin —>4 ¢ implies that ¢;, —4 ¢ for some ¢ with the same global state as ¢. Since we
assume that the CFM is mb-synchronizable we can choose v to be mb-synchronous. Thus we
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can use automaton C from Lemma 3.5 to show the upper bound. This automaton can clearly
be constructed on-the-fly in polynomial space.

For the lower bound we reduce from the problem of intersection of NFA. Let Aq,..., A,
be NFA over the alphabet ¥. We use processes p1, ..., p, where each p; simulates A;. Process
p1 starts by guessing a letter a of X2, making a transition on a and sending a to ps. Afterwards
each process p; receives a letter a from p;_1, makes a transition on a, then sends a to p;;1.
Back again at p;, the procedure restarts. Figure 2 shows the principle.

Upon reaching a final state, p; can send message accept to po and then stop. If p;
receives accept from p;_; while being in a final state, it relays accept to p;11, and then
stops.

One can see that every trace of the CFM is mb-synchronizable, as every message is in
its own exchange. Moreover, the global-state (accept),cp is reachable if and only if the
intersection of Aj,...,.A, is non-empty. <

4 Model-checking regular properties

In this section we introduce a class of properties against which we can verify mb-synchronizable
CFMs. We look for regular properties P over the alphabet SU RU S, so we exploit the
marked sends to refer (indirectly) to messages. The model-checking problem we consider is
the following:

CFM-VS-REGULAR PROPERTY
INPUT: mb-synchronizable CFM A, regular property P C (SUS U R)*.
OuTPUT: Yes if for every mb-synchronous trace u € Try,(A) we have marked(u) € P.

The properties we consider are regular, R-closed subsets of (S USU R)*:

» Definition 4.1. [R-closed properties] Let =g be the reflexive-transitive closure of the
relation consisting of all pairs (uabv,ubav) with u,v € (SUSUR)*, a,b € R, and a,b
performed by distinct processes. A property P C (SUSU R)* is called R-closed if it is closed
under =g (i.e., for any u=grv we have u € P iff v € P).

As an example, we can consider a system with a central process ¢ and a set of orbiting
processes p1,...,pn. The central process gives tasks to the orbiting processes, and they
send back their results. We can state a property expressing a round-based behavior for c:
it sends tasks to orbiting processes, and if a process p; does not send back to ¢ in the next
round, it will not participate in further rounds anymore. The opposite property consists
of all sequences from A*S."clp;(m)S."R* (U, 4 Sp,)TRTS. T R* A*p;le(m/) A* for some i and
m,m’, and A =SUSUR. As the above property is R-closed, its complement is too.

We will show that if the regular property is R-closed then the model-checking problem
stated above is PspacE-complete. Before that recall that both being mb-viable and being
mb-synchronous (assuming mb-viable) are non regular properties. However, it is not necessary
to be able to express the above, as we will apply the property to mb-synchronous traces of
CFM. The next lemma is similar to Lemma 3.4:

» Lemma 4.2. Let P C (SUSUR)* be reqular and R-closed. Then the set
Sync(P) = {v e (SUS)* | Ju mb-synchronous s.t. v = ms(u) and marked(u) € P}

is reqular. If P is given by an R-diamond NFA with n states, then we can construct an NFA
for Sync(P) with O(n® - 2IF1) states.
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Proof. Let P be given by an R-diamond NFA P = (L,SU S U R, —p, {y, F) with n states.
We may assume w.l.o.g. that P contains no e-transition. Consider the LTS with e-transitions
Psync obtained from Lemma 3.4. Recall that this LTS has O(n? x 2|]P‘) states. As NFA for
Sync(P), we take Py, with (£o, 0) as initial state, and F x 2F as final states. <

» Theorem 4.3. The CFM-VS-REGULAR PROPERTY problem is PSPACE-complete if the
property is R-closed. There exist properties that are not R-closed for which the problem is
undecidable.

Proof. For the upper bound, consider an mb-synchronizable CEFM A = (A,),cp and an
R-closed regular property P C (S US U R)* given by an NFA P. Since P is R-closed,
its complement P is also R-closed. As in the proof of Lemma 3.5, let Q denote the
asynchronous product [[ A,,, where each A, is the LTS obtained from A, by adding a

transition £, =, £}, for each transition £, =, ¢ with s € S. Note that Q is R-diamond, so its
language Q@ = L(Q) is R-closed. We derive that @ N P is R-closed. It is routinely checked
that (A, P) is a positive instance of CFM-VS-REGULAR PROPERTY iff the set Sync(Q N P<°),
as defined in Lemma 4.2, is empty. To derive the PSPACE upper bound from this lemma,
we still need to provide an R-diamond NFA for @ N P°. This R-diamond NFA is simply
the synchronous product of @ and the minimal automaton of P°°. The latter is R-diamond
since P°° is R-closed, and it can be constructed on-the-fly in polynomial space from P. Now
it suffices to check emptiness of the NFA for Sync(Q N P¢°) from Lemma 4.2. The lower
bound is again straightforward.

For the undecidability of model-checking a property that is not R-closed we use a
straightforward reduction from PCP. Let (u;, v;);=1.. x be an instance of PCP over the binary
alphabet {0,1}. We can have three processes p, U,V and process p who sends, in rounds,
some pair (u;,v;) to U and V', resp. That is, p sends u; (v;, resp.) letter by letter to U (V,
resp.). The processes U and V' do nothing except receiving whatever p sends to them.

There is a solution to the given PCP instance iff there is a trace consisting of a
single fully matched mb-exchange where U and V perform the same receives in lock-
step. So we take as property P the regular language P = (S U S U R)* \ P® where
Pee = S*{Up(0)V?p(0), UTp(1)Vp(1)}*. <

4.1 Comparing p2p and mb semantics

Given a protocol that was designed for p2p communication, it can be useful to know whether
the protocol can be also deployed under mailbox communication. We call this property
mailbox-similarity:

» Definition 4.4. [Mailbox-similarity] A p2p-viable sequence of actions u is called mailbox-
similar if there exists some mb-viable sequence v such that u=v. A CFM A is called
mailbox-similar if every trace from Trpz(A) is mailboz-similar.

Equivalently, a CFM A is mailbox-similar if every MSC from mscpyp(.A) is mb-valid.
Unsurprisingly, as it is often the case under p2p semantics, mailbox-similarity is undecidable
without further restrictions:

» Lemma 4.5. The question whether a given CFM is mailbox-similar is undecidable.

In the remainder of this section, we show that mailbox-similarity becomes decidable if we
assume that the CFM is mb-synchronizable. Recall that the latter means that every trace
from Try,(A) is mb-synchronizable.
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P P2 ... Pn-1 Pn
a
—> - —0
a
| accept
> - —>e
accept Figure 3 MSC of u = p2!p1(m1) p1!p2(m2)

p17p2(mi) p2?pi(mz) pslp2(ms), with the
two SCCs of its communication graph. Note

Figure 2 The MSC of a trace of the CFM for that 1 =3, 2, but neither 1 <55, 2 nor 2 =<5, 1
automata intersection. holds.

The next lemma shows how to check that two positions in an mb-synchronous sequence
are causally-ordered, i.e., there is some (<p, U <up)-path between these positions (as usual,
this refers to a path between associated events in msc(u)). We mark these positions by using
a “tagged” alphabet ¥ = (SUSUR) x {o, e}.

» Lemma 4.6. We can construct an R-diamond automaton D with O(|P|) states over the
alphabet 33 such that for every mb-synchronous sequence u € Act™ and every positions i < j of
u such that u[i] and u[j] are in S, there is a (<pp U <m)-path from u[i] to u[j] iff D accepts
the word marked(u) tagged by e at i and j and by o elsewhere.

Proof. Recall that <y,= (<p Umsg)* is the happens-before order. The automaton D will
guess a (<p UmsgU <pp)-path from u[i] to u[j]. It will actually use only send actions of
marked(u), relying on the fact that u is mb-synchronous. That is, D guesses a subsequence
of positions 41 < -+ < 44 of u, with each u[ix] € S, as described in the following. Let ig =
and i;y1 = j. We have three cases, and D guesses in which case we are:
ultg], u[igt1] are performed by the same process p. After i; the automaton D remembers
the pair (<p,p) until it guesses 5.
ulix], ulir+1] are both sends to the same process p, and u[ig] is matched. After ij the
automaton D remembers (<pp,p) until it guesses ip41.
ulix] is matched, its receive u[h] is performed by the same process p as ulig41], and
h < igy1. After iy the automaton D remembers the pair (msg, S,p). After the next
receive action, D changes its state to (msg, R, p) until it guesses ix41. The assumption
that u is mb-synchronous guarantees that the receive u[h] matched with u[iy] has already
occurred when D guesses iy1.
By construction, if D accepts marked(u), then we have a (<pp U <gp)-path from u[i] to u[j],
with ¢ < j the two positions tagged by e in marked(u).
For the left-to-right implication, assume that u[i] and u[j] are in S and that we have a
(<nb U <mb)-path from u[i] to u[j]. This path is a sequence i = ig < i1+ < it < G441 = J

of positions of u, such that each pair of consecutive indices is related by <p, <y, or msg.
Moreover, we may assume w.l.o.g. that there are no two consecutive <p-arcs on this path.
If the path contains only <p and <j-arcs, then D applies one of the first two rules above.
Consider now a msg-arc (u[ix], u[ir+1]). As ulig11] is a receive, we get that ufigs1] <p u[irt2].

Moreover, uligt2] is a send since there are no two consecutive <p-arcs on the path. So D
can apply the third rule to go from iy to ig4o. We get that D accepts the word marked(u)
tagged by e at ¢ and j and by o elsewhere. The number of states of D is 4 % |P| + 2 (2 for
initial/final state). <

11



12

Synchronizable mailbox communication

» Lemma 4.7. For any receive action r € R, we can construct an R-diamond automaton P,
with O(|P|) states over the alphabet (S U S U R) such that for every mb-synchronous sequence
u, it holds that ur is p2p-viable and not mailboz-similar iff P, accepts marked(u).

Proof sketch. Consider a receive action r = ¢?p(m). Let W, denote the set of words w € £*
such that w contains exactly two positions i < j tagged by e, w[i] is an unmatched send
to ¢, w[j] is plg(m), and no wlh] with h < j is an unmatched send from p to ¢. It is easily
seen that W, is recognized by an R-diamond NFA W, with three states. Let &, denote
the synchronous product of W, and the R-diamond automaton D from Lemma 4.6. The
desired automaton P, is obtained from &, by untagging it, that is, by replacing each tagged
action (a,t) € ¥ by a. As &, is R-diamond, so is P,.. By construction, P, satisfies the lemma
condition. The details can be found in the appendix. |

We derive from the previous lemma that mailbox-similarity can be solved in PSPACE
for mb-synchronizable CFMs. The proof uses Lemma 4.2 and is similar to the proof of
Theorem 4.3 (see appendix).

» Theorem 4.8. The question whether a given mb-synchronizable CFM is mailboz-similar is
PspPACE-complete.

5 Checking mb-synchronizability

In this section we show our main result, namely an algorithm to know if a CFM is mb-
synchronizable. As a side result we obtain optimal complexity bounds for some problems
considered in [6, 11].

The high-level schema of the algorithm is to look for a minimal witness for non-mb-
synchronizability. This amounts to searching for an mb-synchronous trace that violates
mb-synchronizability after adding one (receive) action. Of course, we need Theorem 3.6
to guarantee that the mb-synchronous trace is executable. In addition, we have to detect
the violation of mb-synchronizability, and for this we need to determine if an exchange is
non-decomposable into smaller exchanges. Section 5.1 shows automata for non-decomposable
exchanges, and in Section 5.2 we present the algorithm that finds minimal witnesses.

5.1 Automata for atomic exchanges

In this section we consider sequences of actions that cannot be split into smaller pieces without
separating messages [10, 11]. We introduce these notions for arbitrary many-to-one process
networks N. Later we will fix A/ = mb since reachability over synchronizable sequences is
decidable in this setting.

» Definition 5.1. [Atomic sequences] An N -viable sequence u € Act™ is N-atomic (or
atomic for short) if u=wv x w with v,w both N'-viable implies that one of v,w is empty.

To check atomicity we can use a graph criterium introduced already in [12] (see also [10]),
that is similar to the notion of conflict graph used in [3]:

» Definition 5.2. [Communication graph] Let u be an N -viable sequence, and M =
msc(u). The N-communication graph of u is the directed graph Hp(u) = (V, E) where V is
the set of all events of M and the edges are defined by (e,e') € E if e <p e’ ore <y € or
{(e,€'), (e’,€e)} Nmsg # 0.
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Figure 4 A well-labeling of the ms-sequence bottom right, witnessing a path in the communication
graph of the MSC left, from the last to the first event of process po. The s; and r; vertices of the
communication graph correspond respectively to the send and receive of message m;.

The right part of Figure 4 shows (partly) the communication graph of the MSC in the
left part. The cycle witnesses that the MSC is N -atomic for ' € {mb, p2p}, according to
the next lemma.

» Lemma 5.3. Let u € Act” be a N -viable sequence and Hps(u) the N -communication graph
of msc(u). Then u is N-atomic if and only if Hx(u) is strongly connected.

From Lemma 5.3 we can infer a decomposition of any trace in atomic subsequences that
is unique up to permuting adjacent atomic sequences that are not ordered in the sense of the
next definition:

» Definition 5.4. [Skeleton] Let u be a N -viable sequence with M = msc(u) and Hpr(u) be
the N -communication graph of M. Fix some arbitrary topological indexing {1,...,n} of the
SCCs of Har(u). We define the skeleton of u as skel(u) = ({1,...,n},=},), where <} is
the partial order induced by setting i <y j for 1 <i < j <n if there is some <p-arc or some
mb-arc in Hpr(u) from the SCC with index i to the SCC with index j.

» Remark 5.5. Assume that u = wu; *,r - - - *nr U, Where each u; is N -atomic and non-empty,
and we index the SCCs according to the order of the u;. Then we obtain skel(u) =
({1,...,n}, =% with i <}, j if either both u; and u; contain some actions on the same

process; or they both contain some send to the same buffer, with the one in u; being matched.

See Figure 3 for an example.

» Lemma 5.6. Let u be an N -viable sequence. Then there exist some N -atomic non-empty
sequences Uy, ..., u, such that u=1uj %, ... *x ug. Such a decomposition into N -atomic
non-empty sequences is unique up to the partial order <%, of skel(u).

Throughout the remaining of this section we fix A/ = mb. We will show now a simple,
automaton-compatible condition to certify that an ms-sequence v = ms(u) corresponds to
an mb-atomic exchange u. First we note that, in order for the communication graph Hyy,(u)
to be strongly connected, there must exist for every process p that is active in u some path
from the last action of p to the first action of p (if there are at least two actions of p in u). A
process p is called active in u if there is at least some action performed by p in u (resp., if
v =ms(u) contains either a send performed by p, or a matched send to p). We look for such
a path for every active process and then we need to connect all such paths together.

Let u € Act* be an mb-exchange. For some suitable integer n we define a labeling of
v =ms(u) as an injective mapping 7 : {0,...,n} — {1,...,|v|} where 7(¢) = j means that

13
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position j of v is labeled by i. We say that 7 is a well-labeling of v (of size n) if, for every
0<i<n:
either w(i) < 7(i + 1) and, for some process p:
v[m(4)] and v[r(i + 1)] are both sends by p, or
v[m(4)] and v[r(i + 1)] are both sends to p, with v[m(i)] matched
or v[m(7)] is a send by p and v[r(i + 1)] is a matched send to p (indirect arc).

(direct arc)

An example of such labeling is shown in Figure 4. Informally, one can see the two types
of arcs between positions of v as:

A direct arc between two sends corresponds to the process order <p or the mailbox order
<mp in msc(u). For example, we have a direct arc from position 2 to 3 in Figure 4.

An indirect arc between two sends stems from composing edges of the communication
graph Hpp(u) that involve a receive event. An indirect arc is specific to mb-exchanges: in
Hy,(u) we can go from the event of v[i] to the receive associated with the event of v[j]
(since u is an mb-exchange this receive is after v[i]), and then follow the message edge
backwards to the event of v[j]. For example, we have an indirect arc from position 1 to 2
in Figure 4.

» Lemma 5.7. Let u be an mb-exchange with M = msc(u), and v = ms(u). There is a path
in the communication graph Hyg(u) from the event of M corresponding to v[i] to the event
corresponding to v[j| if and only if there is a well-labeling of v starting at i and ending at j.

Proof. For the right-to-left direction, let 7w be a well-labeling of v starting at ¢ and ending at
j. As 7 is a well-labeling, there is a path in Hy,(u) from the event corresponding to v[r (k)]
to the one of v[r(k 4 1)], for every k in the domain of 7. Each such path is either a direct
edge, or consists of two edges, as explained before the statement of the lemma in the main
body.

For the left-to-right direction, we suppose there is a path IT in Hy,(u) from the event of
v[i] to the event of v[j]. We construct a labeling 7 of v that starts at ¢ and ends at j, by
labelling the positions of v that correspond to the events of II with their respective rank on
II. Suppose that n positions are labeled and let 0 < k < n. We show the existence of an arc
from 7 (k) to w(k + 1), which is either direct or indirect. There are three cases:

There is no receive between the event of v[m (k)] and the one of v[r(k + 1)] on II. Thus

v[m(k)], v[r(k 4 1)] are consecutive on IT and are either ordered by <p or by <m,. This

gives a direct arc from 7 (k) to w(k + 1).

Between the event of v[r (k)] and the one of v[mw(k + 1)] we see on II the receive matching

v[m (k)] before the receive matching v[m(k + 1)]. Note that both receives must be on the

same process (as all receives between v[m(k)] and v[w(k + 1)]), so they are ordered by <p.

Thus, the events of v[r (k)] and v[r(k + 1)], respectively, are ordered by <. This gives a

direct arc from w(k) to w(k + 1).

Between the event of v[m(k)] and the one of v[mw(k+1)] we have on II the receive matching

the event of v[mw(k+ 1)] on the same process as the event of v[m(k)]. This gives an indirect

arc from (k) to w(k + 1). <

» Remark 5.8. In Lemma 5.7, we only talk about send actions. If we are interested in a path
in Hyp(u) to a receive action, we just need to exhibit the path to its corresponding send
action.

We can infer a bound on the size of well-labelings, using the pigeonhole principle on the
direct arcs and indirect arcs going through each process.
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» Lemma 5.9. Let u € Act® be an mb-exchange and v = ms(u). If there is a path in the
communication graph Hpg(u) between v[i] and v[j] then there is a well-labeling of ms(u)
starting at position i and ending at position j of size at most |P|*> + |P|.

We construct now two kinds of automata, both working on ms-sequences v = ms(u).

Automaton B, will check for a process p that is active in u, that all actions performed by p
are on a cycle in Hyy(u). Automaton B will check that all actions of active processes in u
appear together on a cycle in Hy, (1), by looking for a cycle going through all active processes

at least once. The detailed construction of these automata is described in Appendix B.

Finally we take the product of all automata B, such that p is active and the automaton
Baii- The resulting automaton has |]P’|O(“P’|3) states and verifies the following property: for
every mb-exchange u, it holds that u is atomic iff ms(u) is accepted by the automaton. By
taking the product of this last automaton with the automaton verifying that the ms-sequence
corresponds to an mb-exchange (see Lemma 3.5), we immediately get:

» Lemma 5.10. Let A be a CFM, g,g’ two global states of A and D,D’ C P. One can
construct an automaton B with O(|G|? - |]P’|O(|P‘3)) states, such that

L(B) = {U € (SUS)* | Ju atomic mb-exchange s.t. v = ms(u) and (g, D) ~>4 (g’,D')}

5.2 Verifying mb-synchronizability

To check mb-synchronizability we look for an mb-viable trace that is not equivalent to a
*,-product of mb-exchanges. Such a witness u must contain some atomic factor v that is
not equivalent to an mb-exchange. In other words, u=u' *,, v *,, u” for some v, u”, with
v' ¢ S*R* for every v=v'. It is enough to reason on atomic factors, since for any exchange
u where u =uq *y, . . . %, U, With each u; atomic, all factors u; are also exchanges. Note that
an atomic v is not equivalent to an mb-exchange iff some process in v does a send after a
receive.

The next lemmas refer to the structure of minimal witnesses for non-mb-synchronizability.

» Lemma 5.11. Let u = vr be an mb-viable sequence with r € R. There exist mb-atomic

non-empty sequences vi,...,v, and indices 1 < i < j <n such that (1) V=101 %, -+ *, Up,
and (2) U= 01 %,y - % Vis1 Fp W ke Vjg1 %y oo % Up WIth W = (V; %y -+ %, V) T being
mb-atomic.

» Lemma 5.12. Let u = v be an mb-viable sequence with r € R, such that v is not mb-atomic.
We denote by s the send event matched with r in u, and by q the process of r. Then u is
mb-atomic iff for every decomposition v =wvq %, - - - *,, Up with v; mb-atomic for all i:

(1) v1 contains s or some unmatched send to process q, and (2) v, contains s or some action
performed by process q.

An example of such a decomposition is shown in Figure 5.

» Lemma 5.13. Let u =vr be mb-viable with r € R and v is mb-synchronizable. Let also s

be the send matching r in u, and q the process doing r. Then u is not mb-synchronizable iff

there exist (v;)1, with v=wvy % -+ % vy, indices 1 < iy <--- <ip <mn, andp € P s.t.:

1. Each v; is mb-atomic.

2. For every 1 < j < k we have i <p, tj41.

3. v;, contains s or some unmatched send to process q; v;, contains s or some action
performed by process q.

15
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Figure 5 The MSC of an atomic sequence. It is not mb-synchronizable by Lemma 5.13, each u;
consists of message i, the indices are (1,2,3,5), and m = 2.

4. There exists 1 < m < k such that v;,, contains a receive by p and v;,,_, a send by p.

Note that while we can guess mb-synchronous sequences without storing messages
(Lemma 3.5), we need to be careful when guessing v in Lemma 5.13 so that it is mb-viable.
E.g., by reversing message 2 in Figure 5 the sequence becomes non-mb-viable.

» Lemma 5.14. Let u = vr be a p2p-viable sequence with r € R and v mb-viable. Let q
be the process performing r. Then u is equivalent to an mb-viable sequence if and only if
there is no non-empty (<pp U <mp)-path from vl[i] to v[j] for some i < j such that v[i] is an
unmatched send to g and v[j] is the send matching r in u.

The next lemma shows how to check the existence of a (<pp U <pp)-path between two
positions of an ms-sequence, using the automaton from Lemma 4.6.

» Lemma 5.15. One can construct an automaton D with O(|P|) states over the alphabet

(SUS) x {o, e} U{#} with the following properties:

1. D accepts only words from (X*#)* containing exactly two positions in (S U S) x {e}.

2. For every u = uj * ... %, Uy mb-viable, with each u; an exchange, D accepts tagged
v =ms(uy)# ... #ms(uy) iff, there is a (<pp U <mp)-path from u[i] to u[j], where i < j
are the positions of u corresponding to the positions tagged by e in v.

We have now all ingredients to show our main result. We use Lemma 5.13 to guess the
witness sequence, exchange by exchange, and to be sure that the sequence is mb-viable we
rely on Lemmas 5.14 and 5.15, complementing the automaton on-the-fly. The lower bound is
obtained, as before, by reduction from the intersection emptiness problem for finite automata.

» Theorem 5.16. The question whether a CFM is mb-synchronizable is PSPACE-complete.

Proof. For the upper bound we use Lemma 5.13 to guess a minimal non-mb-synchronizable
sequence u = vr. Recall that g is the process executing 7, and s the matching send of r in u.
First we rely on the automaton of Lemma 5.10 in order to guess the atomic exchanges v;
composing v on-the-fly. At the same time we guess the subsequence of indices i1 < --- < i
and the events that witness that ¢; <% ;41 (cf. Definition 5.4).

We keep record of the current pair (g, D), where g is a global state of the CFM and D a
set of deaf processes, as we guess each v;, to check that the sequence v labels an execution.
When we process v;, , we remember its alphabet over S U S until we guess v;, 41> and check
that ¢ <% ix+1 (cf. Remark 5.5). We also guess m as of item (5) in Lemma 5.13, and check
(5). After we have done vy, we must have reached (g, D) such that the receive r can be done
in state g. By verifying that u is mb-viable as described below, we know that s is matched
with 7.

We check that u is mb-viable with Lemma 5.15. From Lemma 5.14 we know that u is
mb-viable iff there is no unmatched send s’ to ¢ s.t. there is a (<pp U <gp)-path from s’ to s
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in v. We use the complement D of D, which is exponential in |P| but can be constructed
on-the-fly in linear space. We make one copy D°(p’) of D for every process p’ # ¢q. Each
Deo(p') tags the first unmatched send of type p’lg and s with e. We make every D(p’) read
the tagged ms(v1)#...#ms(v,) by adding the # after each atomic mb-exchange we read.
Each D¢ (p’) should accept. This guarantees that no send of type p’!q has a (<pp U <gp)-path
to s.

For the lower bound, we use the same reduction as in Theorem 3.6, and if we reach
(accept),ep, we use two other processes to do a non-mb-synchronizable gadget (see Figure 7
in the appendix). This way, the CFM is mb-synchronizable if and only if the intersection of
the automata Ay, ..., A, is empty. <

Theorem 5.16 yields two interesting corollaries. In the statements below we say that
a CFM is k-mb-synchronizable if for every trace u € Try,(A), we have u=wuq * - - - x u,, for
some mb-exchanges u; where |u;| < k. The next result has been shown decidable in [2] (with
non-elementary complexity):

» Theorem 5.17. Let k be an integer given in binary. The question whether a CFM is
k-mb-synchronizable is PSPACE-complete. The lower bound already holds for k in unary.

Proof. Using Theorem 5.16 we first check that the CFM is mb-synchronizable. Then we use
the automaton C from Lemma 3.5 to compute pairs (g, D) of global state and set of deaf
processes that are reachable by some mb-synchronous sequence. Finally we check whether
the automaton of Lemma 5.10 accepts only exchanges of size at most k. Since the size of our
automata is exponential the test can be done in PSPACE. The lower bound can be obtained
as in the proof of Theorem 5.16 (see Figure 2). <

For the second result and weak synchronizability, decidability was obtained in [11]. Our
proof based on automata seems more direct and simpler than the one of [11]:

» Theorem 5.18. The question whether for a given CEM A there exists some k such that A
s k-mb-synchronizable, is PSPACE-complete.

Proof. For the upper bound we proceed as in the previous proof. The difference is that at
the end we check whether the automaton of Lemma 5.10 accepts an infinite language from a
reachable pair (g, D). The language of this automaton is infinite iff there is no k as stated
by the theorem. The lower bound can be obtained as in the proof of Theorem 5.16. |

6 Conclusion

We have introduced a novel automata-based approach to reason about communication in
the sr-round mailbox model. We showed that knowing whether a system complies with
this model is PSPACE-complete. An interesting theoretical question is whether we can apply
similar techniques to other types of communication. On the practical side it would be
interesting to implement our algorithms and compare e.g. with existing tools like Soter [7]
that targets safety properties for a relaxed model of Erlang. Our automata-based techniques
may be easier to implement than previous approaches, and could even adapt to a dynamic
setting.
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A Proofs

Model-checking regular properties
» Lemma 4.5. The question whether a given CFM is mailbox-similar is undecidable.

Proof. We show a reduction from the configuration reachability problem for CFM with
peer-to-peer semantics. This problem is well-known to be undecidable even when (a) there
are only two processes and (b) the target configuration has empty buffers. Assume that
we are given a CFM A with two processes p and ¢ and let (£, £,) be a global state. We
introduce a fresh message $ and an additional process r that does only r?¢($). In addition,
we modify the processes p and ¢ as follows. From the local state ¢,, process p may choose to
move to a new local state and then perform plr($)p?q($)plg($). From the local state ¢,, the
process ¢ may choose to move to a new local state and then perform ¢!p($)q?p($)q!r($). Let
us call B the resulting CFM with process r and modified processes p and q. We show that the
configuration ((¢,,4,), (€,€)) is reachable in Tpp(A) if, and only if, B is not mailbox-similar.

Assume that u is the label of an initial execution of Tpp(A) ending in ((¢,,4y), (€, ¢€)).
Consider the p2p-viable sequence w = plr($)q'p($)p?q($)plq($)q?p($)q!r($)r7¢($). The MSC
of w is depicted in Figure 6. The sequence v = uw is clearly a p2p-viable trace of B. Observe
that there is a (<pp, U <mp)-cycle pIr($) <up q!7($) <mw p!r($) in msc(v). Hence, msc(v) is
not mb-valid, which means that v is not mailbox-similar.

Conversely, assume that v is a trace of B over p2p that is not mailbox-similar. Since v
is p2p-viable but not mb-viable, the process r necessarily moves in v. This is because any
p2p-viable sequence over two processes is also mb-viable. So r performs r?¢($) in v. This in
turn entails that the projection of v on p ends with plr($)p?q($)p!q($) and that the projection
of v on ¢ ends with ¢!p($)q?p($)q!r($). It follows that ((¢p, g, %), (€, ..., €)) is visited by an
initial execution of Tpop(B) whose label is equivalent to v. We derive that ((€,,4,), (€,¢€)) is
reachable in Tpop(A). <

» Lemma 4.7. For any receive action r € R, we can construct an R-diamond automaton Py
with O(|P|) states over the alphabet (S U S U R) such that for every mb-synchronous sequence
u, it holds that ur is p2p-viable and not mailbox-similar iff P, accepts marked(u).

Proof. Consider a receive action r = ¢?p(m). Let W, denote the set of words w € ¥£* such
that w contains exactly two positions i < j tagged by e, w[i] is an unmatched send to ¢, w[j]
is plg(m), and no wlh| with h < j is an unmatched send from p to gq. It is easily seen that W,
is recognized by an R-diamond NFA W, with three states. Let &, denote the synchronous
product of W, and the R-diamond automaton D from Lemma 4.6. The desired automaton
P, is obtained from &, by untagging it, that is, by replacing each tagged action (a,t) € X by
a. As &, is R-diamond, so is P,.. Let us show that P, satisfies the condition of the lemma.We

assume, for the remainder of the proof, that v is an mb-synchronous sequence.

Suppose that u = v¢?p(m) is p2p-viable and not mailbox-similar. Let j denote the
position in v of the send matching ¢?p(m). Note that v[j] is a send plg(m) that is unmatched
in v. Since u is p2p-viable, no v[h] with h < j is an unmatched send from p to ¢q. Moreover,
by Lemma 5.14, there is a non-empty (<pp U <pup)-path from some v[i] with ¢ < j to v[j]
such that v[i] is an unmatched send to ¢q. Let w denote the word marked(v) tagged by e
at ¢ and j and by o elsewhere. By construction, we have w € W,. and w € L(D), hence,
w € L(&,). Tt follows that the untagged word marked(v) is in L(P;).

Conversely, if marked(v) € L(P,) then marked(v) is obtained by untagging some w in
L(&.) = W, N L(D). We derive from the definition of W,. and the property satisfied by D
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Figure 6 Gadget to reduce
reachability in peer-to-peer se- Figure 7 Gadget for non-mb-
mantics to non-mailbox-similarity. synchronizability.

that there exist two positions ¢ < j in v such that, on the one hand, v[i] is an unmatched
send to g, v[j] is plg(m), and no v[h] with h < j is an unmatched send from p to ¢, and on
the other hand, there is a (<pp U <pp)-path from ov[é] to v[j]. It follows that vg¢?p(m) is

p2p-viable and, by Lemma 5.14, that v ¢?p(m) is not mailbox-similar. <

» Theorem 4.8. The question whether a given mb-synchronizable CFM is mailboz-similar is
PSPACE-complete.

Proof. For the upper bound, consider an mb-synchronizable CFM A = (A,),cp. We observe
that A is not mailbox-similar iff there exists r € R and an mb-synchronous sequence u such
that ur is a trace in Trpzp(A) and w7 is not mailbox-similar. The “if” direction is trivial,
and the “only if” direction can be shown by taking a non-mailbox-similar trace in Trpyop(.A)
of minimal length. As in the proofs of Lemma 3.5 and Theorem 4.3, let Q denote the
asynchronous product Hpep ./Tlp, where each .,Tlp is the LTS obtained from 4, by adding a

transition £, i>p E; for each transition £, i>p E; with s € S. Moreover, given r € R, let us
define the language @, as the right derivative @, = {w € (SUSUR)* |wr € L(Q)}. Note
that Q is R-diamond, so @, is R-closed. Let P, denote the R-diamond automaton obtained
from Lemma 4.6, and let P, denote its R-closed language P, = L(P,.). It is routinely checked
that A is mailbox-similar iff for every r € R, the set Sync(Q, N P,), as defined in Lemma 4.2,
is empty. To derive the PSPACE upper bound from this lemma, we provide, as R-diamond
NFA for @, N P,, the synchronous product of Q,. and P,., where Q,. is obtained from Q by
considering as final those global states g such that there is a transition g — ¢’ in Q. Note
that Q, and P, can both be constructed on-the-fly in polynomial space. Now it suffices to
check emptiness of the NFA for Sync(Q, N P,) from Lemma 4.2.

The lower bound can be obtained as in the proof of Theorem 5.16 (see Figure 2),
replacing the red part by some gadget that is not mailbox-similar (for instance, the gadget
of Figure 6). <

Checking mb-synchronizability

» Lemma 5.3. Let u € Act” be a N -viable sequence and Has(u) the N -communication graph
of msc(u). Then u is N-atomic if and only if Hx(u) is strongly connected.

Proof. For the left-to-right implication let us suppose that u is A/'-atomic, but there is more
than one strongly connected component (SCC for short) in Har(u). Assume that the SCCs
of Hy(u) are C1,...,Ck, sorted in some topological order. First we claim that for every
SCC (4, the restriction M; := M|, of msc(u) to C; is an N-valid msc. First note that any
two events that form a message in msc(u) are in the same M,, for some i. As the process
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order <p of M; is inherited from msc(u), and the network order <, is constructed from the
two other orders, M; is N-valid. Consider for each i a linearization u; of the partial order
(<pp U <pr)* of M;, and recall that each w; is N-viable. We claim now that wy *, ... %y ug
is defined. Otherwise there would be a buffer b such that there is an unmatched send to b in
u; and a matched send to b in u;, for some 7 < j. This would mean that there is an edge
from C; to C; in Hpr(u) (caused by <ar), which contradicts the topological order. Since
U= Uy %, ... % Uk, We obtain a contradiction to u being N -atomic.

Now we show the right-to-left implication. We suppose that Has(u) is strongly connected,
but u is not NM-atomic. Then there exist v and w non-empty N -viable sequences such that
u=wv *, w. We then have that, in msc(u), there is no msg-arc between events of v and w,
and there is neither a <p nor a <jr-arc from an event of w to an event of v. Therefore, in
Hj(u) there is no path from any event of w to any event of v, so Hy(u) is not strongly
connected. Contradiction. <

» Lemma 5.6. Let u be an N -viable sequence. Then there exist some N -atomic non-empty
sequences Ui, ..., ur such that u=1uq *, ... *x up. Such a decomposition into N -atomic
non-empty sequences is unique up to the partial order <%, of skel(u).

Proof. Let Hy(u) be the N-communication graph of msc(u). By Lemma 5.3 the SCCs
Cy,...,C of Hy(u) induce N-atomic subsequences uq,...,ur with u=uj *5 ... %5 ug.
Conversely, if u =u’ *, v %, v/, with v non-empty and AM-atomic, then v induces an SCC of
Hpr(u). This is due to Lemma 5.3, and to the fact that our product *, prevents backward
<w-arcs in Hpr(u) from v to v/, or from u” to v. Note also that the partial order on the
SCCs of Hs(u) is generated by <p-arcs or <s-arcs, which yields the second statement. <«

» Lemma 5.9. Let u € Act™ be an mb-exchange and v = ms(u). If there is a path in the
communication graph Hy(u) between vli] and v[j] then there is a well-labeling of ms(u)
starting at position i and ending at position j of size at most |P|* + |P|.

Proof. To show this bound, we first bound the number of indirect arcs, and then show that
between two indirect arcs we have a bounded number of positions.

Suppose that 7 is a minimal well-labeling starting in ¢, ending in j, and with more than
|P| indirect arcs between consecutive positions. So there are at least two indirect arcs on 7
involving the same process. Let k < k' be be such that both «[k], [k + 1] and #[k'], 7[k' 4 1]
two indices are indirect arcs involving process p. So we know that v[m(k+1)] and v[r (k' +1)]
are both of type S_,,. Thus we also have an indirect arc from v[m (k)] to v[m (k' 4+ 1)]. We
could then shorten the size of the well-labeling, which contradicts the minimality of .

Now let us suppose that we have a minimal well-labeling with at most |P| indirect arcs
and of size larger than |P|? + |P|. This means there exist two indices k < k’ of m, such
that ¥ — k > |P| and such that all arcs in «[k],...,n[k’] are direct arcs. In particular,
wlk] < wlk+1] < --- < 7w[k']. So we have at least two direct arcs w[¢1],7[¢; + 1] and
w[la], w[€a + 1] involving the same process p and such that k < ¢; < £y < k’. Each of the two
direct arcs is of type process order or mailbox order. One can check that in all combinations
there is a direct arc from 7[¢;] to 7[¢3], so we can obtain a smaller well-labeling, contradicting
minimality. <

» Lemma 5.11. Let u = vr be an mb-viable sequence with r € R. There exist mb-atomic
non-empty sequences vy, . ..,v, and indices 1 < i < j <n such that (1) V=101 %, -+ - *, Un,
and (2) W=7 %y Ky Vi1 Ky W ke, Vi1 Ky - o0 % Up WIth W = (U %, -+« %, 0;) T being
mb-atomic.
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Proof. The proof follows by analyzing the additional edges of Hy,(u) compared to Hy,(v).
Let ¢ be the process doing r. The graph Hy,(u) is obtained from Hy,(v) by adding the
double edge between r and its matching send s, as well as edges from s to all unmatched
sends s’ to process r. Each SCC of Hy,(u) is either an SCC of Hy,(v), or a union of SCCs of
H,(v) and contains s, 7. If two SCCs of Hy,(v) are included in the same SCC C' of Hy,(u)
and are ordered in Hyy(v), then every SCC between them is also included in C as well. <

» Lemma 5.12. Let u = vr be an mb-viable sequence with v € R, such that v is not mb-atomic.
We denote by s the send event matched with r in u, and by q the process of r. Then u is
mb-atomic iff for every decomposition v =wvq *,, - - *,, Uy with v; mb-atomic for all i:

(1) v contains s or some unmatched send to process q, and (2) vy, contains s or some action
performed by process q.

Proof. First recall from Lemma 5.6 that the decomposition v =wy *,, - - - *,, v, IS unique,
up to permuting adjacents factors that are unordered w.r.t. <%. By removing r from u,
we remove some arcs from the communication graph Hpy,(u) of u, namely the double arc
between s and 7, and the arcs from s to every unmatched send to q.

For the left-to-right implication we assume that u is mb-atomic, or equivalently, Hyy(u) is
strongly connected by Lemma 5.3. For the first point, if v; has neither s nor an unmatched
send to ¢, then there would be no back arc from vy ...v,r to vy in Hy(u). Hence Hyp,(u)
would not be strongly connected. For the second point, if v,, does not contain s, nor any
action on ¢, then it could be reordered after r in u, and there would be no back arc from
Up, t0 1 ... Up_17. Again, Hyy(u) would not be strongly connected. In both cases we get a
contradiction.

For the right-to-left implication let ¢ be such that vy contains s. By the first condition,
every <Y -minimal v; is such that in Hyy(u) there is either a back arc from v, to v;, or from
r to v; (if ¢ = £). By the second condition, every <% -maximal v; has a forward arc to r
in Hyp(u). Since there is also a back arc from r to vy and since every v; by itself has a
strongly connected communication graph, we get that Hy,(u) is strongly connected, so w is
mb-atomic. <

» Lemma 5.13. Let u = vr be mb-viable with r € R and v is mb-synchronizable. Let also s

be the send matching r in u, and q the process doing r. Then u is not mb-synchronizable iff

there exist (v;)]—q with v=wvy % -+ % vy, indices 1 < i3 <--- <ip<n, andp € P s.t.:

1. Each v; is mb-atomic.

2. For every 1 < j < k we have ij <y, 1j41-

3. v;, contains s or some unmatched send to process q; v;, contains s or some action
performed by process q.

4. There exists 1 < m < k such that v;,, contains a receive by p and v;,, ., a send by p.

Proof. First the left-to-right direction. By assumption, © = v r with u not mb-synchronizable
and v is mb-synchronizable.

By Lemma 5.11 we can assume w.l.o.g. that v = vy %, - - - %, Uy, and U = 07 g - - Fop Vi1
W gy Vjp1 g+ ** Fmy Upy With w = (05 %4 - - - %, v;) 7 being mb-atomic (and containing also s).

Since w is not mb-synchronizable, we have that w is not an mb-exchange (since each vy, is
mb-exchange). We have w = (v; # « + * %y ’Uj) 7, so there exist some 7 < £ < £/ < j such that
vy contains some receive by some process p, and vy some send by p.

We can assume w.l.o.g. that ¢ <% ¢ and ¢/ <% j in skel(w). Note also that ¢ <% ¢
because vy, vy both contain actions of p. So we get a subsequence of indices i =47 < --- <

23
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i = j satisfying items (2) and (5) of the statement. Item (3) follows from Lemma 5.12
applied to w.

The right-to-left direction is easily checked: because of items (1)-(4) all events of the
. are in the same SCC of Hy,(u). Item (5) says that this SCC cannot be
part of an mb-exchange. |

SeqUENCEs Vi, , . . ., V;

» Lemma 5.14. Let u = vr be a p2p-viable sequence with r € R and v mb-viable. Let q
be the process performing r. Then u is equivalent to an mb-viable sequence if and only if
there is no non-empty (<pp U <mp)-path from v[i] to v[j] for some i < j such that v[i] is an
unmatched send to q and v[j] is the send matching v in u.

Proof. First, we observe that every arc present in msc(v) is also present in msc(u). For the
left-to-right direction, assume that there is some (<p, U <gp)-path from v[i] to v[j] for i, j
as in the statement. Since v[j] becomes matched in u we have an <p-arc from (the event
corresponding to) v[j] to (the event corresponding to) v[i], so this creates a cycle for the
relation (<pp U <pp) in msc(u), hence u is not mb-viable by Remark 2.11.

For the right-to-left direction, if « is not mb-viable, then msc(u) contains a (<pp U <pp)-
cycle. The only arcs we added by doing r are <p,-arcs from v[j] to every v[i] corresponding
to an unmatched send to ¢, and the message arc from v[j] to r. The cycle can arise only
if we have a (<up U <mp)-path from some v[i] to v[j] with ¢ < j and such that v[i] is an
unmatched send to q. |

» Lemma 5.15. One can construct an automaton D with O(|P|) states over the alphabet

(SUS) x {o, e} U {#} with the following properties:

1. D accepts only words from (S*#)* containing exactly two positions in (S U S) x {e}.

2. For every u = Uy *, - - - %, Up mb-viable, with each u; an exchange, D accepts tagged
v =ms(uy)#...#ms(uy) iff, there is a (<pp U <mp)-path from u[i] to u[j], where i < j
are the positions of u corresponding to the positions tagged by e in v.

Proof. As we work on ms-sequences and not on marked sequences as in Lemma 4.6, we need
to add # at the end of our exchanges. We will let the automaton guess when an exchange
ends. Sometimes it is trivial, as it just needs to see a receive action. However, if no matched
send had been seen since the last #, the automaton can split each unmatched send in its own
exchange, or group them together. In the end the automata will read ms(uq)# . . . #ms(u,)
for the partition wuy *y . . . *, u, it has guessed.

We then change the third rule from Lemma 4.6, so that the automaton goes from
(msg, S, p) to (msg, R, p) when reading a #. <

B Detailed construction for automata for Lemma 5.10

In both cases, we construct the automaton as follows. The states are lists of bounded length
consisting of pairs of sends (marked or not) and timestamps, and representing well-labelings.
The initial state is the empty list. When an element of the ms-sequence is read, the automaton
can non-deterministically choose to add it somewhere in the list, recording when it was
added (i.e., how many elements were added before it). The final states are those in which
the list with the order of insertions corresponds to a well-labeling of the ms-sequence. We
can slightly modify this automaton to obtain B, and By, resp. Below, if the first or last
action on some process is a receive, then we add its matching send to the list.
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For B, the lists are of length at most |P|? 4 |P| (by Lemma 5.9). The final states should
also require that the first element of the list is the last action of p and the last element of
the list is the first action of p.

For B,y the lists are of length at most |P| - (|P|? + |P|). This is obtained using once more
Lemma 5.9, after fixing one action per active process. We require from the final states
that for every active process p the list contains some action that witnesses it. In addition,
it is required that the first and the last entry of the list are on the same process.

One can see that it is not necessary to store the content of the message when constructing
the well-labelings. So by taking the product of these automata, we obtain an automaton
with [P|OUP) states.
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