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Abstract—This paper introduces MapComp, a novel view-
based framework to facilitate join-group-aggregation (JGA)
queries for collaborative analytics. Through specially crafted
materialized view for join and novel design of group-aggregation
(GA) protocols, MapComp removes duplicated join workload and
expedites subsequent GA, improving the efficiency of JGA query
execution. To support continuous data updates, our materialized
view offers payload-independence feature and brings in signifi-
cant efficiency improvement of view refreshing with free MPC
overhead. This feature also allows further acceleration for GA,
where we devised multiple novel protocols that outperform prior
works. Notably, our work represents the first endeavor to expedite
secure collaborative JGA queries using materialized views. Our
experiments show a great improvement in our view operations
and GA protocols, achieving up to zero refresh time and 1140.5x
faster than the baseline, respectively. Moreover, our experiments
demonstrate a significant advantage of MapComp, achieving up
to a 2189.9x efficiency improvement compared to the non-view
based baseline when executing queries eight times.

I. INTRODUCTION

Data analysis has become indispensable for numerous
businesses seeking valuable insights. Since valuable data is
collected and held within different parties, there are signif-
icant potentials for data holders to derive great benefits by
collectively analyzing their private datasets [1]-[3]. Among
statistical data analysis queries, join-group-aggregation (JGA)
queries are particularly crucial for extensive applications in-
cluding market investigation [4], advertisement conversion
analysis [1], [5], online auction analysis [6], and constitutes a
substantial portion of real-world analytics [7]. The JGA query
paradigm involves first performing a join over input relations,
followed by a sequence of group-aggregation (GA) processes.
However, collaborative JGA query poses privacy threats, as
shown in the following example:

Motivating Example. Consider an online advertisement
supplier (AS) that knows the users who have clicked
a particular advertisement for a product, and a prod-
uct company (PC) that places advertisements on AS and
knows who has purchased a product. AS has a relation
ad(userld, productld, clickDate), while PC maintains a rela-
tion order(userld, productld, orderAmount). AS may want to
compute the total sales brought by the advertisement each day,
i.e., the total amount spent by users who made a corresponding
purchase after seeing an advertisement:

SELECT ad.clickDate, sum(order.orderAmount)
FROM ad JOIN order ON ad.userld = order.userld
AND ad.productld = order.productld

GROUP BY ad.clickDate

The challenge in evaluating this JGA query is that the rela-
tions are held by two parties respectively as their private data,
whose sharing is restricted by privacy concerns and regulations
[8], [9]. To address this challenge, a promising paradigm is
to perform secure queries over private data federation [2]
with privacy-preserving techniques such as secure multi-party
computation (MPC) to ensure end-to-end privacy.

While recent efforts have focused on secure collaborative
analytics over data federation using MPC [2], [10]-[14],
performance overhead persists due to two primary reasons.
First, the cryptographic primitives used in MPC-based query
solutions are costly, resulting in an overhead of approxi-
mately 1000 x compared with querying plaintext databases [2].
Second, MPC-based solutions typically follow the paradigm
of one-time query processing. Multiple queries are executed
independently, inhibiting the reuse or pre-computation of com-
mon, resource-intensive workloads. While longstanding efforts
have addressed the first issue by improving MPC efficiency
through enhanced cryptographic building blocks [15]-[19] and
exploring privacy-efficiency trade-offs with differential privacy
[20], [21], the second issue remains largely unexplored in the
literature.

This paper is centered on accelerating real-world deploy-
ment of collaborative JGA queries, especially for multiple
queries execution. To tackle this, we face two main problems.
First, the join workload may be highly repetitive and expensive.
Specifically, it is common for multiple JGA queries to operate
on the same joined table with various ad-hoc GA processes,
making the join process duplicated. A secure join process is
also typically conducted with a heavy cryptographic workload
of at least O(n) complexity [22], [23], accounting for a
considerable overhead of the whole JGA workload. Second,
the overhead of existing secure GA processes is expensive
in multiple queries. Recent works [10], [12]-[14] rely on the
oblivious bitonic sorting-based approach [24], which incurs
substantial overhead due to its O(nl log® n) complexity. These
two problems severely limit the efficiency and applications
of secure JGA queries. To this end, can we design a JGA
query framework that reduces the duplicated join overhead




and enables a faster GA process?

Challenges. To address the above efficiency problems, adopt-
ing a pre-computed materialized view [25] to cache inter-
mediate join results and a new design of GA protocols
hold promise. Nevertheless, designing such a system poses
several challenges. First, a secure materialized view must
facilitate lightweight refreshing with payload (the attributes
in addition to the join keys, such as group-by and aggregation
attributes) updates. In practical scenarios, databases undergo
dynamic and frequent updates due to business growth or
status changes, while the join key usually remains static [26].
For example, financial institutions continually update client
account balances in real-time to ensure prompt and accurate
service provision and business analysis. However, previous
secure join efforts [22], [23] couple the join alignment and
the encryption of tuple payloads, fail in considering payload
dynamic. Upon any update of data tuples, the join result
requires a complete rebuild from scratch to conceive update
patterns [27], resulting in substantial redundant computation.
Second, the subsequent processing over the materialized view
of join (e.g., GA operation over the view) requires careful
design to ensure compatibility with the view’s data structure
and optimization for efficiency. Recent effort [27] introduced a
view-based query processing paradigm in a growing database
scenario. However, efficient payload updating is not addressed,
necessitating a complete re-run of the view generation process
for every update to an existing tuple. In addition, the efficient
execution of subsequent GA queries over the secure material-
ized view remains unclear.

Contributions. In this paper, we introduce MapComp, a
novel framework that supports a view-based query processing
paradigm to expedite secure JGA queries. Inspired by the
idea of using a join index as a materialized view [28],
MapComp designs a specially crafted materialized view to
eliminate duplicated join workload and expedite subsequent
GA queries. To support efficient view refreshing according
to payload dynamics, our designed view decouples the join
alignment with the encryption of payloads, which we call
payload independence. In contrast to previous works that rely
on the payload-dependent process with at least O(n) MPC
complexity, our view allows free view refreshing without
requiring any MPC operations. To generate the view, we devise
three novel protocols that balance security and efficiency based
on private set operation protocols (e.g., Private ID [29]).
Furthermore, we propose optimized GA protocols that
perform on our proposed view. With the help of payload
independence, the payload inputs for GA remain in plaintext.
Consequently, we can further optimize GA protocols by partial
local processing and leveraging insights into the inherent char-
acteristics of plain data. We improve conventional oblivious
bitonic sorting-based approaches by using stable sorting and/or
bitmaps to perform group dividing, resulting in more efficient
GA for multiple cases of group cardinality. Experimental
results show that MapComp outperforms standard solutions
without a view-based paradigm, achieving up to a 2189.9x
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improvement when executing queries eight times. Moreover,
our optimized GA protocols achieve up to a 1140.5x improve-
ment compared to traditional oblivious sorting-based solutions.

To the best of our knowledge, MapComp is the first frame-
work to accelerate secure collaborative JGA queries using a
materialized view. The main contributions of this paper are
summarized as follows.

« We propose a novel view-based framework MapComp
for accelerating secure JGA queries. MapComp utilizes a
secure materialized view to minimize the duplicate cost
of secure analysis and support efficient view-refreshing.

e We devise three novel view generation protocols that
provide a trade-off between security and efficiency based
on private set operation protocols.

« We introduce multiple optimized protocols to perform se-
cure GA over the proposed view that outperform existing
methods by leveraging sorting optimizations and bitmaps.

« We implement MapComp and the experimental results
verify the efficiency and effectiveness.

II. MAPCOMP OVERVIEW
A. System Overview

The system architecture and workflow of MapComp are
shown in Fig. 1. MapComp involves two roles: 1) two mu-
tually distrustful data owners Py, P, and 2) the analyst. Data
owners have private data stored in local databases, and will
coordinately execute a secure protocol to compute the result
of a query issued by the analyst. The analyst is agreed upon
by all parties before any computation starts, and a data owner
can also play the role of an analyst. In the rest of our paper, we
treat P; as the analyst to describe our protocols for simplicity.
Similar to [12], we assume the database schema, the query and
the size of input databases are public knowledge.

1) Workflow: Initially, the data owners register into the
system and set up local database servers. Then, the owners
identify the relations to be involved in JGA queries and
run the view generation process to generate materialized join
views. The views are cached intermediate data to accelerate
follow-up JGA queries. Subsequently, when the original data
is updated, the data owner can initiate a view refresh to keep
the view up-to-date , thereby providing correct query results.
Upon receiving the analyst’s online ad-hoc JGA query, data
owners can run the GA protocols directly on the corresponding
materialized join view to obtain the aggregation result. Since



generating materialized join views is a one-time task, the
duplicated join is eliminated, and the whole workload is
sped up. It is worth mentioning that the view generation is
decoupled with subsequent GA in the JGA query, so it can be
performed anytime preferred before JGA running, e.g., offline,
to minimize online overhead.

2) Query formulation: This paper focuses on the JGA
queries, whose pattern is described as follows:

Select R®.go, R'.g1, agg,(R®.vo), agg, (R".v1)
From R® Join R' on R%.k = R*.k Group by R®.go,R'.g1;

Consider two relations R°,R! are owned by Py, P;
respectively. We abbreviate the above JGA query as
Glgo.91),ag8(vo,01) (RO X RY), where R® x;, R' means R join
R! on R®.k = Rl.k and k is the join attribute. The above
query partitions the join result according to a set of grouping
attributes (go, g1), and then computes the aggregate functions
agg(+) over the aggregation attributes vg,v; for each group,
where agg(vo,v1) is the abbreviation of {agg, (vu)}uefo,1}+
and agg, can be max, min, sum, and count. Multiple join or
group attributes from one party can be concatenated together
as input, so we can denote them as a single attribute for
simplicity. The expression evaluation of multiple attributes
before GA, e.g., agg(vg X v1), is naturally covered since it
can be realized with plain/encrypted pairwise computation.
This paper focuses on equi-join and considers the PK-PK join
(join on two primary keys) and the PK-FK join (join on a
primary key and a foreign key), which covers most statistical
queries [7].

B. Security Model

MapComp aims to protect data throughout the entire life-
cycle. To evaluate the query, parties in MapComp execute
computation and exchange messages according to a protocol.
MapComp focuses on the semi-honest two-party computation
model [30]. Each party can be compromised by an adversary
who can monitor the protocol transcript and the parties’
internal state without altering its execution. Our protocols are
the sequential composition of individual sub-protocols that
are provably secure, so they inherit security guarantees of
the underlying protocols. For the view generation protocols,
three security levels are defined and proved based on leaked
information as introduced in §I1V-C. For the GA protocols, all
intermediate results are oblivious to parties.

C. Challenges

For JGA queries, creating a materialized view to elimi-
nate heavy duplicated workload helps to enhance the whole
efficiency. Prior secure query [2], [10]-[14] or secure join
[22], [23] efforts adopt a way of feeding entire tuples into
secure protocols, then output encrypted/secret-shared result to
ensure obliviousness. When the original data is static, creating
a cached join view is trivial. Simply storing the transcript
of the join output satisfies to enable subsequent workload.
However, this way fails for dynamic data payload. A view
refreshing under payload updating requires rebuilding the

view from scratch. Otherwise, the update pattern would be
leaked [27]. This leads to a significant overhead when view
refreshing is frequently invoked or underlying payload are
continually updated. Thus, we face the first challenge CI:
How to formalize and construct a materialized join view that
supports efficient refresh?

A GA operation is to first partition the input relation
according to the group keys, then perform aggregation on the
correct subset of the tuples. Due to the privacy requirement,
the partition must be performed in a data-oblivious way.
Therefore, previous works of GA resort to an oblivious sorting-
based partition approach [13], [31]. The inputs and outputs
are encrypted/secret-shared, so intermediate information is
protected. The most commonly used sorting approach is obliv-
ious bitonic sort [24], which yields O(nllog?n) circuit size
when sorting length-n [-bits elements. Due to its expensive
computation/communication cost, the sorting process becomes
a performance bottleneck. Thus, we face the second challenge
C2: How to reduce the cost of GA?

D. Key Ideas

1) Building a materialized view with payload indepen-
dence: A key insight is that the essence of a join process
is to match and align tuples with the same join keys. The
matching process can be persisted via a join index [28], which
is fundamentally a mapping function 7 and is a special form
of materialized view [32]. Our starting point is to securely
generate 7 as a materialized view without encrypting payloads,
allowing subsequent workloads to be performed directly on
it. Different from previous works where the whole tuples
are all encrypted [22], [23], our approach enjoys payload
independence, which means the mapping 7 and the payload
are plaintext and decoupled. It eliminates the need to refresh
views in an encrypted way when updating data, thus enabling
a free refresh. To generate the view, we propose three novel
protocols by leveraging private set operation protocols and
prove that they achieve different security levels respectively.

2) Reducing the cost of GA: Since the input relations fed
into GA protocols are plaintext due to payload independence
of the designed materialized view, we can optimize the con-
ventional oblivious sorting-based GA with following ideas:
O1: Oblivious sorting can be replaced by oblivious stable sort-
ing with shorter input. A sorting-based secure GA generally
relies on an oblivious sorting protocol to obliviously gather
the elements within each group together by sorting on gg, g1
from Py and P; respectively [13], [31]. We note that when one
party’s input is plaintext (W.L.O.G. assuming it is g;), he can
first locally sort g, then invoke an oblivious stable sorting
with a single input gyo. Compared with trivially feeding an
oblivious sorting with the full size of all group fields g, g1, it
reduces the bit length of sorting input, thereby improving its
efficiency. We denote it as Pogorting and describe it in §V-A.
02: Stable sorting can be further optimized. We observed that
when the input of another party is also plaintext (W.L.O.G.
assuming it is gg), we can exploit the input cardinality to fur-
ther optimize the oblivious stable sorting. Inspired by bucket



sorting [33], we design a more efficient stable sorting protocol
for cases where input is plaintext and has a small cardinality
by utilizing a bitmap (introduced in §III-E). The idea is to
first encode gy as a bitmap, the bit-vector of which indicates
which bucket the corresponding tuple should be placed in.
Then, the result of sorting can be obtained by counting and
indexing over the bitmap. We describe the details in §V-B and
denote it as Pypgorting. Since the size of a bitmap is linear with
the cardinality of group attribute dg = |D9°|, this approach is
more lightweight compared with the bitonic sort for small d
input, which we will confirm in §VI with experiments.

03: Oblivious sorting can be eliminated using a bitmap. Apart
from using oblivious sorting, we observe that the gathering
of elements based on gy can also be achieved using bitmap
encoding of gg since each bit-vector of the bitmap naturally
specifies a distinct group value. Suppose that Py locally
encodes the plaintext group value into a bitmap that indicates
whether each tuple belongs to the corresponding group. For the
jth value of D9, we can obliviously eliminate the influence
of the rows whose value of gy is not Dgo by using b’ as
the “dummy” flag. Therefore, sorting on gy is not required
anymore. In exchange, dy aggregations need to be performed.
The protocol is detailed in §V-C as Py;y.

04: Using two bitmaps when dody is small. Inspired by
hash-based GA in plaintext databases [34], we design the
bitmap-based protocol Ppitmap for small dopd; cases, where
dp = |D9%|,d; = |D9|. Similar to Py;,, we exploit the bitmap
to specify a group. The difference is we encode both parties’
group attributes into bitmaps and perform aggregation directly
over them in parallel. It necessitates no oblivious permutation
or sorting, while requires O(dod;) aggregations. We describe
it in §III-E.

III. PRELIMINARIES
A. Notations

We denote [m, n| as the set {m,m+1...,n} form,n € N
with m < n and [n] is shorthand for [1,n]. ind(¢) is an
indicator function which outputs 1 when ¢ is t rue or 0 other-
wise. We use L to represent null and assume agg(Ll,z) =z
holds for any aggregate function agg and input x. We denote
X = (x1,...,z,) as a vector with length |X| = n, and
xj =1 for j > |X]| in the follow-up. We denote X||Y" as the
vector (x1||y1, ... xn||yn). We represent an injective function
m:[n] = [m]as m = (n(1),7(2),...,7(n)), where m > n.
Y = 7 - X means applying 7 on a vector X, which outputs
Y = (2z(1),- -, Tx(n)). For example, applying 7 = (2,3,1)
on X = (a,b) will output Y = (b, L,a). Specifically, 7 is
a permutation when m = n. Given a table T, we denote T;
as its ™ tuple, T[v] as the vector containing all values of the
attribute v, and T;[v] as the ™ value of T[v]. We denote D9 as
the domain space of attribute g, and ID)*? as the 7 distinct value
in D9. We denote the group cardinality dy = |D?%°|,d; = |D9|,
respectively. We use the letter with a subscript or superscript
u € {0, 1} to represent a value held by P,.

B. Secret Sharing and Related Primitives

A 2-out-of-2 additive secret sharing scheme splits a secret
value z into xg and x; with the constraint that x = xg +
x1 mod 2F for x € Zox (ie. (x)} = x; is an arithmetic share)

or x =z @ for v € Z5 (i.e. (2)B = x; is a binary share).
Evaluating an arithmetic multiplication gate ((z)* - (y)*) or
a binary AND gate ((x)8 ® (y)B) requires precomputed mul-
tiplication triples and one round of communication between
two parties [35]. An arithmetic addition gate ((z)* + (y)?),
or a binary XOR gate ((2)B @ (3)B) can be computed locally
without communication.

We denote (x)® as the binary share of a bit z € {0, 1}, and
<ﬂx>b as (1 — x)b. We denote Pgoy, Ppoa, Paop as protocols to
convert between a binary share and an arithmetic share. Since
the type conversions can be efficiently realized [17], [36], we
simply write (x) = ((x)o, (x)1) ignoring the sharing type for
a uniform description unless the sharing type is specified.

We additionally require the following protocols, whose
realizations are described in [17], [37], [38]:

e Pun(f, ) takes a bit f from the receiver and 2 from the

sender. It returns f 7 (x) : (0).
o Poux((f)P, (), (y)) returns (r) where r = f?x : y.

o Pog((), (y)) returns (ind(z = y))°.
C. Oblivious Primitives for a Shared Vector
Oblivious switch network (OSN). PP_ [12], [39] takes a

length-n vector X from the sender and an size-n permutation
« from the receiver. It outputs a secret-shared length-n vector
Y which satisfies y; = ;) for ¢ € [n]. It can be instantiated
by Bene§ network [40] with O(nlogn) communication and
O(1) rounds. If the (X) is given in secret-shared form, we
can still switch it as follows. Sender inputs his share of X:
(X)1 and receives Y'!, while receiver inputs m and receives
YO, Then, for i € [n], receiver sets (z;)o = ¥ ® (@r(5))o
and sender sets (z;)1 = y} The correctness holds since z; =
Yi OY ©(r(i))o = (Tr(i)) 1D (T (i))0 = T (s)- For simplicity,
we denote the above functionality as (Z) < PS_ (7, (X)).
Random shuffle. Pgp,¢51.((X)) randomly samples a permuta-
tion 7 and permute (X) into (Y') based on 7 , i.e., yi = Ty (3
for ¢ € [|X]|]. It can be realized by invoking P5_ twice in
sequence, with the roles of two parties reversed and each party
inputs a random permutation [41].

Oblivious permutation. Suppose two parties hold a shared
permutation (7) and a shared vector (X), Pj,,, obliviously
permutes (X ) based on (7) and outputs (7 - X). The reverse
version of Pp.., is P3,,, which outputs (771 X). As the
work [42] suggests, they both can be efficiently realized with
random shuffling. As an example, P$,,,((7), (X)) processes
as follows. The parties first invoke random shuffling to obtain
((0),(Y)) < Pepusr1e({m), (X)). Then the parties open (o),
compute and output (Z) = o~ ! . (Y) locally as the final
output. Assuming the random permutation in Pgpysrie 1S @,
the correctness holds since 071 Y = (¢ - 7)1 (¢ X) =
¢l X=na1.X.

Oblivious stable sorting. A sorting algorithm is stable if
two items with the same keys appear in the same order in



the sorted result as they appear in the input [33]. A stable
sorting Pssort ((X)) takes (X) as input and outputs ((r), (Y)),
where Y is the stable sorting result of X, and y; = xr(;-
It can be efficiently instantiated by sorting the keys and the
corresponding indexes together [13].

Permutation for one-bit vector. Given a secret-shared one-
bit vector (V)P, Ppercen((V)P) generates a shared permutation
(m) representing a stable sort of V. For example, the per-
mutation representing a stable sort of ((1)*,(0)2, (1)3,(0)%)
is ((3),(1),(4),(2)), and applying 7= on V can obtain
its (obliviously) stable sorting result ((0)2, (0)%, (1)1, (1)3).
Its underlying protocol [33], [42] takes O(1) round and the
communication cost of O(nlogn) bits.

Oblivious traversal. Pi.,, [13] takes two length-n shared
vectors (X),(V) and an aggregate function agg as input,
traverses and aggregates (V) based on (X) in a oblivi-
ous way, and outputs a length-n vector (Y') which satisfies
Yi = agg({vj};'.:ﬁrst(xyi)) for ¢ € [n]. agg is a function
whose basic unit satisfies the associative law. For example,
when agg = sum, the basic unit is addition and satisfies
(a+b)+c¢c=a+ (b+ c). first(X,4) is the index of the
first element within the group specified by X; . For example,
given X = (b,b,a,a,a,b,b), first(X,4) = 3, first(X,7) = 6.

D. Private Set Operations

PSI. Private set intersection (PSI) [43]-[45] allows two parties
to learn the intersection of two sets X and Y held by each
party, without revealing any additional information.

Private ID. Given two sets X,Y from Py, P; with | X| =
Ny, |Y| = ny, private ID (PID) [29], [46] output (M, RI*) to
Py, where M is a mapping function that mapsa z € X [JY to
a random identifier M(z2) € {0,1}!, and RI* = {M(2)]|z €
X UY} which is sorted in ascending order.

Circuit PSI with payload. Instead of outputting the set inter-
section in plaintext, circuit PSI [19], [47], [48] only outputs
the secret shares of intersection. Pcpg; takes X from receiver
R and (Y,Y) from sender as input, where |X| = ng, |Y| =
|Y| = n, and Y is denoted as the payload associated with Y.
Informally, Pcps; outputs two length-n, vectors (E)® and (Z)
to parties, where e; = 1, z; = y; if Jy; € YV, s.t. y; = x;,
and e; = 0, z; = L otherwise. Pcps; hides the intersection
and the payload, allowing further secure computation without
revealing additional intermediate information. We refer to [48]
for formal definition and instantiation.

E. Bitmap

A bitmap that encodes attribute g is bit-vectors of number
|D?|, each of which orderly represents whether tuples equal to
D for j € [|D]]. For example, an attribute g with [D9| = 3
will be encoded as a bitmap of three bit-vectors. So the tuples
(red, blue, red, yellow) will be encoded as (b',b°,bY), where
b= (1,0,1,0), b* = (0,1,0,0), & = (0,0,0,1).

IV. SECURE MATERIALIZED VIEW
In this section, we present the definition and structure of
secure materialized view for JGA queries, the methods to
generate and refresh the view, and discussion for extensions.

attry attr, attrs

attrs attrs attre

O L —
AR

Fig. 2: A toy example of our materialized view, where E =
(1,0,0,1).

A. Design Goals

A materialized view is generally a pre-computed intermedi-
ate table cached to eliminate the common, repeated workload
of queries. In JGA queries, it is quite common that multiple
queries involve a shared join workflow (e.g., join on the same
attributes under the same tables), making it desirable to cache
the join result as a materialized view. Before moving into
details, we first present our design goals.

o Correctness: A materialized view should always output
the correct result as a query over the latest original tables.

« Efficient Refresh: A materialized view should support
efficient view refresh for the latest payload updates. Oth-
erwise, a costly refresh would prohibit the acceleration
that the view-based paradigm itself brings.

o Security: The information leakage of the view should be
bounded.

Next, we introduce the data structure of our proposed view,
the core of which is a mapping function 7 that aligns the
data held by two parties. Then, we describe how to securely
generate it and show its advantage in refresh.

B. Structure of View

We propose the data structure of our proposed (PK-PK join)
materialized view and defer the details of the supporting for
PK-FK join in §IV-E.

Definition 1. Given tables R® with join column values X and
R with join column values Y owned by two parties Py and
Py respectively, a materialized (join) view V,, held by P, (u €
{0,1}) is defined as follow:

Vu = (7T'u, <E>'Z’ Ju)

where |(E)?| = |m,| = n. for some constant n. > |X NY|.
7o : [ne] = [max(ne, | X|)] and 71 : [ne] = [max(ne, [Y])]
are injective functions that map an index from [n.) to an index
from the original data. (E)’ is the binary secret shares of
intersection flag vector E. They satisfies |{ele € E,e = 1}| =
I XNY|and x,;) = Yr, i) #f €s = 1. J* = my - RY, which
means J* is a re-ordered data transcript of R" such that tuple
t; € J* equals to t;r[i] ERY fori € [|X|).

The idea behind this design is straightforward. For each
equivalent pair (z,y) in X NY (eg, z € X,y € Y and
x = y), applying mapping 7y, 71 on X, Y respectively maps
x,y into the same position ¢ with e; = 1. It is easy to
see that J° and J' are aligned since they have already been
permuted based on 7, w1 respectively, and the PK-PK join is

essentially achieved. For subsequent GA G 451, the J* can



Input: Py with R®, whose join values is X. P; with set R', whose
join values is Y. | X| = ng, |Y| = ny and ngy > ny.
Protocol:

1) Invoke Pcpsi. Po acts as receiver with input X and P; acts
as sender with input (Y, 0), where O = (1,2,...,ny). As
the result, the parties get (E')°, (Z').

2) Invoke PS.,, where Py acts as receiver with a ran-
domly sampled size-n, permutation mo . ((E)°,(Z)) «+
stn(ﬂ'ov (<E,>b7 <Z/>))

3) Invoke Pcpsi, where Pg acts as sender with input (X, @) and
P, acts as receiver with input Y. the parties get (F”)°.

4) If ny > ny, the parties extend (F”) into a length-n, shared
vector by padding shared zeros at the end of it.

5) Invoke Pghusfie. (<F1>b7 <L>) — Pshuffle(<F/>b, <O/>) where
O =(1,2,...,nz).

6) Compute (01) ¢ Ppercen({F”)°), (P") ¢= Plawp((01), (L))

7 Compute <0'D> <~ PperGen(<E>b)s <P0> N P;erm(<00>7 <P1>)

8) Compute a shared permutation (mi) with (mi(2)) =
Puux ((€4)°, (), (p?)) for i € [n.], and reveal 71 to Pi.

9) P. compute J* = 7, -R" for s € {0,1}.

Output: P, returns V,, = (m,, (E)%, J%).

Fig. 3: Fully secure view generation protocol Pgecy.

be fed directly into secure protocols to get the desired output
of G. Therefore, as long as V), is consistent with the latest
R, the correctness of the query output under J“ is ensured.
In addition, the intersection flag E indicates whether each
tuple has been joined. It is in secret-shared form to prevent
information leakage while enabling later secure computation.
An example of our view is shown in Fig.2. The algorithm of
using V to support PK-FK join is shown in §IV-E.

C. View Generation

To generate V from R, we propose different protocols to
trade-off between efficiency and security. We propose three
security definitions of view, the first and the second definitions
of which are relaxed security definitions that may leak some
bounded information while the last definition strictly requires
no leakage. Then, we propose protocols based on private set
operations protocols to generate views that satisfy the three
definitions, respectively.

1) Security levels: Since m, is required to be a random
mapping relation and J* of V is plain-text, they both reveal
nothing about the other party. Thus, we define the security
levels based on the information leaked by E.

o level-0: E is revealed to two parties, which means parties
know the intersection of two input sets.

« level-1: F is secret to two parties, i.e. P,, only hold <E>Z,
and |E| = f(X,Y), where f is a public deterministic
function. The size of E' may leak some information about
the input of the other party beyond the input size, e.g.,
the intersection size or the union size.

o level-2 (fully secure): E is secret to two parties, and
|E| = f(ng,ny), where f is a public deterministic
function. We also say level-2 security is fully secure
because the size of E leaks nothing beyond the input
sizes n, and n,, which is assumed to be public.

|__jPlaintextto 7 | ‘Plaintextto 7 Shared values Shared values relevant to XnY

X E' Z EZ m P° P’ L F O F F Y
a 12 cll 1 1 2 3 300 f 11 1 c
b W|0o/1L @blo/0o®3/® 3 D4 O 2 1/a G 2 1 @1 6 a
— — -— <«
€ Fepsi| L1 1 Fopd 000 41 14 ps F20F 1L cRg g 3000 [O]F of
all 2 401 4

2 1 j 1 T
%) 16
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Fig. 4: A running example of Pg.y where the inputs are X =
(a,b,¢,d),mq = (3,2,4,1),Y = (c,a, f),ny = 4,n, =3.

2) PSI-based view generation Ppgiy: PSI protocols [43]-
[45] simply output the intersection to both parties, and we can
directly use it to construct a level-0 view generation protocol.
Specifically, Py and P; first run the PSI protocol to get the
intersection of join values of R (denoted as X and Y). Py
computes m, representing the sorting order on intersection
elements such that T,y < Tr,(i+1) and Yz, € X NY,
i € |XNY|. Py computes 7, similarly. Two parties commonly
set a length-n,,, vector E = (1,...,1) as the intersection flag,
where ng,, = |XNY|. Finally, P, set V,, = (7, £, J*), where
J" is a re-ordered data transcript of R* based on 7.

3) PID-based view generation Ppiay: Py and Py first run
the PID protocol. After receiving (M, RI*), Py computes
a length-|RI*| permutation mo satisfying Vi € [|RI*|], if
Jz; € X sit. M(z;) = RI;, then m(¢) = j. Similarly, P;
computes 7. Finally, P, outputs V,, = (my, (E),, J*), where
(i) = Peq(Tro (i) Ym (5)) for i € [|P|], J* is a re-ordered data
transcript of R* based on .

4) Fully secure view generation Pgecy: Now we describe
our fully secure view generation protocol Pgecy, the output of
which reveals nothing beyond the input and output. W.L.O.G,
we assume n, > n,. The case of n, < m, can be simply
covered by reversing the roles of two parties. We describe our
fully secure view generation protocol Pge.y in Fig. 3, and a
running example of this procedure is shown in Fig. 4.

The protocol Pge.y can be divided into two phases. The
first phase (steps 1-2) is to compute F and Z, where e;
indicates whether xr ;) € X NY. Z can be seen as a partial
permutation, where for i € [n,], if e; = 1, z; is the index of
y; that equals to xr,(;), and z; = 0 otherwise. The purpose
of the second phase (steps 3-8) is to replace the Os in Z with
random values to make it become a length-n, permutation
mp, Which is conducted by randomly mapping each index of
a non-intersection element in Y to a position ¢ where e; = 0.
To do this, the parties need to identify the non-intersection
elements in Y, and it is done by the second invocation of
circuit PSI in step 3. If n, > n,, the parties pad zeros into
F’'. To guarantee the randomness of 71, the parties shuffle
the index vector O’ in step 5. If we track a value d € [n,]
that d > n, or yq ¢ X (Y, d will be shuffled to a random
position ¢ in L where F; = 0 after step 5. Then, through the
correlation between E and F', the parties map each value [;
with f/ = 0 into a position j satisfying e; = 0 to obtain P°.
Since the numbers of 1 in E and F’ are the same, the parties
can sort L in the order of F’ to obtain P!, and then treat P’



as the result of sorting P in the order of E. Specifically, the
parties compute a shared permutation o1 representing a stable
sorting of one-bit vector F’, and applying o, L on L will sort
L in order of F’. As shown in Fig. 4, Pt = (32,49 11 21),
To reverse the sorting of P! in the order of F, the parties
compute a shared permutation o representing a stable sorting
of E, and apply oy on P!. Finally, 7; is obtained with MUX
gates in step 8, and P, is able to compute J* = 7 - R* and
obtain the view V.

Theorem 1. P,gy satisfies level-O0 security, Pgiqy satisfies
level-1 security, and Pgecy satisfies level-2 security.

Proof. See Appendix. A.

O
Complexity analysis: Py, Pshuttie, Ppern and 5, take O(1)
rounds and the communication cost of O(nlogn) bits, where
n = max(ng, Ny). Pepsi, Ppercen and Ppuy takes the commu-
nication cost of O(n) bits and O(1) rounds. Thus, Pgecy takes

the communication cost of O(nlogn) bits and O(1) rounds.

D. View Refresh

To ensure the correctness of the query result when handling
data dynamics, V must be refreshed accordingly to reflect
updates to the base relations [28]. Previous efforts require at
least O(n) MPC complexity to refresh the join result upon any
update since the mapping and payloads are all encrypted. How-
ever, the structure of our proposed V is payload-independent.
An update of the original data simply requires accessing and
updating J based on the latest R accordingly to refresh V. We
describe the view refresh algorithm PVR in Fig.5. Upon with
a payload update set R™" = {i;,t}*};c[,,,) that contains
the location and content of updated tuples, Pyg first computes
i’ = m(i;) for j € [npew], Which means it maps the index of
the base table R to the corresponding index of data transcript
J. Then, it accesses the z; -th tuples of J and updates it with
t;"'w for all j, after which the refresh is finished. It leads to
a free MPC overhead, making it very efficient. Moreover, the
refresh does not necessitate any communication with the other
party. Thus, intermediate information, e.g., data update pattern
[27], is directly protected.

Our above view refresh focuses on the update of data
payloads. When join keys are updated, we can support the
case by rebuilding the view. We argue that this rarely happens
in practice, since the value of the join key in a database is
typically rarely changed to ensure logical relations between
tables and high efficiency of indexing [26].

E. Supporting for PK-FK Join

We build our PK-FK join view upon PK-PK join view with
additional steps. Recall that the values of a FK join key are
not unique, so they can be divided into groups. Our high-level
idea is to first align a single tuple within a FK group with the
corresponding value of the PK key. Then, we can obliviously
duplicate the payloads of PK tuples to the correct locations to
align the remaining tuples, so PK-FK join is achieved. The
single-tuple alignment process can be re-used so the view

Input: R™ = {0}, £} }jlnnenl> V. = (71, (E)®, J).
Algorithm:
1) For j € [nnew]:
« Compute 7 < m(iy).
« Update t;; < t}™, where t € J.
J
2) Vaew < (1, (E)",J)
Output: View.

Fig. 5: View refresh algorithm Pyz.

Input: The query G(yy.g1),ages(v0,01) (R° Xi RY). Po inputs Vo =
(w0, (E)3,3°). Py inputs Vi = (71, (E)%,J"), WL.O.G. we
assume |mo| = |m1| = n.
Protocol:
1) P; generates a length-m permutation o such that for ¢ €
[m —1], J<17b(i) (1] < J<17b(1+1) [91].
2) P; computes and shares TV = gy, - J%.
3) Invoke P, and append results into T, where P; acts as
receiver with input oy, ((T(l)[ 108, (T [go]), (TP [wo]))
Pien (0, ((E)°, (3°[g0]), (3°[wo])))-
4) Run stable sorting ({my,), ((T@[e])°, (TP[go]))) «
Pasore (T [e])°, (T [go])).-
5) Compute (T®) ¢ Piern((mgo ), (TM)).
6) Compute valid flag F: (f;)P = (Tff) [e])’ ©
2 2 2
(Peal {1 [a0ll 12 [g1]). (12, g0l [T o))
7) Init (T®) = () and compute for u € {0,1}:
a) (T[r.]) P§§;v(<T<2) [g0]]|T¢ [9bl]>7 §2T)(2) [vu]), agg.,)-
b) FO(ra)Z € [n]: (Ty [gqu: P(n;u)x((fz’) AT [gul)s (L))
(Ti [ru]) = Pmux ((fi)°, (T3 [ru]), (L))
8) Invoke P, with Py inputs a random permutation «: (T<4)> —
Pian(a, (TO))).
Output: Reveal (T®) to P;.

Fig. 6: (First attempt) Sorting-based GA protocol Pgorting.

refreshing is partially free. Due to space limitations, please
refer to Appendix. B for details.

V. GROUP AGGREGATION PROTOCOLS

In this section, we describe our GA protocols that perform
on our proposed view V. As mentioned in §II-D1, the input
of GA is plaintext due to the payload-independence feature
that our view design brings. It allows subsequent procedures
to be optimized, e.g., heavy oblivious sorting can be partially
replaced by local sorting. We describe our protocols for secure
evaluating the query G4, 4.),ages(vo,01)(R® M R) in different
cases '. Then, we discuss their complexity and illustrate how
to further optimize protocols for some special cases.

A. Optimized Sorting-based GA Protocol Pogorting

When running a GA query grouping by go, g1, tuples that
belong to the same group need to be grouped together in an
oblivious way to conduct aggregation over them. A widely
used way of oblivious grouping is oblivious sorting. Previous
sorting-based work requires sorting over both gg, g1 and incurs
significant overhead [13], [31]. Our observation is that when
the input is plaintext, the input length of the sorting protocol
can be reduced by introducing an oblivious stable sorting.

IFor count, vg or v1 will be set to vector of 1s to enable aggregation.
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Fig. 7: A running example of Pgoreing (Fig. 6), where the aggregate functions are sum(vg), max(v1) and D9 = {a, b}, D9 = {z,y}.

Input: Same as Fig. 6.
Protocol After step 2 of Fig. 6:

3) The parties invoke P, and append results into T, where
Py acts as receiver with input op. ((TM[e])? (TW[go]))
Pien (03, ((E)°, (3°[g0))))-

4) Invoke stable sorting: ((mg,), ((T®[e])®, (T®[go])))
Pasort ((T[e])®, (T [go])).

5) The parties invoke Pp.., with P; acts as sender, and
append results into T®: ((T®[g1]), (T@[w1]), (p)) <
PPern({g0)s (T [91], TV [01], ).

6) The parties invoke Pf,,, and append results into T(®), where
Po acts as sender: (T? [vg]) = Plern((p), 3°[v0)).

Then: Run the remainder after step 5 in Fig. 6.

$—

Fig. 8: Optimized sorting-based GA protocol Pogorting-

We give a first-attempt sorting-based GA protocol Pgorting in
Fig.6 that simply utilizes stable sorting and then shows further
optimizations.

1) Protocol details: Since the input of GA is plaintext due
to payload-independence of V, P; can first sort his relation J*
based on grouping attribute g; and obtain the permutation .
Then, we can obtain T! in the order of g; by applying o} on
J° and J!. Next, parties perform stable sorting Pegort based
on e and g to obtain a secret-shared permutation (7, ), then
invoke P3, ., to apply mg, on T, As a result, T is sorted in
the lexicographic order of attributes e, gg, g1, where the tuples
not belonging to the join result will be sorted to the front, and
all valid tuples within the same group will be sorted together.

After sorting, the parties compute the valid flag F' repre-
senting whether the corresponding tuple is the last valid tuple
of its group. Then, in step 7(a), the oblivious traversal is
performed on shared values of attributes vy, v; to obtain the
aggregation result. After that, T§3> [r.] with f; = 1 stores the
aggregate result over the tuples within the same group. To hide
the number of tuples in each group, T(® must be randomly
shuffled. Since the result will be revealed to PP;, one invocation
of Posn With Py as receiver is enough. A running example is
shown in Fig.7.

2) Further Optimizations: Performing shared permutation
Poern OVer a shared vector (X) is expensive since it would
invoke OSN for 4 times as mentioned in §III-C. We note that
applying a shared permutation on a plain vector owned by one
party is more lightweight. We denote it as P5,., and describe
the protocol in Appendix. C. It only calls OSN 2 times and
has nearly half the communication cost compared with P2

Then, we optimize the above protocol using PP

perm*

Pern instead of

Plern as shown in Fig. 8, and obtain the final optimized sorting-
based GA protocol Pogoerting. The correctness is guaranteed by
the associative law of permutation.

In addition, we observe that apart from P, the core
operation in the underlying protocols of Py,,, for sum/count
is just local addition due to the property of additive secret
sharing.

Considering the aggregation result will be revealed directly,
the aggregation can be further optimized to avoid prefix
operation of O(logn) rounds. Taking sum as an example, the
protocol can be modified as follows:

1) Replace the computatlon in step 6: (f, > (T:(L2 e])° ®
(=Pag (T3 [0l TS [91]) (T2 o] 52 g11]))):
2) Replace step 7(a) with: i € [] (TPr)) =

i (T od)-

Moreover, P; needs to perform additional computation after
revealing T(*). P, picks out the tuples in T(*) whose values
of go,g1 are not L, and sorts those tuples based on the
lexicographical order of gg,g; into R. Then, P; updates
Ri[ru] = (Rl[’f‘u} — Ri—‘,—l[ru]) for 1 S 1< ‘R|,] € {0,1}
as the result of sum. In this way, the communication round of
step 7 can be reduced into O(1). This optimization can also
be applied to Pypgorting and Pyix for group-sum/count.

B. Bitmap-assisted Sorting-based GA Protocol Pysorting

In §V-A, we improved oblivious sorting with stable sorting
of shorter input since g; is plaintext. We observed that when
go is also plaintext, we can exploit the input cardinality
to optimize the oblivious stable sorting further. To achieve
this, we first propose an efficient stable sorting protocol
Pyitsort- It inputs a secret-shared bitmap, which is d length-n
binary shared vectors (B1)P. ... (B)P satisfying Vi € [n]:
Zj bl € {0,1}, and outputs a length-n shared permutation
7. 7 represents a stable sorting of (B)P ... (B9)P, such
that the i*" elements should be placed into w(i)th position
in the sorted result. The protocol is shown in Fig. 10. It takes
O(1) rounds and O(dnlogn) bits of communications, where
logn is the bit length to represent the values in a length-n
permutation. Correctness and security follow from the radix
sort protocol in the three-party setting [33].

Based on Py;s0rt, W€ propose our bitmap-assisted sorting-
based protocol Pygorting. The main difference compared to
Posorting 15 that the stable sorting of go is conducted with its
bitmap encoding and Py;isort. We defer the detailed descrip-
tion to Appendix. D due to space limitations.



Input: Same as Fig. 6.
Protocol:

1) Po generates dg bit vectors representing the bitmap encoding
of go in 3% {I°[Bd],...,3°(b3°]}. Similarly, P; generates
bitmap encoding of g; in J': {J*[b1], ..., 1 [b¥1]}.

2) Initialize (T) = (. For j € [do],p € [d1], process as follow:
a) For i € [n], compute temporary shared vectors Q°, Q:

d <q11> = Pmul(']g[b%]a Ji[b:ﬂ : Ji[UID
o (¢7) = Punr (33 (6], 35 [bg] - 3 [vo))-
b) Compute and append (]ng-o,]D)gl,aggo((QO), (E)®),
agg, ((QM), (E)P)) to result table (T).
Output: Reveal (T) to P;.

Fig. 9: Bitmap-based GA protocol Py;tpap.

Input: Length-n vectors (B)®,...,(B%® with Vi € [n]:
>4 bl €01}
Protocol:

1) Initialize (a) = 0, length-n vector (V) = ((0),...,(0)).

2) Compute (B¥H1)P: (p3H1)P — ﬁ@?zl (b1)° for i € [n).

3) Forj=d+1to 1:

e Fori=1ton:
a) (a) = (a) + Poan((b])"):

b) (vi) = (vi) + Paux ((b7)°, (@), (0)).
Output: (V).

Fig. 10: New oblivious stable sorting protocol Ppitsort for
secret-shared bitmap input.

C. Mixed GA Protocol Ppix

The ideas of previous protocols are based on oblivious
sorting to divide groups. We observe that the grouping can
also be achieved by using a bitmap since each bit-vector of
the bitmap naturally specifies a distinct group value. To obtain
the aggregation result for each group divided by two grouping
attributes gg, g1, we can first divide the tuples into groups
based on g by using a bitmap, and then perform the GA based
on g; over each group specified by bit-vectors of gg’s bitmap.
In this way, the oblivious sorting can be replaced by the bitmap
encoding. As a trade-off, the P.,,, should be invoked for d,
times for each distinct group of go. By mixing the use of
bitmap (for gg ) and local sorting (for g1), we present our
mixed protocol in Fig.11.

First, Py generates the bitmap of gy, where each bit-vector
represents whether the input tuples belong to a specific group
of go. After step 2, P; locally sorts J* based on g;, and
computes the group indicator C' representing the boundary of
groups divided with g;. Then, Py, is invoked to set the values
that do not belong to the current group of gy as L to eliminate
their effect. Finally, the aggregation result of groups based on
go, g1 can be obtained by invoking Pyyay. Such that for ¢ € [n]
and j € [dy], T(i2) [r1] stores the aggregation result of group
D§°||T§1)[91] if ¢; = 1, and T [ri] =L otherwise.

D. Bitmap-based GA Protocol Py;tnap

We propose Py;nap to optimize GA for cases where dod; is
small by encoding both gg, g1 as bitmaps, the details of which
are illustrated in Fig. 9. The idea is to divide distinct groups of

Input: Same as Fig. 6.

Protocol:
1) Py generates bitmaps of go in J°: {I°[b'], ..., 3°[b%]}.
2) The parties run steps 1-3 in Fig. 6, and replace J°[go] with
{3°bY], ..., 3°[b%]} in step 3.

3) Pi locally computes and shares the group indicator C. Vi €
[n]: ¢ = ind(Ti[g1] # Tits[g1]).

4) The parties initialize (T?) = (), and process in parallel for
u € {0,1},5 € [do]:
a) The parties compute a temporal vectors A for i € [n]:

(01) = Paux (T3 [€])° © (T )P, (T 0]}, (1))-
B) (TP [r]) ¢ Peran ((TW[1]), (A), agg,).
©) For i € [n]: (1 [rd]) = Paux((€)° (T [ri]), {1)-
Output: Reveal (T?) to P;.

Fig. 11: Mixed GA protocol Py;y.

go, g1 via the bit-vectors of bitmaps, so any oblivious sorting
or functions that require OSN (such as Pgpyrs1e OF P;em) are
totally avoided. The cost is additional aggregatoin processes of
dody times, so it is more efficient in small dod; cases, which
we will confirm in §VI.

The round complexity of Ppitmap depends on the type of
aggregation. When agg is sum or count, the aggregation is
S Paux({e:)?, (g;), (0)) and can be calculated in one round.
When agg is max or min, the computation can be performed
via binary-tree-based method [36], [49] that simply invokes
O(n) times of comparison in O(logn) rounds.

E. Complexity Analysis
let 1 be the size of the view V, 19,1} (I9,1}) be the bit length

> v Yu
of values of aggregation attributes vg, v1 (grguping keys go, 91)
respectively. I, = 1) +1},1, = 15 +1},1 =1, +1,. We analyze
the communication complexity of our GA protocols in Tab. I.

For sorting-relevant protocols Pogorting and Pygorting, Obliv-
ious sorting is the most expensive process. Specifically, Pgsort
takes the communication cost of O(nlog® n(ly + logn))
bits and O(log2 nlog(lé + logn)) rounds, and Py;sort takes
O(dgnlogn) bits and O(1) rounds. PP, and P, takes O(1)
rounds and O(nk log n) bits communication, where k is the in-
put bit length. For max/min, Py, takes O(lognlog,) rounds
and O(nl,) bits of communication. Thus, the communication
cost of the Pogorting and Ppgorting are O(n log n(lé logn+1+
log? n)) bits and O(n log n(do+1+log n)) bits, and their round
complexities are dominated by Pggort and Pypo, respectively.

Pnix invokes PP_ once, and Pyyay and Py, for O(dp) times,
resulting the cost of O(nlogn(dy+{+logn)) bits. The round
complexity is also dominated by the aggregate functions.

For Py;tmap, the communication grows linearly with dy and
dy, and the aggregation (step 2) can be computed in parallel,
which takes O(1) rounds for sum/count and O(lognlogl,)
rounds for max/min.

FE. Further Discussion

1) Discussion for one-side case: For the special case where
the grouping attributes are owned by one party, e.g., P1,
a single invocation of OSN satisfies to achieve oblivious



Pto. Comm. cost (bits) Comm. Rounds View Operations View Generation View Refresh
Posorting | O(nlogn(li logn + 1+ log”n)) | O(log® nlog(ly + logn)) Ptos. \ Len. of Payload(bits) 27 [ 26 [ 28 27 [ 28 [ 2°
Psorting O(nlogn(do + é +logn)) O(1) / O(lognlogly) Baseline (CPSI) 2705 | 2717 | 2723 || 2705 | 2717 | 2723

Pnix O(nlogn(do + 1) + ndoly) O(1) / O(log nlogly) PKPK Ours (Ppoiv) 53 53 53 0 0 0

Puitnap O(dodinly) O(1) / O(lognlogly) ” Ours (Ppzar) 3532 | 3532 | 3532 0 0 0
] ] 0urs (Pacev) 9622 | 9622 | 9622 0 0 0
TABLE I: Theoretically complexity of our protocols. The com- :

e ) Baseline (CPSI + Pray) || 3022 | 3156 | 3649 || 3021 | 3142 | 3632
munication rounds of some protocols depend on agg, which PFK | O Ppsiv + Peray) || 305 | 374 [ 850 [| 217 [ 275 | 759
are O(1) for sum/count and O(lognlogl,) for max/min. Ours (Ppiav + Perar) || 3912 | 4074 | 4512 || 326 | 468 | 951

OUrS (Paocy + Peraw) || 9442 | 9534 | 1,0009 || 216 | 285 | 766

grouping. Specifically, P; can locally sort his table based on
g1 to obtain 7, then permute the remaining payload based on
7 by invoking an OSN. In this case, Posorting> Pbsorting and
Pnix behave the same and the oblivious sorting (e.g., steps 4-5
in Fig. 6) can be removed, reducing the communication cost
to O(nlognl%+nl,) bits. We denote this protocol as one-side
version of Pogorting-

2) Discussion for PK-FK join: Obviously, the difference of
views for PK-PK join and PK-FK join is whether J is secretly
shared. Thus, the above optimization of replacing Pp,,, with
PP__. can not be used. Also, for the bitmap-assisted or mixed

perm

protocol, the bitmap vectors of gy should be appended to R°
before the view generation or refresh.

VI. IMPLEMENTATION AND EVALUATION

In this section, we demonstrate the evaluation results of
MapComp. Specially, we address the following questions:

o Question-1: Does our proposed materialized view offer
efficiency advantages of view operations over existing
non-view work?

o Question-2: Does our proposed GA protocols outperform
the traditional bitonic-based solution? Which GA proto-
col should one use in a given setting?

¢ Question-3: Does MapComp scale to large-scale datasets
and real-world queries? To what extent can MapComp
enhance over the non-view JGA baseline?

A. Experimental Setups

Implementation and configuration. We implemented the
prototype of MapComp based on Java with JDK16. We
evaluated our protocols on two physical machines with Intel®
Core™ i9-9900K 3.60GHz CPU and 128GB RAM. The
number of available threads for each party is 15. The exper-
imental network settings include LAN (2.5Gbps bandwidth)
and WAN (100Mbps bandwidth with 40ms RTT latency). We
precompute the multiplication triples used in MPC offline and
include this portion of time in the total time. The size of join
keys and aggregation attributes is fixed at 64 bits. For GA
protocols, we evaluate the most time-consuming case where
the group attributes come from two parties and the aggregation
attributes all come from Py. For the private set operations,
we use the state-of-the-art (SOTA) protocols to instantiate PSI
[50], PID [29] and circuit PSI (CPSI) [48], respectively.

Queries. We use 4 real-world JGA queries from wide-
adopted TPC-H benchmark [51] to evaluate our framework.
Since the performance of our secure protocols is only relevant
to the data size and independent of data values, the dataset is
generated randomly under specified settings in all experiments

TABLE II: Execution time (s) of view operations with fixed
input size n = 220 in LAN setting.

while ensuring that no constraints are violated. We assume
tables “customer” and “orders” are from one party, “lineitem”
from the other party, and “nation” is a public table.

B. Performance Gain of View Operations

We answer Question-1 by comparing the execution time of
our approaches and the baseline for the view generation and
refresh. We set the baseline of PK-PK and PK-FK join as
SOTA CPSI [48] and CPSI with additional oblivious payload
duplication via Pyp.y, respectively. The ideas behind this
setting were proposed in [52] for SGX and [22] in the three-
party setting, and we instantiate them in the two-party setting
with CPSI. We evaluated the experiment in the LAN setting
with the databases containing 22° tuples and 2'° update tuples
(for view refresh). The results are summarized in Table II.
Since view generation is a one-time task (e.g., can be pre-
computed offline) and refresh is more frequently invoked in
online tasks, our focus is the efficiency of view refresh.

We observe that our protocols significantly outperform the
baseline in view refresh. For the PK-PK join, our protocols
generate a completely reusable join view. Compared with the
baseline which takes around 270s to refresh the view, the only
overhead of our approach is memory 10 to access and modify
existing tuples, making it extremely efficient with less than 1
millisecond time, and we ignore it in our statistics. For the PK-
FK join view, our approaches are partially refresh-free with
little MPC operation, e.g., Posn and Pyr,y. Compared with the
baseline, which always requires a complete re-construction of
the view when refreshed, our PK-FK provides a performance
edge of up to 13.9x. This result further demonstrates the
necessity of adopting view-based JGA framework.

Our experiment also demonstrates that our view genera-
tion protocols provide a privacy-efficiency trade-off. Level-
0 security protocol (e.g., ours with Ppg;y) that with bounded
leakage gives the best efficiency, up to 9.9x compared with
the baseline. This is because the computation only involves
the join key while the baseline requires inputting the whole
tuple. Users have the flexibility to choose the most appropriate
protocol to achieve their desired efficiency or privacy goals.

C. Efficiency Comparison of GA Protocols

We address Question-2 by evaluating our GA protocols
over databases with different data sizes and various group
cardinalities. We set the widely used bitonic sorting-based
approach [10], [12]-[14] with secret-shared input gg, g1 as the



baseline. The results for cases of equal and unequal group
cardinality are shown in Fig. 12 and Fig. 13 respectively. In
equal cases, dy = d; and ranges from 22 to 28, while d; is
fixed to 254 in unequal cases. Based on the result, we obtain
the following conclusions that show the performance gain of
our protocols in different cases.

For equal group cardinality cases shown in Fig. 12, our best
approach is 3.5x ~ 1140.5x faster than the baseline. This is
because our GA protocols enjoy the plaintext input brought by
our view and can leverage the nature of data for acceleration.
Specifically, when the group cardinality d = |D9Y| is small
(e.g., 2%), Pyitmap achieves the best efficiency for group-by-
sum due to its total avoidance of oblivious sorting. As the
cardinality increases, the linear overhead of Py;¢pap (O(dody))
dominates the cost, and Py, performs the best after 23. For
the comparison of Ppi; and Ppsorting, as shown in Tab. I,
the complexity related to dog are nlogn and n(logn + 1)
respectively, which means that the overhead of the Py
increases faster as dg increases. Thus, our evaluation confirms
that Ppgorting Outperforms after d = 27. For group-by-max,
the aggregation phase relies on a heavy pairwise comparison
[37] and dominates the cost. Thus, the protocols that require a
linear time aggregation (Ppitnap and Ppiy) have no advantage
when d is larger than 22, In this case, our Pusorting 15 always
faster than others. This is because the size of inputs and the
efficiency of sorting algorithm are the main parts impacting the
running time for these sorting-based protocols. The outperform
of Ppsorting Over the baseline is due to the reduction of the
size of sorting input that our view brings, and the outperform
over Pogorting 18 due to the improvement of our Pyitsort.

A similar observation can be learned from the unequal
group cardinality cases shown in Fig. 13. It demonstrates
that Ppgorting and Pogorting are much more efficient than
the baseline in all cases, up to 29.3x improvements. This
is because the oblivious sorting with relatively large input
(d; = 2%%) is optimized by local sorting. As the complexity
Of Ppsorting iS also linear with do, Posorting iS more efficient
when dy is large. For the comparison of the baseline and
Posorting> We note the bit length of input for the sorting process
of them are Iy, + Iy, and min(ly,,l,, ) + logn respectively.
Thus, Posorting OUtperforms in the cases where max(ly,, /g, )
is relatively large when n is fixed, as confirmed in Fig. 13. We
evaluated more precisely the execution time of the baseline vs.
Posorting for different cases of I, on group-sum in Tab. III, and
observe that the baseline falls short after [, = 8.

Bit Len. of g (Iy) 2 4 8 16 32 64
Ratio 0.72 | 0.85 | 1.04 | 1.28 | 1.52 | 1.71

TABLE III: The ratio of the execution time of the baseline vs.
PoSorting group-sum protocol when n = 220,

Next, based on the complexity analysis and evaluation re-
sults, we answer the second part of Question-2. That is, which
GA protocol performs best in a given setting? Our analysis
gives the following guidelines for representative dataset size
(229) in the LAN setting.

o When dg,d; are both smaller than 2% and aggregation
function is sum, Py;tnap is the best among all approaches.

« Apart from the above case, when dj or d; is less than 27
and aggregation function is sum, one should use Py;y.

o Apart from the above cases, when dy or d; is less than
212, we should use Ppsorting-

e When dy and d; are both large than 2'2, we should
choose Posorting-

D. Real-world Queries Simulation

To answer Question-3, we simulated the real-world applica-
tions with queries from the TPC-H benchmark and evaluated
the overall execution time of MapComp in both LAN and
WAN environments. We treat the join process as a materialized
join view generation process and select the CPSI + Py, and
Pysiv + Piray as the baseline and our approach, respectively.
For GA, we chose Pogorting for Q3 and the one-side version of
Posorting for Q10, Q11, and QI2 as our approach. The choice
is based on the guidelines we proposed in § VI-C and the nature
of the queries that the group attributes all from one side.
We set the baseline of GA as the traditional bitonic sorting
approach similar to §VI-C. We compared the execution time of
online and offline (e.g., multiplication triples generation used
in MPC) and presented the result in Fig. 14.

From the result of Q3 in the LAN setting, we observe that
our approach gives 2.49x overall time speed up over the
baseline. It is mainly because the shorter input of P,gorting
requires fewer multiplication triples used in oblivious sorting,
the generation of which is a time-consuming task. A similar
observation can be drawn from the WAN setting, the overall
performance gain is 1.8x and 2.4x for online and total
execution, respectively. For the other 3 queries, the online
(and total) execution of our protocol is 2.0x ~ 4.2x (and
75.1x ~ 2042.7x) faster than the baseline in the LAN setting,
and 2.4x ~ 25.1x (and 39.5x ~ 1016.7x) faster in the
WAN setting. This is because our protocol is sorting-free in
the one-side case due to the plaintext brought by our view. The
evaluation result demonstrates the great advantage of our GA
protocol over the traditional bitonic sorting-based one in real-
world queries, yielding up to 2042.7x efficiency improvement.

Num. | Q3 Q10 Q11 | Q12
2 25 | 16934 155 61.6
4 25 | 2167.6 | 1725 | 81.5
6 25 | 21824 173 82.3
8 2.5 | 21899 | 1732 | 82.7

TABLE IV: The ratio of the total execution time of baseline
vs. MapComp when querying multiple times in LAN setting.
Num. denotes the number of JGA queries.

To confirm the performance gain of our view-based frame-
work, we simulated a real-world query scenario for JGA.
Assuming the above TPC-H database can be updated dynami-
cally, we conducted multiple JGA queries on them in the LAN
setting, where the first query involves a view generation and
subsequent queries require only an on-demand view refresh.
The setting of the query, the baseline, and our approaches are
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the same as above. We quantified the ratio of the execution
time between the baseline and MapComp in Tab. IV. As
the number of queries increases, the efficiency advantage of
MapComp grows more obvious, achieving up to 2189.9x
efficiency improvement over the baseline. Similar trends can
be observed in all queries. We primarily attribute this to our
more efficient GA protocols and view refreshing compared to
the baseline. This result confirms the greater improvements of
MapComp in cases of multiple queries.

VII. RELATED WORK

MPC-based collaborative analytics systems. General
MPC, including secret sharing [53] and garbled circuit [54],
are widely used to compute the specific functions among mu-
tually distrustful parties, and many MPC-based collaborative
analytics systems have been proposed in recent years. SMCQL
series [2], [20] is one of the earliest database systems that
target privacy for collaborative queries under the MPC model
using garbled circuit and ORAM [55]. Conclave [11] extends
the secure query processing to spark. Senate [10] proposed a
decomposition protocol to decompose MPC computation into
paralleled-executed smaller units and provided security against
malicious parties. Scape [13] and SECRECY [31] are built on

at specific functionalities over the result of the set operation
[59]-[61]. For example, Secure Yannakakis [12] supports
collaborative join-aggregate queries with strong assumptions,
which limits its use cases. PIC [5] focuses on join-aggregate
queries for the case that the data sizes are unbalanced.

Enclave-based approaches. Many collaborative analytics
systems [62]-[64] rely on trusted hardware enclave. Enclave-
based approaches process data in plain within a physically
protected environment (e.g., Intel SGX), so they typically
achieve better performance than MPC. However, enclaves
require additional trust assumptions and suffer from side-
channel attacks [65], [66].

VIII. CONCLUSION AND FUTURE WORK

This paper proposed MapComp, a novel view-based frame-
work aimed at facilitating secure JGA queries. By employing a
specially crafted materialized view, MapComp pre-computes
and re-uses duplicated, heavy workloads of join to enhance
overall execution speed. Additionally, the materialized view
enjoys payload independence, enabling further optimization
of GA protocols, outperforming existing methods in various
scenarios. Looking ahead, we aim to expand our framework to
accommodate more general scenarios involving multiple data
owners and incremental databases. Furthermore, we intend to
incorporate support for malicious-secure MPC against active
adversaries in collaborative analytics.
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APPENDIX
A. Proof of Theorem 1

Proof. For Ppgiy, a secure PSI protocol [43] only reveals the
set intersection and nothing else due to its security guarantee,
which means only F is revealed to both Py and P;. Thus,
Ppsiv satisfies level-0 security.

For Ppiay, the functionality of PID [29] outputs (M, RI*)
to both parties as described in §III-D. Since |RI*| = | X UY|,
the Pyiqy naturally reveals the union size of X and Y. The
identifiers in RI* are generated randomly and M only tells
the mapping relation between the self-owned input and the
corresponding identifier in RI*, and nothing else is leaked due
to the security guarantee of PID. Thus, Py;qy satisfies level-1
security.

For Pgecy, the simulators for Py (or P;1) can be naturally
constructed by invoking the simulators of the invoked func-
tionalities and sampling random bits with the same length
of the outputs of the invoked functionalities. Thus, we can
easily prove Pgecy securely implement Ppap in the (Pepss, Pogy,
Pshutfles Ppercens P;em, Psinvp, Puux)-hybrid model. Thus, Pgecy
satisfies level-2 security. O

B. View Supporting for PF-FK Join

Now, we describe our view design for the PK-FK join. The
definition of the PK-FK view is slightly different from the
PK-PK view, and the generation and refresh require additional
steps.

W.L.O.G, we assume P;’s join key is a foreign key, which
means the values of R![k] are non-unique, and we can divide
them into groups based on distinct FK values. Our high-level
idea is to first align a single tuple within a FK group with
the corresponding tuple having the same PK key. Then, the
payloads of PK tuples are obliviously duplicated to the correct
locations to align the remaining tuples, completing the PK-
FK join. The single-tuple alignment process is independent of
the payload, which means it is reusable when the payload is
updated, so the view refreshing is partially free. We illustrate
the definition and operations of the PK-FK join view as
follows.

1) View for PK-FK join: Given tables R, R! with join key
k, the views held by Py, Py are Vo = (o, (E)S, (3%0), V1 =
(71,0, (E)Y, (3%)1, ), respectively, which satisfy:

1) J' =0 -7 -RY, and e; = 1 iff J}[k] € RO[K].

2) For 1 <i < |JY, 3Hk] < Ji 4 [k
3) For i € [|J]: if ¢; = 1, let p = first(J'[k],7), then
3y =RY o and I} =31 if e; =0, 37 =R) ..

2) Generation and refresh: The view is constructed in the
following steps, while the refresh operation only requires the
last two steps, so it is partially free. It is worth noting that
the cost of refresh is relevantly small since it only requires
oblivious switching and oblivious traversal taking O(1) rounds
and O(nllogn) bits of communication.

1. Mapping and alignment. First, we align a single tuple
within a FK group with the corresponding tuple having the
same PK key. To achieve this, a constant 1 is appended to the

PK value by Py and a counter number t[s] (e.g., 1,2,3...) is
appended to the FK value by P; for each tuple t, such that t[s]
denotes an incremental counter of tuples with the same join
key value t[k] (within the same FK group). Then, the parties
invoke PK-PK view generation protocols (described in §1V-C)
with inputs {t[k]||1}tecre and {t[k]||t[s] }ten:, respectively. Py
obtain 7y, (E)8 and P; obtain 7y, (E)Y.

Next, we need to ensure the sizes of o, 7, (E)P are not
smaller than |[R!| to allow the correct join of each FK tuple
subsequently. In this case, if n. = [(E)?| < [R!|, two
parties locally extend 7, 711 and (E)® to size |R'|. Specifically,
additionally Os are appended to the end of <E)b, w1 is extended
to a size-|R'| permutation?, and m, is extended to a size
|R!| injective function [[R}|] — [maz(|R°|, |[R!|)] with first n,
elements unchanged?.

Finally, two parties reorder the databases with my,m; to
obtain a temporary transcript D’ = 7; - R?. The tuple t! € D!
with t![s] = 1 will be aligned with a tuple t° € D° with
tO[k] = tl[k] if t'[k] € DY[k]; or a tuple t° € DY with
t°[k] ¢ D![k] otherwise. At this point, the first tuple of each
FK group of D! is correctly joined with the corresponding PK
tuple of DY.

2. Local sorting and oblivious switch. P; sorts the table D!
based on the key attributes &, s to get the permutation o and
result table J'. The parties invoke PP__ to switch DY, (E)P with
o and obtain (J°), (E')P. After this step, the tuples of J' with
the same key will be mapped together and sorted by s.

3. Duplicate the tuples. To achieve PK-FK alignment, the
last step is to obliviously set the payload of remaining tuples
of (J%) as correct values. The parties obliviously duplicate the
tuples of (J°), such that J9 = J?irst(ﬂ[k]@ holds if e} = 1,
where first(-,7) returns the first index of the group 4.

1) For i € |3°], (37) « Puux({€})®, (37), (1));

2) (E)® + Pepay((JU[K]), (E')P, x0r);

3) (3%) < Peray((J1[K]), (3°), sum).

Po set Vo = (7T07 <E‘/>87 <J0>0), Pr oset Vi =
(71, (E")®, (3%, 3"). This is the desired PK-FK join view
output, since for every valid tuple J} that satisfies e; = 1, the
payload of tuple J? is correctly joined and aligned with it.

C. Plain Permutation Protocol PP

perm
We describe the protocol P, that applies a shared permu-

tation (m) on a plain vector X to obtain (Y) = (7 - X) in
Fig. 16. By correctness of P{__ in step-1 and PP_ in step-3, it

holds that p(i) = 7(0(i)) and X; = Y, ;). Also, step-2 gives
Xz/ = Xp(z) Thus, we have Ya(i) = Xz, = Xp(i) = XTF(O’(i))'
This gives Y; = X (;) as required. Security directly follows
from the security of P} , and PP_ . Compared with P} . that

osn osn* perm

invokes OSN 4 times, PP___ only calls OSN 2 times and costs

perm
nearly half the communication of PZ,.,.

2To extend a size-x injective function 7 := [r] — [y] to a size-y
permutation where y > x, we can append y—x elements in [y] — {7 (¢) }ic[q)
to the end of .

3To extend a size-x injective function 7 := [2] — [y] to a size-z injective
function 7/ := [z] — [y] where y > z > x, we can randomly select z — z
elements from [y] — {m(i)};c[»] and append them to the end of m.



k x kys k x kys kys k x k x
k2 x21 k4 y1i1 1 k4 x4 ka4 y1i1 10 k4 ylil 1] k4 x4 1) k4 x4
k4 x4i k7 y2:1 01 k6 x61 k5 y5:2 50 k4 y4 2 0| |kl x1 1) k4 x4
k6 x6 kSyBlﬂ)O k2 x2 k7y219>6 k5 y3:1: Fosn 1 kaSQ)l k5 x5
k1 x1i k4 y4'2 01 k3 x31 ' k5 y6'3 20 k5 y5i2 0| k6 x6 1) k5 x5
k5 X51 k5 y5:2 0 kL x1i: k4 y4:?2 4 k5 y6:3 0 k3 x3 1) k5 x5
k3 x31 k5 y6'3 1/ k5 x50 k5 y3i1 30 0k7 y2i1 0 k2 x2 o |1 1
RO R (E) [ D! o U (E') (L) (E) (J°)

Fig. 15: Example of the view generation for the Pk-FK join,
where the result permutations in the first step are my =
(2,3,1,6,4,5) and m = (1,5,2,6,4,3). We use z,y to
denote the other attributes besides k in R and R!.

Input: A length-n shared permutation (7) and a length-n plain
vector X owned by S.
Protocol:

1) The parties invokes P, where R acts as receiver with a
random length-n permutation o. (p) + P5., (0, (7).
2) The parties reveal (p) to S, and S computes X' = p- X
3) The parties invokes PE,, where R acts as receiver with o~
(¥) & Poy(o L, X,
Output: The shared relation (Y) = (7 - X).

1

Fig. 16: Protocol PL,., to applying a shared permutation on a
plain vector.

D. Bitmap-assisted Sorting-based GA Protocol Pysorting

We present the protocol Ppgorting in Fig. 17. The main
difference compared t0 Pogorting 1S replacing Pggory With
Pypitsort to obtain better efficiency. The first two steps aim to
generate bitmap encoding for tuples in the join result, such that
JO[b7] = 1 iff J2 belongs to the join result and the group value
of J? equals D?°. Thus, the result permutation in step 4 will
sort all tuples in the lexicographic order of attributes e, go, 91.

The following steps 5-7 permute relations based on o, and o,
similar to Pogorting. Thus, oblivious grouping based on go, g1
is achieved. The protocol PP, ((m), X) will be described in
appendix E.

Input: Same as Fig. 6.
Protocol: After step 2 of Fig. 6:

1) Po generates bitmap encoding of go: {bJ0 b1

2) Compute for j € [do],i € [n]: (II[])

3) Invoke P, and append results mto T
as receiver with input oy,. ((T[p1])®,
Paa(on, (°10'])°, ..., (°[B%0])).

4) (mg0) = Posssore (T [01])°, .. (L7 [p])).

5) The parties invoke PY,  where P acts as sender, and
append results into T®: ((T®[g1]), (TP [w1]), (p))
PPocp((Tg0)s TH [91], T [1], o).

6) The parties invoke Pperm and append results into T(Q),
where Po acts as sender: ((T®[go]), (T®@[vo]))
Pgerm(< > (Jo[go]7Jo[vo]))'

) (TP[e]) < Pherm((p), (B)°).

Then: Run the remainder after step 5 in Fig. 6.

30 bdﬂ]}
© (B[]
R where P1 acts
L (TON)))

Fig. 17: Bitmap-assisted sorting-based GA protocol Pysorting-

E. Inverse Permutation Protocol P1an

We describe the protocol that applies an inverse permutation
of 7 on a plain vector X to obtain (Y) = (7~!. X). The
protocol steps are similar to PP, (Fig. 16) with the same
complexity. The vap is described as follows. The parties first
compute (p) < P3_ (o, (m)) where S acts as receiver with a
random permutation o. Then, the parties reveal (p) to R. S
compute X’ = o - X. Finally, the parties compute (Y) <«
PS..(p7!, X’) where R acts as receiver. Correctness follows
from the associative law of permutation (similar to PP, ) and
security directly from the security of sub-protocols.

perm
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