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Abstract—Industry 5.0 depends on intelligence, automation,
and hyperconnectivity operations for effective and sustainable
human-machine collaboration. Pivotal technologies like the In-
ternet of Things (IoT) enable this by facilitating connectivity and
data-driven decision-making between cyber-physical devices. As
IoT devices are prone to cyberattacks, they can use blockchain
to improve transparency in the network and prevent data
tampering. However, in some cases, even blockchain networks are
vulnerable to Sybil and 51% attacks. This has motivated the de-
velopment of quantum blockchains that are more resilient to such
attacks as they leverage post-quantum cryptographic protocols
and secure quantum communication channels. In this work, we
develop a quantum binary voting algorithm for the IoT-quantum
blockchain frameworks that enables inter-connected devices to
reach a consensus on the validity of transactions, even in the
presence of potential faults or malicious actors. The correctness
of the voting protocol is provided in detail, and the results show
that it guarantees the achievement of a consensus securely against
all kinds of significant external and internal attacks concerning
quantum bit commitment, quantum blockchain, and quantum
Byzantine agreement. We also provide an implementation of the
voting algorithm with the quantum circuits simulated on the IBM
Quantum platform and Simulaqron library.

Index Terms—Industry 5.0, Decentralized IoT, Binary voting,
Bit Commitment, Quantum Blockchain

I. INTRODUCTION

The Internet of Things (IoT) refers to the interaction be-
tween the physical and digital worlds through a network
of interconnected objects such as smart devices, actuators,
sensors, radio-frequency identification (RFID) tags, etc. Within
the novel paradigm of IoT, these objects interact with each
other via unique addressing schemes to share data and equip
themselves with ubiquitous intelligence, which helps them to
carry out complex tasks without human intervention. Initially
introduced as part of Industry 4.0 to distribute the workload
over decentralized networks of devices, it has also proven
to play a crucial role in fostering Industry 5.0, especially in
manufacturing, transportation, and healthcare [1].

Typical decentralized approaches for implementing IoT
networks had problems regarding reliability, scalability, and
traceability of the data workflow on distributed nodes in
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the network [2]. One possible solution for these problems
is to use the blockchain that records transactions securely
and transparently on a distributed network. However, en-
suring all IoT devices in the blockchain network agree on
the validity of transactions and can coordinate effectively is
tricky due to the resource constraints of IoT devices that
inhibit employing heavyweight consensus mechanisms based
on Proof of Work [3]. Moreover, the security of data integrity
and communications on traditional blockchain networks is
dependent on classical cryptography tasks that are threatened
by the development of fault-tolerant quantum computers that
are speculated to be able to perform critical tasks like factoring
efficiently in the future [4], [5]. A feasible approach to tackle
the latter is to use the quantum blockchain, which would use
quantum mechanical principles such as entanglement along
with quantum secure communication and cryptography proto-
cols to enhance the security and reliability of the blockchain
in these respects [6], [7].

In this work, we demonstrate a possible solution for the
former, i.e., a novel self-tallying quantum binary voting al-
gorithm with internal auditing for assisting in leader election
and reaching a consensus on quantum blockchain networks.
The key contributions of this paper are threefold. First,
we provide a complete algorithmic description of our self-
tallying quantum consensus protocols for decentralized IoT
environments assuming that each pair of nodes (devices) is
connected via an authenticated quantum channel along with
a classical channel on a quantum blockchain, where non-
participating nodes can independently audit the entire voting
process and hence improving the work done in [8]. Second,
the security analysis of the proposed has been done to prove its
resilience against various attacks, both internal and external,
and satisfies the requirements such as anonymity, binding, non-
reusability, verifiability, self-tallying, etc. Finally, the consen-
sus subroutine of the protocol has been implemented on the
IBM Quantum platform [9] by designing the required quantum
circuits and its ballot commitment subroutine has been verified
via the Simulaqron library [10].

II. RELATED WORK

This work targets various key areas that have remained
disjointed until recently. In this regard, we encourage users
to first take a look at [11] for decentralized IoT network, [12]
for blockchain technologies, [13] for quantum computing and
[14] for electronic voting.

A. Blockchain in IoT
An IoT ecosystem is a system of systems with many

technological and physical components interacting via the
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internet. Each component generates, shares, and analyzes data
to perform a common goal interconnectedly. Due to its se-
cure, decentralized, and autonomous capabilities, Blockchain
technology can support IoT ecosystems in data decentraliza-
tion, transparency, verifiability, consensus, and security [15],
[16]. However, such integration has challenges, including
scalability, security, interoperability, and regulation of both
technologies as shown in [17]. We refer readers to [18], which
has studied the IoT systems with their security challenges
in further detail and presents blockchain-based solutions for
them.

B. Blockchain-based Voting Protocols

Various blockchain-based voting protocols that employ clas-
sical techniques to reduce the involvement of the third party
and achieve transparency have been proposed. For example,
an approach has been proposed using non-broadcasting blocks
where two blocks might be constructed but one remains non-
broadcasted. The non-broadcasted block can be disseminated
whenever desired, ensuring the nominee’s choices are secure
until the results are computed [19]. Another key concern
is ensuring voters’ privacy and anonymity, which can be
addressed by utilizing a central authority that grants voter
eligibility [20]. At the same time, the voting protocol allows
multiple attempts to vote with replacement to remove coercion
[2]. Similarly, public blockchains that are visible to everyone
and have no centralized authority might be used [21], [22].

C. Quantum-based Voting Protocols

Unconditionally secure voting protocols can be built by
using quantum cryptography protocols. However, they should
satisfy anonymity, receipt-free, binding, non-reusability, veri-
fiability, eligibility, self-tally, and fairness requirements to be
reliable and useful. Several quantum protocols for electronic
voting have recently been developed. For example, a voting
system based on controlled teleportation has been proposed
[23], which meets all of the above characteristics but requires
more simplicity to implement it. Here, we implement an
enhanced voting protocol that satisfies all the aforementioned
critical requirements while also being resilient to internal and
external attacks.

III. PRELIMINARIES

A. Cheat Sensitive Quantum Bit Commitment

In a fair decision-making process, each participant must
be allowed to commit to a chosen value or statement while
keeping it hidden from others, which they can reveal later
for tallying and verification. The bit commitment scheme can
legislate such a process while tagging any deviation from
the fair process as a cheating attempt. If the probability of
detecting these cheating attempts is non-zero, then it refers to
such a commitment scheme as a cheat-sensitive quantum bit
commitment (CSQBC) protocol [24], [25].

In the context of the voting protocol in a blockchain envi-
ronment, the nodes generally can act as voters ∈ V and miners
∈ M . The voter Vi uses CSQBC for committing 2k bits of

information to miner Mi which provides better security against
attacks when compared to other bit commitment schemes. The
whole protocol can be broken down into three phases, each of
which would require the following two common parameters:

• m ⇒ The number of balanced-uniform sequences pre-
pared by each Mj to prove its integrity to Vi.

• n ⇒ The length of each such sequence which is sent to
each voter Vi from each miner Mj .

By choosing the values of these two parameters appro-
priately, the probability of failures involved can be reduced
to be as small as required, i.e., causing the protocol to be
probabilistically secure while making no assumptions about
the intelligence or the computing power of miners or voters.

B. Quantum Byzantine Agreement

In a distributed system, it is essential to reach reliability
which generally requires all fault-free components of the
system to agree on a common value, even if some components
are corrupted. The problem of how to use such an agreement
is known as the Byzantine agreement (BA) problem [26].
We implement a quantum solution to the slightly weaker
Byzantine agreement problem,where if one of the generals
is complicit, the rest of the honest generals may or may not
reach a consensus. This can be achieved by using entanglement
distribution either to reach an agreement or disagreement by
distributing many qutrit triplets |ψj⟩ amongst the parties.

C. Quantum Secure Communication protocol

A communication protocol allows transmitting information
via any variation of a physical quantity between two parties,
and its security mainly depends upon the used key, which can
be broken. Therefore, the quantum key distribution (QKD)
protocol allows the unconditional secure transmission of ran-
dom binary keys between the parties [27]. The security of these
keys will depend upon forging the information encoded in non-
orthogonal states. Both voters and miners can communicate
via such a protocol using quantum secure communication
(QSC). The required authentication steps for the nodes on the
blockchain network are achieved via the QKD protocol on
these channels, as shown in Fig. 1. These include authenticat-
ing devices as voters by the election preparation service and
the miners’ validation before the opening phase.

D. Swapping

The main challenge of protocol implementation on IBMQ
systems is constrained by the number of qubits and their
connectivity. As a result, we postulate the presence of a
quantum secure communication channel through which voters
and miners can interact. In our implementations, we rely on
using swap gates as an analogous quantum circuit operation
to implement the whole procedure for transferring information
from voter Vi to miner Mj .
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Fig. 1: The system model of our blockchain-based quantum binary voting in a decentralized IoT. In our context, the protocol will have
six components: (i) an IoT environment, which constitutes all the interconnected devices, (ii) an election preparation service (EPS), which
authenticates and verifies devices as voters and maintains a voter list, (iii) voting environment, which constitutes all those devices that are
authenticated and registered as voters (V ) by EPS, (iv) consensus environment, which constitutes of miners (M ) who take the masked ballots
and reach a consensus on the result (v) the quantum-secure communication gateway which connects the voting and consensus environment,
and (vi) an independent auditor, which can scrutinize the voting process for any complacency. The voters communicate with each other
to prepare their masked ballots and then commit them to the miners residing on the same or different quantum blockchain. Then, miners
authenticate the voters and their masked ballots via QKD protocol. Finally, on successful verification, they reach a consensus on the masked
ballots via the quantum Byzantine agreement (QBA) protocol.

IV. THE QUANTUM BINARY VOTING SYSTEM MODEL

A. System Model

The proposed framework of the quantum binary voting sys-
tem model in a decentralized IoT setting, which is blockchain-
based and self-tallying, is shown in Fig. 1. The system consists
of six components: (i) devices in the IoT environment, (ii) an
election preparation service (EPS), (iii) voters in the voting
environment, (iv) miners in the consensus environment, (v) the
quantum-secure communication gateway connects the voting
and consensus environment, and (vi) an independent auditor.
The blockchain nodes can be smart devices, actuators, sensors,
or any other IoT devices interconnected within the system. To
qualify as a voter, each device must register and authenticate
itself via EPS onto the network before releasing its votes
through the gateway to the blockchain. Similarly, EPS will
elect miners from the nodes on the same quantum blockchain
that are not participating as voters. Once authentication and
registration are completed, nodes that qualify as voters can
communicate with other devices to prepare their masked
ballots. After their preparation, ballots are sent to the mining
nodes, which can authenticate them and determine the result
by reaching a consensus. Note that the quantum blockchain
leveraged in the model should be either a private or con-
sortium blockchain (according to different voting scenarios)
rather than a public blockchain so that participation could
be further permissioned. Furthermore, the whole system’s

security depends on the quantum blockchain and quantum-
secure communication gateway and the nodes that are neither
participating as voters nor as miners can act as independent
auditors to scrutinize the voting process for any complacency
as they can interact with voters and miners.

B. System Operations

To describe the operations of the binary voting protocol, we
concentrate only on the voting and consensus environments,
where there exists a network of voters (V ) and miners (M ),
respectively. It is assumed that there exist quantum secure
channels for their communication, and all voters on the
blockchain use them to distribute a voting matrix V whose
preparation is discussed below. Using this matrix, every voter
∈ V generates a masked ballot which is then committed
to all the miners in the same or different blockchain via
a commitment protocol. Finally, all miners ∈ M use the
Byzantine agreement protocol to reach a consensus on the
masked ballots to obtain the results eventually. The entire
operation scheme is represented in Fig. 1 with each of the
described components. We shall now discuss the main steps
of our voting protocol.

1) Ballot Preparation
The first step for ballot commitment involves generating a

voter matrix and distributing it via a quantum secure commu-
nication channel (QSCC) on a quantum blockchain. To build
the integer voting matrix V, each of the N voters, Vi, would
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V1 V2 V3

Private Votes (vi) v1 = 1 v2 = 0 v3 = 0

Voting Matrix (V)

r11          0            4

3           r22           1

2           1           r33

Masked Ballots (vi)

 v1 = 1 + [(3 − 0) + (2 − 4)] = 2 ≡ 2 mod 4 

V  v2 = 0 + [(0 − 3) + (1 − 1)] = −3 ≡ 1 mod 4 

 v3 = 0 + [(4 − 2) + (1 − 1)] = 2 ≡ 2 mod 4 

V

V

V

Voters (Vi)

Fig. 2: An example of preparing a vote matrix V and masked ballots
v̂i for N = 3 voters.

generate N − 1 non-negative integers for ith row and the
diagonal elements are then populated randomly with positive
integers, such that the sum of each row is divisible by N +1.

Each voter Vi uses a QSCC to share the element Vij of
its row with the voter Vj . After that, each voter Vi calculates
their masked ballot v̂i by computing the sum of all elements
Vji received by them and adding to it a binary variable vi
describing their vote. Finally, each Vi commits their masked
ballots to all the other miners Mj in the blockchain via a
commitment protocol discussed in the subsequent section, who
will decide the result of voting by calculating the sum of the
masked ballots. An example of the process among three voters
is summarized in Fig. 2.

2) Ballot Commitment
The masked ballot is to be committed to every miner in

the blockchain. This is achieved via cheat-sensitive quantum
bit commitment (CSQBC) protocol, where every voter Vi

commits their masked ballot bitstring v̂i to every miner Mj

by initiating the following two phases sequentially [25]:
a) Preparation phase

In the preparation phase, every miner Mj prepares m + k
balanced-uniform sequences (BUS) of n qubits, where n mod
4 = 0, k = ⌈log2 (N)⌉ and m ≥ k. Each BUS is made
of an equal number of qubits in the states |0⟩, |1⟩, |+i⟩ and
|−i⟩ and is shuffled randomly before being sent to voter Vi.
Each voter will choose m sequences at random for the miner
Mj to reveal them and store the left-out k sequences as QS.
Then, voter Vi measures these m sequences of qubits in the
relevant basis to check whether miner Mj has prepared the
qubits in the required form - qubits in states |0⟩ / |1⟩ and |+i⟩
/ |−i⟩, in the Ẑ and Ŷ Pauli bases, respectively. Once the voter
Vi confirms miner Mj has prepared all the communicated
sequences uniformly, they proceed with the commitment phase.
Otherwise, they conclude that Mj is cheating and abort the
transaction.

Algorithm 1: Performing commitment and de-
commitment of the masked ballot requiring two bits
(k = 1), where (I)CBM state refers to the state yielded
from (in)correct basis measurement.

Commitment requires n mod 4 = 0, m > 0
1 for Voter Vi ∈ V do
2 Every miner Mj generates m+ 1 balanced-uniform

sequences (BUS) of n qubits.
3 Communicate: All BUSMi ⇒ Vi

4 Measurement: Vi randomly measures m BUS from Mj

5 if Measurement is not balanced and uniform then
6 Mj is cheating ⇒ Abort
7 Commitment: Vi operates on QS, i.e., the

unrevealed-unmeasured BUS sequence:
Commit 00/01/10/11⇒ Apply RX(0/π

2
/π/ 3π

2
)

8 ∀ commitments Vi ⇒Mj : CSMj

Vi
← n/2 random bits.

9 Swapping: QSMj

Vi
[2k− 1] ⇔ QSMj

Vi
[2k] ∀ CSMj

Vi
[k]⇒ 1

10 Measurement: Every miner Mj measures QS
Mj

Vi
in

{|0⟩ , |1⟩} basis, or in the {|i⟩ , |−i⟩} basis.

De-commitment requires CS, QS
11 for Voter Vi ∈ V do
12 Revelation: ∀ commitments Vi ⇒Mj : Reveal CS

Mj

Vi

13 for Miner Mi ∈M do
14 Unswapping: Perform the SWAPS from CSMi

Vj

15 Opening: Miner Mi begins restoring the b0b1 bits
committed by Voter Vj

16 Restore
17 b0b1 ⇒ 00: RX(0)(CBM state) = Original state
18 b0b1 ⇒ 01: RX(π)(CBM state) = Original state
19 b0b1 ⇒ 10: RX(π/2)(IBM state) = Original state
20 b0b1 ⇒ 11: RX(3π/2)(IBM state) = Original state

21 for Voter Vi ∈ V do
22 Consensus: Miners (M) reach a consensus on the bit

committed by Vi

b) Commitment phase
In this phase, every voter Vi commits their masked ballot

v̂i as two bits (b0b1) at a time by applying quantum operators
to each of the k sequences in QS. More concretely, voter Vi

can commit 2k bits, where for each bk0b
k
1 = 00/01/10/11,

they apply RX(π(b0 + b1/2)) to corresponding kth QS and
generates a classical bit string CS of length n/2 for shuffling it.
They then send the k permuted QS back to the Miner Mj who
would measure, who measures each qubit of the sequences in
either of the Ẑ and Ŷ Pauli bases and stores the result.

3) Ballot Decommitment
Ballot tallying in the quantum binary voting is performed

via de-commitment through the following two phases and
compiled in the Algo. 1 after the commitment:

a) Opening phase
Initially, every voter Vi reveals their permutation sequences

CS to every miner Mj present in the blockchain to whom he
had committed previously. Using each of the CS, miner Mj

decodes the original position of each qubit in the correspond-
ing QS to gather swapping information, which is possible
only because it is miner Mj who had initially prepared it.
This allows Mj to determine whether each term in that QS

4



was measured in the correct basis or not, and recover the
bits committed by voter Vi based on the state (I)CBM, i.e.,
the post-measurement state of all the qubits measured on a
(in)correct basis, respectively. If applying RX(π(b0 + b1/2))
to CBM (IBM) allows Mj to obtain the original state, then
the Vi had committed either 00 or 01 (10 or 11). This process
is repeated until all 2k bits are recovered by each miner who
will then attempt to reach a consensus on their values with all
the other miners on the network.

b) Consensus phase
All the miners ∈M run the quantum Byzantine agreement

protocol to reach a consensus on the values of masked
ballot [v̂1 . . . v̂2k]. To achieve the agreement, three miners
are selected at a time Mi, Mj , and Mk and share amongst
them T copies of a special three-qutrit state known as the
Aharonov state |A⟩ = 1√

6
(|0, 1, 2⟩ + |1, 2, 0⟩ + |2, 0, 1⟩ −

|0, 2, 1⟩ − |1, 0, 2⟩ − |2, 1, 0⟩), that can be mapped to a corre-
sponding six-qubit state |A⟩ = 1√

6

(
|00⟩M1

(|01⟩M2
|10⟩M3

−
|10⟩M2

|01⟩M3
) + |01⟩M1

(|10⟩M2
|00⟩M3

−|00⟩M2
|10⟩M3

)+

|10⟩M1
(|00⟩M2

|01⟩M3
− |01⟩M2

|00⟩M3
)
)
.

Furthermore, to reach a consensus on the value of the
masked ballot, the protocol is run sequentially for each bit in
masked ballot v̂i. In every iteration, a miner Mi is elected as
a leader at random, who sends the bit x in their possession to
the other two miners {Mj ,Mk} classically and measures their
pair of shared qubits in the computation basis for every |A⟩
state until their measurements equal x. They send the index
t of that state to both Mj and Mk, who store the collective
information as {xj , Ij} and {xk, Ik}, respectively. Then, both
Mj and Mk check the consistency of their results by first cross-
checking them with the copy of the masked ballot bitstring v̂i
they possess and then by measuring their pairs of qubits in
the computation basis. They set their consistency flag if they
have consistent data, i.e., all the indices in Ij(k) ̸= xj(k), or
else they will put it down. Finally, they communicate their
consistency flags with each other and reach a consensus if
their flags are in agreement. However, if their flags disagree,
they would know that Mi was complicit and hence update their
value of the bit x from the other miner’s value.

Additionally, there could be a case where both miners Mj

and Mk have consistent data but different values of the bit.
In this scenario, miner Mj tries to convince Mk that they are
not complicit, i.e., their data is trustworthy, by sending all
indices t ∈ Ij with the opposite answer. Miner Mk then checks
whether he got enough indices t, such that all t /∈ Ik and post-
measurement state of their qubits of |A⟩ are predominantly
|10⟩. If they succeed, the data and the ballot bit are updated for
the other miner. It is important to note here the term enough
can be represented by an agreement probability λ, i.e., the
mean fraction of convincing indices should be ≥ λ. This leads
to two variations of successful terminations of the agreement
protocol. The first kind, where there is a disagreement at
the end of the convincing step is referred to as detectable
broadcasts and the second kind, where an agreement is reached
is called successful broadcast. We present the whole procedure
in the Algo. 2 and the success probability P (S) of both
variations with the number of |A⟩ state miners ∈ M will

Algorithm 2: Performs Byzantine agreement among
miners (M) for a masked ballot vi using N Aharonov
states |A⟩.

Agreement requires N > 0, M ̸= {ϕ}, v̂i
1 for t ← 1, T do
2 Prepare |A⟩t
3 Communicate: Distribute |A⟩tMj

to each Mj ∈M

4 for bit ∈ v̂i do
5 Select the leader Mj

6 x ← Mj’s bit
7 Communicate: {Mk, Ml} ← x
8 Measurement: Outcomes ← All |A⟩tMj

are measured
by Mj

9 for Outcomes Oi do
10 if Ot == x then
11 if Mj is Honest then
12 Communicate: Mk : {xk, Ik} ← x, t
13 Communicate: Ml : {xl, Il} ← x, t
14 else
15 Communicate: Mk : {xk, Ik} ← x, t
16 Communicate: Ml : {xl, Il} ← 1−x, t

17 for {xk, Ik} and {xl, Il} do
18 if xp == Mp’s bit then
19 Measurement: y ← |A⟩tMp

measured by Mp

20 if all y ̸= xp then
21 FlagMp ← Consistent
22 else
23 FlagMp ← Inconsistent

24 Communicate: FlagMk ⇔ FlagMl

25 if FlagMk == FlagMl and xk == xl then
26 Agreement: Successful Broadcast
27 else if FlagMk ! = FlagMl then
28 Communicate: Update to consistent bit value
29 Agreement: Successful Broadcast

30 else
31 Convince: Mk ⇒ Ml

32 if Convinced then
33 Agreement: Successful Broadcast
34 else
35 Disagreement: Detectable Broadcast

possess is shown in Fig. 5.

V. SECURITY ANALYSIS

In this section, we present an analysis of the security of
the proposed quantum binary voting protocol against internal
(i.e., the complacency of voters and miners) and external
attacks (i.e., by some unwarranted adversary, might affect/-
tamper with the final results). Furthermore, we estimate the
required computational resources for these attacks and show
how the CSQBC and quantum blockchain ensure that the
protocol satisfies the blockchain requirements like binding,
transparency, fairness, etc., as discussed in Section II-C.
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Fig. 3: (a) State preparation circuit for the Aharonov state |A⟩. When decomposed into the basis gates [U,CNOT] supported by IBM quantum
hardware, the depth of the circuit would be 146, and it would use 97 single-qubit U gates and 83 two-qubit CNOT gates. (b) The probability
distribution of the state prepared by the circuit on a noiseless device.

A. Quantum Bit Commitment

CSQBC protocol [8] showed that for Alice to commit every
two bits to Bob, the amount of resource of bits and qubits
needed is (m+ 1)× n, where m is the number of sequences
and n is the length of each sequence. For Alice to successfully
cheat, she must change a committed bit before revealing it
to Bob. The successful probability pa for this to happen is
(1/2)n, and there’s a probability of 1/2 for her to get detected.
In contrast, Bob cheats successfully if he gets some knowledge
of the committed bit before Alice reveals it to him. The success
probability pb for this to happen is (1 − 1/4n)/(m + 1) ≈
1/(m+1) for large n, and there’s a possibility for more than
1/2 for him to get detected. This enhanced security of the
CSQBC makes the protocol binding and ensures fairness.

B. Internal Attacks

Quantum bit commitment ensures that neither voters can
change their masked ballots nor miners can get non-trivial
information regarding them before the tally phase. However,
there still can be complacency in how voters and miners
behave. The first way would be for a voter Vi to send the
wrong values of Vij to Vj . Due to access to the quantum
secure communication channel, other voters will not know
if they received the correct value and construct the voter
matrix V. However, nodes on the blockchain that are not
participating in the election process can act as independent
auditors. They can inquire about the values Vij (Vji) from
both Vi and Vj , and catch any cheating amongst the voters.
Another possibility for an internal attack would be for one
of the miners to be complicit and disrupt the consensus
phase. As discussed in Section VII, given sufficient quantum
resources while complicit miners are ≤ ||M ||/3, the consensus
probability pc would remain almost equivalent to 1. Moreover,
since the quantum blockchain is transparent by design, it
ensures users self-tally simply by calculating the sum of the
masked ballots and verifying whether the correct masked ballot
is successfully uploaded to the blockchain database.

C. External Attacks

In a voting protocol, an external adversary would prefer
to manipulate or tally the ballots before the tallying phase.
For an adversary to do so, it can perform a CNOT or Ping-
Pong attack on the quantum blockchain [28]. The adversary
would require the same number of qubits as present with the
nodes acting as miners in the blockchain to perform such an
attack which will be infeasible in large blockchain networks.
Moreover, an adversary will not be able to manipulate the
ballots before the opening phase due to the concealing and
binding property of CSQBC. Even if it tries to manipulate
them during the consensus phase, it becomes equivalent to
an internal attack, for which the quantum Byzantine protocol
is sufficiently resilient as discussed before. Another way a
CNOT or Ping-Pong attack could be done is by getting hold
of the key used for authentication on the quantum blockchain
using the QKD protocol [27]. However, even if the adversary
gets the key, it cannot append another ballot using voter’s
authentication as quantum blockchains don’t allow double-
spending attacks. Accordingly, by its design, the quantum
blockchain maintains eligibility, i.e., only authenticated voters
can successfully communicate with the miners.

VI. SIMULATIONS AND RESULTS

In the following subsections, we show the success proba-
bility of commitment of two-bit masked ballots and achieving
consensus over their values with three miners using the cheat
cheat-sensitive quantum bit commitment (CSQBC) and quan-
tum Byzantine agreement (QBA) protocols, respectively. Both
protocols have been implemented via IBM Qiskit [9] and the
working of the former has been additionally verified with a
subsequent implementation using SimulaQron [10].

A. Commitment protocol

The success probability for the CSQBC scheme is defined
as the number of times bits committed by the voters Vi in the
commitment phase are the same as the miners Mj after the
opening phase when the simulations are performed multiple
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Fig. 4: (a) Probability of success for committing the right bit via CSQBC protocol is plotted against n, i.e., the number of qubits required to
generate the sequence QS, for different bitstrings. (b) Fidelity of |A⟩ states prepared in different IBMQ backends with respect to |A⟩ state
prepared via an ideal noise-less simulation. Here, we have used noise models from different hardware backends for our simulations.

times. We use this as a metric and repeat the scheme 1000
times for n ∈ [4, 8, 12, 16] using the SimulaQron library to
perform two bits. The results are shown in Fig. 4a, where the
failures in committing the bit occurred due to the intrinsic
probabilistic nature of the protocol and not due to noise
as the simulations are performed in an ideal environment.
Moreover, the success rate does not depend on the value of
m, as voter Vi and miner Mj work primarily only with one
qubit sequence, QS. We also performed a similar simulation
on the IBM Quantum platform with n = 4,m = 1, k = 1,
where we achieved similar results. In this case, as the entire
commitment from a voter Vi to a miner Mj will take 32 qubits,
the simulations were done in a partwise manner. The swap
operators were used for transferring qubits (encoding bit data)
between miners and voters, and rotation gates were utilized in
creating the required basis for measurements.

B. Consensus Protocol

The QBA protocol involves distributing T copies of the
Aharonov |A⟩ amongst all miners. The preparation of one
|A⟩ on different IBM quantum devices (4b) is performed and
then their construction by these devices is assessed using the
quantum state tomography, where given the measurement data
{mi}, the maximum likelihood state is found by minimizing
the log function, Llog

∑
i[mi − Tr(σiρ)]2 for ρ ≥ 0 and

Tr(ρ) = 1. In our experiments, we considered ρ to be the
experimental noisy density matrix of the maximum likeli-
hood state. We used it to calculate the fidelity F (ρ, ρ0) =[
Tr

√√
ρnoisyρideal

√
ρnoisy

]2
with respect to the ρ0, the density

matrix for the ideal |A⟩. From the results, it is obvious that out
of all three hardware backends that were available publically at
the time of running these simulations, only Casablanca could
do a decent state preparation that can be improved further
using error-mitigation routines. Furthermore, the P (success),

i.e., the success probability with different numbers of |A⟩
states are obtained in the presence of at most one complicit
adversary present amongst the miners M and is shown in Fig.
5. It is noted that for n > 25 |A⟩ states, the success probability
for both detectable and successful broadcasts grew to ≈ 100
percent. Since each |A⟩ requires 6 qubits, this means the
qubit requirement would be ≈ 200 qubits for each consensus
iteration, unless qubits could be reused and reshared among
the miners.

VII. DISCUSSION AND CONCLUSION

This paper demonstrates the implementation of a novel
voting protocol based on quantum blockchain that satisfies
requirements regarding anonymity, receipt-freeness, fairness,
eligibility, non-reusability, binding, self-tallying, and verifia-
bility. Our proposed protocol improves upon the one given by
[8] in the ballot preparation and commitment step. We use
n × (n − 1) non-negative integers for building the voting
matrix, skipping the diagonal element, making it possible
to verify an internal attack in the quantum blockchain by
allowing the non-participating nodes to act as an independent
auditor. Additionally, we perform a bit commitment proto-
col that is implementable by current hardware as it doesn’t
rely on resource-intensive quantum memory and multipartite
entanglement. We also show a consensus mechanism based
on Byzantine agreement protocol that could be implemented
efficiently via qubit reusing strategies.

By implementing these protocols for the simulations, we
could compare the IBM Quantum (IBMQ) and SimulaQron
platforms for performing quantum simulations. IBMQ pro-
vides access to hardware for executing low-depth quantum
circuits and the Qiskit software stack for building arbitrary
quantum circuits. By contrast, SimulaQron is more suitable
for classically simulating quantum networking protocols and
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Fig. 5: The probability of (a) detectable and (b) successful broadcasts increases with an increment in the number of Aharonov states |A⟩
that have been distributed within the miners M , even if there are complicit miner(s), for any sufficient agreement probability λ ≥ 0.9. Here,
the parameter γ represents that complicit behaviour exhibited in the miner within the blockchain system in any iteration, where: (i) γ = 0,
any of the three miners is complicit at random and (ii) γ = i ̸= 0, only miner Mi is always complicit.

utilizes the concept of virtual qubits to execute decentral-
ized algorithms with reduced overheads. However, due to
the limitations of both these platforms regarding functional
quantum secure communication channels, security and im-
plementation burdens still need to be overcome to achieve
a fully implementable quantum blockchain and demonstrate
an IoT network integrated with quantum bit commitment and
Byzantine agreement protocols. We leave this as an extension
of this work for the future.

Based on our work and state of the current literature [29],
[30], [31], we conclude that the IoT framework can benefit
from adopting the quantum blockchain technology. In this
spirit, we provide an effective and efficient voting protocol
that would enable tasks requiring consensus, pushing forward
the feasibility of the quantum blockchain for this purpose
on the current hardware and steering the effort to come up
with simpler solutions to the individual components that were
previously thought to be cumbersome and complicated.
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