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Intrusion Detection Systems (IDS) are crucial for identifying malicious traffic, yet traditional signature-based
methods struggle with zero-day attacks and high false positive rates. Al-driven packet-capture analysis offers a
promising alternative. However, existing approaches rely heavily on flow-based or statistical features, limiting
their ability to detect fine-grained attack patterns.

This study proposes Xavier-CMAE, an enhanced Convolutional Multi-Head Attention Ensemble (CMAE)
model that improves detection accuracy while reducing computational overhead. By replacing Word2Vec em-
beddings with a Hex2Int tokenizer and Xavier initialization, Xavier-CMAE eliminates pre-training, accelerates
training, and achieves 99.971% accuracy with a 0.018% false positive rate, outperforming Word2Vec-based
methods.

Additionally, we introduce LLM-CMAE, which integrates pre-trained Large Language Model (LLM) tokeniz-
ers into CMAE. While LLMs enhance feature extraction, their computational cost hinders real-time detection.
LLM-CMAE balances efficiency and performance, reaching 99.969% accuracy with a 0.019% false positive rate.

This work advances Al-powered IDS by (1) introducing a payload-based detection framework, (2) enhancing
efficiency with Xavier-CMAE, and (3) integrating LLM tokenizers for improved real-time detection.

CCS Concepts: « Security and privacy — Intrusion detection systems; « Computing methodologies —
Neural networks.

Additional Key Words and Phrases: Al-based Intrusion Detection, Large Language Models, Text-Convolutional
Multi-Head Attention Ensemble, Comparative Performance Analysis
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1 INTRODUCTION
1.1 The Necessity and Limitations of Al in Network Security

Intrusion Detection Systems (IDS) play a crucial role in identifying malicious traffic within network
environments [3, 63, 67, 83]. The widely used signature-based detection approach ensures high
detection performance for known attack patterns; however, it struggles to detect emerging threats
such as zero-day attacks [21, 54]. In addition, maintaining complex rule sets requires significant
effort, and the system is prone to false positives. To overcome these limitations, machine learning
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and deep learning-based detection techniques have been actively explored [1], particularly focusing
on analyzing packet captures to enhance malicious traffic detection.

Al-driven approaches have recently emerged as powerful tools to address these challenges [8,
20, 53, 60, 71, 84]. By leveraging Al, automated feature extraction and pattern recognition enable
the reduction of false positives and improve the detection of new attacks (2, 4, 5, 9, 13, 24, 42—
45,57, 58, 61, 64, 78, 82, 85].

However, most existing studies primarily rely on flow-based statistical features for intrusion
detection. While this approach may achieve high detection rates for specific attack types, it lacks
the granularity required for precise threat identification since it does not directly analyze payload
contents. The Transformer [80]-based Convolutional Multi-Head Attention Ensemble (CMAE)
model [42] has demonstrated strong performance by directly learning and analyzing packet payload
data to improve detection accuracy.

Despite these advantages, even a single missed detection in cybersecurity can result in severe
consequences, highlighting the need for further improvements in the CMAE model [42]. A major
limitation of CMAE [42] is its dependence on pre-trained Word2Vec embeddings, which not only
increases training time but also poses difficulties in finding optimal embedding distributions,
particularly as payload length increases. To address these challenges, this study discusses the
strengths and weaknesses of CMAE [42] and proposes an enhanced approach to improve its
performance.

1.2 Research Trends on IDS Utilizing Large Language Models (LLMs)

The adoption of large language models (LLMs) [6, 12, 26, 39, 49, 65, 76, 77] in various domains has
gained significant attention due to their ability to learn from vast datasets and recognize complex
patterns. Attempts have been made to integrate LLMs [26, 77] into IDS; however, several challenges
remain unresolved.

First, open LLMs [26, 77] that are pre-trained on general domain data could be exploited to
generate cyberattacks if fine-tuned on security-related datasets, raising concerns about their direct
application in cybersecurity [87].

Table 1. Unencrypted Payload Classification Results Using Various LLMs on the CIC-IDS2017 Dataset

Model Benign Dos DDoS Port  Brute Bot Web Number of
Scan  Force Correct

GPT-40 [38] Web Web  Web - Brute Force Benign Web 2
GPT-40 mini [38] | Web Web Benign - Benign Web  Web 1
Llama2-7B [77] Dos Dos Dos - Dos Dos Dos 1
Llama3-7B [26] Web Web  Web - Web Web  Web 1
Claude 3.7 Sonnet ! | Benign Bot PortScan - Brute Force Web Bot 2
Groks3 2 Web Web  Web - Bot Web  Web 1

Table 1 presents the results of querying various LLMs with randomly extracted unencrypted
payloads from the CIC-IDS2017 dataset. The question format used to generate responses is as
follows:

"__Question_Payload_ " This string is a payload captured from an IDS device. Please
select only one of ["Benign", "DoS", "DDoS", "Port Scan", "Brute Force", "Bot", "Web"] and
answer without any other questions.
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(1) Benign
e "474554202f4d464577547a424e4d4573775354414a4267557244674d4347675541424253353662
4b48416155442532424f796¢253242304¢685067394a7879516d3467515566394e6¢70384c64374¢
76774d416e7a517a6e364171387a4d544d4345483768536d3976372532464c54667a253242745a5
5303632725125334420485454502f312e310d0a436f6e6e656374696{f6e3a204b6565702d416¢697
6650d0a4163636570743a202a2{2a0d0a557365722d4167656€743a204d6963726f736166742d437
27970746£4150492£31302e300d0a486173743a2073322e73796d63622e636f6d0d0a0d0a"
(2) DoS
e "474554202f20485454502312e310d0a486173743a203230352e3137342e3136352e36380d0a557
365722d4167656€743a204d6f7a696c6c612f342¢302028636f6d70617469626c653b204d534945
20372e303b2057696e646f7773204€5420352e313b2054726964656e742f342e303b202e4e45542
0434c5220312e312e343332323b202e4e455420434¢5220322e302e3530336¢333b202e4€455420
434¢5220332e302e343530362e323135323b202e4e455420434¢5220332e¢352e33303732393b204
d534f6666696365203132290d0a43616e74656e742d4c656€6774683a2034320d0a"
(3) DDoS
® "474554202f20485454502312¢300d0a0d0a0d0a"
(4) Brute Force
e "5353482d322e302d706172616d696b6f5322€302e300d0a"
(5) Web
e "474554202f64762£20485454502f312e310d0a486f73743a203230352e3137342e3136352e36380
d0a557365722d4167656e743a204d6£7a696c6c612£352e3020285831313b204c696e75782078383
65f36343b2072763234352€3029204765636b6£2323031303031303120466972656661782f34352¢
300d0a4163636570743a20746578742f68746d6c2c6170706¢69636174696f6€2f7868746d6¢2b78
6d6c2c6170706c69636174696f6e2f786d6c3b713d302e392c2a2f2a3b713d302e380d0a41636365
70742d4c616e67756167653a20656€2d55532c656€3b713d302e350d0a4163636570742d456€636
£64696e673a20677a69702¢206465666¢6174650d0a436f6e6e656374696f6e3a206b6565702d616¢
6976650d0a0d0a"
(6) Bot
e "485454502f312e3120323030204f4b0d0a446174653a204672692c203037204a756¢20323031372
031333a31303a333220474d540d0a436f6e74656e742d4c656e6774683a20300d0a436f6e74656€
742d547970653a20746578742f68746d6c3b636861727365743d7574662d380d0a5365727665723
a20417265730d0a0d0a"

In this experiment, port-scan attacks were excluded because all corresponding payloads were
encrypted. The evaluation, conducted on March 7, 2025, showed that the best-performing models,
GPT-40 and Claude 3.7 Sonnet, correctly classified only 2 out of 6 classes. Overall, LLMs exhibited
low classification accuracy, ranging from 16% to 33%. The results indicate that without access
to external knowledge, LLMs frequently misclassify payloads, often assigning them to incorrect
categories.

Accurately identifying cyberattacks requires deep domain knowledge in cybersecurity, such as
traffic patterns and attack sequences. However, LLMs lack dedicated training on security-specific
data or access to such knowledge, which likely contributed to their poor performance. Unlike
traditional network intrusion detection methods, which leverage behavioral patterns and anomaly
detection, LLMs primarily rely on natural language understanding. As a result, they tend to
misinterpret structured or encoded payloads, leading to frequent misclassification of attack types
and benign traffic.
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Furthermore, the absence of reasoning-based techniques, such as Reasoning-oriented RL [31]
and Reasoning Augmented Generation (ReAG) 3, may also have contributed to the performance
gap. These approaches allow models to systematically break down complex problems and enhance
contextual reasoning. However, the LLMs tested in this experiment did not employ such methods
and instead relied on superficial pattern matching. Consequently, their classification decisions were
often inaccurate, highlighting the need for domain-adapted LLM training strategies and enhanced
reasoning capabilities to improve cybersecurity applications.

Second, applying LLMs [26, 77] to IDS requires fine-tuning on domain-specific security data,
which involves significant costs in terms of data collection, preprocessing, environment setup,
human-in-the-loop annotation, model training, and tuning [40]. Due to these constraints, LLM-based
IDS remains an evolving research area. This study aims to explore the strengths and limitations of
LLMs [26, 77] in this context and propose feasible solutions to enhance their applicability.

1.3 Proposed Approach and Key Contributions

To address the limitations of the existing CMAE model [42], this study proposes the Xavier-
initialized CMAE (Xavier-CMAE) model. Xavier-CMAE employs the Hex2Int tokenizer to transform
packet payload data while initializing the embedding layer using Xavier initialization. This design
eliminates the need for separate Word2Vec [59] training, allowing for more effective feature learning.
By doing so, the model significantly enhances training speed while ensuring that the embedding
vectors maintain an appropriate distribution as payload length increases. The experimental results
demonstrate that the proposed method achieves a detection accuracy of 99.9718% and a false
positive rate of 0.0182%, outperforming conventional Word2Vec [59]-based methods.

Additionally, while lightweight adaptation techniques such as LoRA [37] have been introduced
to mitigate the high computational and training costs of LLMs [26, 77], this study proposes LLM-
CMAE, an LLM-enhanced CMAE model, to address these challenges even further. LLM-CMAE
integrates pre-trained LLM tokenizers and embeddings into CMAE [42], leveraging the expressive
power of LLMs while maintaining CMAE’s real-time efficiency. This integration enhances feature
extraction and detection performance, achieving 99.97% accuracy with a 0.019% false positive rate,
while maintaining efficient training and inference speeds.

The key contributions of this study are as follows:

e Payload-based Al Detection Approach: Unlike conventional IDS approaches that primarily
rely on flow-based statistical features from packet captures, this study applies Al-driven
techniques to directly analyze payload data for malicious packet detection.

o Xavier-CMAE Model: This study proposes an improved CMAE model that replaces Word2Vec
embeddings with Hex2Int tokenization and Xavier initialization, enhancing both training
efficiency and detection performance.

e LLM-CMAE Model: To overcome the computational overhead and domain knowledge limita-
tions of pre-trained LLMs [26, 77], this study integrates LLM tokenizers and embedding layers
into CMAE [42], ensuring high detection accuracy while maintaining real-time processing
capabilities.

While previous studies have focused on statistical feature-based intrusion detection, this study
introduces an Al-based detection framework centered on the analysis of payload content. Through
this approach, we demonstrate that more precise detection of malicious network traffic can be
achieved.

Shttps://github.com/superagent-ai/reag
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2 RELATED WORKS
2.1 Advances in Al-Based Intrusion Detection Systems

Intrusion Detection Systems (IDS) have become a crucial technology in network security, enabling
the identification and mitigation of malicious traffic [3, 63, 67, 83]. Traditional IDS primarily utilize
signature-based detection mechanisms to recognize known attack patterns, with Snort being a
representative example [14, 27, 47, 74]. While this approach ensures high detection accuracy, it
struggles to identify unknown (zero-day) attacks and often results in a high false positive rate,
increasing the burden on security operators [21, 54].

To overcome these limitations, various studies have explored the integration of artificial in-
telligence (Al) into cybersecurity, as seen in Network Detection and Response (NDR) solutions,
which highlight the necessity and direction of Al applications in this domain [8, 20, 53, 60, 71, 84].
Among traditional machine learning approaches applied to cybersecurity, methods such as Random
Forest [17, 41], SVM [10, 36, 41], kKNN [10, 36, 41], and XGBoost [23, 30, 52] have been widely used
to detect threats by learning specific attack patterns.

Further advancements in deep learning have led to the development of models that automatically
learn complex attack patterns from network traffic data. Deep Neural Networks (DNNs)[34] have
been employed in various IDS frameworks[2, 57, 61, 64, 82], leveraging statistical packet data
to enhance detection performance. Convolutional Neural Networks (CNNs)[50] have also been
explored for intrusion detection[5, 24, 43, 44], as they effectively capture local features in network
traffic. However, CNNs are limited in capturing long-term dependencies, prompting the adoption
of Recurrent Neural Networks (RNNs), including Gated Recurrent Units (GRUs)[16] and Long
Short-Term Memory (LSTM) networks[35] [4, 9, 13, 45]. Despite their effectiveness, these recurrent
models require substantial computational resources and suffer from vanishing gradient issues,
making them difficult to train for long sequences.

More recently, Transformer-based architectures [80] have been introduced to address long-term
dependency issues, demonstrating superior performance in IDS applications [58, 78, 85]. However,
the majority of existing Al-based IDS approaches primarily rely on statistical features extracted
from packet headers, network flows, and metadata. These feature-engineering processes are often
labor-intensive and limit generalization to novel threats. Furthermore, by not directly analyzing
raw payloads, these methods remain vulnerable to adversarial attacks that embed malicious code
within payload data, which statistical analysis alone may fail to detect [15, 81].

A promising alternative is the Convolutional Multi-Head Attention Ensemble (CMAE) model,
which has recently gained attention as an efficient deep learning framework for IDS [42]. By
combining CNNs and Transformer-based attention mechanisms, CMAE achieves high detection
performance while reducing computational overhead. Moreover, its ability to directly process
payload data allows it to surpass traditional statistical approaches. However, CMAE still has room
for improvement, particularly in real-time intrusion detection scenarios that demand both high
accuracy and computational efficiency.

2.2 Large Language Models (LLMs) and Their Potential in Network Security

Large Language Models (LLMs) have made significant advancements in natural language processing
(NLP) and are increasingly being applied to various domains [70, 79, 88]. In cybersecurity, LLMs
offer new possibilities for automating threat intelligence and response systems. Their ability to
process and generate human-like text allows them to extract rich contextual features, which can be
valuable for network traffic analysis. By leveraging pre-trained tokenizers and embeddings, LLMs
can learn high-dimensional feature representations, potentially enhancing IDS capabilities.
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Despite their strengths, integrating LLMs into IDS frameworks presents several challenges.
First, LLMs contain billions of parameters, making real-time intrusion detection computationally
expensive [40]. Second, applying LLMs to IDS requires domain-specific training, which raises ethical
and data privacy concerns, particularly when handling sensitive security data [87]. Moreover, while
LLMs can learn complex security concepts, they also risk unintentionally encoding adversarial
knowledge, potentially generating harmful content such as cyberattack strategies. Due to these
ethical constraints, LLMs are often trained with restricted datasets, limiting their effectiveness in
security applications.

To address these issues, several model optimization techniques have been explored, including
knowledge distillation[86], quantization[55], model compression[48], and low-rank factorization[69].
Alternatively, LLMs can be adapted as feature extractors, utilizing pre-trained backbone models such
as ResNet [32], Vision Transformer (ViT)[25], BERT[22], T5 [66], GPT [65], and LLaMA [26, 76, 77].
Several studies have demonstrated the effectiveness of such an approach across different do-
mains [19, 25, 56]. This suggests that LLM-based tokenization and embedding strategies can be
leveraged for IDS, enabling efficient and expressive feature extraction while maintaining computa-
tional efficiency.

2.3 Comparison with Existing Studies and Contributions of This Research

Table 2. Comparison of Detection Methods

Method ‘ Characteristics Advantages Disadvantages
. Static rule-based Low computational cost High false positive rate
Signature Snort [14] . . .
packet detection Real-time detection Unable to detect zero-day attacks
Deep Learning Learning Requires feature engineering

o Automated detection L.
[2, 5, 24, 43, 57, 61, 64, 82] packet statistics Real-time inference overhead

High detection accurac
[4,9, 13, 44, 45, 58, 78, 85] and patterns & Y Limited malware detection

Payload-based High detection performance

CMAE [42] . Automated real-time detection  Potential for further optimization
detection ) .
Effective malware detection
Strong representation learnin, High computational cost
Adaptive detection g rep . . & . g. . P . .
LLM [26, 77] ] R Domain adaptation Difficulties in real-time detection
via fine-tuning . . . . -
Effective malware detection Limited training on sensitive data
Integratin, High detection performance
LLM-CMAE g 8 g P K Requires real-time optimization
(Ours) pre-trained LLM Automated detection Limited training on sensitive data
into CMAE Effective malware detection J
High detection performance
Potential degradation
Xavier-CMAE Optimized CMAE Automated real-time detection . g .
. . . . in representation learning
(Ours) for improved efficiency Effective malware detection

performance

Optimized computational efficiency

To highlight the distinctions between existing approaches and our research, we summarize
key intrusion detection techniques in Table 2. Traditional signature-based detection provides low
computational cost and fast detection speed but suffers from a high false positive rate and an
inability to detect zero-day attacks. Deep learning-based methods improve detection accuracy by
learning statistical patterns in network traffic; however, they require extensive feature engineering
and impose significant inference costs. CMAE [42]-based approaches leverage payload data for
fine-grained attack detection, proving effective in identifying malware embedded within payloads.
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While LLM [26, 77]-based detection methods exhibit strong feature extraction capabilities and trans-
ferability across different environments, their high computational requirements pose challenges
for real-time IDS deployment.

To address these limitations, our research enhances CMAE [42] by refining its tokenizer and
embedding layer to strike a balance between detection performance and computational effi-
ciency. Specifically, we introduce Xavier-CMAE, which replaces Word2Vec [59] embeddings with
a Hex2Int tokenizer and Xavier initialization, eliminating pre-training overhead while ensuring
well-structured vector representations. Additionally, we propose LLM-CMAE, integrating pre-
trained LLM [26, 77] tokenizers into CMAE [42] to leverage LLMs [26, 77]" expressiveness while
maintaining computational efficiency. By doing so, we aim to enhance both accuracy and real-time
feasibility for IDS applications.

3 METHODOLOGY
3.1 Overview of the CMAE Model

PAYLOAD
1
Tokenizer
s v N\ v N\ v 2
Embedding Embedding Embedding —
MaxPooling1D MaxPooling1D
| | GlobalMaxPooling1D
| -~
g ; 8 -
= MaxPoc|>I|ng1D = MaxPotI:;Img1D o _
g = gl = < GlobalMaxPooling1D
2 Positional 2 Positional = !
E Encodmg g Encodlng E’ _
< : < : 3 i
4| Mutti-Head S| Multi-Head < GlobalMaPooling D
< Ke! Attention c| o Attention 5
Y= | L i E
3§ Add & Norm 3§ Add & Norm 2 [ Concat <+
g g ' 2t v
ol & Feed Forward ol & Feed Forward
O E 1 U E 1
Feed Forward Feed Forward Feed Forward
1 1
= Add & Norm ) . Add & Norm )
v v
GlobalMaxPooling1D GlobalMaxPooling1D Feed Forward
\ I J J \ | J
3 ) )
<! Average
: S
o Feed
) Forward
£
Y Feed Forward
c 1
"” Feed Forward

v
OUTPUT
Fig. 1. Bseline Model: CMAE Architecture
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In this study, we utilize the Convolutional Multi-Head Attention Ensemble (CMAE) model [42] as
the baseline, with its overall architecture illustrated in Figure 1. The model is designed to tokenize
payload data using a tokenizer and input each token individually into multiple processing blocks.
The CMAE model [42] comprises two Convolutional Attention Blocks (CABs) and one Multi-Kernel
Block (MKB). The outputs from each block are integrated via an Average Layer and used for final
predictions.

3.1.1 Convolutional Attention Block.

The CAB structure sequentially applies a Conv1D layer with a kernel size of 3, followed by a
MaxPooling1D layer twice. Subsequently, the data passes through an Attention Block and is finally
processed by a GlobalMaxPooling1D layer to generate the final output.

The Attention Block is based on the Encoder Block structure [80]. It first adds a positional
encoding vector to the input tensor, which then passes through a Multi-Head Attention Layer. A
skip connection [32] is employed to merge the original input with the attention output, followed
by normalization. The output is then processed through two Feed-Forward Layers, after which
another skip connection and Layer Normalization [11] are applied. Finally, the output is reduced to
a lower-dimensional representation using a GlobalMaxPooling1D Layer.

Prior to being fed into the Attention Block, the CAB utilizes a 1D Convolutional Layer and
a MaxPooling Layer to project input data into a lower-dimensional space. This process reduces
memory usage and enhances computational speed. Additionally, the 1D Convolutional Layer ensures
that individual characters are recognized as meaningful tokens, aligning with the characteristics
of an IDS environment. The lower-dimensional tensor is then processed by the Self-Attention
Layer [80], maintaining relationships between distant inputs.

3.1.2 Multi-Kernel Block.

The MKB applies Conv1D layers (1D Convolutional Layer) with different kernel sizes (3, 4, and 5)
in parallel. Each output is then reduced using a GlobalMaxPooling1D Layer, after which the results
are concatenated into a single tensor. This concatenated tensor is subsequently processed through
two consecutive Feed-Forward Layers to generate the final output.

MKB incorporates the Multi-Scale Convolution Layer concept from the Inception Model [75],
enabling the extraction of features at various levels by applying different kernel sizes in parallel.
This design reduces computational complexity while preventing excessive reliance on CAB, thereby
improving the model’s generalization performance.

3.1.3 Ensemble Block.

The Ensemble Block effectively integrates features extracted from preceding blocks using an
ensemble technique. The three outputs obtained from the two CABs and one MKB are first combined
using an Average Layer.

The aggregated output undergoes a non-linear transformation through a Feed-Forward Layer. A
gating mechanism similar to the Attention Mechanism [80] is then applied, performing element-
wise scaling between the original input and the processed output to emphasize significant features.
This mechanism enables selective activation of relevant features. Finally, the transformed tensor
passes through a Feed-Forward Layer, where the output dimension is adjusted for classification.
The final probability distribution is generated using the Softmax function [62].

3.1.4 Performance and Limitations.

The CMAE model [42] achieved an accuracy of 99.82 % in multi-class classification experiments
using the CIC-IDS2017 dataset, with an inference speed exceeding 5,000 packets per second. These
results demonstrate its effectiveness in IDS environments.
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However, continuous optimization is required to enhance detection performance in IDS appli-
cations. In environments where over one million malicious packets are analyzed daily, even a 1%
improvement in accuracy can significantly reduce the number of false positives (FP) and false
negatives (FN) by millions annually. Furthermore, IDS systems can optimize operational strategies
in the following ways:

e High-Accuracy, Low-Speed Models: These models can be used to identify high-risk threats
or detect zero-day attacks, where false negatives are particularly critical.

e Low-Accuracy, High-Speed Models: These models can be deployed in parallel before
primary detection stages to pre-filter large volumes of data, thereby reducing false positives.

To address these challenges, this study proposes two novel approaches to enhance the perfor-
mance of the CMAE model.

3.2 LLM as a Backbone for CMAE

In an Intrusion Detection System (IDS) environment, high-performance real-time detection is
essential, necessitating both high accuracy and fast inference speed. However, directly applying
Large Language Models (LLMs) presents two major challenges:

e Decreased Computational Speed: Due to their large tokenizers, embedding layers, and
model size, LLMs exhibit relatively slow computational speed, making it difficult to meet the
real-time processing performance required in IDS environments.

e Limitations of Domain-Specific Data: Network security-related data are often excluded
from general LLM training processes due to concerns about potential misuse and ethical issues.
Consequently, LLMs inherently lack the ability to learn the critical information necessary for
IDS detection.

To address these challenges, this study proposes an approach that integrates the tokenizer and
embedding layers—key components of an LLM—with the CMAE model. This methodology aligns
with existing approaches that utilize backbone models such as ResNet [32], ViT [25], and BERT [22]
as feature extractors [19, 25, 56]. Our approach optimizes this integration specifically for IDS
applications.

The proposed CMAE model, which employs an LLM as its backbone [42], is designed to accom-
modate the constrained nature of the IDS domain. Its fundamental structure remains similar to the
CMAE model introduced in Figure 1[42]. The primary distinction lies in the modified tokenizer
and embedding layers of the LLM, as depicted in Figure 2 and Figure 3, while all other configu-
rations adhere to the default CMAE model settings[42]. The integration of the LLM’s tokenizer
and embedding layers with the CMAE model can be categorized into two approaches based on the
input processing method.

The first approach, illustrated in Figure 2, utilizes the default input-output mechanism of LLMs [26,
77]. This method retains the original tokenizer and embedding layer of the pre-trained LLM
model [26, 77] to maximize its rich representational capacity. By applying the LLM’s inherent
representation learning capability to the IDS domain, this approach aims to maintain the efficiency
of the existing CMAE model while enhancing accuracy and pattern recognition for IDS applications.

The second approach, shown in Figure 3, adapts the LLM’s tokenizer and embedding layers
to align with the default input-output structure of the CMAE model [42]. This method preserves
the original input and output format of the CMAE model while integrating the LLM’s advanced
representation learning capabilities to optimize performance for the IDS domain. By efficiently
incorporating the strengths of LLMs, this approach seeks to maintain computational efficiency
while ensuring domain-specific adaptability and improved detection performance.
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Fig. 2. Sub-Word Tokenization

3.2.1 Strategy 1: Sub-Word Tokenization and Embedding.
The first approach involves tokenizing the payload data of network packets at the sub-word level
using the Llama2-7B model [77] and the Llama3-8B model [26]. As illustrated in steps 1 and 2 of
Figure 2, this approach first converts the input string-type payload data into UTF-8 format and
then tokenizes it into sub-word units for model input. In this method, the embedding layer is frozen
to preserve the core representational learning capability of the model.
First, considering the common transformation steps shown in Figure 2, when a string such as
"00c1b114eb...0000000000" is input in step 1, it is converted into UTF-8 format as b"00c1b114eb...0000000000"
in step 2. The data is then processed according to each approach.

e Llama2-CMAE Model Based on BPE+SP Tokenizer

— As shown on the left side of Figure 2, the payload converted into UTF-8 format is tokenized
into sub-word units using the Byte Pair Encoding (BPE) algorithm [72] and Sentence-
Piece [46]. Then, the corresponding token IDs are retrieved from the vocabulary and
mapped accordingly. Padding tokens with zero weights are added to match the input
structure of the CMAE model [42]. Furthermore, the three embedding layers on the front
end of the CMAE model adopt the embedding layer of Llama2-7B [77].

— This process is illustrated in Figure 2 as follows. Applying BPE [72] and SentencePiece [46]
sequentially to the UTF-8 converted data results in a list of sub-words such as [b"0", b"0",
b"c"..., b"0"] in Step 3 (left). Next, the token IDs corresponding to each word are retrieved
from the vocabulary, yielding a mapped sequence like [29900, 29900, 29883, ..., 29900] in
Step 4. Finally, this sequence is structured as the model input in Step 5.

e Llama3-CMAE Model Based on tiktoken3 Tokenizer

— As shown on the right side of Figure 2, this method utilizes tiktoken3*, which provides fast
processing and memory efficiency, to tokenize the payload into sub-word units. The tokens
generated from Llama3-8B [26] are mapped to their corresponding IDs using a vocabulary,
similar to Llama2-7B [77]. The padding tokens are then added, and the final sequence is

4https://github.com/openai/tiktoken/tree/main
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used as input for the CMAE model. The embedding layer of the Llama3-8B model [26] is
also adopted directly.

— As depicted in Figure 2, applying tiktoken3 to the UTF-8 converted data results in a list of
sub-words such as [b"00", b"c", b"1", ..., b"0"] in step 3 (right). The corresponding token IDs
retrieved from the vocabulary are [410, 66, 16, ..., 15] in Step 4. Finally, this sequence is
structured as the model input in Step 5.
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Fig. 3. Hex Tokenization

3.22 Strategy 2: Hex Tokenization and Embedding.

The second approach reflects the characteristics of domain-specific data used in the CMAE
model [42]. As illustrated in steps 1 and 2 of Figure 3, this method converts the input string-
type payload data into UTF-8 format and subsequently tokenizes it into fixed 1-byte chunks. Given
that UTF-8 is designed to represent all Unicode characters (U+0000 - U+10FFFF), there are no cases
where valid Unicode strings cannot be converted. Furthermore, since each byte chunk falls within
the range of 0x00 to 0xFF, the total number of tokens is limited to 256 (0x00 - 0xFF), plus one
additional padding token, making a total of 257 tokens. This allows for the definition of a scale-free
vocabulary and embedding space.

The tokenization process in Figure 3, steps 1 and 2, follows a similar pattern to Figure 2, with an
additional step of splitting the input data into fixed-length, two-character segments. For instance,
if the payload data is converted to UTF-8 format as b"00c1b114eb...0000000000", it is divided into
a list of byte chunks such as [b"00", b"c1", b"b1", ..., b"00"]. The tokenizer then processes these
byte chunks, and regardless of the model used, they are mapped into hexadecimal values such as
[0x00, 0xc1, 0xb1, ..., 0x00]. However, the method of mapping word IDs in step 4 and the weight
inijtialization of the embedding layer in Step 5 vary depending on the approach.

¢ (Baseline) CMAE Model Based on Word2Vec Tokenizer
— The approach presented in the middle of Figure 3 follows the method used in the conven-
tional CMAE model [42]. This method begins with an unsupervised learning phase where
a Word2Vec (W2V) model [59] is pre-trained before the main model training. The W2V
model [59] generates an embedding space of the same size as the main model’s embedding
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layer, positioning semantically similar words close to each other. The generated vector
matrix is then assigned as the weight of the main model’s embedding layer, a common
technique in deep learning-based Natural Language Processing (NLP) to optimize initial
weights, prevent local optima, and accelerate convergence to the global optimum [18, 28].
However, training a W2V model [59] can be time-consuming, especially for large datasets.
The vocabulary generated from the W2V model [59] is then used as the tokenizer.

— Asillustrated in Step 4 of Figure 2, the process first involves training the W2V model [59] to
create an embedding matrix and vocabulary. Then, as with other tokenizers, a byte chunk
list such as [0x00, 0xc1, 0xb1, ..., 0x00] is mapped to token IDs defined in the vocabulary,
such as [189, 126, 131, ..., 189], before being passed to the model in Step 5.

e Xavier-CMAE Model Based on Hex2Int Tokenizer

— The approach shown on the left side of Figure 3 is designed to accelerate computation
and simplify processing. This method eliminates the W2V model [59] and instead directly
constructs a vocabulary. The padding token ID is set to 0, while each input hex value is
converted to an integer ID by adding 1 to its decimal equivalent. For example, 0xc1 in
hexadecimal corresponds to 193 in decimal, which is mapped to an ID of 194.

— As shown in Step 4 of Figure 2, when an input of [0x00, 0xc1, 0xb1, ..., 0x00] is given, it
is converted to [1, 194, 178, ..., 1] before being passed to the model in step 5. However,
since this method lacks pre-trained embedding vectors, Xavier uniform initialization [29]
is employed to maintain a consistent output distribution and mitigate vanishing [68] and
exploding gradient problems [51].

e Llama2-CMAE and Llama3-CMAE Model Based on Hex2Tok Tokenizer

— The method illustrated on the right side of Figure 3 leverages pre-trained embedding vectors
from LLM models [26, 77] while maintaining the original CMAE model [42] architecture.
Instead of searching for sub-words, this method selects only the 256 token IDs corresponding
to hex values from the vocabulary of pre-trained LLM models [26, 77]. Because this approach
does not require maintaining a complete vocabulary, it operates more efficiently.

— When using the Llama2-7B model [77], the 256 tokens corresponding to the range 0x00 to
0xFF and their associated embedding vectors are extracted and integrated into the CMAE
model [42]. Similarly, when using the Llama3-8B model [26], the same range of tokens and
embeddings are utilized.

— In Step 4 of Figure 3, a byte chunk list such as [0x00, 0xc1, 0xb1, ..., 0x00] is converted into
the corresponding token IDs from the defined LLM vocabulary, such as [3, 196, 180, ..., 3].
These values are then passed to the model in Step 5 for final processing.

4 EXPERIMENT
4.1 Experimental Setup

4.1.1 Hardware Specifications.
Experiments were conducted on an NVIDIA DGX-1 Server, which is optimized for high-performance
deep-learning workloads. The 8 Tesla V100 GPUs enabled efficient parallel processing of large-scale
models, while the high-capacity RAM and SSD storage facilitated rapid data loading and training.
e CPU: 2x Intel Xeon E5-2698 v4 (2.2 GHz, 20 Cores each)
e GPU: 8x NVIDIA Tesla V100 (32 GB VRAM each)
e RAM: 512 GB (2,133 MHz DDR4 RDIMM)
e Storage: 4x 1.92 TB SSD (RAID 0))

4.1.2 Software Environment.
To ensure environmental consistency and isolation, experiments were conducted within Docker
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containers. Each container provided a self-contained execution environment, preventing depen-
dency conflicts and allowing for precise control over CUDA, cuDNN, and deep learning frameworks.
TensorFlow was used for training the models, while PyTorch was employed for extracting Llama

embeddings.

e Host OS: Ubuntu 18.04.5 LTS, Docker 24.0.2

e Container: Ubuntu 22.04.2 LTS, CUDA 11.8, cuDNN 8.6.0.163-1

e Frameworks: Python 3.11.0rc1, TensorFlow 2.13.0 (for training), PyTorch 2.0.1 (for extracting
Llama embedding)

Table 3. Class Distribution on the CIC-1DS2017 Dataset

Class Train validation  Test Total
Benign 338,119 84,508 105,638 528,265
DoS 160,619 40,192 49,895 250,706

DDoS 79,236 19,906 24,969 124,111
Port Scan 68,961 17,137 21,680 107,778

Brute Force | 8,484 2,111 2,636 13,231
Bot 1,214 315 376 1,905
Web 1,059 254 335 1,648

Total ‘ 657,692 164,423 205,529 1,027,644

4.1.3 Dataset Description.

CIC-IDS2017 [73] dataset was used for performance and cost evaluation. CIC-IDS2017 is a public
network dataset that contains both benign and various attack traffic. The Canadian Institute for
Cybersecurity constructed this dataset to capture up-to-date cyber threats and provide a reliable
benchmark for intrusion detection research. The dataset was collected over five days (July 3-7,
2017) by simulating real-world attack scenarios and recording network traffic in PCAP format.

For this study, a pre-processed subset of the CIC-IDS2017 dataset was used, where missing values
were removed [7]. The dataset consists of 1,027,644 network packets, categorized into seven classes:
Benign, DoS, DDoS, Port Scan, Brute Force, Bot, and Web attacks.

To ensure fair model evaluation, the dataset was split into train, validation, and test sets, pre-
serving the class distribution. First, the dataset was divided into train and test sets at an 8:2 ratio.
Then, the training set was further split into train and validation sets at an 8:2 ratio. Thus, the final
dataset composition is approximately 64% train, 16% validation, and 20% test. Table 3 summarizes
the number of samples in each set.

4.2 Model Configuration and Hyperparameters

4.2.1 Hyperparameters.

In this section, we summarize the common settings used for training the models, which include
key hyperparameters such as the optimizer, scheduler, loss function, and training configurations
like the number of epochs and batch size.

e Optimizer: AdaBelief [89] optimizer was used, with the following hyperparameters applied:
learning rate 5 X 10™%, epsilon 1 x 107!, and weight decay 1 x 10™*.

e Scheduler: ReduceLROnPlateau scheduler was used, with the following hyperparameters:
factor 3 x 1071, patience 2, and minimum learning rate 1 X 1072,
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o Early Stopping: Early stopping with a patience of 5 was applied to halt training if validation
performance did not improve.

e Loss Function: Categorical CrossEntropy was used.

e Epochs: The models were trained for 50 epochs.

e Batch Size: The training batch size was fixed at 64, while inference used batch sizes ranging
from 8 to 2,048, depending on available memory.

The following list provides details on the model architecture, which includes configurations for
the embedding layer, convolutional attention blocks, activation functions, and dropout rates. Each
model uses different architectural settings to capture various patterns in the data.

e Word2Vec Embedding: When Word2Vec is used, the embedding size is 64, with a window
size of 5, a minimum count of 5, and the skip-gram model applied.

¢ Embedding Layer: The embedding size varies across models, including 1 padding token:
Xavier-CMAE and (Baseline) CMAE [42] have an embedding size of (257, 64), Llama2-CMAE
has an embedding size of (32,001, 4,096), and Llama3-CMAE has an embedding size of
(128, 258, 4, 096).

e Convolutional Attention Block: The Conv1D layers in the Convolutional Attention Block
have a kernel size of 3, with filter sizes of 128 and 64 for the two layers, respectively.

e Attention Block: The Multi-Head Attention layer in the Attention Block uses dyodel of 64
and h of 2 attention heads.

e Multi-Kernel Block: The Conv1D layers in the Multi-Kernel Block use kernel sizes of 3, 4,
and 5 in parallel, with a filter size of 128 for each kernel.

e Activation Function: GELU [33] was used as the activation function for hidden layers, and
Softmax was applied to the output layer.

e Dropout: A dropout rate of 0.25 was applied across all models.

Table 4. Number of Parameters by Model and Tokenizer

Model Tokenizer ‘ Trainable Frozen Total
Xavier-CMAE Hex2Int 410,823 0 410,823
(Baseline) CMAE [42] Word2Vec 410,823 0 410,823
BPE+SP* 9,651,207 393,228,288 402,879,495
Llama2-CMAE Hex2Tok* 9,651,207 3,158,016 12,809,223
Hex2Tok 12,809,223 0 12,809,223
tiktoken3* 9,651,207 1,576,022,016 1,585,673,223
Llama3-CMAE Hex2Tok* 9,651,207 3,158,016 12,809,223
Hex2Tok 12,809,223 0 12,809,223

The detailed number of parameters for each model is presented in Table 4. The asterisk (*) next
to the tokenizer indicates that the embedding layer is frozen, and if no asterisk is present, the
embedding layer is trainable. Since Xavier-CMAE and (Baseline) CMAE [42] only differ in the
initialization of the embedding layer but share the same configuration overall, they have identical
tokenizers and parameter counts.

Next, for the Llama-CMAE model, the BPE+SP or tiktoken3 tokenizer is frozen, and therefore
the original embedding layer is directly concatenated. As a result, it can be observed that it has
a large frozen layer. In cases where the Hex2Tok tokenizer is used, there are variations between
frozen and unfrozen embedding layers. Due to truncation, the parameter count is significantly
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lower—approximately 1/20th to 1/100th or less—compared to when using the BPE+SP or tiktoken3
tokenizer. Moreover, despite having the same total number of parameters, the frozen and unfrozen
versions differ in the number of trainable parameters.

4.3 Evaluation Metrics

The metrics used in this study are as follows. First, the Benign class refers to the traffic that is
identified as normal traffic by the IDS. The remaining classes (DoS, DDoS, Port Scan, Brute Force,
Bot, and Web) are the classes classified based on the type of attack method. Collectively, these
classes are referred to as the Attack classes. The actual label and the predicted label are depicted as
y; and gj;, respectively.

e True Positive (TP): The actual label is true and the predicted label is also true.

TP = Z (y; = true, §; = true) (1)
e False Positive (FP): The actual label is false and the predicted label is true.
FP = Z (y; = false, §; = true) (2)
i
o False Negative (FN): The actual label is true and the predicted label is false.

FN = Z (y; = true,y; = false) 3)

o True Negative (TN): The actual label is false and the predicted label is also false.
TN = Z (y; = false, §; = false) 4)
i

e Wrongly Detected: The actual label is the Benign class and the predicted label is one of the
Attack classes as used in Table 5.

Wrongly Detected = FPpepnign = Z (y; = Benign, ; € Attack) (5)

e Missed Attacks: The actual label is one of the Attack classes and the Predicted label is the
Benign class as used in Table 5.

Missed Attacks = FNpepign = Z (y; € Attack, j; = Benign) (6)
i

e Accuracy: Macro Accuracy as used in Table 6. (where N is the number of classes)

N ( TP; + TN,

1
Accuracy = —Z
Ni:l TP; + FP; + FN; + TN;

) X 100 (%) ()

e Precision: Macro Precision as used in Table 6. (where N is the number of classes)

N

1 TP;
Precision = — ——— | X100 (% 8
recision = ; (TPi " FP,-) (%) (8)
e Recall: Macro Recall as used in Table 6. (where N is the number of classes)
N
1 TP;
Recall = — ———— | x 100 (% 9
eca N;(TPi+FN,~) () ©)
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e F1 Score: Macro F1 Score as used in Table 6. (where N is the number of classes)

1 Precision; X Recall;
F1 Score = — Z 2X £ % 100 (%) (10)
N P Precision; + Recall;

e False Positive Rate (FP Rate): Macro False Positive Rate as used in Table 6. (where N is the
number of classes)

1 & FP,
FP Rate = — — | %100 (% 11
e NZ(FPi+TN,-) () ()

i=1

4.4 Experimental Results and Analysis: Detailed Performance

Table 5. Correct Predictions and Detection Errors on the CIC-IDS2017 Dataset

Length Model Tokenizer | Benign Dos DDoS ;’C(:;tl ];:rls: Bot Web })\ztzrcltg:g Xﬁzs;(ds
Xavier-CMAE Hex2Int 105,575 49,622 23,232 20,783 2,085 329 323 63 1,841
(Baseline) CMAE [42] Word2Vec | 105,583 49,551 23,208 20,797 2,067 341 316 55 1,845
BPE+SP* | 105,427 49,215 23,020 20,850 1,874 317 224 211 1,898
1,500 Llama2-CMAE Hex2Tok* | 105,530 49,318 22,983 20,512 1,938 320 241 108 1,963
’ Hex2Tok | 105,561 49,577 22,791 20,841 2,077 336 306 77 1,849
tiktoken3* | 105,491 48,940 24,205 20,938 1,906 311 75 147 1,756
Llama3-CMAE Hex2Tok* | 105,569 49,585 23,175 20,781 2,062 335 309 69 1,880
Hex2Tok | 105,587 49,616 23,218 20,762 2,068 334 306 51 1,878
Xavier-CMAE Hex2Int | 105,603 49,347 24,833 21,514 2,536 360 311 35 268
(Baseline) CMAE [42] Word2Vec | 105,548 49,417 24,862 21,554 2,579 357 320 90 181
BPE+SP* | 104,088 49,166 24,772 21,428 2,488 339 245 1,550 220
3,000 Llama2-CMAE Hex2Tok* | 105,580 49,327 24,740 21,347 2,516 355 306 58 238
Hex2Tok | 105,587 49,383 24,855 21,550 2,572 355 318 51 225
tiktoken3* | 105,592 49,667 24,904 21,624 2,600 363 313 46 25
Llama3-CMAE Hex2Tok* | 105,586 49,388 24,858 21,545 2,567 361 315 52 221
Hex2Tok | 105,566 49,385 24,862 21,534 2,569 338 311 72 220
Xavier-CMAE Hex2Int 105,618 49,851 24,934 21,620 @ 361 324 20 30
(Baseline) CMAE [42] Word2Vec | 105,595 49,818 24,915 21,635 2,622 359 321 43 32
Max Llama2-CMAE BPE+SP* | 105,537 49,760 24,881 21,541 2570 344 284 101 41
Hex2Tok* | 105,561 49,752 24,729 21,484 2,535 357 308 77 51
Llama3-CMAE tiktoken3* | 105,576 49,795 24,911 21,586 2,596 357 286 62 29
Hex2Tok* | 105,622 49,850 24,922 21,622 @ 361 316 16 32

Number of Samples

105,638 49,895 24,969 21,680 2,636 376 335‘ 105,638 99,891

Table 5 presents the number of correct predictions and detection errors in the CIC-IDS2017 test
dataset based on payload input length, model type, and tokenizer type. Also Table 5 and Table 6
follow the default settings:

e During training, eight NVIDIA Tesla V100 GPUs (32GB each) were used with a batch size of
64. Lighter models, such as Xavier-CMAE (Hex2Int tokenizer, payload truncated to 1,500) and
CMAE [42] (Word2Vec tokenizer, payload truncated to 1,500), required only 2GB of VRAM
per GPU, allowing can be use larger batches. In contrast, LLM-CMAE models (full-length
payloads) consumed significantly more memory, reaching 32GB per GPU.
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e For inference, a single GPU with 32GB VRAM was used. Within this constraint, lighter
models supported larger batch sizes, reaching 2,048 before hitting memory limits. Meanwhile,
LLM-CMAE models, which process full-length payloads, were limited to a batch size of 8 due
to their higher memory footprint.

44.1 Comparison of Payload Length on Detection Performance.
First, when analyzing performance based on payload length, it was observed that using longer
payloads yielded higher accuracy than truncating the input to 1,500 bytes. Although most attack
packets are concentrated within the first 1,500 bytes, certain attack packets extend beyond this
range, potentially evading detection. Notably, increasing the payload length from 1,500 to 3,000
bytes reduced the number of missed attacks to approximately one-ninth of the original value.
However, increasing payload length not only degrades computational efficiency but also leads
to a sharp rise in memory consumption. Using the full payload length without truncation may
cause Out-of-Memory (OOM) issues. For instance, in the case of the Llama-CMAE model, when the
payload length is set to the maximum value, the embedding layer cannot be trained due to memory
constraints.

4.4.2 Comparison of Tokenizer on Model Detection Performance.

When analyzing performance based on tokenizer type, it was found that Hex2Int outperformed
Word2Vec as payload length increased. While Word2Vec provides useful initial embedding vectors
for short payloads, longer payloads benefit more from Xavier initialization, which distributes
embeddings with appropriate variance, allowing for better convergence to a global optimum
compared to Word2Vec.

Furthermore, although the Hex2Tok method generally outperformed sub-word tokenization
(BPE+SP or tiktoken3), there were exceptions where sub-word approaches were more effective.
Specifically, when truncating the payload to 3,000 bytes, the Llama3-CMAE model using the
tiktoken3 tokenizer achieved the highest accuracy for detecting Bot traffic and reducing missed
attacks.

4.4.3 Comparison of Model Detection Performance.
When comparing model performance, the Llama3-CMAE model consistently outperformed the
Llama2-CMAE model, indicating that a superior pre-trained backbone contributes to improved
embedding representations and overall detection accuracy.

Despite the high overall predictive performance, the dataset exhibits an imbalanced class dis-
tribution, leading to variations in detection performance across different attack types. Since even
a single missed attack can result in significant security threats, it is crucial to evaluate model
performance not only at an aggregate level but also for each specific attack category. Depending
on the operational security environment and detection latency requirements, certain applications
may require low-latency, high-precision models specialized for specific attack types. In such cases,
downstream classification tasks or separate sub-models may be necessary to enhance service
robustness. The detection performance by attack type is summarized as follows:

e Benign Traffic: The Llama3-CMAE model with a frozen Hex2Tok tokenizer achieved the
highest classification accuracy when using the maximum payload length.

e DoS/DDoS and Web Attacks: The Xavier-CMAE model with a Hex2Int tokenizer demon-
strated the highest detection accuracy when using the maximum payload length.

e Port Scanning and Brute Force Attacks: The baseline CMAE model [42] with a Word2Vec
tokenizer achieved the best performance when using the maximum payload length.

e Bot Attacks: The Llama3-CMAE model with a frozen tiktoken3 tokenizer achieved the
highest detection performance when using a truncated payload length of 3,000 bytes.
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4.4.4 Comparison of Wrongly Detected and Missed Attacks.
From the perspective of Wrongly Detected cases, the Llama2-CMAE model with a 3,000-byte
payload length exhibited a tendency to misclassify benign traffic as attacks, indicating that the
model likely failed to escape a local optimum. In contrast, the Llama3-CMAE model using the
maximum payload length recorded only 16 wrongly detected instances, demonstrating the most
stable detection performance.

Regarding Missed Attacks, the Llama3-CMAE model using the tiktoken3 tokenizer with a 3,000-
byte payload length exhibited the lowest number of missed attacks (25 instances), confirming its
effectiveness in detecting malicious packets.

4.5 Experimental Results and Analysis: Macro-Level Performance

Table 6. Macro Performance Comparison on the CIC-IDS2017 Dataset

Length Model Tokenizer Accuracy Precision Recall F1Score FP Rate|Train Time Predict. Time
(%) (%) (%) (%) (%) (Hours) (Predict/s)

Xavier-CMAE Hex2Int 99.5023 97.9002  93.0449 952268  0.4226 2.1 5,559.3

(Baseline) CMAE [42] Word2Vec | 99.4904 98.3899  93.0810 95.5002 0.4295 3.8 5,021.5
BPE+SP* 99.3603 949995  87.0100 90.5040  0.5054 9.3 217.3

1,500 Llama2-CMAE Hex2Tok* | 99.3484 91.9016  87.9953 89.5408  0.5164 10.3 428.9
Hex2Tok 99.4384 97.0827 923137 94.4883  0.4644 26.4 444.4

tiktoken3* | 99.4908 96.5243  81.2674 85.6263  0.4082 17.6 212.7

Llama3-CMAE Hex2Tok* | 99.4838 97.4607  92.5058 94.7502  0.4353 10.4 422.3

Hex2Tok 99.4943 98.7752 92.3958 95.3258  0.4302 26.5 436.2

Xavier-CMAE Hex2Int 99.8575 97.1723  97.4779 97.2811  0.0979 2.8 2,795.6

(Baseline) CMAE [42] Word2Vec | 99.8760 98.5423  98.0363 98.2754  0.0822 5.1 2,564.9
BPE+SP* 99.5825 96.1944  93.2571 94.5575  0.2511 31.5 111.2

3.000 Llama2-CMAE Hex2Tok* | 99.8112 96.0786  96.7942 96.3862  0.1221 17.0 216.4
’ Hex2Tok 99.8736 98.5152  97.8260 98.1583  0.0862 474 223.1
tiktoken3* | 99.9352 98.4221  98.2272 98.3213  0.0382 31.1 108.9

Llama3-CMAE Hex2Tok* | 99.8736 98.9354  97.8986 98.4078  0.0859 17.1 207.2

Hex2Tok 99.8660 98.7612  96.8565 97.7662  0.0905 47.4 213.4

Xavier-CMAE Hex2Int 99.9718 99.6410 98.7886 99.2082 0.0182 9.1 590.7

(Baseline) CMAE [42] Word2Vec | 99.9633 99.0351  98.5928 98.8068  0.0229 11.1 552.8
Max Llama2-CMAE. BPE+SP* 99.9149 98.0914  96.0574 97.0371  0.0512 122.1 23.5
Hex2Tok* | 99.8884 96.0236  97.2615 96.5594  0.0664 64.9 47.5
Llama3-CMAE tiktoken3* | 99.9399 98.5168  96.7855 97.6246  0.0362 113.5 24.8
Hex2Tok* | 99.9696 99.4563  98.4367 98.9374  0.0194 65.1 46.9

Table 6 presents the macro performance results for the CIC-IDS2017 test dataset, based on
payload input length, model type, and tokenizer type.

4.5.1 Comparison of Payload Length on Detection Performance.

Truncating the payload length to 1,500 significantly improved inference speed, making it well-suited
for high-traffic environments. Among the models, Xavier-CMAE achieved the highest accuracy,
while CMAE [42] demonstrated the best F1 score. Notably, Xavier-CMAE also had the fastest
training time (2.1 hours) and inference speed (5,559 packets per second), processing data 26 times
faster than Llama3-CMAE, which used the slowest tiktoken3 tokenizer. Furthermore, compared to
Llama2-CMAE with BPE+SP, which processed full-length payloads, Xavier-CMAE was 236 times
faster.

*An asterisk (*) next to a tokenizer name indicates that the embedding layer is frozen. Tokenizers without this mark use a
trainable embedding layer.
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Increasing the payload length to 3,000 led to Llama3-CMAE achieving the highest accuracy.
However, it still underperformed in both accuracy and computational efficiency compared to
Xavier-CMAE using the full-length payload. Compared to Xavier-CMAE with a 1,500 payload,
Llama3-CMAE showed a 0.35 percentage point accuracy gain but suffered from a 50 % reduction
in inference speed, indicating a clear trade-off. This suggests that Llama3-CMAE may be a viable
option when full-length payload processing is infeasible due to resource limitations.

Without truncation, using the full payload length, Xavier-CMAE demonstrated the best overall
performance across all macro evaluation metrics. It outperformed all Llama-CMAE variants in
both training and inference speed. Compared to its 1,500-payload version, real-time throughput
decreased by a factor of nine, but accuracy improved by 0.47 percentage points, reaching 99.97 %,
setting a new state-of-the-art benchmark.

4.5.2 Comparison of Wrongly Detected and Missed Attacks.

Analyzing Missed Attacks from Table 5, the Xavier-CMAE model with full payload length reduced
the number of missed attacks by a factor of 60 compared to the 1,500-byte truncated version,
demonstrating a significant improvement in attack detection capabilities. Additionally, the number
of Wrongly Detected cases was reduced to one-third, indicating enhanced model stability.

A reduction in missed attacks means that network security analysts have a greater opportunity
to identify and mitigate emerging threats. Simultaneously, a reduction in false positives (wrongly
detected cases) reduces unnecessary workload, allowing security teams to allocate more resources
toward detecting new attack patterns and strengthening overall network defense strategies.

5 CONCLUSION
5.1 Summary and Discussion

In this study, we proposed a CMAE-based model that effectively detects malicious traffic by learning
the characteristics of payloads. We applied various tokenizers and training strategies to compare and
analyze model performance. Specifically, we introduced the Xavier-CMAE model, which improves
upon the conventional Word2Vec-based CMAE [59] by maintaining a simpler architecture while
achieving superior detection performance.

Experimental results revealed that the length of the payload significantly impacts detection
performance. Using untruncated payloads or increasing the maximum payload length consistently
improved accuracy and drastically reduced missed attacks compared to truncating payloads at
1,500 tokens. Additionally, our findings demonstrated that tokenizer selection has a substantial
effect on both detection accuracy and false positive rates.

The key findings of our study are as follows:

e The proposed Xavier-CMAE model outperformed all other models across macro performance
metrics, achieving an accuracy of 99.97% and an FP rate of 0.0182%, setting a new state-of-
the-art benchmark.

e In resource-constrained environments, the Xavier-CMAE model with a 1,500-token payload
exhibited the best balance between computational efficiency and accuracy, outperforming
other models using the same payload length.

¢ In scenarios where even a single missed attack could lead to severe consequences, a parallel
evaluation strategy leveraging multiple models tailored to different attack types could enhance
the detection of high-risk packets.

5.2 Limitations

Despite its promising results, this study has certain limitations:
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e Memory consumption and computational cost: When using untruncated payloads,
models such as Llama-CMAE required substantial VRAM, preventing the application of
trainable embedding layers and necessitating the use of frozen embeddings. This constraint
may reduce the model’s adaptability and limit its practicality in environments with restricted
GPU resources.

¢ Generalization to diverse attack types: While CIC-IDS2017 includes major network
attack categories, it does not account for emerging malicious traffic patterns or mutation
attacks. Furthermore, the robustness of the model against adversarial attacks remains an
open question that requires further investigation.

5.3 Future Work

To address these limitations and enhance the practical utility of our model, we suggest the following
directions for future research:

¢ Extension to real-world and emerging network security threats: Unlike prior studies
that rely on pre-extracted features, our approach necessitates direct packet extraction from
raw pcap files. While several publicly available datasets provide raw pcap files, they often
lack comprehensive labeling, requiring an additional preprocessing stage. This preprocessing
step is both labor-intensive and computationally demanding, posing challenges for large-
scale evaluations across multiple datasets within the scope of this study. Furthermore, the
acquisition of real-world network traffic data remains a significant challenge due to security
and privacy concerns, further limiting the availability of labeled datasets. Future research will
focus on extending our methodology to additional datasets such as CSE-CIC-IDS2018, UNSW-
NB15, and Bot-IoT, contingent on the development of efficient labeling and preprocessing
techniques. This will facilitate a more comprehensive evaluation of the model’s adaptability
and robustness across diverse and dynamic network environments.

e Leveraging state-of-the-art Open LLMs for intrusion detection: The rapid evolution of
Open LLMs (Large Language Models) presents new opportunities for security applications.
Comparative studies between Llama2 [77], Llama3 [26], and newer models such as Llama3.2
and Llama3.3 could offer valuable insights. Additionally, evaluating alternative open-source
LLMs such as Bloom [49], Falcon [6], Mixtral [39], and MPT [12] could determine whether
more advanced language models improve security performance. Finally, domain-specific
pretraining and fine-tuning techniques could be explored to further optimize LLM-based
intrusion detection systems.

¢ Developing memory-efficient model architectures: Using untruncated payloads in-
creases both computational load and memory consumption. While our study maintained
structural consistency with prior work [42], further optimizations—such as consolidating
multiple embedding layers into a single one—were not explored. Future research should focus
on designing lightweight architectures that preserve accuracy while improving inference
speed through techniques such as pruning, quantization, and knowledge distillation.

¢ Enhancing robustness against adversarial attacks: Al-based security systems are in-
creasingly vulnerable to adversarial perturbations and evasion attacks. Future work could
explore adversarial training or other robustness-enhancing techniques to mitigate these risks.

By addressing these challenges, we aim to develop a more efficient, generalizable, and robust
payload-based intrusion detection system for modern network environments.

, Vol. 1, No. 1, Article . Publication date: March 2025.



Payload-Aware Intrusion Detection with CMAE and Large Language Models 21

ACKNOWLEDGMENTS

This work was supported in part by the MSIT (Ministry of Science and ICT), Korea under the
ITRC (Information Technology Research Center) support program (II'TP-2025-RS-2023-00259099,
50%) supervised by the IITP (Institute for Information & Communications Technology Planning &
Evaluation, and by the National Research Foundation of Korea(NRF) grant funded by the Korea
government(MSIT) (No. RS-2023-00240211, 50%).

REFERENCES

(1]

— —
w [\
[t —

[10]
[11]
[12]
[13]
[14]
[15]
[16]

[17]

[18]
[19]

[20]

Mukhtar Ahmed, Jinfu Chen, Ernest Akpaku, Rexford Nii Ayitey Sosu, and Ajmal Latif. 2024. DELM: Deep Ensemble
Learning Model for Anomaly Detection in Malicious Network Traffic-based Adaptive Feature Aggregation and Network
Optimization. ACM Transactions on Privacy and Security 27, 4 (2024), 1-36.

Devrim Akgun, Selman Hizal, and Unal Cavusoglu. 2022. A new DDoS attacks intrusion detection model based on
deep learning for cybersecurity. Computers & Security 118 (2022), 102748.

Swathy Akshaya et al. 2019. A study on zero-day attacks. SSRN Electronic Journal (2019).

Mohammad S Al-kahtani, Zahid Mehmood, Tariq Sadad, Islam Zada, Gauhar Ali, and Mohammed ElAffendi. 2023.
Intrusion detection in the Internet of Things using fusion of GRU-LSTM deep learning model. Intelligent Automation
& Soft Computing 37, 2 (2023).

Montdher Alabadi and Yuksel Celik. 2020. Anomaly detection for cyber-security based on convolution neural network:
A survey. In 2020 International Congress on Human-Computer Interaction, Optimization and Robotic Applications (HORA).
IEEE, 1-14.

Ebtesam Almazrouei, Hamza Alobeidli, Abdulaziz Alshamsi, Alessandro Cappelli, Ruxandra Cojocaru, Mérouane
Debbah, Etienne Goffinet, Daniel Hesslow, Julien Launay, Quentin Malartic, et al. 2023. The falcon series of open
language models. arXiv preprint arXiv:2311.16867 (2023).

Mohammed Alrowaily, Freeh Alenezi, and Zhuo Lu. 2019. Effectiveness of machine learning based intrusion detection
systems. In Security, Privacy, and Anonymity in Computation, Communication, and Storage: 12th International Conference,
SpaCCS 2019, Atlanta, GA, USA, July 14-17, 2019, Proceedings 12. Springer, Cham, 277-288.

Meraj Farheen Ansari, Bibhu Dash, Pawankumar Sharma, and Nikhitha Yathiraju. 2022. The impact and limitations of
artificial intelligence in cybersecurity: a literature review. International Journal of Advanced Research in Computer and
Communication Engineering (2022).

Mohammad Samar Ansari, Vaclav Bartos, and Brian Lee. 2022. GRU-based deep learning approach for network
intrusion alert prediction. Future Generation Computer Systems 128 (2022), 235-247.

Isa Aver and Murat Koca. 2023. Cybersecurity Attack Detection Model, Using Machine Learning Techniques. Acta
Polytechnica Hungarica 20, 7 (2023), 29-44.

Jimmy Lei Ba, Jamie Ryan Kiros, and Geoffrey E Hinton. 2016. Layer normalization. arXiv preprint arXiv:1607.06450
(2016). Preprint at arXiv:1607.06450.

Lochan Basyal and Mihir Sanghvi. 2023. Text summarization using large language models: a comparative study of
mpt-7b-instruct, falcon-7b-instruct, and openai chat-gpt models. arXiv preprint arXiv:2310.10449 (2023).

Bo Cao, Chenghai Li, Yafei Song, Yueyi Qin, and Chen Chen. 2022. Network intrusion detection model based on CNN
and GRU. Applied Sciences 12, 9 (2022), 4184.

Brian Caswell, James C Foster, Ryan Russell, Jay Beale, and Jeffrey Posluns. 2003. Snort 2.0 intrusion detection. Syngress
Publishing.

S Sibi Chakkaravarthy, D Sangeetha, and V Vaidehi. 2019. A survey on malware analysis and mitigation techniques.
Computer Science Review 32 (2019), 1-23.

Kyunghyun Cho. 2014. Learning phrase representations using RNN encoder-decoder for statistical machine translation.
arXiv preprint arXiv:1406.1078 (2014).

Manish Choubisa, Ruchi Doshi, Narendra Khatri, and Kamal Kant Hiran. 2022. A simple and robust approach of
random forest for intrusion detection system in cyber security. In 2022 International conference on IoT and blockchain
technology (ICIBT). IEEE, 1-5.

Ronan Collobert, Jason Weston, Léon Bottou, Michael Karlen, Koray Kavukcuoglu, and Pavel Kuksa. 2011. Natural
language processing (almost) from scratch. (2011).

Zhigang Dai, Bolun Cai, Yugeng Lin, and Junying Chen. 2021. Up-detr: Unsupervised pre-training for object detection
with transformers. In Proceedings of the IEEE/CVF conference on computer vision and pattern recognition. 1601-1610.
Rammanohar Das and Raghav Sandhane. 2021. Artificial intelligence in cyber security. In Journal of Physics: Conference
Series, Vol. 1964. IOP Publishing, 042072.

, Vol. 1, No. 1, Article . Publication date: March 2025.



22

[21]

[22]

[23]
[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]
[34]

[35]
[36]
[37]
[38]

[39]

[40]
[41]
[42]
[43]
[44]

[45]

Kim, Lee, Yoon

Fatemeh Deldar and Mahdi Abadi. 2023. Deep learning for zero-day malware detection and classification: A survey.
Comput. Surveys 56, 2 (2023), 1-37.

Jacob Devlin, Ming-Wei Chang, Kenton Lee, and Kristina Toutanova. 2019. Bert: Pre-training of deep bidirectional
transformers for language understanding. In Proceedings of the 2019 conference of the North American chapter of the
association for computational linguistics: human language technologies, volume 1 (long and short papers). 4171-4186.
Sukhpreet Singh Dhaliwal, Abdullah-Al Nahid, and Robert Abbas. 2018. Effective intrusion detection system using
XGBoost. Information 9, 7 (2018), 149.

Yalei Ding and Yuqing Zhai. 2018. Intrusion detection system for NSL-KDD dataset using convolutional neural
networks. In Proceedings of the 2018 2nd International conference on computer science and artificial intelligence. 81-85.
Alexey Dosovitskiy, Lucas Beyer, Alexander Kolesnikov, Dirk Weissenborn, Xiaohua Zhai, Thomas Unterthiner, Mostafa
Dehghani, Matthias Minderer, Georg Heigold, Sylvain Gelly, et al. 2020. An image is worth 16x16 words: Transformers
for image recognition at scale. arXiv preprint arXiv:2010.11929 (2020).

Abhimanyu Dubey, Abhinav Jauhri, Abhinav Pandey, Abhishek Kadian, Ahmad Al-Dahle, Aiesha Letman, Akhil
Mathur, Alan Schelten, Amy Yang, Angela Fan, et al. 2024. The Llama 3 herd of models. arXiv preprint arXiv:2407.21783
(2024).

Sajad Einy, Cemil Oz, and Yahya Dorostkar Navaei. 2021. The anomaly-and signature-based IDS for network security
using hybrid inference systems. Mathematical Problems in Engineering 2021, 1 (2021), 6639714.

Dumitru Erhan, Aaron Courville, Yoshua Bengio, and Pascal Vincent. 2010. Why does unsupervised pre-training help
deep learning?. In Proceedings of the thirteenth international conference on artificial intelligence and statistics. JMLR
Workshop and Conference Proceedings, 201-208.

Xavier Glorot and Yoshua Bengio. 2010. Understanding the difficulty of training deep feedforward neural networks.
In Proceedings of the thirteenth international conference on artificial intelligence and statistics. JMLR Workshop and
Conference Proceedings, 249-256.

Arnaldo Gouveia and Miguel Correia. 2020. Network intrusion detection with XGBoost. In Recent Advances in Security,
Privacy, and Trust for Internet of Things (IoT) and Cyber-Physical Systems (CPS). Chapman and Hall/CRC, 137-166.
Daya Guo, Dejian Yang, Haowei Zhang, Junxiao Song, Ruoyu Zhang, Runxin Xu, Qihao Zhu, Shirong Ma, Peiyi Wang,
Xiao Bi, et al. 2025. Deepseek-r1: Incentivizing reasoning capability in llms via reinforcement learning. arXiv preprint
arXiv:2501.12948 (2025).

Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun. 2016. Deep residual learning for image recognition. In
Proceedings of the IEEE conference on computer vision and pattern recognition. IEEE, Las Vegas, NV, 770-778.

Dan Hendrycks and Kevin Gimpel. 2016. Gaussian error linear units (gelus). arXiv preprint arXiv:1606.08415 (2016).
Geoffrey E Hinton, Simon Osindero, and Yee-Whye Teh. 2006. A fast learning algorithm for deep belief nets. Neural
computation 18, 7 (2006), 1527-1554.

S Hochreiter. 1997. Long Short-term Memory. Neural Computation MIT-Press (1997).

Rui-Fong Hong, Shih-Cheng Horng, and Shieh-Shing Lin. 2021. Machine learning in cyber security analytics using
NSL-KDD Dataset. In 2021 International Conference on Technologies and Applications of Artificial Intelligence (TAAI).
IEEE, 260-265.

Edward J Hu, Yelong Shen, Phillip Wallis, Zeyuan Allen-Zhu, Yuanzhi Li, Shean Wang, Lu Wang, Weizhu Chen, et al.
2022. Lora: Low-rank adaptation of large language models. ICLR 1, 2 (2022), 3.

Aaron Hurst, Adam Lerer, Adam P Goucher, Adam Perelman, Aditya Ramesh, Aidan Clark, AJ Ostrow, Akila Welihinda,
Alan Hayes, Alec Radford, et al. 2024. Gpt-4o system card. arXiv preprint arXiv:2410.21276 (2024).

Albert Q Jiang, Alexandre Sablayrolles, Antoine Roux, Arthur Mensch, Blanche Savary, Chris Bamford, Devendra Singh
Chaplot, Diego de las Casas, Emma Bou Hanna, Florian Bressand, et al. 2024. Mixtral of experts. arXiv preprint
arXiv:2401.04088 (2024).

Hamza Kheddar. 2024. Transformers and large language models for efficient intrusion detection systems: A compre-
hensive survey. arXiv preprint arXiv:2408.07583 (2024).

Ilhan Firat Kilincer, Fatih Ertam, and Abdulkadir Sengur. 2021. Machine learning methods for cyber security intrusion
detection: Datasets and comparative study. Computer Networks 188 (2021), 107840.

Hyeonmin Kim and Young Yoon. 2023. An Ensemble of Text Convolutional Neural Networks and Multi-Head Attention
Layers for Classifying Threats in Network Packets. Electronics 12, 20 (2023), 4253.

Jiyeon Kim, Jiwon Kim, Hyunjung Kim, Minsun Shim, and Eunjung Choi. 2020. CNN-based network intrusion detection
against denial-of-service attacks. Electronics 9, 6 (2020), 916.

Jiyeon Kim, Yulim Shin, Eunjung Choi, et al. 2019. An intrusion detection model based on a convolutional neural
network. Journal of Multimedia Information System 6, 4 (2019), 165-172.

Rachana Koniki, Mounika Durga Ampapurapu, and Praveen Kumar Kollu. 2022. An anomaly based network intrusion
detection system using LSTM and GRU. In 2022 International Conference on Electronic Systems and Intelligent Computing
(ICESIC). IEEE, 79-84.

, Vol. 1, No. 1, Article . Publication date: March 2025.



Payload-Aware Intrusion Detection with CMAE and Large Language Models 23

[46] Taku Kudo and John Richardson. 2018. Sentencepiece: A simple and language independent subword tokenizer and
detokenizer for neural text processing. arXiv preprint arXiv:1808.06226 (2018). Preprint at arXiv:1808.06226.

[47] Hee-Yong Kwon, Taesic Kim, and Mun-Kyu Lee. 2022. Advanced intrusion detection combining signature-based and
behavior-based detection methods. Electronics 11, 6 (2022), 867.

[48] Woosuk Kwon, Sehoon Kim, Michael W Mahoney, Joseph Hassoun, Kurt Keutzer, and Amir Gholami. 2022. A fast
post-training pruning framework for transformers. Advances in Neural Information Processing Systems 35 (2022),
24101-24116.

[49] Teven Le Scao, Angela Fan, Christopher Akiki, Ellie Pavlick, Suzana Ili¢, Daniel Hesslow, Roman Castagné, Alexan-
dra Sasha Luccioni, Franc¢ois Yvon, Matthias Gallé, et al. 2023. Bloom: A 176b-parameter open-access multilingual
language model. (2023).

[50] Yann LeCun, Bernhard Boser, John S Denker, Donnie Henderson, Richard E Howard, Wayne Hubbard, and Lawrence D
Jackel. 1989. Backpropagation applied to handwritten zip code recognition. Neural computation 1, 4 (1989), 541-551.

[51] Yann LeCun, Léon Bottou, Yoshua Bengio, and Patrick Haffner. 1998. Gradient-based learning applied to document
recognition. Proc. IEEE 86, 11 (1998), 2278-2324.

[52] Joftrey L Leevy, John Hancock, Richard Zuech, and Taghi M Khoshgoftaar. 2021. Detecting cybersecurity attacks
across different network features and learners. Journal of Big Data 8 (2021), 1-29.

[53] Jian-hua Li. 2018. Cyber security meets artificial intelligence: a survey. Frontiers of Information Technology & Electronic
Engineering 19, 12 (2018), 1462-1474.

[54] Hung-Jen Liao, Chun-Hung Richard Lin, Ying-Chih Lin, and Kuang-Yuan Tung. 2013. Intrusion detection system: A
comprehensive review. Journal of Network and Computer Applications 36, 1 (2013), 16-24.

[55] JiLin, Jiaming Tang, Haotian Tang, Shang Yang, Wei-Ming Chen, Wei-Chen Wang, Guangxuan Xiao, Xingyu Dang,
Chuang Gan, and Song Han. 2024. Awq: Activation-aware weight quantization for on-device llm compression and
acceleration. Proceedings of Machine Learning and Systems 6 (2024), 87-100.

[56] Yinhan Liu, Myle Ott, Naman Goyal, Jingfei Du, Mandar Joshi, Danqi Chen, Omer Levy, Mike Lewis, Luke Zettlemoyer,
and Veselin Stoyanov. 2019. Roberta: A robustly optimized bert pretraining approach. arXiv preprint arXiv:1907.11692
(2019).

[57] Zhigiang Liu, Mohi-Ud-Din Ghulam, Ye Zhu, Xuanlin Yan, Lifang Wang, Zejun Jiang, and Jianchao Luo. 2020. Deep
learning approach for IDS: using DNN for network anomaly detection. In Fourth International Congress on Information
and Communication Technology: ICICT 2019, London, Volume 1. Springer, 471-479.

[58] Seshu Bhavani Mallampati and Hari Seetha. 2024. Enhancing Intrusion Detection with Explainable Al: A Transparent
Approach to Network Security. Cybernetics and Information Technologies 24, 1 (2024), 98-117. https://doi.org/doi:
10.2478/cait-2024-0006

[59] Tomas Mikolov, Kai Chen, Greg Corrado, and Jeffrey Dean. 2013. Efficient estimation of word representations in vector
space. arXiv preprint arXiv:1301.3781 (2013).

[60] Benoit Morel. 2011. Artificial intelligence and the future of cybersecurity. In Proceedings of the 4th ACM workshop on
Security and artificial intelligence. 93-98.

[61] VK Navya, J Adithi, Diksha Rudrawal, Harshita Tailor, and Nileena James. 2021. Intrusion detection system using deep
neural networks (DNN). In 2021 International Conference on Advancements in Electrical, Electronics, Communication,
Computing and Automation (ICAECA). IEEE, 1-6.

[62] Chigozie Nwankpa, Winifred [jomah, Anthony Gachagan, and Stephen Marshall. 2018. Activation functions: Compari-
son of trends in practice and research for deep learning. arXiv preprint arXiv:1811.03378 (2018).

[63] Kapil Patil and Bhavin Desai. 2024. Leveraging LLM for Zero-Day Exploit Detection in Cloud Networks. Asian
American Research Letters Journal 1, 4 (2024).

[64] Prajoy Podder, Subrato Bharati, M Mondal, Pinto Kumar Paul, and Utku Kose. 2021. Artificial neural network for
cybersecurity: A comprehensive review. arXiv preprint arXiv:2107.01185 (2021).

[65] Alec Radford, Karthik Narasimhan, Tim Salimans, Ilya Sutskever, et al. 2018. Improving language understanding by
generative pre-training. (2018).

[66] Colin Raffel, Noam Shazeer, Adam Roberts, Katherine Lee, Sharan Narang, Michael Matena, Yanqi Zhou, Wei Li, and
Peter J Liu. 2020. Exploring the limits of transfer learning with a unified text-to-text transformer. Journal of machine
learning research 21, 140 (2020), 1-67.

[67] Tim Rains. 2020. Cybersecurity Threats, Malware Trends, and Strategies: Learn to mitigate exploits, malware, phishing,
and other social engineering attacks. Packt Publishing Ltd.

[68] David E Rumelhart, Geoffrey E Hinton, and Ronald ] Williams. 1986. Learning representations by back-propagating
errors. nature 323, 6088 (1986), 533-536.

[69] Rajarshi Saha, Naomi Sagan, Varun Srivastava, Andrea Goldsmith, and Mert Pilanci. 2025. Compressing large language
models using low rank and low precision decomposition. Advances in Neural Information Processing Systems 37 (2025),
88981-89018.

, Vol. 1, No. 1, Article . Publication date: March 2025.


https://doi.org/doi:10.2478/cait-2024-0006
https://doi.org/doi:10.2478/cait-2024-0006

24

[70]

[71]
[72]
[73]

[74]

[75]

[76]

[77]

(78]

[79]
[80]

[81]

[82]

[83]

[84]
[85]
[86]
[87]

[88]

Kim, Lee, Yoon

Chitwan Saharia, William Chan, Saurabh Saxena, Lala Li, Jay Whang, Emily L Denton, Kamyar Ghasemipour, Raphael
Gontijo Lopes, Burcu Karagol Ayan, Tim Salimans, et al. 2022. Photorealistic text-to-image diffusion models with deep
language understanding. Advances in neural information processing systems 35 (2022), 36479-36494.

Igbal H Sarker, Md Hasan Furhad, and Raza Nowrozy. 2021. Ai-driven cybersecurity: an overview, security intelligence
modeling and research directions. SN Computer Science 2, 3 (2021), 173.

Rico Sennrich, Barry Haddow, and Alexandra Birch. 2015. Neural machine translation of rare words with subword
units. arXiv preprint arXiv:1508.07909 (2015).

Iman Sharafaldin, Arash Habibi Lashkari, Ali A Ghorbani, et al. 2018. Toward generating a new intrusion detection
dataset and intrusion traffic characterization. ICISSp 1 (2018), 108-116.

Yan Naung Soe, Yaokai Feng, Paulus Insap Santosa, Rudy Hartanto, and Kouichi Sakurai. 2019. Rule generation for
signature based detection systems of cyber attacks in iot environments. Bulletin of Networking, Computing, Systems,
and Software 8, 2 (2019), 93-97.

Christian Szegedy, Wei Liu, Yangqing Jia, Pierre Sermanet, Scott Reed, Dragomir Anguelov, Dumitru Erhan, Vincent
Vanhoucke, and Andrew Rabinovich. 2015. Going deeper with convolutions. In Proceedings of the IEEE conference on
computer vision and pattern recognition. IEEE, Boston, MA, 1-9.

Hugo Touvron, Thibaut Lavril, Gautier Izacard, Xavier Martinet, Marie-Anne Lachaux, Timothée Lacroix, Baptiste
Roziére, Naman Goyal, Eric Hambro, Faisal Azhar, et al. 2023. Llama: Open and efficient foundation language models.
arXiv preprint arXiv:2302.13971 (2023).

Hugo Touvron, Louis Martin, Kevin Stone, Peter Albert, Amjad Almahairi, Yasmine Babaei, Nikolay Bashlykov, Soumya
Batra, Prajjwal Bhargava, Shruti Bhosale, et al. 2023. Llama 2: Open foundation and fine-tuned chat models. arXiv
preprint arXiv:2307.09288 (2023).

Farhan Ullah, Shamsher Ullah, Gautam Srivastava, and Jerry Chun-Wei Lin. 2024. IDS-INT: Intrusion detection system
using transformer-based transfer learning for imbalanced network traffic. Digital Communications and Networks 10, 1
(2024), 190-204.

Sonia Vakayil, D Sujitha Juliet, Sunil Vakayil, et al. 2024. RAG-Based LLM Chatbot Using Llama-2. In 2024 7th
International Conference on Devices, Circuits and Systems (ICDCS). IEEE, 1-5.

Ashish Vaswani, Noam Shazeer, Niki Parmar, Jakob Uszkoreit, Llion Jones, Aidan N Gomez, Lukasz Kaiser, and Illia
Polosukhin. 2017. Attention is all you need. Advances in neural information processing systems 30 (2017), 11 pages.
Jorge Maestre Vidal, Marco Antonio Sotelo Monge, and Sergio Mauricio Martinez Monterrubio. 2020. Espada: Enhanced
payload analyzer for malware detection robust against adversarial threats. Future Generation Computer Systems 104
(2020), 159-173.

Rahul K Vigneswaran, R Vinayakumar, KP Soman, and Prabaharan Poornachandran. 2018. Evaluating shallow and
deep neural networks for network intrusion detection systems in cyber security. In 2018 9th International conference on
computing, communication and networking technologies (ICCCNT). IEEE, 1-6.

Gaute Wangen, Andrii Shalaginov, and Christoffer Hallstensen. 2016. Cyber security risk assessment of a ddos attack.
In Information Security: 19th International Conference, ISC 2016, Honolulu, HI, USA, September 3-6, 2016. Proceedings 19.
Springer, 183-202.

Nadine Wirkuttis and Hadas Klein. 2017. Artificial intelligence in cybersecurity. Cyber, Intelligence, and Security 1, 1
(2017), 103-119.

Zihan Wu, Hong Zhang, Penghai Wang, and Zhibo Sun. 2022. RTIDS: A robust transformer-based approach for
intrusion detection system. IEEE Access 10 (2022), 64375-64387.

Xiaohan Xu, Ming Li, Chongyang Tao, Tao Shen, Reynold Cheng, Jinyang Li, Can Xu, Dacheng Tao, and Tianyi Zhou.
2024. A survey on knowledge distillation of large language models. arXiv preprint arXiv:2402.13116 (2024).

Yifan Yao, Jinhao Duan, Kaidi Xu, Yuanfang Cai, Zhibo Sun, and Yue Zhang. 2024. A survey on large language model
(Ilm) security and privacy: The good, the bad, and the ugly. High-Confidence Computing (2024), 100211.

Wenxuan Zhang, Yue Deng, Bing Liu, Sinno Jialin Pan, and Lidong Bing. 2023. Sentiment analysis in the era of large
language models: A reality check. arXiv preprint arXiv:2305.15005 (2023).

[89] Juntang Zhuang, Tommy Tang, Yifan Ding, Sekhar C Tatikonda, Nicha Dvornek, Xenophon Papademetris, and James

Duncan. 2020. Adabelief optimizer: Adapting stepsizes by the belief in observed gradients. Advances in neural
information processing systems 33 (2020), 18795-18806.

Received ; revised ; accepted

, Vol. 1, No. 1, Article . Publication date: March 2025.



	Abstract
	1 Introduction
	1.1 The Necessity and Limitations of AI in Network Security
	1.2 Research Trends on IDS Utilizing Large Language Models (LLMs)
	1.3 Proposed Approach and Key Contributions

	2 Related Works
	2.1 Advances in AI-Based Intrusion Detection Systems
	2.2 Large Language Models (LLMs) and Their Potential in Network Security
	2.3 Comparison with Existing Studies and Contributions of This Research

	3 Methodology
	3.1 Overview of the CMAE Model
	3.2 LLM as a Backbone for CMAE

	4 Experiment
	4.1 Experimental Setup
	4.2 Model Configuration and Hyperparameters
	4.3 Evaluation Metrics
	4.4 Experimental Results and Analysis: Detailed Performance
	4.5 Experimental Results and Analysis: Macro-Level Performance

	5 Conclusion
	5.1 Summary and Discussion
	5.2 Limitations
	5.3 Future Work

	Acknowledgments
	References

