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Leveraging VAE-Derived Latent Spaces for
Enhanced Malware Detection with Machine

Learning Classifiers
Bamidele Ajayi , Basel Barakat , Ken McGarry

Abstract—This paper assesses the performance of five machine
learning classifiers: Decision Tree, Naive Bayes, LightGBM,
Logistic Regression, and Random Forest using latent represen-
tations learned by a Variational Autoencoder from malware
datasets. Results from the experiments conducted on different
training-test splits with different random seeds reveal that all
the models perform well in detecting malware with ensemble
methods (LightGBM and Random Forest) performing slightly
better than the rest. In addition, the use of latent features reduces
the computational cost of the model and the need for extensive
hyperparameter tuning for improved efficiency of the model
for deployment. Statistical tests show that these improvements
are significant, and thus, the practical relevance of integrating
latent space representation with traditional classifiers for effective
malware detection in cybersecurity is established.

Index Terms—Malware Classification, Variational Autoen-
coders (VAEs), Latent Space Representations, Feature Engineer-
ing, Processing Efficiency

I. INTRODUCTION

In today’s hyperconnected world, malware attacks have
risen to concerning proportions, presenting substantial chal-
lenges for cybersecurity. Sophisticated malware variants, such
as viruses, worms, and ransomware, are progressively adept
at circumventing traditional detection methods. The increas-
ing complexity of these threats—spanning financial losses to
critical infrastructure breaches—demands the creation of more
resilient and adaptive strategies for malware detection and
classification.

Conventional machine learning methods, like Decision
Trees, Random Forests, and Support Vector Machines, have
been extensively utilized in malware classification endeavours.
These solutions generally depend on manually constructed
features or statistical patterns extracted from the malicious
code or behavioural data of malware samples [1]. Nonetheless,
their efficacy is constrained by their incapacity to generalize
to novel malware variants, especially in adversarial contexts.
This constraint is exacerbated by malware developers employ-
ing obfuscation and polymorphism techniques, which modify
the program’s appearance while preserving its fundamental
operation [2]. These tactics undermine conventional methods,
necessitating needs capable of identifying both known and
novel malware.

Latent-space models, especially those constructed with
deep learning frameworks such as Variational Autoencoders
(VAEs), have presented itself as a viable solution to these
issues. Variational Autoencoders (VAEs) are generative models
that map input data into a reduced-dimensional latent space,

preserving essential characteristics that may be obscured in the
original high-dimensional space [3]. This latent space helps
dimensionality reduction and the identification of fundamen-
tal patterns crucial for efficient malware classification [4].
The acquired latent representations can function as valuable
characteristics for conventional machine learning algorithms,
improving their ability to classify malware accurately despite
obfuscation [5].

This research presents a novel hybrid methodology that
integrates Variational Autoencoders (VAEs) with traditional
machine learning approaches, including Random Forests, Lo-
gistic Regression, Decision Trees, Naı̈ve Bayes, and Light-
GBM across various configurations. We intend to overcome
the shortcomings of conventional machine learning models
and purely deep learning approaches by utilizing the latent
space representations acquired via the VAE. This methodology
integrates the advantages of deep learning in feature extraction
and efficiency of traditional machine learning algorithms,
providing a more adaptable and effective solution for malware
detection.

A primary obstacle in utilizing latent space models for
malware classification is the inherent imbalance found in the
majority of malware datasets. Malware families are typically
characterized by a few predominant kinds, whereas several
infrequent variants constitute a minor segment of the dataset.
This disparity affects the learning process, as models may
find it challenging to appropriately represent infrequent virus
variants [6]. Moreover, the prevalent application of obfuscation
and polymorphism complicates the ability of conventional
models to identify alterations in malware presentation without
jeopardizing detection precision [7]. Our proposed VAE-based
approach tackles these difficulties by transforming malware
samples into a latent space for the extraction of invariant fea-
tures, hence enhancing the efficacy of downstream classifiers
in adversarial and dynamic settings.

A further advantage of utilizing latent space features is their
interpretability. Conventional machine learning models fre-
quently exhibit opaque decision-making processes, complicat-
ing practitioners’ ability to understand the rationale behind cer-
tain decisions. Conversely, latent space representations provide
a more rational understanding of the fundamental elements in-
fluencing classification decisions, facilitating more transparent
and reliable systems for malware detection. Transparency is
essential in critical cybersecurity applications, where knowing
the reasoning behind a classification decision is as significant
as the decision itself [8].
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This research presents a novel classification framework that
combines latent space representations derived from a Varia-
tional Autoencoder (VAE) with traditional machine learning
classifiers and various configurations. We pretrain the Vari-
ational Autoencoder (VAE) on a benchmark malware dataset
[16] [17], then utilizing the acquired latent features as input for
classifiers like Random Forests, Logistic Regression, Decision
Trees, Naı̈ve Bayes, and LightGBM. We conduct comprehen-
sive tests to compare our method with leading classical and
deep learning models, illustrating that the incorporation of
latent space characteristics markedly enhances classification
performance without requiring hyperparameter optimization.

This research key contributions are: We introduce an inno-
vative hybrid method that utilizes VAE-derived latent space
characteristics within traditional machine learning models for
malware classification using various configurations. Secondly,
we present a thorough empirical assessment of the influence
of latent representations on classification with regards to
processing efficiency, providing insights beneficial to both
academia and practitioners in cybersecurity.

By integrating latent space features with conventional ma-
chine learning algorithms, we offer a more efficient and com-
prehensible approach to malware identification. Our method-
ology not only improves performance and accuracy but also
provides a viable strategy for addressing the continuously
changing threat environment presented by sophisticated mal-
ware. This research explores new opportunities for utilizing
latent space models in cybersecurity, enabling analysts to
enhance the detection and classification of malware in the
changing threat landscape.

II. RELATED WORK

Investigating the possibilities for synthetic malware gener-
ation as opcode sequences using generative adversarial net-
works (GANs) and deep variational autoencoders (VAE). [9]
focused on assessing synthetic malware in misleading machine
learning classifiers, their research found that neither VAE nor
GAN could effectively produce malware that avoids detection.
Still, the WGAN-GP algorithm indicated promise in enhancing
synthetic malware production since it needed more synthetic
samples to get effective detection. Although the difficulty
of avoiding complex classifiers remains major, this study
emphasizes the increasing interest in generative models for
malware generation.

For unsupervised malware identification [10] presented
the Hybrid Adversarial-variational Autoencoder (HAVAE), a
model combining the strengths of Adversarial Autoencoders
(AAEs) and VAEs. Without large-scale labelled datasets,
HAVAE enhances the identification of malicious software by
catching subtle elements inside the latent space. Showcasing
strong performance across several datasets, the model gener-
ates realistic yet discriminative samples via the reparameteri-
zation method. Kiran’s study highlights how well unsupervised
learning detects malware and presents a creative way to feature
extraction and classification in a changing threat environment.

With a Conditional Variational Autoencoder (CVAE) for
Android malware family analysis, [11] overcame the con-
straints of imbalanced datasets in malware classification.

Their method maintains malware’s behaviour throughout data
augmentation, therefore enhancing classification accuracy. A
macro-F1 score of 0.91 and an accuracy of 0.99% were
obtained by the study showing that adding original malware
set greatly improves the performance of the classifier. This
work shows how generative models used with conventional
datasets could overcome dataset imbalance and enhance mal-
ware detection.

Using Graph Variational Autoencoder (GVAE) to parse API-
call graphs taken from Android APK files, [12] presented a
new malware detection system. The work sought to lower
graph node feature size and assess whether GVAE-reduced
embeddings might improve malware detection performance.
Showing notable gains, the GVAE was coupled with linear-
based (SVM) and ensemble-based (LightGBM) systems. Ac-
cording to the study, GVAE-reduced embeddings roughly
raised accuracy and F-measure rates for both models by 4%.
Furthermore, LightGBM with a smaller set of 30 features
showed even more accuracy rate of 0.967 by combining
recursive feature elimination (RFE) with GVAE embeddings,
thereby stressing the efficiency of this hybrid approach. The
contributions of the paper consist in the introduction of GVAE
for feature reduction in malware detection, the application of
sophisticated feature selection strategies, and validation of the
suggested approaches by empirical results .

Transforming malware executables into image-based rep-
resentations, [13] suggested an Autoencoder Enhanced Deep
Convolutional Neural Network (AE-DCNN) for malware clas-
sification. This method enhances classification performance by
using a deep convolutional neural network (DCNN) with an
encoder. On the Malimg dataset, the authors show a 10-fold
cross-valuation accuracy of 99.38% and an F1-score of 99.38%
proving the great efficacy of the technique. Eliminating con-
ventional methods such feature engineering and reverse engi-
neering, the AE-DCNN framework provides a more simplified
and effective classification system. Furthermore, because of its
texture-based study of malware files, the method demonstrates
resistance to several obfuscation methods. By combining au-
toencoder improvements with deep learning methods, the AE-
DCNN strategy marks a major breakthrough in malware clas-
sification and generates exceptional accuracy and resilience
against obfuscation .

With an eye toward deriving a deep latent space that cap-
tures both feature and label interdependencies, [14] present a
new framework termed the Canonical-Correlated AutoEncoder
(C2AE) for multi-label classification. To develop joint feature-
label embeddings, their approach integrates Deep Canoni-
cal Correlation Analysis (DCCA) with an autoencoder ar-
chitecture, hence improving the classification accuracy. The
C2AE model can properly use label dependencies and manage
missing labels during training by using a label-correlation
aware loss function. In terms of accuracy and computational
efficiency, tests spanning several datasets show that C2AE is
superior over state-of- the-art multi-label classification tech-
niques.

Because this work uses deep learning methods to embed
labels into a latent space where associations between them are
maintained, it is especially pertinent to latent space learning.
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Such methods have significant consequences for malware
classification since different properties or traits could have
overlapping or dependent behaviours. This approach is a valu-
able reference for applications needing effective classification
with complicated dependencies since it underlines how latent
spaces may be essential in lowering dimensionality while
keeping important information for prediction tasks.

[15], working on ‘Data Augmentation via Latent Space
Interpolation for Image Classification,’ The authors proposed
to apply a uniform distribution on the latent space’s fea-
ture representations by means of an Adversarial Autoencoder
(AAE). Their more varied set of augmented data produced
by using linear interpolation in this uniformly distributed
latent space greatly enhanced the classification performance
on benchmark datasets including ILSVRC 2012 and CIFAR-
10.

This approach’s main value is in its capacity to create
reasonable and instructive training samples by interpolating
across several latent representations, hence solving the ”hole”
issue sometimes present in high-dimensional latent spaces.
This method not only extends the conventional data augmenta-
tion process but also offers a possible foundation for additional
classification problems where producing reasonable alternative
data points is essential.

By improving the usability of VAE-derived latent spaces as
inputs to traditional machine learning models, we specifically
addressed several important constraints noted in past methods.
Regarding processing efficiency, accuracy, generalization, and
the necessity of hyperparameter adjustment, this approach
yields notable gains. The computational load related with
processing high-dimensional data is much lowered by using
the small latent space as input. For real-time or large-scale
datasets, this reduces the training and inference phases of
machine learning models, hence increasing their practicality.

III. MATHEMATICAL REPRESENTATION

A Variational Autoencoder (VAE) consists of the following
components [18]–[21];:

1. Encoder: Maps input data x to a latent space with mean
µ and log variance log σ2:

q(z|x) = N (z;µ(x), σ2(x)I)

2. Decoder: Maps latent variables z to the input space:

p(x|z) = N (x;µd(z), σ
2
d(z)I)

3. Sampling: Using the reparameterization trick:

z = µ(x) + σ(x)⊙ ϵ

where ϵ ∼ N (0, I)
4. Loss Function:

L = Eq(z|x)[log p(x|z)] +DKL(q(z|x)∥p(z))

where: - Eq(z|x)[log p(x|z)] is the reconstruction loss -
DKL(q(z|x)∥p(z)) is the KL divergence term

Total loss: L = Reconstruction Loss + KL Divergence
We introduce a new algorithm that uses VAE latent space

representations as features for traditional machine learning

classifiers. Unlike the classifiers trained on the raw input fea-
tures, the models that use these learned latent representations
with significant reduced dimension are comparably accurate
and more robust. The VAE encodes the high-dimensional data
into a low-dimensional latent space, which is a compact and
informative representation of the data that helps uncover the
structure of the data and improve the performance of the
downstream classifier as shown in Figure 1.

Algorithm 1 Classifier Evaluation with Original Features

1: function BUILD(data)
2: C ← YourClassifier()
3: C.fit(data.features, data.labels)
4: return C
5: end function
6: function EVALUATE(C, test data)
7: pred← C.predict(test data.features)
8: acc← calc accuracy(pred, test data.labels)
9: return acc

10: end function
11: data← LoadData()
12: C ← Build(data)
13: init acc← Evaluate(C, data.test data)
14: Print “Accuracy with all features: ”, init acc

Algorithm 2 Classifier with Latent Space Representations

1: function BUILDVAE(train data)
2: vae← VAEModel()
3: vae.compile(optimizer = adam, loss = vae loss)
4: vae.fit(train data.features, train data.features,

epochs = 50, batch size = 64)
5: return vae
6: end function
7: function EXTRACTLATENT(vae, data)
8: encoder ← vae.get encoder()
9: z mean← encoder.predict(data.features)

10: return z mean
11: end function
12: function BUILDCLASSIFIER(latent data)
13: C ← YourClassifier()
14: C.fit(latent data, data.labels)
15: return C
16: end function
17: function EVALUATE(C, test latent data)
18: pred← C.predict(test latent data)
19: acc← calc accuracy(pred, test data.labels)
20: return acc
21: end function
22: data← LoadData()
23: vae← BuildVAE(data.train)
24: train latent← ExtractLatent(vae, data.train)
25: test latent← ExtractLatent(vae, data.test)
26: C ← BuildClassifier(train latent)
27: latent acc← Evaluate(C, test latent)
28: Print “Accuracy with latent features: ”, latent acc
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Fig. 1: Flow Diagram for Classifier with Latent Space Repre-
sentations

IV. METHODOLOGY

In order to assess the effectiveness of the latent space
representations in the context of malware classification, two
phase experimental design was carried out in this paper. In
the first phase, two benchmark malware datasets [16], [17]
were first normalized and then cleaned. The datasets which
were initially dimensional feature vectors of size 2,381 were
cleaned to exclude instances without labels and were divided
into training, validation and test sets. More training-test splits
were also made (30%/30%, 50%/30%, 70%/30%) to ensure
that the model performance was evaluated with different levels
of data availability. All features were normalized between
[0,1] range using MinMaxScaler to improve convergence and
enhance classifier performance since features were on different
scales.

In the next phase, a Variational Autoencoder (VAE) was
trained on the preprocessed training data to learn compact
latent features. The encoder was the dense layers that reduced
the dimensionality to a 32 dimensional latent space of mean
(z mean) and log variance (z log var). The latent vectors were
generated using a reparameterization trick to ensure that the
latent space was learned smoothly while the decoder attempted
to reconstruct the original input. The VAE was trained for 50
iterations with a batch size of 64, using a custom loss function
that incorporated Mean Squared Error for reconstruction loss
and Kullback-Leibler divergence for regularization.

The latent representations learned by the VAE were then
employed as input features to five different machine learning
classifiers, including Decision Tree, Naive Bayes, LightGBM,
Logistic Regression, and Random Forest. These models were
chosen as representative of different approaches to learning
and known to perform well in malware detection tasks. Each
classifier was trained with five-fold cross validation, two differ-
ent random seeds (42 and 123) and accuracy and Area Under
the Curve (AUC) were used as performance metrics to evaluate
the models on the test set. T-tests were used to determine
the statistical significance of the performance differences to
confirm that the observed performance differences were robust.
Furthermore, confusion matrices, classification reports and
ROC curves were constructed to give a more complete view of
the performance, and execution times were recorded to judge
the computational efficiency.

With the help of the unsupervised feature learning com-
ponent based on the VAE and the traditional classifiers, the
detection accuracy is improved while the computational cost
and the need for extensive hyperparameter tuning are reduced.
All the models that were trained in this research, including
the VAE encoder and the classifiers, have been saved in
order to ensure reproducibility. The complete Python code for
data preprocessing, VAE training, the extraction of the latent
space, and the training of the classifiers is provided in the
supplementary material to enable further research into machine
learning based malware detection.

V. EVALUATION AND RESULTS

The experiments rigorously evaluate model accuracy across
different training-test split ratios (30/30, 50/30, and 70/30) and
random seeds (42 and 123) to assess robustness. A key novelty
of this approach is that no hyperparameter tuning was required,
yet the models achieved high performance directly from latent
space features, demonstrating the inherent advantages of this
representation when compared to V VI VII VIII . Decision
Tree classifiers had mean cross-validation scores of 0.931
and test accuracies around 95%. Although results varied with
split ratios, they remained stable across different random seeds.
The robustness of Decision Trees across varying conditions
suggests that their hierarchical structure allows them to gen-
eralize well within the latent space. Importantly, latent space
features improved memory consumption and inference speed,
making this method highly efficient compared to training on
high-dimensional raw data or full feature sets as shown in
Table IV.

Naive Bayes, while not as accurate as tree-based models,
demonstrated efficiency in ranking malware classes. In BOD-
MAS, its cross-validation scores decreased from 0.7967 for
the 30/30 split to 0.759 for the 70/30 split, with test accuracy
following the same trend. EMBER showed similar results as
shown in Table IV. Despite lower accuracy, high AUC values
confirmed its usefulness for ranking, and its rapid inference
time and low computational complexity make it particularly
valuable in resource-constrained environments. The observed
drop in performance with increased training size suggests
that Naive Bayes might struggle with increased complexity
in feature representations derived from latent space.
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LightGBM demonstrated the highest accuracy, achieving
cross-validation scores of 0.9388 and test accuracy of 0.9399
in BODMAS. Its AUC values exceeded 0.947 across all splits,
confirming its effectiveness . The application of LightGBM
in latent space significantly improved inference speed and
reduced memory consumption, proving its suitability for real-
world deployment. However, LightGBM exhibited variability
across random states, indicating that its sensitivity to initial-
ization might require further tuning or ensemble techniques to
enhance stability.

Logistic Regression, though stable, was outperformed by
ensemble methods. It had cross-validation scores of 0.7996,
test accuracies near 83%, and an AUC of 0.9009. While lim-
ited by linear decision boundaries, its efficiency in latent space
representation makes it an excellent choice for low-latency
applications. The lack of significant performance variation
across splits further underscores its reliability, particularly in
real-time threat detection where computational overhead is a
concern as shown in 4 5 IV.

Random Forest exhibited the best classification performance
overall. With a 30/30 split, it achieved cross-validation scores
of 0.9498, test accuracy of 0.9523, and an AUC close to
0.9906. Similar results were observed for EMBER. The en-
semble nature of Random Forest allows it to capture complex
relationships within latent space features, leading to high
accuracy. However, statistically significant differences between
the 30/30 and other splits suggest that Random Forest benefits
from larger training datasets, reinforcing the importance of
training-test data proportions as shown in III 3 2.

The comparison of different random states (42 vs. 123)
reveals that for most classifiers, the t-statistics are very close
to zero and the p-values are extremely high (e.g., p = 0.8072,
1.0000), indicating no statistically significant difference in per-
formance. This suggests that for both BODMAS and EMBER
datasets, classifier outcomes are robust to the choice of random
seed. However, an exception appears with the Random Forest
classifier in the EMBER 50/30 split, where the t-statistic is
-6.6940 and the p-value is 0.0002, indicating sensitivity to
the random state in this particular instance. This could be
due to an interaction between the model’s randomness and
the specific data split. When analyzing the effect of data
splits, BODMAS comparisons across split ratios (30/30 vs.
50/30, 30/30 vs. 70/30, and 50/30 vs. 70/30) exhibit large t-
statistics and consistently low p-values (p < 0.05), showing
that changing the split ratios significantly alters classifier
performance. This demonstrates that the proportion of data
allocated to training versus testing has a significant impact on
results as shown in IX X.

In the EMBER dataset, similar significant differences are
found for most classifiers, confirming that performance is
affected by the split ratio. Logistic Regression remains an
exception, showing no significant differences across splits (p-
values between 0.26 and 0.94), suggesting stability regardless
of how data is partitioned. LightGBM displays mixed sensitiv-
ity to split ratios, with significance depending on the specific
comparison and random state. T-tests further confirm that
most classifiers had statistically similar cross-validation scores
across random seeds (p < 0.05), except for Random Forest on

EMBER 50/30 (t = -6.6940, p = 0.0002). Comparisons across
splits highlight significant differences for Decision Tree, Naive
Bayes, and Random Forest, while Logistic Regression remains
stable, emphasizing the critical impact of split sensitivity on
classifier performance. These results indicate that the method
of data partitioning plays a critical role, as significant differ-
ences in performance are observed across different split ratios
as shown in I II.

Split Classifier t-statistic p-value

EMBER 30/30 Decision Tree 0.0754 0.9418
Naive Bayes 0.0000 1.0000
LightGBM 0.0000 1.0000
Logistic Regression 0.0000 1.0000
Random Forest -0.3691 0.7216

EMBER 50/30 Decision Tree -0.0477 0.9631
Naive Bayes 0.0000 1.0000
LightGBM -0.6680 0.5229
Logistic Regression 0.0000 1.0000
Random Forest -6.6940 0.0002

EMBER 70/30 Decision Tree -0.4554 0.6609
Naive Bayes 0.0000 1.0000
LightGBM -0.2266 0.8264
Logistic Regression 0.0000 1.0000
Random Forest 0.0168 0.9870

TABLE I: Comparison of random states (42 vs 123) for each
classifier within each EMBER split.

Classifier Random State Comparison t-statistic p-value

Decision Tree 42
30/30 vs 50/30 -16.1213 0.0000
30/30 vs 70/30 -28.7708 0.0000
50/30 vs 70/30 -12.2503 0.0000

Decision Tree 123
30/30 vs 50/30 -13.8541 0.0000
30/30 vs 70/30 -25.6003 0.0000
50/30 vs 70/30 -10.1159 0.0000

Naive Bayes 42
30/30 vs 50/30 7.7939 0.0001
30/30 vs 70/30 4.7865 0.0014
50/30 vs 70/30 -3.8106 0.0052

Naive Bayes 123
30/30 vs 50/30 7.7939 0.0001
30/30 vs 70/30 4.7865 0.0014
50/30 vs 70/30 -3.8106 0.0052

LightGBM 42
30/30 vs 50/30 -2.2882 0.0514
30/30 vs 70/30 -0.6418 0.5390
50/30 vs 70/30 1.3736 0.2068

LightGBM 123
30/30 vs 50/30 -4.2594 0.0028
30/30 vs 70/30 -1.1109 0.2989
50/30 vs 70/30 2.8681 0.0209

Logistic Regression 42
30/30 vs 50/30 1.2077 0.2616
30/30 vs 70/30 0.0717 0.9446
50/30 vs 70/30 -0.9205 0.3842

Logistic Regression 123
30/30 vs 50/30 1.2077 0.2616
30/30 vs 70/30 0.0717 0.9446
50/30 vs 70/30 -0.9205 0.3842

Random Forest 42
30/30 vs 50/30 -25.5407 0.0000
30/30 vs 70/30 -42.0416 0.0000
50/30 vs 70/30 -6.7869 0.0001

Random Forest 123
30/30 vs 50/30 -40.6750 0.0000
30/30 vs 70/30 -40.6750 0.0000
50/30 vs 70/30 0.0000 1.0000

TABLE II: Comparison of splits for each classifier for each
random state within EMBER.

Key insights from this evaluation include:
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• Most classifiers exhibited consistency across random
seeds, reinforcing the reliability of the evaluation ap-
proach.

• Data partitioning significantly affected the performance
of Decision Tree and Naive Bayes, emphasizing the
necessity of careful data allocation.

• Random Forest and LightGBM outperformed other mod-
els, particularly benefiting from larger training datasets.

• The ability to achieve high classification performance
without hyperparameter tuning demonstrates a novel and
efficient approach for malware classification.

These findings have far-reaching implications for large-scale
cybersecurity applications. The proposed methodology enables
malware detection with reduced inference time and lower
memory consumption, making it particularly suitable for se-
curity frameworks, SIEM, and EDR tools. Additionally, the
lightweight computational cost of latent space-based classifi-
cation makes it highly viable for IoT security and edge com-
puting. Security vendors can integrate these techniques into
their real-time malware detection and response mechanisms
to enhance efficiency and scalability as shown in XI.

This research introduces a novel methodology demonstrat-
ing that latent space representations enhance malware classifi-
cation accuracy while reducing computational overhead. The
integration of Random Forest and LightGBM into cyberse-
curity frameworks can significantly improve real-time threat
detection in constrained environments. The high statistical sig-
nificance of these findings underscores their generalizability,
offering a groundbreaking, low-overhead approach to malware
classification that can be seamlessly deployed across various
cybersecurity applications.

Fig. 2: EMBER Latent Feature Accuracy VS Training

Model No Components Accuracy Precision Recall F1 Score ROC AUC

Decision Tree ALL 0.9881 0.9833 0.9887 0.9860 0.9881

LightGBM ALL 0.9958 0.9947 0.9954 0.9950 0.9998

Logistic Regression ALL 0.7482 0.6682 0.8133 0.7337 0.8428

Naive Bayes ALL 0.4920 0.4547 0.9605 0.6172 0.5614

Random Forest ALL 0.9945 0.9975 0.9896 0.9935 0.9997

TABLE VIII: BODMAS Comparison of models with complete
feature and hyperparameter tuning

Performance Metrics (EMBER)

NTR NTS Classifier AUC Accuracy Mean CV Score Std Dev
(103) (103)

30% Training, 30% Testing, 40% Holdout

180 180 Random Forest 0.9794 0.9211 0.9156 0.0009
180 180 Logistic Regression 0.7894 0.7349 0.7346 0.0021
180 180 Naive Bayes 0.8015 0.7351 0.7355 0.0018
180 180 Decision Tree 0.8815 0.8816 0.8742 0.0016
180 180 LightGBM 0.9479 0.8742 0.8715 0.0011

50% Training, 30% Testing, 20% Holdout

300 180 Random Forest 0.9849 0.9339 0.9321 0.0010
300 180 Logistic Regression 0.7942 0.7328 0.7331 0.0013
300 180 Naive Bayes 0.7974 0.7251 0.7263 0.0015
300 180 Decision Tree 0.8929 0.8929 0.8902 0.0012
300 180 LightGBM 0.9501 0.8728 0.8737 0.0016

70% Training, 30% Testing

420 180 Random Forest 0.9866 0.9383 0.9356 0.0004
420 180 Logistic Regression 0.8035 0.7343 0.7345 0.0026
420 180 Naive Bayes 0.7969 0.7294 0.7302 0.0013
420 180 Decision Tree 0.9026 0.9026 0.8988 0.0007
420 180 LightGBM 0.9492 0.8721 0.8724 0.0011

TABLE III: Performance of Various Classifiers on EMBER
Dataset Splits

Performance Metrics (BODMAS)

NTR NTS Classifier AUC Accuracy Mean CV Score Std Dev
(103) (103)

30% Training, 30% Testing, 40% Holdout

32 40 Decision Tree 0.9353 0.9356 0.9314 0.0021
32 40 Naive Bayes 0.8850 0.7977 0.7967 0.0054
32 40 LightGBM 0.9870 0.9399 0.9388 0.0027
32 40 Logistic Regression 0.9009 0.8044 0.7996 0.0027
32 40 Random Forest 0.9906 0.9524 0.9498 0.0026

50% Training, 30% Testing, 20% Holdout

54 67 Decision Tree 0.9246 0.9256 0.9238 0.0012
54 67 Naive Bayes 0.8755 0.7869 0.7892 0.0010
54 67 LightGBM 0.9808 0.9259 0.9274 0.0014
54 67 Logistic Regression 0.8799 0.8087 0.8063 0.0018
54 67 Random Forest 0.9849 0.9408 0.9404 0.0017

70% Training, 30% Testing

75 94 Decision Tree 0.9394 0.9401 0.9391 0.0012
75 94 Naive Bayes 0.8797 0.7562 0.7592 0.0042
75 94 LightGBM 0.9837 0.9328 0.9355 0.0005
75 94 Logistic Regression 0.8952 0.8160 0.8105 0.0023
75 94 Random Forest 0.9915 0.9563 0.9542 0.0005

TABLE IV: Performance of Various Classifiers on the BOD-
MAS Dataset Splits

Model No Compoenents Accuracy Precision Recall F1 Score ROC AUC

Random Forest ALL 0.9603 0.9674 0.9527 0.9600 0.9940

Logistic Regression ALL 0.5564 0.5414 0.7339 0.6231 0.6133

Decision Tree ALL 0.9394 0.9362 0.9430 0.9396 0.9394

Naive Bayes ALL 0.5346 0.9098 0.0761 0.1405 0.6075

Light GBM ALL 0.9516 0.9513 0.9518 0.9515 0.9907

TABLE V: EMBER Performance metrics for models with
complete feature and no hyperparameter tuning

Model No Components Accuracy Precision Recall F1 Score ROC AUC

Light GBM ALL 0.9807 0.9840 0.9773 0.9807 0.9979

Logistic Regression ALL 0.8872 0.8759 0.9021 0.8888 0.9589

Naive Bayes ALL 0.5346 0.9098 0.0761 0.1405 0.6075

Random Forest ALL 0.9628 0.9701 0.9550 0.9625 0.9947

Decision Tree ALL 0.9176 0.9206 0.9139 0.9172 0.9271

TABLE VI: EMBER Performance metrics for models with
complete feature and hyperparameter tuning
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Fig. 3: EMBER Latent Feature AUC VS Training

Fig. 4: BODMAS Latent Feature Accuracy VS Training

Fig. 5: BODMAS Latent Feature AUC VS Training.

Model No Componentss Accuracy Precision Recall F1 Score ROC AUC

Logistic Regression ALL 0.7466 0.6642 0.8206 0.7342 0.8457

LightGBM ALL 0.9959 0.9953 0.9951 0.9952 0.9998

Decision Tree ALL 0.9888 0.9847 0.9892 0.9869 0.9889

Random Forest ALL 0.9945 0.9974 0.9896 0.9935 0.9997

Naive Bayes ALL 0.4920 0.4547 0.9605 0.6172 0.5614

TABLE VII: BODMAS Performance metrics for models with
complete feature and no hyperparameter tuning

Split Classifier t-statistic p-value

BODMAS 30/30 Decision Tree -0.2523 0.8072
Naive Bayes 0.0000 1.0000
LightGBM 0.0000 1.0000
Logistic Regression 0.0000 1.0000
Random Forest 0.4842 0.6413

BODMAS 50/30 Decision Tree 0.0188 0.9855
Naive Bayes 0.0000 1.0000
LightGBM 0.0000 1.0000
Logistic Regression 0.0000 1.0000
Random Forest 0.2128 0.8368

BODMAS 70/30 Decision Tree 0.4778 0.6456
Naive Bayes 0.0000 1.0000
LightGBM 0.0000 1.0000
Logistic Regression 0.0000 1.0000
Random Forest -1.0562 0.3217

TABLE IX: Comparison of random states (42 vs 123) for each
classifier within each split.

Classifier Random State Comparison t-statistic p-value

Decision Tree 42
30/30 vs 50/30 6.1411 0.0003
30/30 vs 70/30 -6.2678 0.0002
50/30 vs 70/30 -17.6574 0.0000

Decision Tree 123
30/30 vs 50/30 6.9828 0.0001
30/30 vs 70/30 -6.4404 0.0002
50/30 vs 70/30 -23.1574 0.0000

Naive Bayes 42
30/30 vs 50/30 2.7497 0.0251
30/30 vs 70/30 10.9515 0.0000
50/30 vs 70/30 13.7383 0.0000

Naive Bayes 123
30/30 vs 50/30 2.7497 0.0251
30/30 vs 70/30 10.9515 0.0000
50/30 vs 70/30 13.7383 0.0000

LightGBM 42
30/30 vs 50/30 7.5691 0.0001
30/30 vs 70/30 2.4185 0.0419
50/30 vs 70/30 -11.1428 0.0000

LightGBM 123
30/30 vs 50/30 7.5691 0.0001
30/30 vs 70/30 2.4185 0.0419
50/30 vs 70/30 -11.1428 0.0000

Logistic Regression 42
30/30 vs 50/30 -4.1039 0.0034
30/30 vs 70/30 -6.0987 0.0003
50/30 vs 70/30 -2.8430 0.0217

Logistic Regression 123
30/30 vs 50/30 -4.1039 0.0034
30/30 vs 70/30 -6.0987 0.0003
50/30 vs 70/30 -2.8430 0.0217

Random Forest 42
30/30 vs 50/30 5.9883 0.0003
30/30 vs 70/30 -3.2663 0.0114
50/30 vs 70/30 -15.2201 0.0000

Random Forest 123
30/30 vs 50/30 5.5212 0.0006
30/30 vs 70/30 -6.3946 0.0002
50/30 vs 70/30 -9.9289 0.0000

TABLE X: Comparison of splits for each classifier for each
random state within BODMAS.

VI. CONCLUSIONS

This research proves that by using latent space represen-
tations, it is possible to improve the malware classification
accuracy without increasing the computational complexity of
the model. Out of all the classifiers discussed, ensemble
methods such as Random Forest and LightGBM performed
best, attaining highest accuracy values and AUC scores in all
the dataset splits and random seeds. These results are also
statistically significant, which makes them more credible. A
major implication of this result is that optimal classification
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results can be obtained without hyperparameter optimization,
which makes these models suitable for real-time use.

Execution Times (seconds)

Dataset Split Classifier Time (s)

BODMAS 30/30 Split

BODMAS 30/30 Random Forest 34.6131
BODMAS 30/30 Logistic Regression 0.8388
BODMAS 30/30 Naive Bayes 0.5964
BODMAS 30/30 Decision Tree 3.9037
BODMAS 30/30 LightGBM 1.6439

BODMAS 50/30 Split

BODMAS 50/30 Random Forest 69.9131
BODMAS 50/30 Logistic Regression 1.1087
BODMAS 50/30 Naive Bayes 0.7727
BODMAS 50/30 Decision Tree 7.2392
BODMAS 50/30 LightGBM 2.7356

BODMAS 70/30 Split

BODMAS 70/30 Random Forest 102.7147
BODMAS 70/30 Logistic Regression 1.3402
BODMAS 70/30 Naive Bayes 0.9787
BODMAS 70/30 Decision Tree 10.7152
BODMAS 70/30 LightGBM 5.5132

EMBER 30/30 Split

EMBER 30/30 Random Forest 173.0924
EMBER 30/30 Logistic Regression 2.0239
EMBER 30/30 Naive Bayes 1.4704
EMBER 30/30 Decision Tree 17.1457
EMBER 30/30 LightGBM 4.6313

EMBER 50/30 Split

EMBER 50/30 Random Forest 285.4887
EMBER 50/30 Logistic Regression 2.4814
EMBER 50/30 Naive Bayes 1.5534
EMBER 50/30 Decision Tree 30.7527
EMBER 50/30 LightGBM 6.3087

EMBER 70/30 Split

EMBER 70/30 Random Forest 420.7596
EMBER 70/30 Logistic Regression 2.9080
EMBER 70/30 Naive Bayes 1.8112
EMBER 70/30 Decision Tree 45.1684
EMBER 70/30 LightGBM 8.4585

TABLE XI: Execution Times of Various Classifiers on the
BODMAS and EMBER Dataset Splits

The originality of this research is based on the fact that
this research shows how applying the concept of latent space
can reduce the complexity of malware classification and at the
same time reduce the computational costs of the classification
process. Unlike many other approaches that require much
adjustment of their hyperparameters, the method proposed
in this paper produces stable classification results without
optimization, which makes it easy to use in a rapidly changing

cyber security environment.
The main results of the work can be summarized as follows.

First, it has been found that ensemble methods can enhance
the performance of malware classification using latent space
features and reduce the model size and computational time.
Second, the use of statistical significance testing is crucial in
evaluating the classifier performance, to ensure the reliability
and replicability of the results. Third, it offers a basis for
future work on the application of techniques for explaining
the model’s predictions and the application of deep learning
models to enhance the quality of the latent space for malware
analysis.

Future work may include the continuation of the above
research to establish how the mentioned findings can be
combined with interpretability techniques in order to gain
a better understanding of the features influencing the latent
space. Also, the effectiveness of deep learning models on
latent space features could be investigated with the aim of
enhancing malware detection. In summary, this paper proposes
a malware classification method that is efficient, reliable and
easily expandable to other data sets, thus addressing the
challenges of the current malware analysis problems.
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