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A New Space Efficient Secret Sharing Scheme without a Secure Channel
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Abstract  Efficient secret sharing schemes play significant roles in areas such as safe guarding
cryptographic keys, threshold cryptosystems, and secure multi-party protocols, etc. This paper
focuses on the problem of space efficient secret sharing. We propose a space efficient secret
sharing scheme without using private channels. The new scheme enjoys a simple construction and
high efficiency. It does not require secure channels between the dealer and the share holders. The
security analysis and performance analysis of the new construction are presented. We also give
the execution flow chart and a very simple example to demonstrate how our secret sharing scheme
works. Due to its security and performance features, the new scheme can be extensively applied
in Long-Term archival storage system, and the safe guarding of very confidential information in

resource constrained environments such as sensor networks and mobile networks, etc.
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cally secure secret sharing scheme, effectively conveys at most
1/¢ bits of the shared secret. Such an expansion will inevitably
induce the increase in bandwidth and transmission costs. This
problem was firstly addressed by Hugo Krawczyk, and conse-
quently studied by Parakh et al. . However, almost all previ-
ous solutions either have security weaknesses, or computa-
tionally inefficient, or rely on private channels between the
dealer and the shareholders. This paper focuses on the design
of practical space efficient secret sharing schemes.
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