Solutions for detection of non-technical losses in the
electricity grid: a review

Joaquim L. Viegas®, Paulo R. Esteves®, R. Melicio®®, V. M. F. Mendes®¢,
Susana M. Vieira®

*IDMEC, Instituto Superior Técnico, Universidade de Lisboa,
Av. Rowvisco Pais, 1, 1049-001 Lisbon, Portugal
b Power Data, Portugal
¢Dep.de Fisica, Escola de Ciéncias e Tecnologia, Universidade de Evom, Portugal
dC-MAST, Centre for Mechanical and Aerospace Sciences and Technology, Portugal

Abstract

This paper is a review of literature with an analysis on a selection of scientific
studies for detection of non-technical losses. Non-technical losses occurring
in the electric grid at level of transmission or of distribution have nega-
tive impact on economies, affecting utilities, paying consumers and states.
The paper is concerned with the lines of research pursued, the main tech-
niques used and the limitations on current solutions. Also, a typology for
the categorization of solutions for detection of non-technical losses is pro-
posed and the sources and possible attack/vulnerability points are identi-
fied. The selected literature covers a wide range of solutions associated with
non-technical losses. Of the 103 selected studies, 6 are theoretical, 25 pro-
pose hardware solutions and 72 propose non-hardware solutions. Data based
classification models and data from consumption with high resolution are
respectively required in about 47% and 35% of the reported solutions. Avail-
able solutions cover a wide range of cases, with the main limitation found
being the lack of an unified solution, which enables the detection of all kinds
of non-technical losses.
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1. Introduction

Losses of electric energy in the grid at level of transmission and distribu-
tion (T&D) encompass both technical losses and non-technical losses (NTLs)
and for the estimation of the later is normally required the estimation of the

s former [IH4]. Technical losses are naturally occurring losses due to irradiation
and as a result of inevitable dissipation of electric energy into the equipment
necessary for implementing T&D [I}, 4, 5], involving losses in dielectrics and
mostly in the conductors by Joule’s effect. NTLs are also referred in the
literature as commercial losses are non-natural losses associated with the

10 amount of non-billed electricity and billed electricity that is not paid for.
The non-billed electricity occurs due to either errors in metering or billing,
or non-legitimate behavior of consumers [I], 5], [6]. Non-legitimated behavior,
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i.e., electric energy use by fraudulent behavior of users, has been detected in
association with institutionalized theft, corruption and organized crime [6].
The cost associated with the NTLs has to be covered by the participation of
utilities and or of legitimate consumers, i.e., consumers paying bills. Also,
if there is public funding for the use of electric energy, as in some states
with the aim of enabling supply electricity to non-profitable geography or
demography, more public funding is needed. Consequently, NTLs result in
augmented costs to utilities, legitimate consumers and states [, 6] [7].

Table 1: Nomenclature

Nomenclature

NTLs Non-Technical Losses T Period

RQ Research Question PES  Power and Energy Society
T&D  Transmission and Distribution ANN  Artificial Neural Networks
SG Smart Grid SVM  Support Vector Machines
SM Smart Meter RBS Rule Based System

AMI  Automatic Metering Interface DT Decision Tree

LV Low Voltage FS Feature Selection

MV Medium Voltage

The most negative consequences due to the NTLs are found in fragile
environments associated either with economies in transition or with devel-
oping economies. For example, in Jamaica in 2013, NTLs are up to US$46
million, accounting for 18% of the total fuel bill [I]. In India, yearly losses
due to electricity are over 1% of the gross domestic product (GDP) [7, [§].
In general NTLs are prone to have unsustainable consequences in already
fragile environments. But although developed economies have less serious
consequences regarding NTLs, the existing ones are still considered as need-
ing a convenient treatment. The developed economies of UK and USA have
estimated that electricity theft is £173 million [9] and US$6 billion [10] every
year, respectively. In Europe, the reduction of NTLs are essential to reap
the benefits of currently undergoing deployment of advanced meters [11].

The spreading of the smart grid (SG) concept and the widespread deploy-
ment of smart meters (SMs) leads to an extended attack surface to electricity
grids and to vulnerability of the software in the meters [12,[13]. A SG intends
to enable the intelligent integration and optimization of the whole electricity
supply chain, enabling stable distributed generation, efficient transmission
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and strong engagement of consumers to promote sustainability minded be-
havior [I4HI8]. SMs differ from traditional metering systems regarding their
advanced communications and processing capabilities, enabling the collec-
tion of data regarding high resolution of consumption or consumer services
(e.g. automatic efficient control of appliances, demand side management).
Cyber attacks can potentially manipulate meter software, delivering fraudu-
lent readings to utilities, disconnecting consumers by remote action and even
compromising utility systems operation [12] [13].

Detection of NTLs has been receiving a growing interest both in academia
and industry in order to find adequate approaches to face NTLs. Approaches
may use statistical analysis to capture the main drivers of fraudulent behav-
ior, customizing adequate methods for software regarding patterns of electric
energy usage. Other approaches may use algorithms to analyze the data col-
lected from SMs, enabling the detection of patterns that may indicate the
presence of fraudulent behavior. Equipment configurations and grid struc-
tures have also been proposed to enable the detection and reduction of NTLs.
Althought there are studies that have thoroughly analyzed the issue of NTLs
[T, 6], there is no systematic analysis of solutions for the detection of NTLs.
In [12, [19] the techniques to detect electricity theft based on smart metering
data are analyzed. In [20] an overview of the types of techniques is presented,
but in limited way only covering data-based solutions. The authors believe
that the growing amount of literature and the wide range of techniques and
solutions justify the need for a review on the state-of-the-art for abstraction
of the main lines pursued by researchers.

This paper presents a literature review on the topic of the detection of
NTLs, giving researchers and utilities an overview of the available methods
and requirements to development applications for the detection of NTLs. The
paper covers detection techniques for all found vulnerability/attack points
that are potential sources of NTLs, analyzing techniques that estimate NTLs
at the system level, solutions to identify consumers with a high probability
of thieving behavior, and techniques to detect patterns that may implying
vulnerabilities in metering equipment. The main contributions of the paper
are the following:

e An up-to-date analysis of types and possible attack vectors related to
NTLs;

e A review and analysis of studies presenting solutions for detection of
NTLs;
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e A typology of solutions for the detection of NTLs;
e An analysis of requirements for detection of NTLs;

e An analysis of the limitations of current solutions for detection of NTLs
and gaps in current available research.

An analysis of 103 papers is selected to carried out the literature review,
using methods inspired by the systematic literature review guidelines [21], 22].
The evolution of the number of studies published, the main journals and
conferences involved, the techniques most commonly used, types of data
needed and main limitations of currently available solutions for detection of
NTLs are presented. The paper is structured as follows: Section [2| presents
the method followed in the paper. Section [3| presents an analysis on the
types and sources of NTLs. Section [4] presents an analysis of the results on
solutions for detection of NTLs. Section [5| presents the conclusions.

2. Method

The main contributions of the paper are derived from gathering, analyzing
and summarizing in a systematic way the existing solutions for the detection
of NTLs. The methodology used has as guidelines the systematic review
guidelines proposed by Kitchenham [2I, 22] and the systematic review on
energy management systems by Rasool et al. [23].

2.1. Questions

The lines of inquiry for which there is a body of studies large enough to
allow capturing the main directions of the proposed solutions are associated
with the following research questions (RQs):

e RQ1: What types of NTLs are considered in literature?
e RQ2: Which type of research is conducted on the detection of NTLs?

e RQ3: What are the main techniques and data used for the detection of
NTLs?

e RQ4: What are the limitations of current solutions and future perspec-
tives?

RQ2, RQ3 and R4 are main motivations for carrying out the review. An
up-to-date response to " RQ1: What types of NTLs are considered in litera-
ture?” is the main support to address the responses to RQ2 and RQS3.
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2.2. Search

The search in the literature review about the detection of non-technical
losses is concerned with state-of-art reported in studies appearing since 2000
in the following three databases: ScienceDirect, ACM Digital Library and
IEEE Xplore.

2.2.1. Search terms

The search terms are designed to obtain general queries that minimize
the chances of missing any relevant study. The queries are built to include
studies of NTLs, especial having explicitly text about electricity theft or
fraud, the combination of the following terms is used to search in the titles
and abstracts of studies in the databases:

1. 7electric” or ”electricity”;
2. "theft” or "fraud” or "non-technical loss” or "non-technical losses”.

The number of papers resulting from the search queries is presented in
Table 2

Table 2: Results from search queries

Query Results from query Date

ScienceDirect 35 26,/02/2016
ACM Digital Library 11 26/02/2016
IEEE Xplore 143 26/02/2016

2.3. Criteria

Exclusion and inclusion criteria are used to select the considered studies
in the review from the pool of studies resulting from the queries.

2.3.1. Exclusion criteria
e Study not related to non-technical losses in electricity grids;

e Study published before 2000;

e Study presenting the SG, SMs or automatic metering interface (AMI)
as a solution to detect and reduce NTLs, without presenting additional
details on the detection solution.
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2.8.2. Inclusion criteria

Study provides detection, estimation or prediction of any kind of non-
technical losses in the electricity grid;

Study proposes solution for the detection of any kind of N'TLs;

Study presents a comparison of multiple solutions for the detection of
any kind of NTLs;

Study presents determinant variables and factors on non-technical losses
in the electric grid.

2.4. Data collection

The abstract and conclusions of the studies that resulted from the search
queries are subjected to a procedure for the identification of the ones not
meeting any of the exclusion criteria and meeting at least one of the inclusion
criteria. A total of 103 studies resulted from the application of the aforemen-
tioned criteria. These studies are the ones subjected to detailed analysis,
where the different characteristics of the lines of research are collected in a
systematic way. The following attributes are:

Authors, Title, Year of publication, Journal/conference;
Source research database;

Category: Category of solution proposed;

Type: Type of solution proposed;

Smart meters: Identifier on the requirement of smart meters for the
proposed solution;

Data: Types of data used and/or required by the proposed solution;

Consumption/load resolution: Resolution of consumption or load data
used and/or required by the solution,

Techniques: Specific techniques used and/or proposed in the presented
solution;

Real data: Identifier on the use of real data to validate the solution;

The categories, types of solutions, types of data and techniques are spec-
ified and analyzed in detail in Section [4]

7



170

185

190

2.5. Data analysis

The extracted information from the literature review in order to answer
the RQ)s is subjected to a procedure of analysis organized as follows:

1. In . the types of NTLs and potential points of attack/vulnerability
are identified, pictured and listed in Figure[I]and Table [3], respectively.

2. In[] the literature review is quantitatively summarized and the distri-
bution per year is pictured in Figure [2] the main publishing journals
and conferences are in Table [4l

3. In[d.1] the typology proposed is stated, the lists of the studies organized
by categories and types are in Table [5]

4. ITn [£.2] the techniques for detection of NTLs are analyzed, the main
techniques are in Table [7]

5. In[A.3] the requirements for the solutions are analyzed, Table [§ with
Table[9 and Table [I0] with Table [L1]list the requirements of studies con-
sidered as Theoretical study and Non-hardware solution, respectively.

6. In[£.4] limitations on the categories of the solutions in the literature
review are summarized.

3. Non-Technical Losses

The total amount of T&D losses, technical and non-technical, amounts
to the difference between the total electric energy injected into the T&D
and the one associated with the revenue due to the bills paid by customers.
While technical losses account for the electric energy dissipated through the
equipment necessary to implement the T&D of electricity [I, 6], the NTLs
account for the difference between total T&D losses and technical losses.
NTLs can be estimated, but exact measurement is not feasible [6]. NTLs
have been mostly verified as the result of fraud through hardware tampering,
theft by line tapping and unpaid bills. Also, irregularities in the measurement
of consumption/billing and collusion with utility employees are considered to
be sources of NTLs [T, 6, 24]. The following studies [I, [6], 20, 24] present an
overview about sources of NTLs. Also, with the emergence of the SG concept
and the emerging global roll-out of meters with advanced communications
capabilities, SMs studies are identifying an interest with lines of research
on to new potential points of attack/vulnerability [19, 25, 26]. Cyber and
data attacks are identified need to be taken into account in solutions for the
detection and mitigation of NTLs. A focus on possible attack vectors on

8
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metering equipment with advanced communication capabilities [19, 25H27] is
a line of recent research that have to be carried out in order to face the menace
of NTLs in the context of SGs. Sources of NTLs and attack/vulnerability
points are pictured in Figure [1]

Utility

b Information
5. -7 % Systems |

Figure 1: NTLs sources and points of attack/vulnerability.

In Figure [1f the continuous line represents a physical electricity connection
and the dashed lines represent channels of communications. 1) points to
the distribution line between a medium voltage/low voltage (MV/LV) or low
voltage/low voltage (LV/LV) transformer and the household of the electricity
customer; 2) points to the meter software; 3) points to the physical meter
hardware and components; 4) points to the electricity customer; 5) points
to the channel of communications between a meter and the utility; 6) points
to the communication and relation between the cufstomer and an utility
employee; 7) points to the channel of communication between the employee
and the utility and 8) points to the utility information systems.

The capture of the main ideas in the literature review allows a synthesis
of imputations derived from acts of the types fraud/theft or fraud/error for
the NTLs. A lists of the imputations denominated as zones for NTLs, types
and possible sources of attack/vulnerability vectors is presented in Table .



Table 3: List of zones, types and possible sources of NTLs

Zone

Type

Sources and attack/vulnerability vectors

Point

Before meter

Fraud/theft

Connecting throw-ups on a distribution
feeder [1]

1

Meter

Fraud/theft

Fault/error

Reverse the meter [27]

Disconnect the meter [27]

Bypass meter to remove measurement [27]
Interfering with meter (e.g. by strong
magnet) [19]

Compromise meter through remote net-
work exploit [27]

Modify firmware/storage on meter [27]
Steal credential to login to meter [27]
Intercept/alter communications [27]
Inadequacy and inaccuracy of meter read-
ing [20]

Losses due to faulty meter and equipment
20

[\] W W w w

W Ot NN

Billing

Fraud/theft

Fault/error

Non-payment of bills [20]

Arranging billing irregularity help by in-
ternal employees [20] (collusion)

Cyber attack to information systems
Inaccurate or erroneous customer electric-
ity billing due to faulty information sys-
tems or employer [20]

Inaccurate or erroneous meter reading

In table 3| are identified three imputations for sources of NTLs, leading to the

25 type either fraud/theft or fault/error. The last column of the table refers to

220

the numbers in Figure for identification of the points of attack /vulnerability.
The characterizations of imputations identified by zones are the following:

1. Before meter: Fraud/theft source of NTLs can occur is this zone, such
as the illegal tapping of distribution lines and feeders;
2. Meter: Fraud/theft source of NTLs can occur in this zone, such as re-
versing, disconnecting, bypassing and interfering with the meter. Net-
work exploits, software and firmware exploits can also compromise the
meters and measurements. Fault/error can occur in this zone, such as

10
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the presence of inaccuracy in the metering equipment and equipment
failure;

3. Billing: Fraud/theft sources of NTLs can occur in this zone, such as
the non-payment of bill, collusion between customer and utility em-
ployer to arrange billing reduction and cyber attack to billing systems.
Fault/error can occur in this zone, such as inaccurate billing due to
faulty system and employer error.

4. Detection of Non-Technical Losses

Data analysis of the attributes is extracted from selected studies published
from 2000 to 2016, having the distribution per year pictured in Figure [2]

W Smart meters
15 Wl Total

10
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Figure 2: Number of selected studies per year of publication.

In Figure[2the total number of studies and the ones particularly regarding the
research in SMs are presented in blue and in green, respectively. Although
with few studies at the beginning from 2000 to 2005, the interest on the
detection of NTLs has been more regular from 2006 to 2015. The highest
amount of published studies is nineteen in 2015. Also, the development of
solutions for detection of NTLs has been growing in popularity in developed
countries motivated by policies for higher efficiency and the digitization of
the grid, enabling the collection and analysis of data of consumption and

11



asset operations. The studies with solution concerning the use of SMs show

that a significant share of the literature has been dedicated to this concern.

These type of studies appear mostly from 2010 to 2015. The journals and
25 conferences with at least two selected studies are listed in Table [l

Table 4: Journals and conferences with at least two selected studies

Journal/conference

IEEE PES General Meeting

International Journal of Electrical Power & Energy Systems

IEEE Transactions on Power Delivery

Energy Policy

IEEE PES Conference on Innovative Smart Grid Technologies

IEEE PES Transmission & Distribution Conference and Exposition: Latin

e s O |

America

IEEE Transactions on Power Systems

International Conference on the European Energy Market
International Conference on Intelligent System Applications to Power Sys-
tems

IEEE PES Transmission & Distribution Conference and Exposition
Utilities Policy

International Conference on Power System Technology

IEEE International Power and Energy Conference

IEEE International Conference on Communications

Lecture Notes in Computer Science

IEEE International Conference on Smart Grid Communications

IEEE Transactions on Smart Grid

IEEE PES Conference on Innovative Smart Grid Technologies Europe
IEEE PES Power Systems Conference and Exposition

N DN W

DN DNDNNDNDDNDNDN

In Table [4] are listed the journals and conferences with at least two selected
studies, listing 53 of a total of 103 selected studies. A significant number of
the studies come from proceedings of conferences related to the IEEE Power
& Energy and Society (PES) such as the PES General Meetings, Conferences
20 on Innovative Smart Grid Technologies and T&D Conferences. The journals
with more studies published are the International Journal of Electrical Power
& Energy Systems, IEEE Transactions on Power Delivery and Energy Policy.

12
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4.1. Typology of studies

Although, initial studies are dominated by the paradigm of analysis of
T&D losses and customer subjected to inspection as the staples for the de-
tection of NTLs [6], during the time horizon in observation a wide array of
techniques and approaches have been proposed in the literature to detect,
estimate and analyze NTLs. Hence, to provide an overview of techniques
for the detection of NTLs a typology is proposed with the following three
categories:

1. Theoretical study;
2. Hardware solution;
3. Non-hardware solution.

The relation between socio-economic and demographic factors that can help
inform policy and decision makers to analyze and reduce the phenomena
of NTLs[8, 28, 29] is addressed in studies categorized as theoretical study.
The installation or implementation of specific equipments, e.g., meters with
tempering sensors, RFID equipments, meters with redundancy is addressed
and categorized as hardware solution, focusing on specific metering hard-
ware, infrastructure and equipment to enable the detection of NTLs. The
advance of data processing and communication capabilities have open new
lines of research and solutions based on the analysis of consumer data [12] [30]
and categorized as non-hardware solution, assuming that NTLs result in a
deviation from the norm of consumption patterns or other consumer charac-
teristics.

Studies presenting a list or comparison of different NTLs detection tech-
niques only focus on the non-hardware solution. In [20] fraud detection tech-
niques are classified as unsupervised, supervised and semi-supervised. In [12]
techniques for theft detection are classified as classification-based, state-based
and game theory-based. The typology is detailed in the following: a general
description of each category is given followed by a more detailed analysis of
the types of techniques, the leading studies, advantages, disadvantages and
relation to the identified NTLs zones.

Theoretical study: Study on the analysis of factors and variables that
may reveal the presence of NTLs in a population or geographical area, tend-
ing to focus on analyzing demographic drivers and social aspects related to
electricity fraud. This type of study is considered because knowledge of these

13
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variables and factors may enable the detection of NTLs in a certain popula-
tion or area. This category encompasses the following type of technique:

o Analysis of variables and factors: The leading studies of this type
make use of statistical techniques to find the relationships between
socio-demographic, economic, market variables and the amount of theft
[31, B2]. In another influential study [§], empirical analysis based on
surveys and ethnographic fieldwork is used to understand the main fac-
tors related to theft in a region of Tanzania and one of India. A recent
study stands out as an example [2§], where the author analyzes de-
terminant socio-economic attributes of illegal consumers of electricity
through econometric analysis.

These techniques have the advantage of producing results that can have
an high impact, being useful to design policy and make decisions to re-
duce NTLs. The volume and complexity of the data used is normally
easily manageable, has it consists of variables and indicators that aggre-
gate entire regions. The main disadvantage of these studies comes from
the scope of the analysis, which focuses on a whole region or country.
The studies can estimate and find the drivers of aggregate NTLs but
are not adequate to find specific cases of theft and faults in metering
or billing.

Theoretical study is not specifically aimed at any of the zones listed in
Table 3] because this category of studies work with data that aggregates
all NTLs.

Hardware solution: Study proposing a solution in which the main
focus is the characterization and description of equipment that enables the
detection or estimation of NTLs. Most studies of this type focus the proposal
of metering and sensing hardware. Many of these studies also comprise the
ones in the category of non-hardware solution, in which a software component
is essential for the processing of the data generated by the equipment. This
category encompasses the following types of techniques:

o Metering hardware: Study presenting solutions specifying metering
hardware details and specifications. The selected studies of this type
present no apparent common methodology, presenting different ways
to design meters or modify the hardware of existing ones to enable eas-
ier detection of theft. In [33] and [34], the authors propose a system

14
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based on specific processor architectures and algorithms, which enables
tampering protection through the detection and communication of in-
trusion events. RFID tags have been proposed to be used to seal meters
and speed up inspections [35]. In Brazil, a metering architecture us-
ing two reading points has been tested and concluded as enabling easy
theft detection [36].

This type of solutions have the advantage of being able to completely
disable some theft options, such as meter reversal and disconnection.
The main disadvantage is the significant cost of installing hardware in
an high number of households. Metering hardware solutions can only
detect NTLs that result from the meter zone, as listed in Table [3|

Metering infrastructure: Study presenting solutions based on a set of
metering assets and/or sensing hardware, focusing on infrastructure
characteristics, such as installation strategies and number of equip-
ments needed based on geographical location. Leading studies propos-
ing solutions of this type focus on the different data collection equip-
ments needed at different locations of the grid (e.g. customers house-
holds, distribution transformers and substations) to effectively calcu-
late NTLs and detect their sources [37, 38]. In [26] a comprehensive
analysis focused on the threat faced by automated metering infrastruc-
tures (AMI) systems is presented, the authors propose different system
architectures to combat the different possible attacks.

These solutions have the advantage of being able to detect any kind
of NTLs when the source is in the meter or before meter zones. The
main disadvantage are the high equipment costs associated. While it is
not feasible to change overnight the whole architecture of an electrical
grid, these studies present important aspects to take into account when
utilities take decisions to modernize the electrical networks.

Signal generation and processing: Study presenting solutions that make
use of signal generation and processing to detect NTLs. While only a
limited number of studies present solutions of this type, they give prac-
tical ways to control and detect sources of NTLs. In [7], 9] the use of
an harmonic signal generator is proposed, after disconnecting the me-
ters of legal consumers, introducing a signal to the distribution feeders
that affects equipments connected to the electricity. In [40] an high
frequency signal generator and analysis are used, after disconnecting

15
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consumers, to detect illegally connected equipments that contribute to
significant loads in distribution.

This type of solution has the advantage of being able to detect all types
of NTLs in the grid. The main disadvantage of these solutions is the
dependency on the presence of smart metering systems.

e Other approaches: Study that does not fit in any of the aforementioned
types. For example, a research group has proposed the use of a light
sensor to gather information of public lighting points in Brazil, this
is done to make sure the electricity being used for municipal lighting
is correctly reported and payed for [41]. Another study uses forensic
investigation procedures to find possible cases of collusion and fraud
on meters [42].

Non-hardware solution: Study in which the main focus is the char-
acterization and description of a non-hardware solution, i.e. software, which
enables the detection or estimation of NTLs. Most studies of this category
focus on describing classification techniques that infer the presence of NTLs
from electricity consumption or other data. Many of these studies present
techniques which require specific hardware requirements for the acquisition
of data. This category encompasses the following types of techniques:

o (lassification: Study presenting techniques that provide predictions for
the presence of significant NTLs or theft in a location or consumption
end-point. There are many different classification models and algo-
rithms used in the literature, the ones that are more suitable for this
application are analyzed in more detail in Section [4.2]

The studies with highest impact use a support vector-machines (SVM)
model to infer, from consumption data and other information about
the consumer, the presence of theft or other sources of NTLs. The
leading studies supported by SVM propose a method for the electric-
ity provider of peninsular Malaysia that predicts the presence of theft
from the monthly consumption data of consumers and risk information,
achieving an increases in the detection hit-rate from 3% to 60% [43-
47]. Other leading studies that deal with higher resolution data with
consumption values collected with time periods equal or under 1 hour
have also been developed [20} B0, 48-50]. These studies use load pro-
filing techniques to understand normal customer consumption patterns
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and classification techniques to predict future behaviors. The stud-
ies propose an outlier detection scheme to find irregular consumption
points that may be sources of NTLs. Similar techniques are proposed
by research groups from Brazil [51H55] and Spain [56H61].

The main advantage of this type of techniques is the low investment
cost, utilities have to have computational resources to run these data
mining and classification models and make additional use of the data
already collected. The main disadvantage is that the presence of sources
of NTLs on detection is not guaranteed, being used for enabling a more
efficient use of inspection resources. Another possible disadvantage is
the data requirements of the techniques (e.g. if high resolution data
is required, SMs and remote collection of consumption information are
needed). Classification techniques can detect NTLs in all zones listed in
Table [3| If these techniques are based on collected consumption data,
instead of billing data, is possible to have only ability to detect sources
of NTLs located at the zones before meter or meter, billing subject to
manipulations is not detected by this data.

Estimation: Studies presenting techniques that provide an absolute or
relative estimate of the amount of NTLs from an area or customer.
Leading studies use state estimation to estimate irregularities and er-
rors in customers demand data or use technical loss modeling to esti-
mate aggregated NTLs. In [62] a simple state estimation technique is
proposed to estimate the deviation between customers billed and actual
electricity consumption. To tackle the new threat of false data injection
in the SG context, state estimation has been combined with attacker
modeling, enabling the detection of NTLs that would be undetected by
traditional methods [63]. To improve the estimation of NTLs, statis-
tical methods are proposed, finding accurate relations between losses
and load factors [2, [64]. More recently, spatio-temporal analysis, pat-
tern analysis, generalized additive models and a markov chain model
are proposed to estimate NTLs geographically [65].

State estimation has advantages similar to classification techniques, re-
quiring low investment if the needed data collection assets are already
in place. This technique is more precise than classification techniques
but require more accurate and complete data on the distribution net-
work loads.
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Technical loss modeling has the advantages of having low cost and of
requiring data that every utility has, the only disadvantage is that
aggregated N'TLs are estimated, i.e., there is no ability to detect the
specific sources of NTLs. These techniques are similarly to classification
and can be applied on all the zones that can be possible sources of
NTLs. But in of absence data used for billing is not used may be
limited to the zones before meter and meter.

e Game theory: Study presenting detection techniques based on game
theory for modeling legitimate consumers, fraudsters and the relation-
ships with the electricity utility. In [66] a comprehensive game theory
model to develop and analyze the performance of different classical
statistical techniques is proposed for theft detection using smart me-
tering data. The disadvantage of these studies is the need to make
strong assumptions about the ways fraud is carried out, only provid-
ing estimates on the detection capabilities of techniques under those
assumptions. The advantage is that studies provide precise detection
capacity estimates under the considered assumptions.

e Other approaches: Study based on other less common techniques in the
field. Such as [67], where an algorithm to optimally schedule inspections
is proposed with the objective of detecting theft.

The performance of classification and estimation techniques is a relevant
factor, normally quantified using accuracy or other measures. A comparison
between the accuracy of the different solutions is not presented because the
studies deal with very different data, coming from different locations, repre-
senting different realities and presenting different data types. The data used,
in many cases, is synthetic and may not be indicative of the performance in
real applications. The only found study where the results presented in mul-
tiple studies are compared is [I2], reporting on detection rates ranging from
25% to 98% under different conditions and data. No standard validation
method is found throughout the analyzed studies.

The validation results of the classification and estimation techniques pro-
posed in the selected studies are always stated as, at least, adequate. A
difficulty faced in many of the non-hardware solution studies which used real
data are the lack of balance in the data, as there are usually many more
examples of consumers with no behavior related to NTLs than fraudulent or
thieving consumers [43], 45], 57, [68-72].
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All selected studies, categorized according to the proposed typology, are

listed in Table [B

Table 5: Categorization of all selected studies

Category

Type Studies
Theoretical study

Analysis of variables and factors  [8 28 29] 31, 32} [73]
Hardware solution

Metering hardware [33H36), [74-79)]

Metering infrastructure [26, 137, 38, 80-83]

Signal generation and processing [7} [39] 40, [84]

Other approaches [41), [42] [85, 86]
Non-hardware solution

Classification [19, 20} 27, 30, [43], [44], 47-61, 68-72, [87-

108]
Estimation [2-4;, (13}, 62H65, T09HIT8]
Game theory [66, 119, 120]

Other approaches

[67]

In Table 5| the majority of studies are in the category of non-hardware so-
lution, followed by the types metering hardware and estimation of the cat-
egories hardware solution and non-hardware solution, respectively. The cat-
egory of theoretical study has the lowest number of studies. The summary
of the identified advantages and disadvantages for each type is presented in

Table [
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4.2. Techniques

The number of techniques identified in the studies is of 91 and are listed
in the Annexes in Table [I3]and Table [I4] The main specific techniques used
in the selected studies that are used in more than two cases are listed in
Table [7

Table 7: Techniques used in at least three selected studies

Technique #
SVM 16
Load profiling 13
Direct calculation 12
ANN 11
State estimation 8
RBS 7
DT 7
Technical loss modeling 6
FS 4
Optimum-path forest 5
Text mining 3
K-Means 3
Naive Bayes 3

In Table [7jmost of the techniques listed are from studies using non-hardware
classification solutions, such as SVM, load profiling, artificial neural net-
works (ANN), rule-based systems (RBS), decision trees (DT), feature se-
lection (FS), optimum-path forest, text-mining, K-Means and naive Bayes.
SVM, ANN, RBS, DT and naive Bayes are classification models. These are
able to infer a binary indicator or probability of presence of NTLs from a
set of inputs. The use of these techniques usually consists on the following
phases: 1) processing of data representing past examples of NTLs, 2) fitting
of the classification model to the data, 3) evaluation of the performance of the
model, and 4) deployment of the model. The inputs can consist in the con-
sumption data of customers, characteristics and other information the utility
finds suitable for the task. The following paragraphs analyze and present
examples of the most popular techniques used in the proposed classification
solutions for the detection of NTLs.

SVM has been one of the leading techniques in classification due to a
good performance and ease of adaptation to different applications |71} [93].
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In comparison to ANN, SVM are more easily used and tend to result in less
overfitting, performing better on data different from the one used for fitting.

The optimum-path forest classifier is a graph-based technique that is less
common in the literature and is reported as outperforming SVM and ANN
in [51) 52].

DT and RBS present significantly different characteristics than SVM and
ANN. The structure of tree and rule-based models is easily interpreted in
comparison to the latter, which are close to a black-box approach [30} [5§].
These easily understood models have the advantage of being transparent to
the operators and being easily adjusted by hand. The disadvantage is a lower
performance in comparison with more complex techniques, such as SVM and
ANN.

Naive Bayes is a simple probabilistic classifier that presents limitations
when dealing with complex data, such has the one usually used for detection
of NTLs. This classifier makes strong assumptions on the structure of the
data and needs a comprehensive dataset for fitting [27].

FS is normally used together with classification techniques, encompassing
the schemes used to find which variables are the most useful to identify the
presence of NTLs [48] [54]. The reduction of the number of inputs used in
classification can improve the performance and ease interpretation.

Text mining encompasses methods used to transform the data from in-
spection notes or other text sources in a numerical input format that the
classification techniques can use for inference [58, [61].

Load profiling and K-Means are used in various studies categorized as
non-hardware solution, in some cases as a classification model and in other
cases as a method for data pre-processing for use of classification techniques
such as SVM. These techniques are used to divide a population of customers
or set of electricity patterns in smaller sets that present similar character-
istics. The techniques can be used to divide the classification problem in a
set of multiple easier problems or to directly identify a group of customers
presenting irregular behavior, which may be a strong indicator of NTLs [89].
Finding load profiles representing normal consumption patterns is used com-
pare to new consumption curves, uncovering outliers that can indicate the
presence of illicit behavior or faults in metering [48].

State estimation consists on finding the best possible estimate for internal
states of the power system using the available measurement data, usually load
and current measurements at grid nodes [62, 99]. This type of technique may
be used to estimate power flow to customer nodes, enabling the detection of
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NTLs when a deviation between estimated and billed electricity consumption
is significant. This technique is significantly dependent on the quality of
load data and on the presence of automatic collection of measurements from
customers households.

Direct calculation is stated when studies propose solutions that need to
directly estimate T&D losses, such as calculating the difference between me-
tered electricity flowing out of a distribution feeder and billed energy to the
consumers connected [7]. This method is straightforward, but also very de-
pendent on the data available and is not able to pinpoint the source of NTLs.
Technical loss modeling is usually used to estimate the amount of technical
losses, is used together with direct calculation to infer the amount of NTLs
from total T&D losses [64].

4.8. Requirements

The requirements of the solutions presented in the selected studies are
analyzed in this section. This analysis mainly focuses on requirements con-
sisting of data, which is essential in the majority of selected studies. For
studies presenting an hardware solution the requirements are considered to
be of material nature, usually presenting unique equipment and hardware
needs (e.g. meters with tempering sensors, RFID equipments, meters with re-
dundancy). The manufacturing requirements, infrastructure necessities and
financial costs could also be considered in the scope of requirements. Due
to the range of possibilities and inability to limit the scope, this section is
limited to the categories of theoretical study and non-hardware solution.

4.8.1. Theoretical study
The number of studies in the category of theoretical study per type of
data is listed Table Rl

Table 8: Number of studies in theoretical study per type of data
Type of data #

Socio-economic 4
Consumption/load 2
Customer information 2
Load shedding 1
Electricity price 1
Behavior and perceptions 1
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Table |8 shows that theoretical study is focused on the relation between socio-
economic aspects and occurrence of NTLs. For example, in [32] an econo-
metric study of socio-economic factors, consumption and information on con-
sumers and appliances, concludes that: in Brazil low-income urban demog-
raphy, favelas, the illegal behavior is explained not only by low-income, but
also by social norms. Data on indicators such as load shedding (related to
the amount of interruptions), electricity price, behavior and perceptions is
used in one study [31]. Nonetheless, apparent relationships are found be-
tween these indicators and the amount of fraud and theft leading to NTLs.
The number of studies per combination of types of data are listed in Table
9l

Table 9: Number of studies in theoretical study per combination of types of data

Combination of types of data #

Consumption/load + Customer information + Socio-economic
Aggregated non-technical losses + Electricity price + Load shedding
Behavior and perceptions 4+ Socio-economic

Aggregated non-technical losses + Socio-economic

— = =N

In table [9 the number of studies is lower than the number in the category
of theoretical study, because [73] focuses on analysis of electricity theft and
fraud from a psychology and theory of planned behavior point of view, not
using any data. The number of studies is not sufficient to extract additional
insights.

4.8.2. Non-hardware solution
The types of data used in the selected studies of the category mnon-
hardware solution are listed in Table [T0L
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Table 10: Number of non-hardware solution studies per type of data with at least two uses

Type of data #

Individual consumption/Load 61
Customer information

Load, voltage and current measurements
Inspection data

Topology

Risk information

Billing

Grid asset information

Geo-referenced

Demand and load factors

[
w

NN NDNDNDND-J

Individual consumption or load data is the type of data most commonly
ss0 used, as many of the solutions presented in the selected studies propose
techniques to find consumption patterns assumed to indicate the existence

of sources of NTLs.
Customer information, inspection notes, load, voltage and current mea-
surements are also used in a significant number of studies. Load, voltage and
sss current measurements are specially common in studies using state estimation
techniques for the estimation of NTLs. The combinations of types of data
used in the studies categorized as non-hardware solution is listed in Table

il

Table 11: Number of non-hardware solution studies per combination of types of data with
at least two uses

Combination of types of data #

Individual consumption/Load 32
Individual consumption/Load + Customer information

Individual consumption/Load + Customer information + Inspection data
Grid load, voltage and current measurements

Individual consumption/Load + Risk information

Individual consumption/Load + Load, voltage and current measurements
Grid asset information + Load, voltage and current measurements.

NN DN WOt

Consumption or load data are the only requirement of the majority of
s0 solutions. Additional data such as customer information (e.g. type of con-
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tract, house type) and inspection notes have been used with the objective of
achieving better detection performances. As stated earlier, load, voltage and
current measurements are usually used in state estimation based solutions
that usually do not include other data types.

As consumption or load data is widely used, its characteristics are fur-
ther analyzed. The resolution of the data is very relevant for ascertain the
adequacy of a solution to the available data and network hardware, as most
utilities only have access to monthly billing information on the individual
level. The resolution of the consumption/load data used in the studies cate-
gorized as non-hardware solution is presented in Table

Table 12: Number of studies per resolution of consumption/load data

Resolution #

High (7" not specified) 18
High (T = 15 min) 14

High (T =1 hour) 2
High (T = 30 min) 1
Monthly 18

In Table 12| T' stands for the data collection time period. The resolution
is considered High if more than one daily measurement is used. The ma-
jority of these studies make use of high resolution data, indicating that the
availability of such data may be very important to detect the occurrence of
NTLs. Nonetheless eighteen studies propose solutions using monthly reso-
lution. Traditionally, customer consumption of electricity has been recorded
and billed in a monthly basis, this type of data should be available to all
utilities thus making practical the use of solutions that use this data.

4.4. Limitations of available solutions

The analysis of techniques and data requirements of the selected studies
unveiled the following main limitations.

Theoretical study:
e Not suitable to identify specific location of the sources o NTLs;

e Less suited to identify the presence of NTLs than to identify the de-
mographic and economic drivers of NTLs.
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Hardware solution:
e Unable to detect NTLs resulting from the billing zone;

e Solutions consisting in anti-tampering mechanisms are only aimed at
the meter zone;

e Internet connected meters may result in an widened attack-surface for
electricity fraudsters;

e The wide deployment of these solutions requires significant capital ex-
penses.

Non-hardware solution:

e Some solutions assume that NTLs result in a change in consumption
information collected from a customer;

e [f the solution only analyzes the evolution of the consumption of the
customer to infer the presence of NTLs, then is unsuitable to detect
sources of NTLs present since the first day of the electrical connection;

e Solutions usually present high levels of false positives in performance
evaluation due to the high variability of consumption behaviors;

e Many solutions depend on high resolution consumption data that can
be considered a breach of customers privacy;

e Solutions that depend on advanced metering equipment for distributed
data collection will have high costs associated if the infrastructure is
not already in place.

Throughout the analysis it stands out that no proposed technique is full-
proof regarding the detection of all the vulnerability/attack points identified
as potential sources of NTLs. The authors believe that research should focus
on the development of methods that use multiple solutions in an integrated
way. Studies in the category of Theoretical study should be used to iden-
tify critical locations to prioritize resources. Specific studies in the category
of hardware solution should be installed to enable the calculation of T&D
losses at different locations, log consumption data and detect meter tam-
pering. Studies in the category of Non-hardware solution should be used
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to transform the data of consumers, the data communicated by the meters
and T&D losses in actionable information on individuals or zones with high
estimates of NTLs and high probabilities of illegal behavior. The only at-
tack/vulnerability points not covered by the aforementioned approach are
the cyber attack to the utility information systems and collusion with key
employees of the utility. These may only be fought with the use of advanced
cyber security measures and good governance, avoiding vulnerabilities which
arise from the utility.

5. Conclusions

This review explores the state of the art on detection of NTLs in elec-
tricity utilities unveiled by the research reported since 2000 in the follow-
ing three databases: ScienceDirect, ACM Digital Library and IEEE Xplore.
The main focus of the analysis are the solutions proposed, requirements and
limitations. A typology to categorize solutions for detection of NTLs is pro-
posed, dividing the solutions in the literature in the categories of theoretical
study, hardware solution and non-hardware solution. Studies categorized as:
Theoretical study deal with the relations between demographics and theft;
Hardware solution proposes innovative metering equipments and grid struc-
tures to detect NTLs; Non-hardware solution propose data based methods
to identify points of the network with an high probability of being sources
of NTLs, or estimate the amount of losses. The selected literature mostly
focuses on the category of non-hardware solution, 72 of 103 studies are in
this category.

The analysis of research unveiled apparent gaps, regarding the category of
theoretical study, there is a lack of research that analyze the situation in non-
developing economies. Developed economies present much lower amounts of
NTLs, but the impact in still significant. In the studies in the category of
hardware solution, there is a lack of analysis on the economic viability of the
implementation of the solution proposed, which is important for inferring if
the return from reduction of NTLs covers equipment costs. The way these
solutions interact with the ones in the category of non-hardware solution,
in terms of communications, data availability should also be studied more
in depth, as these two categories of techniques usually go hand-in-hand. In
non-hardware solution studies, a standard way to evaluate the techniques is
lacking, implying difficulties to compare the solutions proposed in different
studies. The lack of public data for this application is very significant re-
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garding this issue, the existence of benchmark examples and standard perfor-
mance measures should allow for better progress in the field. Non-hardware
solution techniques are very dependent on data, but there is a lack of anal-
ysis on the effect on performance that results from using different types of
data, the effect of delays in collection and from different resolutions, this is
relevant both to classification and estimation solutions.

In general, authors do not discuss how solutions fit in the structure of
utilities. In a horizontally structured electricity industry, the distributors
who own grid assets and suppliers who own information on electricity cus-
tomers are different companies. While there are usually multiple data sharing
policies, it would be of interest to understand how the relations between the
different involved parties affect the identification of NTLs.

Most studies focus on one type of sources of NTLs, there is a lack of
studies that make systematic analysis on the whole range of potential sources.
Applications integrated with different solutions that are proposed in current
literature to identify N'TLs that result from a diversity of sources are not
found in the studied literature. Hence, the authors envisage that future
research should focus on the development of applications that use multiple
solutions in an integrated way.
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Annexes

Data sources and queries

The scientific research databases chosen for the collection of publications
are the following:

e ScienceDirect;
o ACM Digital Library;
e [EEE Xplore.

The following three queries are used to obtain relevant publications:

Q1 - ScienceDirect:

PUB-DATE > 1999

AND

TITLE-ABSTR-KEY (electric OR electricity)

AND

TITLE-ABSTR-KEY (theft OR fraud OR ("non-technical loss") OR
("non-technical losses"))

Q2 - ACM Digital Library:

(acmd1lTitle: (electricity electric) AND

acmdlTitle: (theft fraud "non-technical losses"
"non-technical loss"))

OR

(recordAbstract: (electricity electric) AND
recordAbstract: (theft fraud "non-technical losses"
"non-technical loss"))

Q3 - I[EEE Xplore:

((("Document Title": "electricity") OR
("Document Title": "electric")) AND
(("Document Title": "theft") OR

("Document Title": "fraud") OR

("Document Title": "non-technical loss") OR
("Document Title": "non-technical losses")))
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OR

((("Abstract": "electricity") OR

("Abstract": "electric")) AND
(("Abstract": "theft") OR

("Abstract": "fraud") OR

("Abstract": "non-technical loss") OR
("Abstract": "non-technical losses")))

Table 13: List of all techniques used (part 1 of 2). Techniques are listed and count of
selected studies related is in parentheses

Techniques used for detection of NTLS (part 1)

SVM  (Support
Vector Machines)
(15)

State estimation
(8)

FS (Feature Se-
lection) (4)
Clustering (3)

Anti-tempering
system (2)
Spectrum  signa-
ture detection (2)

Harmonic genera-
tor (2)
Shewhart (1)

Genetic Algo-
rithm (1)

ARMA (1)

Sensor placement
optimization (1)

Load
(13)

profiling

RBS (Rule Based
System) (7)
Optimum-path
forest (4)

Naive Bayes (3)

Econometric
analysis (2)

Fuzzy  C-Means

(2)
Game theory (2)

Variability analy-
sis (1)

Grid
tion (1)
CUSUM (1)

identifica-

High performance
computing (1)

Direct calculation
(12)

DT (Decision
Trees) (6)
Text mining (3)

Predicted DBase-
line Load (2)

LP (Linear Pro-
gramming) (2)
Statistical analy-
sis (2)

Average detector
@)
Forensic
gation procedures
(1)

Spatial point pat-
tern analysis (1)
Cumulative attes-
tation kernel (1)
Signal processing

(1)

investi-

ANN  (Artificial
Neural Networks)
(11)
Technical
modeling (6)
K-Means (3)

loss

Fuzzy modeling

(2)

Metering  hard-
ware (2)

ELM  (Extreme
Learning Ma-
chines) (2)
Bayesian Net-
works (2)

Grid architecture

(1)

Grouping-based
inspection (1)

Hidden  Markov
Model (1)
Honesty  coeffi-
cient (1)

44



Table 14: List of all techniques used (part 2 of 2). Techniques are listed and count of
selected studies related is in parentheses

Techniques used for detection of NTLS (part 2)

Specification-
based network
intrusion  detec-
tion (1)

Fuzzy logic (1)

Attack model (1)

Series approxima-
tion (1)
Socio-technical
analysis (1)

Error correction
model (1)
Statistical  tests
(1)

Theory of

planned behavior

(1)
Firefly algorithm

(1)

Generalized rule
induction model
(GRI) (1)
Black hole algo-
rithm (1)
Charged System
Search (1)

Impedance esti-

mation (1)

Differential Evo-
lution (1)
Markov chain (1)

Analysis (1)
SOM (Selft-

Organizing Maps)
(1)

Distributed LU
decomposition (1)
Correlation and

distance (1)

Ensemble of mod-
els (1)
Psychology The-

ory (1)

Relational analy-
sis (1)
Pearson correla-
tion (1)
Power-flow study

(1)

Statistical process
control (1)

XMR charts (1)
Rough sets (1)
Shunt sensor (1)

Spatio-temporal
estimation (1)

Fractional-order
Sprott system (1)
Temperature nor-
malization (1)

Wavelet analysis

(1)

DSE (Distributed
State Estimation)
1)

RFID (1)

kNN (K-Nearest
Neighbors) (1)
Outlier analysis

(1)

Johansen method

(1)

ANOVA (1)

Membership func-
tion (1)
Distance (1)

Adversarial clas-
sification (1)

Binary Quest tree
(1)
Embedded Sens-
ing Infrastructure
(1)

Privacy preserv-
ing (1)

Regression (1)

Particle  Swarm
Optimization (1)

Power-flow model
1)
Grand
(189)

Total
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