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Abstract 

Because the t-out-of-n oblivious transfer (OT) protocol can 

guarantee the privacy of both participants, i.e., the sender 

and the receiver, it has been used extensively in the study 

of cryptography. Recently, Chang and Lee presented a 

robust t-out-of-n OT protocol based on the Chinese 

remainder theorem (CRT). In this paper, we use the 

Aryabhata remainder theorem (ART) to achieve the 

functionality of a t-out-of-n OT protocol, which is more 

efficient than Chang and Lee’s mechanism. Analysis 

showed that our proposed protocol meets the fundamental 

requirements of a general t-out-of-n OT protocol. We also 

utilized BAN logic to prove that our proposed protocol 

maintains the security when messages are transmitted 

between the sender and the receiver. 

Keywords: Aryabhata remainder theorem (ART), efficiency, 

oblivious transfer (OT), privacy, security 

1   Introduction 

Nowadays, the oblivious transfer (OT) protocol has become 

a significant cryptography tool due to its basic functionality 

of providing privacy for the involved participants. In 1981, 

Rabin [21] introduced the first OT protocol which contains 

two participants, i.e., the sender, Alice, and the receiver, 

Bob. Alice transmits a bit to Bob, and Bob has a 50% 

probability of receiving the same bit and a 50% probability 

of receiving nothing. Alice does not know which of the two 

choices Bob made.  

Many extensions to Rabin’s OT protocol have been 

proposed [2, 4, 12, 13, 14, 15, 17, 20, 23, 25, 28]. Two 

famous extensions are the one-out-of-two OT protocol [13] 

and the 1-out-of-n OT protocol [2]. The one-out-of-two OT 

protocol, which is denoted as 2

1
OT , allows Alice to 

transport two bits to Bob, and Bob has a 50% probability of 

obtaining one of the two bits. Additionally, Alice does not 

know which bit was obtained by Bob. The 1-out-of-n OT 

protocol, denoted as 
1

OTn , is a significant extension of 

2

1
OT  in which Alice owns n messages, and Bob can receive 

one of them. Similarly, Alice does not know which 

message has been received by Bob, and Bob gets no 

information other than the message that he received. 

Afterwards, a genuine extension to 
1

OTn  protocol, which 

enables Bob to securely obtain t out of n messages from 

Alice, is proposed. Such a protocol is called the t-out-of-n 

OT protocol, which is denoted as OTn

t
 and must satisfy the 

following three fundamental requirements. 

1). Correctness: If both the sender and the receiver 

follow the OTn

t
 protocol, then the receiver can obtain the 

desired t messages after executing the protocol with the 

sender. 

2). Privacy of the receiver: The sender cannot 

determine which t messages were selected by the receiver 

after conducting the OTn

t
 protocol with the receiver. 

3). Privacy of the sender: The receiver cannot obtain 

the other n-t messages after conducting the OTn

t
 protocol 

with the sender. 

Many OTn

t
 protocols have been proposed [1, 7, 11, 16, 

24, 26, 27]. In 2003, Mu et al. [19] proposed an OTn

t
 

protocol based on the concepts of the discrete logarithm 

problem (DLP) and non-interaction, which means Bob has 

no need to communicate with Alice during the OT process. 

They claimed that their OTn

t
 mechanism was provably 

secure and more efficient than previous works. 
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Unfortunately, in 2009, Chang and Lee [8] pointed out one 

design weakness in Mu et al.’s protocol. They 

demonstrated that Mu et al.’s approach cannot ensure the 

privacy of Alice, i.e., Bob can recover more than t 

messages from Alice. Hence, Bob could disclose the 

messages freely that Alice did not want him to know and 

Alice would not know that he had done so. In order to 

overcome this drawback, Chang and Lee proposed a robust 

OTn

t
 protocol based on the Chinese remainder theorem 

(CRT) [5, 6, 9, 10, 18]. They claimed that their OTn

t
 

scheme meets the basic requirements of a general OTn

t
 

protocol and also reduces computation overhead with low 

bandwidth.
 

Inspired by Chang and Lee’s protocol, we propose an 

efficient OTn

t
 protocol based on the Aryabhata remainder 

theorem (ART) [22]. Because the ART used in our 

proposed protocol has less time complexity than that of the 

CRT used in Chang and Lee’s protocol, our protocol is 

more efficient than Chang and Lee’s protocol and thus is 

more practical in applications of cryptography. In addition, 

a BAN analysis is given to prove that our proposed 

protocol can maintain the security when messages are 

transmitted between the sender and the receiver. 

The rest of this paper is organized as follows. In 

Section 2, we briefly review Chang and Lee’s protocol and 

the ART utilized in our OTn

t
 protocol. In Section 3, we 

propose our OTn

t
 protocol on the basis of the ART. Section 

4 presents analyses of the proposed protocol and the 

comparisons between the proposed protocol and Chang and 

Lee’s protocol. Finally, the conclusions are made in Section 

5. 

2  Related Work 

First, we review Chang and Lee’s protocol [8] and then 

describe the ART, which is a main construction element of 

our novel OTn

t
 protocol. 

2.1   A Review of Chang and Lee’s Protocol 

In Chang and Lee’s OTn

t
 protocol, Alice uses n positive, 

pairwise co-prime integers, 1 2
, , ,

n
q q q , and n messages to 

compute an integer X by the CRT. Then, she conveys X and 

the information associated with i
q  for 1 i n   to Bob. 

Bob communicates with Alice and uses the received 

information to compute 
j

q   for j = 1, 2, …, t, where 

1 2
{ , , , }

j n
q q q q  . Finally, Bob recovers the t messages 

that he chose by using X and 
j

q   according to the CRT. 

Next, we introduce the CRT that is used in Chang and 

Lee’s method. The CRT can be described as follows. 

Assume that there are n positive, pairwise co-prime moduli, 

1 2
, , ,

n
q q q , and n positive integers, 1 2

, , ,
n

x x x . A 

number X can be represented as 1 2
{ , , , }

n
x x x , where 

mod
i i

x X q  for i = 1, 2, …, n. According to the CRT, the 

unique solution X in 
Q

Z  can be computed as follows, 

where 
1

n

ii
Q q


 . 

=1

(mod )
n

i i i
i

X q q x Q    , where /
i i

q Q q  , and 

1(mod )
i i i

q q q   . 

Example 2.1 demonstrates how the CRT works. 

Example 2.1. Use the CRT to compute a positive integer X 

= 1 2 3
{ , , }x x x  = {2, 4, 3} with the moduli set 1 2 3

{ , , }q q q  = 

{5, 7, 13}. 

According to the CRT, we can obtain 1
91q  , 2

65q  , 

3
35q  , 1

1q  , 2
4q  , and 3

3q  . Therefore, 

 =1

( mod )

   91 1 2 65 4 4 35 3 3(mod 455) 172.

n

i i i
i

X q q x Q   

         


 

2.2  Aryabhata Remainder Theorem 

In this subsection, we review the ART [10] used in our 

proposed protocol. The ART, proposed by Rao and Yang in 

2006, has two versions, i.e., ART with two moduli and 

ART with n moduli. Here, we only consider the 

computation process of the ART with n moduli. Assume 

that there are n positive, pairwise co-prime moduli, 

1 2
, , ,

n
q q q , and n positive integers, 1 2

, , ,
n

x x x . A 

number X can be represented as 1 2
{ , , , }

n
x x x , where 

mod
i i

x X q  for i = 1, 2, …, n. According to the ART, the 

unique solution X that satisfies 
1

0
n

ii
X q


  can be 

computed by the iterative algorithm, which is quite 

different from that stated in the CRT, as shown below. 

Input: 1 2 1 2
({ , , , },  { , , , })

n n
x x x q q q  

Output: X 

1. 1 1 1
1,  Q X x  . 

2. for i = 2 to n do 

3. 1 1i i i
Q Q q

 
  . 

4. 1

1 1
((( ) )mod )  

i i i i i i i
X Q x X Q q X

 
     , where 

1 mod
i i

Q q  is the multiplicative inverse of i
Q  modulo 

i
q . 

5. end for. 

6. Return n
X . 

After executing this algorithm, we can get the unique 

solution n
X . Example 2.2 uses the same values of 

1 2
{ , , , }

n
x x x  and 1 2

{ , , , }
n

q q q  in Example 2.1 to 

illustrate the computation process of the ART. 
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Example 2.2. Find a positive integer X = 1 2 3
{ , , }x x x  = {2, 

4, 3} with the moduli set 1 2 3
{ , , }q q q  = {5, 7, 13} by the 

ART. 

According to the ART, the computation process 

consists of the three steps shown below:  

Step 1: 

1 1 1
1,  2.Q X x  

 

Step 2: 

2 1 1
1 5 5Q Q q     . 

1

2 2 2 1 2 2 1

1

((( ) )mod )

     5 (((4 2) 5 )mod7) 2 32.

X Q x X Q q X



    

     
 

Step 3: 

23 2
5 7 35Q Q q     . 

1

3 3 3 2 3 3 2

1

((( ) )mod )

     35 (((3 32) 35 )mod13) 32 172.

X Q x X Q q X



    

     
 

From the computation process of both the CRT and the 

ART, we can infer that if the same values of 1 2
{ , , , }

n
x x x  

and 1 2
{ , , , }

n
q q q  are given, the same solution of the 

number X will be obtained. Hence, the only thing to 

distinguish the CRT from the ART is the method of 

computing X. In the CRT, we must compute a modular 

operation with a large number, Q, in the last step, which 

will increase the computation time. On the contrary, the 

ART computes a modular operation with a smaller number 

in each iteration and thus is more efficient than the CRT 

[10]. Because the method of computing X dominates the 

sender’s computation cost of an OTn

t
 protocol, we can 

substitute the ART for the CRT to design an OTn

t
 protocol 

with higher efficiency. 

3   The Proposed Protocol 

In this section, we describe the proposed OTn

t
 protocol that 

is based on the ART. First, we give the notations that are 

important in the development of our protocol: 

 Alice is the sender; 

 Bob is the receiver; 

 1 2
, , ,

n
q q q  are n positive integers that are relatively 

prime in pairs; 

 1 2
, , ,

n
g g g  are the n messages owned by Alice, 

where the values of i
m  are positive integers for i = 1, 2, …, 

n; 

 (e, L) is the public key of Alice, where L is a product 

of two large prime numbers and gcd( , ( )) 1e L  ; 

 d is the private key of Alice and 1(mod ( ))ed L ; 

 i
ID  is the identity of the message i

g  for i = 1, 2, …, 

n; 

 1 2
, , ,

n
a a a  are the values published on the bulletin 

board for Bob to choose the desired messages; 

 
1 2
, ,...,

tk k k
g g g  are the t messages required by Bob 

with the corresponding pair ( , )
j jk k

ID a  for j = 1, 2, …, t, 

where 
1 2

{ , , , }
jk n

g g g g . 

Next, we describe our proposed OTn

t
 protocol in detail.  

Step 1. Bob sends a request for obtaining t messages to 

Alice.  

Step 2. Alice chooses n positive, pairwise co-prime 

integers, 1 2
, , ,

n
q q q

. 

Step 3. Alice uses 1 2
{ , , , }

n
q q q

 and the messages 

1 2
{ , , , }

n
g g g

 that she owns to generate the 

congruence system 
(mod )

i i
X g q

 for i = 1, 2, …, 

n. Then, Alice calculates the number X by using 

the ART. 

Step 4. Alice uses her public key (e, L) to compute 

mode

i i
a q L

 for i = 1, 2, …, n. 

Step 5. Alice publishes X and 1
{( , )}

i i i n
ID a

   on the 

bulletin board, from which Bob chooses t pairs of 

( , )
j jk k

ID a
 for j = 1, 2, …, t. 

Step 6. Bob randomly selects t numbers, 1 2
, , ,

t
r r r

, and 

utilizes Alice’s public key (e, L) to compute 

mod
j

e

j kj
m a Lr 

 for j = 1, 2, …, t. Then, Bob 

transmits 1 2
{ , , , }

t
m m m

 to Alice. 

Step 7. Alice computes 
modd

j j
b m L

 for j = 1, 2, …, t by 

using her private key d and the messages 

1 2
{ , , , }

t
m m m

 sent by Bob, and then transports 

1 2
{ , , , }

t
b b b

 to Bob. 

Step 8. Upon receiving 1 2
{ , , , }

t
b b b

 sent by Alice, Bob 

generates 

-1
mod

j jj
q b Lr  

 for j = 1, 2, …, t. 

Step 9. Bob uses X and j
q

 for j = 1, 2, …, t to reconstruct 

the t desired messages by using 
mod

jk j
g X q

 

for j = 1, 2, …, t. 

4   Analyses 

In this section, we prove that our proposed OTn

t
 protocol 

meets the essential requirements of a general OTn

t
 protocol, 

and then give the security and efficiency analyses of our 

protocol. 

4.1   Analysis of the Essential Requirements 

Correctness: 

Assume that Alice and Bob cannot cheat each other. 

After Step 8 is completed, Bob computes:  
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-1 -1

-1

-1

-1

mod ( mod ) mod

   (( mod ) mod ) mod

   (( ( mod )) mod ) mod

   ( ) ) mod mod .(

j

j

j j

d

j j jj j

e d

kj j

e e d

kj j

ed

j k kj

q b L m L L

a L L L

q L L L

r q L q L

r r

r r

r r

r

    

  

  

   

 

Since 
j

q  is equivalent to 
jk

q  for j = 1, 2, …, t, Bob can 

definitely use X that is sent by Alice and 
j

q  to reconstruct 

the t messages that he wanted via the congruence system, 

i.e., (mod ) (mod )
k jj

j k
g X q X q   for j = 1, 2, …, t. As a 

result, the proposed protocol meets this requirement. 

Privacy of the receiver: 

During Step 7, Alice computes:   

mod (( mod )) mod

   ( (( mod ))mod ) mod

   mod .

j

j

j

ed d

j j kj

e e d

kj

j k

b m L a L L

q L L L

r q L

r

r

  

 

 

 

The expression of 
j

b  for j = 1, 2, …, t contains 

( )
jj k

r q , which prevents Alice from getting 
jk

q  separately 

and using 
jk

q  to obtain the t messages that Bob chose by 

the equation mod
j jk k

g X q  for j = 1, 2, …, t. Hence, the 

second requirement is met by our proposed protocol.  

Privacy of the sender: 

We assume that both Alice and Bob are honest. Because 

Bob cannot get Alice’s private key d to calculate 

modd

j j
b m L  for 1t j n   , it is impossible for him to 

compute 
-1

mod
j jj

q b Lr    and the other n-t messages 

(mod )
k j

j
g X q  for 1t j n   . Therefore, our protocol 

guarantees the third requirement. 

4.2   Security Analysis 

This subsection uses BAN logic [3] to verify our OTn

t
 

protocol. According to the analytical procedures of BAN 

logic, each round of the protocol must be transformed into 

the idealized form. Next, we briefly describe basic 

notations of BAN logic as follows: 

|P X : P believes X, or P would be entitled to believe 

X. 

P X : P sees X. Someone has sent a message 

containing X to P, who can read and repeat X. 

|~P X : P once said X. The principal P at some time 

sent a message including the statement X. 

|P X : P has jurisdiction over X. The principal P is 

an authority on X and should be trusted on 

this matter. 

#( )X : The formula X is fresh. This is usually true for 

nonce, which includes a timestamp or a random 

number. 
K

P Q : P and Q may communicate with each other 

using the shared key K. The key K will never be 

discovered by any principal except P or Q. 
X

P Q : The formula X is a secret known only to P and 

Q. Only P and Q may use X to prove their 

identities to one another. 
K

P : P has K as a public key. The matching secret key 

(denoted as 1K ) will never be discovered by 

any principal except P. 

{X}K: This represents the formula X encrypted under 

the key K. 

<X>Y: This represents the formula X combined with the 

formula Y. 

The details of our protocol are shown as below. Two 

messages are used to maintain the security when messages 

are transmitted between the sender and the receiver in our 

protocol. Here, we present Alice denoted as A and Bob 

denoted as B.  

Message 1. B→A: mod  for 1,2,...,
j

e

j kj
m a L j tr   . 

Message 2. A→B: mod  for 1,2,...,d
j jb m L j t  . 

Before analyzing our protocol, we first make the 

following assumptions: 

A 1. B |  
e

A . 

A 2. B |  (A |  
jk

a ). 

A 3. B |  #(rj). 

A 4. B |  (A |  L). 

A 5. A |  (B |  #(rj)). 

A 6. A |  
jk

a . 

A 7. A |  L. 

A 8. A |  
e

A . 

A 9. B |  (A |  
1e d  ). 

Then, we analyze the idealized form of our proposed 

protocol using the above assumptions and rules of BAN 

logic. Details of the logic proof are presented as follows. 

A receives Message 1. The rule shows that 

A  { mod  for 1,2,...,
j

e

j kj
m a L j tr   }.     (Statement 1) 

We break conjunctions and produce 

A  B |~  
j

e
j kr a        (Statement 2) 

and 

A  B |~  L.                     (Statement 3) 

By A 7 and Statement 3, we apply the nonce-

verification rule to deduce 

A |  L.         (Statement 4) 
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By A 6 and Statement 2, we apply the message-meaning 

rule to derive 

A |  B |~  e
jr .       (Statement 5) 

By A 8 and Statement 5, the message-meaning rule 

applies and yields 

A |  B |~  jr .        (Statement 6) 

By A 5 and Statement 6, we apply the nonce-

verification rule to deduce 

A |  jr .        (Statement 7) 

Then, B receives Message 2. The annotation rule yields 

that 

B  { mod  for 1,2,...,d
j jb m L j t  }.    (Statement 8) 

We break conjunctions and produce as follows: 

B  A |~  d
jm        (Statement 9) 

and  

B  A |~  L.      (Statement 10) 

By A 4 and Statement 10, we apply the nonce-

verification rule to obtain 

B |  L.                    (Statement 11) 

By A 9 and Statement 9, we apply the message-meaning 

rule to deduce 

B |  A |~  jm .     (Statement 12) 

By Message 1, the message-meaning rule applies and 

yields 

B |  A |~  
j

e
j kr a .                   (Statement 13) 

By A 2 and Statement 13, we apply the message-

meaning rule to derive 

B |  A |~  
e
jr .     (Statement 14) 

By A 1 and Statement 14, the message-meaning rule 

applies and yields 

B |  A |~  jr .      (Statement 15) 

By A 3 and Statement 15, we apply the nonce-

verification rule to deduce 

B |  jr .      (Statement 16) 

As the above mentioned, we prove our proposed 

protocol can keep the security. 

4.3   Efficiency Analysis 

In this subsection, we analyze the efficiency of our protocol 

and compare it with Chang and Lee’s protocol.  

The computation cost of an OTn

t
 protocol contains two 

parts, i.e., the computation cost of the sender and the 

receiver. Our protocol and Chang and Lee’s protocol have 

the same computation cost of the receiver, but our protocol 

requires less computation cost for the sender. In our 

protocol, we substitute the ART for the CRT to compute 

the number X. As discussed in Subsection 2.2, the method 

to compute X dominates the sender’s computation cost of 

an OTn

t
 protocol. Therefore, we analyze that the ART used 

in our protocol requires less time complexity than the CRT 

used in Chang and Lee’s protocol. 

According to the CRT,
=1

(mod )
n

i i i
i

X q q x Q    , where 

/
i i

q Q q  , and 1(mod )
i i i

q q q   . Here, i i
q q   can be pre-

computed. Hence, there are n multiplications, (n-1) 

additions, and one modular operation. Assuming that i
q  is 

allocated s digits, the multiplication and addition of two 

moduli require 2s  and s  bit operations, respectively. 

Furthermore, an s-bit modular operation requires 2s  bit 

operations. Hence, the computation cost of the CRT is 

about 2 2( 1) ( )n s n s n s       bit operations, where n s  is 

the number of digits in Q. Thus, the time complexity of the 

CRT is 2 2( )O n s . 

According to the Aryabhata Remainder Theorem 

(ART), 1

1 1
((( ) )mod )  

i i i i i i i
X Q x X Q q X

 
     , which 

performs (n-1) rounds. Here, 1( mod ) 
i i i

Q Q q  can be 

pre-computed. So, there are one multiplication, one 

subtraction, one addition, and one modular operation in 

every round. Assume that the division and subtraction of 

two moduli require 2s  and s  bit operations, respectively. 

As a result, after performing (n-1) rounds, the 

computation cost of the ART is about 
2 2( 1) ( )n s s s s      bit operations. Therefore, the time 

complexity of the ART is 2( )O ns , which indicates that 

the ART has lower time complexity than that of the CRT. 

As a result, our proposed protocol is more efficient than 

Chang and Lee’s protocol. 

5   Conclusions and Future Work 

In this article, we proposed an OTn

t
 protocol that 

substitutes the ART for the CRT used in Chang and Lee’s 

protocol. Our analysis indicated that our protocol reduces 

the computation cost, thus is more efficient than Chang and 

Lee’s protocol. We also proved that the security can be 

kept when messages are transmitted between the sender and 

the receiver. The generalized Aryabhata remainder theorem 

(GART) is an extension of the ART in which an additional 

integer k is provided during the computation process. Is 

there a more efficient OTn

t
 method that is based on the 

GART? This appears to be a useful and interesting issue of 

inquiry. 
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