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Abstract

In this paper, we construct a new identity-based sign-
cryption scheme from bilinear pairings, which can pro-
cess arbitrary length plaintexts. The scheme produces
shorter ciphertext than the Libert-Quisquater signcryp-
tion scheme for the same plaintext and adapts to the
bandwidth-constrained scenario very well. It is proved
secure against adaptive chosen ciphertext and identity
attack based on a variant of the Bilinear Diffie-Hellman
problem in the random oracle model.

Keywords: identity-based cryptography, pairings, Sign-
cryption

1 Introduction

The two fundamental primitives of public key cryptog-
raphy are encryption and digital signature. Encryption
provides confidentiality, and digital signature, provides
authentication and non-repudiation. Often when we use
one of these two security services, we would like to use
also the other. In 1997, Zheng [22] proposed a novel
cryptographic primitive which he called signcryption. The
idea of this kind of primitive is to simultaneously perform
both the functions of digital signature and encryption in
a logically single step, and with a cost significantly lower
than that required by traditional “signature then en-
cryption” method. Several efficient signcryption schemes
[19, 20, 23] have been proposed since 1997. Malone-Lee
extended the signcryption idea to identity-based cryptog-
raphy and firstly presented an identity-based signcryption
scheme [14]. Indeed, the concept of identity-based cryp-
tography was proposed in 1984 by Shamir [18]. The idea
behind identity-based cryptography is that the user’s pub-
lic key can be derived from arbitrary string (e.g. e-mail
address, IP address combined to a user name, etc.) which
identifiers him in a non ambiguous way. This greatly re-
duces the problems of key management in the traditional

public key infrastructure. Several practical identity-based
schemes [3, 10, 12, 21] have been devised since 1984.

To date, several identity-based signcryption schemes
have been proposed [2, 5, 8, 9, 13, 15, 17]. Unfortunately,
except for schemes [9, 13], most identity-based signcryp-
tion schemes only operate on the short size plaintexts.

The main contribution of this paper is to propose a
new identity-based signcryption scheme which can process
arbitrary length messages. Comparing with schemes [9,
13], the new scheme produces shorter ciphertext for the
same plaintext and adapts to the bandwidth-constrained
scenario very well.

The rest of this paper is organized as follows: In Sec-
tion 2, we review some preliminaries used throughout this
paper. In Section 3, we analyze Libert and Quisquater’s
scheme [13]. The new scheme and its security results are
given in Section 4. We compare our scheme with other
schemes in Section 5. Section 6 concludes the paper.

2 Preliminaries

2.1 Notations

The following notations will be used throughout this pa-
per.

|g]: the length of ¢ in bit. If |g| = 0, ¢ is denoted as
¢.

Z7T: the set of natural numbers.

{0,1}*: the space of finite binary strings.
[m]': the most significant [ bits of m.
[m];: the least significant ! bits of m.
al|b: the concatenation of strings a and b.

[Tl=y:iffy<z<y+landye ZT.
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a @ b: the bitwise XOR of bit strings a and b.
x €r G: x is an element randomly selected from G.

y—A(x): y is the output by A when it is run on
input z. If A is deterministic, then y is unique; if A
is probabilistic, then y is a random variable.

y«S: y is chosen from S uniformly at random, if S
is a finite set.

F,: finite field, g is a prime number.

Fy: the largest multiplication group of Fy.

2.2 Bilinear Map and Complexity As-
sumptions

Let G be a cyclic additive group generated by P, whose
order is a prime g, and G5 be a cyclic multiplicative group
with the same order ¢q. The bilinear map is given as € :
G1 x G1 — G4, which satisfies the following properties:

1) Bilinearity: €(aP,bQ) = e(P,Q)% for all P,Q €
G1, a,b € Z;. Here, Z,={0, 1, ..., ¢ — 1}, and
Zy=7,\{0}.

2) Non-degeneracy: There exists P, € G7 such that
aP,Q) # 1.

3) Computability: There is an efficient algorithm to
compute e(P, Q) for all P,Q € G;.

We note that the Weil and Tate pairings associated
with supersingular elliptic curves can be modified to cre-
ate such bilinear maps.

Definition 1. Let I be a security parameter. Given two
groups G1 and Go of the same prime order q (|q|=l), a bi-
linear map € : Gy X G1—G4 and a generator P of Gy, the
Decisional Bilinear Diffie-Hellman Problem (DBDHP)
in (G1,Ga,¢e) is, given (P,aP,bP,cP,h) for unknown
a,b,c € Zy, to decide whether h = €(P, P)*¢. The Mod-
ified Decisional Bilinear Diffie-Hellman Problem (MDB-
DHP) in (G1,Gs,€) is, given (P,aP,bP,cP,c *P,h) for
unknown a,b,c € Z,, to decide whether h = (P, P)“bcfl.
The advantage of a distinguisher D against MDBDHP
s defined as
Adop PBPHPCLCRE) ) Pr o ez [l= D(aP, bP,
cP, ¢ P, &P, P)** )] —Prapcenz,henc,[lD(aP,
bP, cP, ¢ 1P, h)]|.

Obviously, DBDHP is harder than MDBDHP. How-
ever, no known existing efficient algorithm can solve
MDBDHP, to the best of our knowledge.

2.3 Framework of Identity-based Sign-
cryption Scheme
Signcryption schemes are made of five algorithms: Setup,

Keygen, Signerypt, Unsignerypt and TP Verify (if public
verifiability is satisfied).
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— Setup: Given a security parameter [, the private key
generator (PKG) generates the system’s public pa-
rameters params.

— Keygen: Given an identity ID, the PKG computes
the corresponding private keys s;p,d;p and trans-
mits them to their owner in a secure way.

— Signcrypt: To send m to Bob, Alice computes Sign-
crypt(m, srp,, IDp) to obtain the ciphertext o.

— Unsigncrypt: When Bob receives o, he computes Un-
signerypt(o,ID 4, d;p, ) and outputs the plaintext m
and ephemeral data temp for public verifiability, or
the symbol L if ¢ was an invalid ciphertext between
identities ID4 and IDp.

— TPVerify: On input (o, D 4, m,temp), it outputs T
for true or L for false, depending on whether o is a
valid ciphertext of message m signcrypted by ID 4 or
not.

For consistency, it requires that if o=Signcrypt(m,
sip., IDpg), then (m,temp) = Unsigncrypt(o, IDa,
drpy) and T=TPuerify(c, ID4, m, temp).

2.4 Security Notions

Malone-Lee [14] extended notions of sematic security
for public key encryption to identity-based signcryption
schemes (IBSC). Sherman et al. slightly modified the def-
initions of these notions [9]. These modified notions are
indistinguishable against adaptive chosen ciphertext and
identity attacks (IND-IBSC-CCIA) and existential un-
forgery of identity based signcryption under adaptive cho-
sen message and identity attacks (EUF-IBSC-ACMIA).
Now we recall the following definitions.

Definition 2. An identity-based signcryption scheme has
the IND-IBSC-CCIA property if no adversary has a non-
negligible advantage in the following game.

1) The challenger runs the Setup algorithm and sends
the system parameters to the adversary.

2) The adversary A performs a polynomially bounded
number of queries:

- Signerypt query: A produces two identities
ID 4, IDp and a plaintext m. The challenger
computes (Sip,, dip,) = Keygen(ID,) and
then Signerypt(m, sip,, IDp) and sends the
result to A.

- Unsignerypt query: A produces two identities
ID4s and IDp, a ciphertext o. The chal-
lenger generates the private key (Sipg,dipg)
= Keygen(IDg) and sends the result of
Unsignerypt(o, dipy, ID4a) to A (this result can
be the L symbol if o is an invalid ciphertext).
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- Keygen query: A produces an identity ID and
receives the extracted private key (sip,dip) =
Keygen(ID).

A can present its queries adaptively: every
query may depend on the answer to the previ-
ous ones.

3) A chooses two plaintexts mo, m1(Jmo| = |m1|) and
two identities ID4 and IDp on which he wishes to
be challenged. He cannot have asked the private key
corresponding to IDp in the first stage.

4) The challenger randomly takes a bit d € {0,1} and

computes o =Signerypt(mg,srp,,IDp) which is sent

to A.

5) A asks again a polynomially bounded number of
queries just like in the first stage. This time, he can-
not make a Keygen query on IDp and he cannot ask
the plaintext corresponding to o.

6) Finally, A produces a bit d' and wins the game if

d = d. The adversary A’s advantage is defined as

Adv(A):=]2Pr[d =d] —1|.

Definition 3. An identity-based signcryption scheme is
said to have the EUF-IBSC-ACMIA property if no ad-
versary has a non-negligeable advantage in the following
game.

1) The challenger runs the setup algorithm and gives the
system parameters to the adversary A.

2) The adversary A performs a polynomially bounded
number of queries just like in the previous Defini-
tion 2.

3) Finally, A produces a new triple (6*,1Da,IDg) (i.e.
a triple that was not produced by the signcryption or-
acle), where the private key of ID4 was not asked
in the first stage and wins the game if the result of
Uunsignerypt(o, ID 4, dip,) is not the L symbol.

The adversary’s advantage is its probability of winning the
above game.

In this definition, to obtain the non-repudiation prop-
erty and to prevent a dishonest recipient to send a cipher-
text to himself on Alice’s behalf and to try to convince a
third party that Alice was the sender, it is necessary for
the adversary to be allowed to make a Keygen query on
the forged message’s recipient IDp.

3 Review of Libert-Quisquater
Signcryption Scheme

The Libert-Quisquater signcryption scheme [13] is de-
scribed as follows.
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—Setup: Given security parameters [ and n , the PKG
chooses groups G and G of the same prime order ¢,
a bilinear map € : G1 x G1—G>, a generator P of G,
a secure symmetric cipher (£, D) and hash functions
H1 : {0,1}*—>G1, Hg : G2—>{0,1}n, H3 : {071}* X
Ga—F,. It also choose a master-key s € F; and
computes Pp,,;,=sP. The system’s public parameters
are

P = (Gl, GQ, n, (/3\, P, ]Dpub7 Hl, HQ, H3).
—Keygen: Given an identity ID, the PKG computes
Qrp = H1(ID) and the private key d;p = sQrp.

—Signerypt: To send a message m to Bob, Alice follows
the steps below:

Compute Qrp,=H1(IDg)€ G;.

2) Randomly choose x € Fj, and compute k; =
€(P, Ppub)wa k2:H2<€(Ppuba QIDB):C)-
3) Compute ¢ = &, (m), r = Hs(c, k), S =

.’L‘Ppub — ’I“d[DA S Gl.
The ciphertext is o = (¢, 7, 5).

—Unsigncrypt: When receiving o = (¢,r,5), Bob per-
forms the following tasks:

1) Compute Qrp,=H1(IDj)€ Gy.
2) Compute k1 = €(P, S)e(Ppup, Qrp,)"-

3) Compute T = 8(5, Q[DB)/G\(Q[DA, d[DB)T, kg =
HQ(T).

4) Recover m = Dy, (c) and accept o if and only if
r = Hs(c, k1).

Apparently, Libert-Quisquater signcryption scheme
doesn’t provide any forward security functionality. If the
sender or the receiver’s private key are compromised, the
attacker can recover each of the issued messages by using
the equality €(Q1DA,dIDB):’e\(QIDdeDA).

Furthermore, if we replace o with o'=(xP,c,r,5)
and also verify whether or not e(zP,Ppy)=e(P,S)
e(Ppur, Qrp,)" in Unsignerypt algorithm, the Libert-
Quisquater signcryption scheme above becomes an
“encryption-then-sign”scheme and is the result of a com-
bination of the simplified version of Boneh and Franklin’s
identity-based encryption scheme [18] with the following
signature scheme:

—Setup and Keygen are the same as above.
—Sign: To sign a message m,

1) Choose z € Fy, and compute ki = e(P, Pyup)®,
and r = Hs(m, kq).

2) Compute S = 2Py —rdip,.
The signature on m is o=(r, S).

—Verify: When receiving the signature o = (r,.S) on m,
Bob performs the following tasks:
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1) Compute k1 = e(P, S)e(Ppup, Qrp,)"-

2) Accept the signature o if and only if r =
Hz(m, k).

This signature may be viewed as a variant of Hess’s
identity-based signature [12]. The ciphertext produced
by the Libert-Quisquater signcryption scheme is only re-
duced by xP in comparison with the “encryption-then-
sign”approach. In the next section, we will describe
an identity-based signcryption scheme which produces
shorter ciphertext than the Libert-Quisquater signcryp-
tion scheme for the same plaintext.

4 New Identity-based Signcryp-
tion Scheme

4.1 Description of the Scheme

Our identity-based signcryption scheme is based on the
identity-based signature scheme [7]. It works as follows:

— Setup: Given security parameters [, nc ZT, PKG
chooses two groups G; and Go (here Gs is the
subgroup of I}, Fpe={ti{ + ta|t1,t2 €Z,, p is
a prime}, £(# 1) is a solution of z3 — 1 =
0 in F,2) of prime order ¢ (here, I=|q|=l1+ls,
L=["1], 1b=[{]), a bilincar map & G1 X
G1—Gs, a generator P of (G1, a secure symmet-
ric cipher (£,D) and cryptographic hash functions
Hy {0,1}*— G, Hy {0,1}*—Z7, Hz :G2—{0,1}",
Fu:{0,11 {0, 1}, F5:{0,111—{0,1}=. Tt also
chooses a master-key s € Z;(=Z, \ {0}), computes
Ppup = sP and g = €(P, Ppyp). The system’s public
parameters are

P:{p7qanaG1aG27/€\7 87 Da P7 Ppub; 9, H17 H2a H37
Fy, Fr}.

Remark 1. For any t1& 4 to€F 2, let (t1€ + t2) x=t1
and (tlg + tz)y:tg.

— Keygen: Given identity I D, the PKG computes Q;p =
H,(ID) as the user’s public key and sends s;p =
sQrp, dip = s7*Qp to the user as his/her private
key.

— Signcrypt: To send a message m to Bob, Alice follows
the steps below:
1) Compute Q;p, = H1(IDg) € G;.
2) Randomly choose z € Z;, compute r =
(g®)x mod gq.
3) Compute k = H3(e(P,Qrpy)").

4) Compute ¢ = ¢1llea =Ex(m), (here if || = Is,
¢ = ¢, cp = ciif [e| > Iy, er=[c]l17"2, cp=[c]},).

5) Compute f = Fi(c)||(Fa(Fi(c)) ® c2).
6) Compute r =7y @ f and 1o = Ha(r||c1).
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7) Compute S = xPpyp — roSID.,-
8) The ciphertext is o = (¢1,7,.5).

— Unsignerypt: When receiving o = (c¢1,7,5), Bob exe-
cutes the following steps.

1) Compute Qrp, = Hi(IDa) € Gi,ro =
Hy(r||er).-

2) Compute 71 = (€(P,S)e(Ppub, Qrp,)™)x mod
q.

3) Compute T = €(S,d;p,)e(Qrp.,RQrps)°, k =
Hs(7).

4) Compute f =711 ®r.
5) Compute co = [f]1, ® Fa([f]"*), m = Dy(c1]|c2)-
6) Accept o if and only if [f]'* = Fi(c1]|ca).

Remark 2. If |Ey(m)| < l2, we need some redun-
dancy to signcrypt message m. For example, we
choose a cryptographic hash function H : {0,1}* —
{0,1}2 and set ¢ =& (m)||H(E(y(m)), then we
sign message ¢/. Throughout this paper, we assume
|E¢y(m)| > lo if message m need to be signcrypted.
If |r1| < I, we pad | — |r1| zeros at the left of r;.

4.2 Security Result

Theorem 1. In the random oracle model, if there is an
IND-IBSC-CCIA adversary A that succeeds with an ad-
vantage € when running in a time t and asking at most qg,
Hy queries, at most qg Keygen queries, at most qr Hs
queries, qr Signcrypt queries and qu Unsignerypt queries,
then there is a distinguisher B that can solve the MDBDH
problem in t =O(t+ (4¢% +4qu ) To + (2q% 4+ 2qu ) Tes) time
with an advantage

@A —qy) — qu
(qm, 22078+

AdngBDHP(Gl,G%P)(l) S

where Ts denotes the computation time of the bilinear
pairing, Te, denotes the computation time of exponentia-
tion in Go.

Proof. See the appendix.

The existential unforgeability against adaptive chosen
messages and identity attacks derives from the security
of Chen et al.’s identity-based signature scheme [7]. By
arguments similar to those in [11], one can show that an
attacker that is able to forge a signcrypted message must
be able to forge a signature for Chen et al.’s identity-based
signature scheme.

5 Comparisons

Among these schemes [2, 5, 8, 9, 13, 14, 15, 17], only
schemes [9, 13] use the more general symmetric cipher
and seem to process messages of arbitrary length. So, in
Table 1, we compare our scheme with schemes [9, 13] in
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Table 1: Comparison of schemes

Ciphertext Size Efficiency
Schemes le[*=ly le[*>1o Signcrypt Unsignerypt
(c1 = [C]l“"_b) mls | exps | pcs | mls | exps | pcs
Libert-Quisquater[10]* | |¢[ + || + |G1] | |¢| +|g| +|G1] | 1 2 [ 2f 2 | 4
Chow-Yiu-Hui-Chow[15] | |¢| + |g| + |G1] | e/ +|g| +|Ga| | 1 2 [ 2F 2 | 4
Our scheme lg| + |G| leal + gl + 1G] | 1 2 1 2 | 4%

%)
1) One pairing is precomputable
1) Two pairings are precomputable

(
(
(
(

&) This scheme has no forward-secure property

terms of the length of the ciphertext which they produce
and the number of the dominant operations required by
them. In Table 1, we use mls, exps, and pcs as abbre-
viations for point multiplications in (1, exponentiations
in G5 and pairing computations respectively. We denote
all the ciphertexts, which are produced by encrypting the
plaintext m with symmetric cipher in different and equal
length keys and which are of equal length, as ¢ for con-
venience, since we only consider the ciphertext length in-
stead of the content of the ciphertext.

6 Conclusion

We proposed a new practical identity-based signcryption
scheme. The scheme produces shorter ciphertext than
schemes [9, 13] for the same plaintext. It has the IND-

IBSC-CCIA property based on MDBDHP in the random
oracle model.
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