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Abstract

Identity based signcryption (IBSC) is a novel crypto-
graphic primitive that simultaneously provides the au-
thentication and encryption in a single logic step. The
IBSC has been shown to be useful in many applications,
such as electronic commerce, mobile communications and
smart cards. Recently, Li et al. (2013) [16] proposed
a new identity based signcryption scheme and claimed
that their scheme was provably secure in the standard
model, i.e. (IND-IBSC-CCA2) semantically secure un-
der adaptively chosen-ciphertext attack and (EUF-IBSC-
CMA) existential unforgeable under adaptively chosen-
message. However, in this paper, by giving concrete at-
tacks, we show that Li et al’s scheme is not secure in their
security model. Additionally, we further indicate that Li
et al’s scheme also does not satisfy strongly existential
unforgeability.

Keywords: Ezistential unforgeability, identity-based sign-
cryption, semantically security, signcryption, standard
model

1 Introduction

Confidentiality, integrity, non-repudiation and authenti-
cation are the important requirements for cryptographic
applications. A traditional approach to achieve these re-
quirements is to sign-then-crypt the message. The con-
cept of signeryption was first proposed by Zheng [31]. The
idea of this kind of primitive is to perform signature and
encryption simultaneously in order to reduce the compu-
tational costs and communication overheads.

The concept of identity-based (simply ID-based) pub-
lic key cryptography (ID-PKC) was introduced by
Shamir [22] in 1984, which simplifies key management
procedure of traditional certificate-based public key cryp-
tography. The main idea of ID-PKC is that the user’s

public key can be calculated directly from his/her identity
such as email addresses rather than being extracted from
a certificate issued by a certificate authority (CA). Private
keys are generated for the users by a trusted third party,
called Private Key Generator (PKG) using some master
key related to the global parameters for the system. The
direct derivation of public keys in ID-PKC eliminates the
need for certificates and some of the problems associated
with them.

Lee present the first identity based signcryption (IBSC)
scheme [18]. Since then, many identity based sign-
cryption schemes were proposed [1, 3, 6, 7, 8, 15, 17].
To offer strong security guarantee, provable security is
very essential for IBSC schemes. However, the early
schemes [1, 3, 6, 7, 8, 15, 17, 18, 23, 27| use random ora-
cle model to achieve the security requirement. The ran-
dom oracle model was introduced by Bellare and Rogaway
in [2]. The model is a formal model in analyzing crypto-
graphic schemes, where a hash function is considered as
a black-box that contains a random function. Although
the model is efficient and useful, it has received a lot of
criticism that the proofs in the random oracle model are
not proofs. Canetti et al. [5] have shown that security
in the random oracle model does not imply the security
in the real world in that a scheme can be secure in the
random oracle model and yet be broken without violat-
ing any particular intractability assumption, and without
breaking the underlying hash functions.

Recently many efforts have been made to design prov-
ably secure IBSC scheme in the standard model (with-
out using random oracles). In 2009, based on Waters
scheme [26], Yu et al. [28] proposed the first identity based
signcryption scheme without random oracles. However,
in 2010, Wang and Qian [24], Jin et al. [10], Zhang [29]
and Zhang et al. [30] independently pointed out that Yu
et al’’s scheme [28] cannot achieve indistinguishability
against chosen plaintext attacks. To remedy the secu-
rity problem, Jin et al. [10] and Zhang [29] proposed im-
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proved IBSC schemes, respectively. Meanwhile, Ren and
Gu [19] proposed a signcryption scheme based on Gentry’s
IBE [9] but it was shown by Wang et al. [25] that it had
neither confidentiality nor existential unforgeability. In
2011, Li et al. [11] showed that the scheme in [10] satisfies
neither confidentiality nor existentially unforgeability. Li
and Takagi [14] further pointed out that the IBSC scheme
in [10, 29] did not have the IND-CCAZ2 property (not even
chosen plaintext attacks (IND-CPA)) and then present a
fully secure IBSC scheme in the standard model. Li et
al. also proposed anther two IBSC schemes [12, 13] in the
standard model. But Selvi et al. [20] have also shown that
Li et al’s schemes [12, 13, 14] are not secure in the stan-
dard model. In 2012, Selvi et al. [21] presented the first
provably secure ID based signcryption scheme in the stan-
dard model. This scheme satisfied the strongest notions of
security available for the ID based signcryption schemes.
In 2013, Li et al. [16] proposed a new identity-based sign-
cryption scheme and claimed that their scheme is proven
to be semantically secure under chosen-ciphertext attack
and unforgeable under chosen-message attack in the stan-
dard model.

In this paper, using concrete attacks, we show that
the Li et al’s ID-based signcryption scheme [16] is not
semantically secure under chosen-ciphertext attack and
unforgeable under chosen-message attack. In addition,
we indicate that this scheme is not strongly existentially
unforgeable also.

2 Preliminaries

In this section, we briefly review the basic concepts on
bilinear pairings, the formal definition and security model
of identity based signcryption scheme.

2.1 Bilinear Pairings

Let G and G be two multiplicative cyclic groups of prime
order p and let g be a generator of G. The map e: GXG —
Gr is said to be an admissible bilinear pairing with the
following properties:

1) Bilinearity: e(u® v®) = e(u,v)® for all u,v € G
and for all a,b € Z,.

2) Non-degeneracy: e(g,g) # lg.

3) Computability: There exists an efficient algorithm
to compute e(u,v) for all u,v € G.

We note the modified Weil and Tate pairings associated
with supersingular elliptic curves as examples of such ad-
missible pairings.

2.2 Definition of Identity Based Sign-
cryption

An identity based signcryption scheme consists of the fol-
lowing four functions:
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Setup. Given a security parameter k, the private
key generator (PKG) generates system parameters
params and a master key msk. params is made
public while msk is kept secret.

Extract. Given an identity u, the PKG computes the
corresponding private key d, and transmits it to u
via a secure channel.

Signcrypt. Given a message M, the sender’s private key
ds, and the receiver’s identity u,, the sender com-
putes Signerypt (M, ds, u,-) to obtain the ciphertext
.

Unsignerypt. When receiving o, the receiver with iden-
tity w, computes Unsignerypt(o,d,,us) and ob-
tains the plaintext M or the symbol 1 if o is an
invalid ciphertext between identities u, and wu,..

2.3 Security Model of Identity Based
Signcryption

Based on Malone-Lee model [18], Li et al. [16] defined the
security notions for identity based signcryption scheme.
The notions are semantically secure (i.e. indistinguisha-
bility against adaptive chosen ciphertext attacks, IND-
IBSC-CCA2) and existentially unforgeable against adap-
tive chosen messages attacks (EUF-IBSC-CMA).

Confidentiality Game: For confidentiality, we consider
the following game played between a challenger C and
an adversary A.

Setup. The challenger C takes a security parameter k
and runs Setup algorithm to generate system pa-
rameters params and the master key msk. Then C
sends params to A and keeps msk secret.

Phase 1. The adversary A can perform a polynomially
bounded number of the following queries. These
queries may be made adaptive, i.e. each query may
depend on the answers to the previous queries.

Extract Queries. The adversary A chooses an identity
u, C computes d,, = Extract(u) and sends d, to A.

Signcrypt Queries. The adversary A produces a
sender’s identity ug, the receiver’s identity wu, and
a plaintext M. C computes d;, = Extract(us) and
o = Signcrypt(M,ds, u,) and sends o to A.

Unsigncrypt Queries. The adversary A produces a
sender’s identity wus, the receiver’s identity wu,
and a ciphertext o. C generates the private
key d, = Extract(u,) and sends the result of
Unsigncerypt(o, d,, us) to A.

Challenge. The adversary A decides when phase 1 ends.
A chooses two equal length plaintexts My and M,
a sender’s identity ui and the receiver’s identity
uy on which to be challenged. The identity w}
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should not appear in any extract queries in phase
1. C chooses randomly a bit b, computes o* =
Signcrypt(My, d%, u)) and sends o* to A.

Phase 2. The adversary A makes a polynomial number
of queries adaptively again as in phase 1 with the
restriction that it cannot make extract query on u;
and cannot make an unsigncrypt query on ¢* under

*
ur.

Guess. The adversary A produces a bit ¥’ and wins the
game if b’ = b.

The advantage of A is defined as AdvPmc(A) =
2| Pr[b’ = b] — 1|, where Pr[b’ = b] denotes the probability
that & = b.

Definition 1. (Confidentiality): An identity based sign-
cryption scheme is said to have the indistinguishabil-
ity against adaptive chosen ciphertext attacks (IND-
IBSC-CCA2) or semantically security if no polynomially
bounded adversary has a non-negligible advantage in the
confidentiality game.

Unforgeability Game: For unforgeability, we consider
the following game played between a challenger C and
an adversary A.

Setup. The challenger C runs the Setup algorithm with
a security parameter k obtains system parameters
params and the master secret key msk. C sends
params to A.

Queries. The adversary A performs polynomially
bounded number of queries adaptively just like in
the confidentiality game.

Forgery. Finally, the adversary A produces a forgery
(o*,uf,ur). We say A wins the game if the following
are satisfied.

1) The ciphertext o* is valid.

2) The private key of u* was not asked in the ex-
tract queries.

3) The ciphertext o* is not returned during the
signcrypt queries.

The advantage of A is defined as the probability of
success in winning the above game.

Definition 2. (Unforgeability) An identity based sign-
cryption scheme 1is said to have the existentially un-
forgeable against adaptive chosen message attacks (EUF-
IBSC-CMA) if no polynomially bounded adversary has a
non-negligible advantage in the unforgeability game.

3 Review of Li et al. Identity
Based Signcryption Scheme
In this section, we review Li et al.’s identity based sign-

cryption scheme [16]. This scheme consists of the follow-
ing four functions.
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Setup. Let (G,Gr) be bilinear groups such that |G| =
|Gr| = p for some prime p, and let g be a genera-
tor of G. Given a bilinear map e : G x G — Grp
and a collision-resistant hash function H : {0,1}* —
{0,1}"™m the private key generator (PKG) randomly
chooses @ € Z; and computes g1 = g% In addi-
tion, the PKG randomly picks up go,u’,m’ € G and
two vectors U = (u;), mi = (m;) of length and
Ny, Nm, respectively. The system parameters are
params = (G,GT,e,H,g,ghgg,u',m',ﬁ,m) and
the master key is msk = g5.

Extract. Let U C {1, - -,n,} be the set of indices such
that u[i] = 1, where u[i] is the i-th bit of u. Given
an identity u, PKG randomly picks up k, € Z; and
computes

du = (duladuQ) = (gg(u/ H Ui)k“,gk“)

€U

Suppose that the strings us and u, of n, bits are the
identities of the sender and the receiver respectively.
Let Us,U, C {1, - -,n,} be the set of indices that
usli] = 1, u,[i] = 1, where u[i], u,[7] are the i-th bit
of ug, u, respectively. Therefore, the private keys for
the sender and the receiver are

ds = (ds1,ds2) = (gg(ul H ui)ks79ks>

1€Us

H ui)krvng> .

d, = (dr17dr2) = (gg (ul
€U,
Singcrypt. On input M € Gy, the receiver’s identity
u,, the sender with identity us uses his private key
ds = (ds1,ds2) to do the following steps:

—

Randomly choose k € Zy;

DN

Compute o1 = M - e(g1, g2)";

w

)

)

) Compute oy = g*;

) Compute o3 = (v [] u)*;
€U,

4

5) Compute o4 = dso;

6) Compute m = H(o1,09,03,04,us,u,) and let
M c {1,--- ,n,} be the set of indices j such
that m[j] = 1;

7) Compute o5 = dg - (m' [] m;)¥;

jeM
8) Output the ciphertext o = (01, 02,03,04,05).

Unsigncrypt. On input the ciphertext o = (01, 02, 03,
04, 05), the sender’s identity us, the receiver with
private key d, = (d,1, d2) decrypts the ciphertext as
follows:

1) Compute m = H (o1, sigmag, 03,04, Us, u,) and
let M C {1,--- ,n,,} be the set of indices j such
that m[j] = 1, where m[j] is the j-th bit of m.
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2) Check whether the following equality holds:

e(os,9) = e(g1,92) e (Ul H Ui70'4>

i€Us

(T

ieM

If holds, output M = oy - £4r2:93) anq | other-

. e(dr1,02)
wise.

4 Cryptanalysis of Li et al.’s Iden-
tity Based Signcryption Scheme

Although Li et al. [16] proved that their scheme is both
semantically secure against adaptive chosen-ciphertext
attacks (IND-IBSC-CCAZ2) and existentially unforgeable
against adaptive chosen message attacks (EUF-IBSC-
CMA). However, we will disprove their claims by giving
three concrete attacks.

4.1 Attack Against Semantical Security

Li et al. [16] claimed that their scheme is semantically
secure against adaptive chosen-ciphertext attack in the
standard model, given that decisional bilinear Diffie-
Hellman problem is hard. Unfortunately, this is not true.
We show that his conclusion does not hold.

There exists a polynomial time adversary A who can
always win IND-IBSC-CCA2 game as follows:

Setup. An adversary A generates master key msk and
system parameters params for challenger C. In par-
ticular, A randomly chooses 2/, v/, x1, -+, Zpn,, Y1,

"y Yn,, € Z, and defines parameters u',m’, o, m
as follows:

! (13/ — X J— X
u_g 7U1—gly"'7un _gnu

u

r_ oy _ —
m 7gyam1 7991,,,, s M, *gynm'

Phase 1. A need not issue any query.

Challenge. A generates two equal length plaintexts My
and M, and two identities u} and u) on which it
wants to be challenged. When A receives the chal-
lenge ciphertext o* = Signerypt(M,, d*, u’), where
b is the randomly bit chosen by the challenger. Recall
that A’s goal is to correctly guess the value b.

According to Signcrypt algorithm, the challenge ci-
phertext o* = (o7, 05,05, 05,0%) is of the following
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forms:

O-I = M- 8(g17gg)k*,

o = 4",

oy = ( H u)®

icU;
oy = 2>
CT%< = d:l . (ml H mj)k*,
jeM*

where U¥ C {1,---,n,} be the set of indices 4

such that wi[i] = 1, M* C {1,---,n.,} be the
set of indices j such that m*[j] = 1 and m* =
H(o{,03,05, 07, ug, uy).

Phase 2. Firstly, the adversary A randomly picks k € Z,
and defines another ciphertext ¢ = (1, 02,03, 04,05)

as follows:
_ _ k
o1 = 04 ‘6(91792) s
_ k
02 = 039,
_ * / k
03 = O3 ('LL H ul) s
ieuy
— *
g4 = L')'47
* v+ Xy
ag . J
— _ 5 * i / k
o5 = ; (03) = (! [ mp)",

where M C {1,--- ,n,,} be the set of indices j such
that m*[j] = 1 and m = H(G1, 52,03, 04, uk, k).

Indeed, ¢ = (51,02,03,54,05) is a valid ciphertext
under the same message M;, the same sender with
identity u; and the receiver with identity u;.

Correctness.
o = Uf'e(glagz)k
My - e(g1,92)" - e(g1, g2)*
My - e(g1, g2)" "
gy = o3-g"
S _:qk
= ¢t
o5 = o5 [] w)*
i€Us
= @ [ w)* @ [T w)*
i€Us i€Us
= (U/ H Ui)k*+k
iEUy
5’4 = O'Z
.
s29
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’
~ ok Y+ 2 v -
o5 = sy @) T [ my)f
(03) o5 jeit
dy- T m)t
= JeM™ .(0—*) JjEM !
Y+ > v 2
jEM*

JEM
d K
sl (m jel_l\[/[* m]) - o+ VZ, v
= Y+ Z Yj 9 ) e
(gk*) jEM*

jEM* JjEM
k
(m’ T my)
jEM
= diy-(m [ m)* - (0 T] mp)*
jeEM JEM
= diy - (m J] mp)"t*
JEM

Then, the adversary A issues an unsigncrypt query by
submitting the ciphertext ¢ under the sender with iden-
tity u} and the receiver with identity ). According to
the restrictions in IND-IBSC-CCA2 game, it is legal for
A to issue this query on & since & # ¢*. So the challenger
C has to return the underlying message M to A. Finally,
A can certainly know the value b from the value M, and
win the IND-IBSC-CCA2 game with probability 100%.

In conclusion, Li et al.’s scheme is not semantically
secure against chosen-message attacks.

4.2 Attack Against Existential Unforge-
ability

In this subsection, we show that Li et al.’s scheme [16]
is not existentially unforgeable against chose message at-
tacks. Given a ciphertext from the sender, the adversary
A can generate the private key of the sender. Thus, A can
arbitrarily forge the ciphertext on any message on behalf
of the sender.

There exists a polynomial time adversary .4 who can
always win EUF-IBSC-CMA game as follows:
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Setup. The adversary A generates the master key msk
and the system parameters params for challenger C.
In particular, A randomly chooses v, y1, -, Yn,, € Zp
and defines parameters m/, m as follows:
m = g% ,my =g¥,--- My, = gYrm
Query phase. A can issue a signcrypt query by sub-
mitting a sender’s identity ws, a receiver’s identity
u, and a message M. According to the EUF-IBSC-
CMA game, the challenger C returns the ciphertext
o = (01,02,03,04,05) = Signerypt(My,d,,uy).
The ciphertext has following forms:

o1 = M-e(g1,92)",
o2 = gkv
o3 = (U H u;)”,
i€U,
o4 = dg,
05 = dsl . (m/ H mj)k,
jeM
where U, C {1,---,n,} be the set of indices 14

such that w,.[{] = 1, M C {1, ,nn} be the
set of indices j such that m[j] = 1 and m =
H(017027037047u87ur)‘

From oy = g¥, 04 = dg and o5 = dg; - (m' [] mj)k,

JjEM
. . . o5
we can obtain the private key dy; = ——%*5—- and
(02) €M
dsg = 04.
Correctness.

dy - (m" ] my)*

05 _ ieM
Y+ 2y Y+ >y
JjeEM jeEM

(02)

dy - (m" I my)*
JEM

( v+ J>k
g JEM

ds1 . (m' H ’I’I’Lj)k
JEM
(m/ T my)*

jeEM

= da.

Then, A can forge the ciphertext for any message on
behalf of this sender and win the EUF-IBSC-CMA
game with the probability 100%.

Therefore, Li et al. scheme is not existential unforge-
able against chosen-message attacks.

4.3 Attack Against Strongly Existential
Unforgeability

Strongly existential unforgeability [4] means that the ad-
versary cannot forge any signature different from those
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generated by the challenger. In practice, given a signa-
ture on some message, no one can derive other signatures
on the same message.

Similar to Subsection 4.2, the adversary A first ob-
tains a valid ciphertext ¢ = (o1, 02,03, 04,05) through
issuing a signcrypt query on any message M under the
sender with identity us and the receiver with identity
u,.. Then, we can easily obtain another valid cipher-
text ¢ = (01,02,03,04,05) on the same message M un-
der (us,u,) using the same method in Step 4 of Subsec-
tion 4.1.

Therefore, the o = (01,09,03,04,05) and & = (71, 52,
03, 04, 05) are both valid ciphertexts of message M. So, Li
et al. scheme is also not strongly existentially unforgeable.

5 Conclusion

Li et al. [16] proposed the provably secure identity based
signeryption scheme in the standard model. However, in
this paper, we show that their scheme still has security
weaknesses. By giving concrete attacks on their security
model, we prove that Li et al.’s scheme is neither seman-
tically secure against adaptive chosen ciphertext attack
nor existential unforgeable against adaptive chosen mes-
sage attack. Finally, we demonstrate that this scheme is
not secure against strongly existential unforgeable model.
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