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Abstract

In recent years, due to the wide applications of social net-
work and electronic business, privacy protection in the
cyber world has attracted much attention. And in gen-
eral, in order to solve the problems to set up a secure
channel over public Internet, authenticated key agreement
protocols can be adopted because it can achieve authenti-
cation of the corresponding participants and confidential-
ity of data transmission at the same time. Next, many
authenticated key agreement protocols use various func-
tional algorithms, such as dynamic identity and chaotic
maps to achieve privacy protection. In this paper, we
firstly put forward a new method to solve privacy pro-
tection problem, called One-Time Commitment, which is
more efficient than One-Time Password. Then a new ro-
bust biometrics-based authenticated key agreement pro-
tocol with privacy protection using interactive hashing is
given for mobile network. Our protocol has the feature of
high-efficient and user friendly at the same time. Security
of the protocol is based on the biometric authentication,
a secure one way hash function and a pair of secure in-
teractive hashing. Moreover the proposed protocol can
not only refrain from many consuming algorithms, such
as modular exponential computing, scalar multiplication
on an elliptic curve, and even symmetric encryption, but
is also robust to many kinds of attacks, such as replay
attack, perfect forward secrecy and so on. Finally, we
provide the secure proof and the efficiency analysis about
our proposed scheme.

Keywords: Authentication, biometrics, interactive hash-
ing, mobile network

1 Introduction

With the rapid development of the mobile internet related
to many service providers such as stock exchanging, com-
modity trading, and banking, many key agreement proto-
cols have been studied widely. However, many authentica-
tion key agreement protocols used in M-commerce are de-
signed for cable network and consume many communica-
tion rounds and computation costs, making them unfit for
mobile internet surroundings. Furthermore, M-commerce
is designed to satisfy user experience, especially for se-
curity and efficiency. So the paper purposes to design an
authenticated key agreement scheme for E-coupon system
which can achieve high-level security, high-efficiency and
user friendly at the same time.

One time password (OTP) means that the password
can be used only once. Nowadays, OTP has been widely
used in the financial sectors, telecommunications, online
game fields and so on. As a general rule, traditional static
password, for its security, can be easily stolen because
of Trojan horse and keylogger program. It may also be
cracked by brute force if an adversary spends enough time
on it. Attackers can impersonate the legal user to com-
municate with the service server, and even modify the
password of the legal user so that legal user cannot login
the server. To address these conditions, OTP was devel-
oped as a solution. It is an approach to effectively protect
the safety of the users.

Lamport [8] firstly put forward a method of user pass-
word authentication using a one way function to encode
the password in 1981. Obviously, due to the higher
safety request of the users, many schemes based on this
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method [1, 5, 10, 12, 13, 14, 16] have been proposed. In
2000, Tang [14] proposed a strong directed OTP authen-
tication protocol with discrete logarithm assumption. In
2010, based on the use of OTP in the context of password-
authentication key exchange (PAKE), which can offer mu-
tual authentication, session key exchange, and resistance
to phishing attacks, Paterson et al. [13] proposed a gen-
eral technique which allows for the secure use of pseudo
randomly generated and time-dependent passwords. In
2011, Fuglerud et al. [1] proposed an accessible and secure
authentication way to log in to a banking server, which
used a talking mobile OTP client rather than dedicated
OTP generators. Later, Li et al. [10] proposed a two-layer
authentication protocol with anonymous routing on small
Ad-hoc devices. In 2012, Mohan et al. [12] proposed a new
method using OTP to ensure that authenticating to ser-
vices, such as online shopping, was done in a very secure
manner. In 2013, Huang et al. [5] proposed an effective
simple OTP method that generates a unique passcode
for each user. In Huang’s method, OTP calculation used
time stamps and sequence numbers. In addition, a two-
factor authentication prototype for mobile phones using
Huang’s method has been used in practice for a year. In
2014, Xu et al. [16] proposed a self-updating OTP mu-
tual authentication scheme based upon a hash chain for
Ad hoc network. The updating process can be unlimited
used without building a new hash chain.

However, these literatures [1, 5, 8, 10, 12, 13, 14, 16]
only care about covering the password with one-time pass-
word. In fact, the identity information is equally impor-
tant. Because an adversary can retrieve much useful infor-
mation from the static identity by connecting with other
information. From another point of view, one-time pass-
word need a hash chain can update by itself smoothly
and securely through capturing the secure bit of the tip,
will consume a large amount of hash computation and a
lot of storage space. We can use one-time commitment
(OTC) to replace the OTP for achieving the same level
security, and saving much hash computation and storage
space. Based on these motivations, the article presents
a new simple biometrics-based one-time commitment au-
thenticated with key agreement protocol for mobile device
using interactive hashing [3] between user and server to
mobile internet communication setting. Compared with
previous related protocols, the proposed scheme has the
following more practical advantages: (1) it firstly presents
the concept of OTC. (2) it provides a kind of biometric
authentication function securely [9], (3) it provides simple
and robust session key agreement by adopting OTC, (4) it
provides secure OTC and biometrics and password update
function by using update protocol, and (5) it can decrease
the total calculated amount and storage space due to the
interactive hashing and XORed operation, (6) it is secure
against most of well-known attacks and a high-efficiency
scheme.

The organization of the article is described as fol-
lows: some preliminaries are given in Section 2. Next,
a biometrics-based one-time commitment with key agree-

ment scheme is described in Section 3. Then, the security
analysis efficiency is given in Section 4 and Section 5. This
paper is finally concluded in Section 6.

2 Preliminaries

2.1 One-way Hash Function

A secure cryptographic one-way hash function h: a → b
has four main properties:

1) The function h takes a message of arbitrary length
as the input and produces a message digest of fixed-
length as the output;

2) The function h is one-way in the sense that given a,
it is easy to compute h(a) = b. However, given b, it
is hard to compute h−1(b) = a;

3) Given a, it is computationally infeasible to find a′

such that a′ 6= a, but h(a′) = h(a);

4) It is computationally infeasible to find any pair a, a′

such that a′ 6= a, but h(a′) = h(a).

2.2 Biometric Authentication

Each user has their unique biometric characteristics, such
as voice, fingerprints, iris recognition and so on. These
biometric characteristics have irreplaceable advantages:
reliability, availability, non-repudiation and less cost.
Therefore, biometric authentication has widely used. Fig-
ure 1 is the flow diagram of biometric characteristics col-
lection and authentication. During the biometric collec-
tion phase, a biometric sample is collected, processed by
a smart device, and stored that prepared for subsequent
comparison (Figure 1). During the biometric authenti-
cation phase, the biometric system compares the stored
sample with a newly captured sample (Figure 1). Obvi-
ously, smart device has powerful information confidential-
ity and flexible portability. When performing a biometric
authentication process, a user inputs a smart device, and
utilizes a simple finger touch or a glance at a camera to
authenticate himself/herself [9].

Figure 1: The flow diagram of biometric characteristics
collection and authentication
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2.3 Interactive Hashing

A secure cryptographic interactive hashing [3] is a ma-
jor component in all known constructions of statisti-
cally hiding commitment schemes and of statistical zero-
knowledge arguments based on general one-way permuta-
tions/functions.

Interactive hashing is a two-tuple < f(), g() >, which
with respect to a one-way function f is a two-party proto-
col that enables a sender who knows y = f(x) to transfer
a random hash z = g(y) to a receiver such that the sender
is committed to y: the sender cannot come up with x and
x′ such that f(x) 6= f(x′), but g(f(x)) = g(f(x′)) = z.

2.4 Protocol NOV Y 〈H〉 [2]

Definition 1. Given a sequence of functions h =
(h1, · · · , hs) defined over {0, 1}n, let h(x) = h1(x) ◦ · · · ◦
hs(x), where ◦ denotes string concatenation. A family
of length s function sequences is called s−piece function
family.

The NOVY paradigm instantiated with an s-piece fam-
ilyH over strings of length n, denotedNOV Y 〈H〉. Proto-
col NOV Y 〈H〉 can generate the interactive hashing which
can be described as follows (S: sender; R: receiver).

Common input: 1n;

S’s input: y ∈ {0, 1}n;

Steps:

1) R choose uniformly at random h = (h1, · · · , hs)
∈ H.

2) Do for i = 1 to s:

a. R sends hi to S.

b. S aborts if (h1, · · · , hs) is not a prefix of
some element in H. Otherwise, S sends
zi = hi(y) back to R.

3) R outputs (h, z = (z1, · · · , zs)).

3 The Proposed Protocol

In this section, biometrics-based one-time commitment
authenticated key agreement scheme is proposed which
consists of three phases: the user registration phase, au-
thenticated key agreement phase and the biometric and
password update phase (because the temporary identity
and the commitment are updated in every authenticated
key agreement phase). But firstly some notations are
given which used in the proposed scheme.

3.1 Notations

The concrete notation used hereafter is shown in Table 1.

Table 1: Notations

3.2 User Registration Phase

Concerning the fact that the proposed scheme mainly re-
lies on the design of one-time commitment, it is assumed
that the user can register at his appointed server in some
secure ways or by secure channels. Figure 2 illustrates the
user registration phase.

Step 1. When Alice wants to be a new legal user, she
chooses her identity IDA at liberty, a password PWA,
and inputs her personal biometric image sample B
at the mobile device. The mobile device selects a
random RA0 and sends {RA0 , IDA, h(PWA||B)} to
the appointed server.

Step 2. Upon receiving the request from Alice, the server
selects a random number RS0

and carries out the
protocol NOVY to generate the interactive hashing
< f(), g() >. Then the server initialize the tempo-
rary identity TID0 and computes y0 = f(RA0 ||RS0),
Z0 = g(y0), C0 = h(IDA||x) ⊕ y0 ⊕ h(PWA||B),
C ′0 = h(y0)⊕h(PWA||B) and sends {TIDA0

, C0, C
′
0}

to Alice via a secure channel. Finally, the server
stores {TID0, IDA, Z0, 〈f(), g()〉} securely.

Step 3. Upon receiving the message {TIDA0 , C0, C ′0},
the mobile device computes Eh(IDA||PWA)(B) and
stores Store{TID0, Eh(IDA||PWA)(B), h, EK/DK ,
d(), τ , C0, C ′0} securely, where d() is a symmetric
parametric function and τ is predetermined thresh-
old for biometric authentication.

Remark: The role of the information C0, C
′
0 is to protect

the one-time commitment y0, which can be recovered
by the server using the long secret x.

3.3 Authenticated Key Agreement Phase

This concrete process is presented in Figure 3.

Step 1. Alice inputs IDA, PWA, B∗ and the
smart card computes h(IDA||PWA) to decrypt
Eh(IDA||PWA)(B). Then verify d(B∗, B) < τ . If
holds, the smart card selects a random number RAt

(the same length with the output of h()) and com-
putes Ct = Ct−1 ⊕ h(PWA||B) = H(IDA||x)⊕ yt−1,
C ′t = C ′t−1 ⊕ h(PWA||B)⊕RAt

= H(yt−1)⊕RAt
,
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Figure 2: User registration phase

Figure 3: Authenticated key agreement phase

C ′′t = h(TIDt−1||Ct||C ′t) using h(IDA||PWA). After
that, the mobile device sends {TIDAt−1, Ct, C ′t, C

′′
t }

to the server.

Step 2. After receiving the message {TIDAt−1, Ct, C ′t,
C ′′t } from Alice, the server will do the following tasks:

1) Compute h′ = h(TIDt−1||Ct||C ′t). The server
verifies whether h′ = C ′′t or not. If it does not
hold, the server terminates it. Otherwise, the
server continues to 2).

2) Using TIDt−1 to find the record {IDA, Zt−1, <
f(), g() >}. Using long secret key x to com-
pute h(IDA||x) and get yt−1 = Ct⊕h(IDA||x),
RAt

= h(yt−1)⊕ C ′t.

3) The server verifies g(yt−1)
?
= Zt−1. If it does

not hold, the server terminates it. Otherwise,
the server Authenticates Alice by one-time com-
mitment and continues to 4).

4) The server selects a random number RSt

to compute yt = f(RAt ||RSt), Zt =
g(yt). Chooses TIDt to compute Cts =
h(IDA||x) ⊕ yt, C ′ts = h(yt) ⊕ h2(yt−1),
C ′′ts = h3(yt−1), C∗S = h(TIDt||Cts ||C ′ts ||C

′′
ts)

and SK = h(h(yt)||IDA||IDS). The
server stores {TIDt, IDA, Zt,< f(), g() >} to
replace {TIDt−1,IDA,Zt−1,< f(), g() >} se-
curely. Finally the server sends the message
{TIDt, Cts ,C ′ts ,C ′′ts ,C∗S} to Alice.

Step 3. After receiving the message C ′ts ,C ′′ts ,C∗S},
Alice’s smart card will compute, h′′ =
h(TIDt||Cts ||C ′ts ||C

′′
ts) and check if h′′ = C∗S .

If holds, check if C ′′ts
?
= h2(C ′t−1 ⊕ h(PWA|B|)).

If any one of the two equation does not hold,
Alice terminates it simply. Otherwise that means
Alice authenticates the server in this instance.
Then Alice computes Ct = Cts ⊕ h(PWA||B),
C ′t = C ′ts ⊕ h2(yt−1) ⊕ h(PWA||B) and SK =
h(h(yt)||IDA||IDS).Replace {TIDt−1, Ct−1, C

′
t−1}

by {TIDt, Ct, C
′
t}.

3.4 The Biometric and Password Update
Phase

When updating biometric or password or both of them,
a significant advantage of our proposed protocol is that
users achieve authentication and updating information
with smart card locally without exchanging any message
with the server, which can save much calculated amount
and communication traffic. Because the server only stores
the user’s one-time commitment with some identities.
Moreover, any adversary cannot carry out off-line dictio-
nary/guessing attacks with stolen mobile device attacks,
because all the authenticated information has been en-
crypted in the smart card. Figure 4 illustrates biometrics
and password update phase.

Step 1. Alice inputs her smart card into a smart card
reader, opens the password and biometrics changing
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software, starts the biosensor, imprints his/her new
biometric. And then Alice inputs IDA, PWA, then
the smart card computes h(IDA||PWA) to decrypt
Eh(IDA||PWA)(B). Then verify d(B∗, B) < τ . If it
holds, an accept response is given to Alice. Next, we
describe the changing phase in the following three
cases.

Step 2. (Case 1): Only changing the password.
Alice inputs her new password PWnew

A . The smart
card computes Temp = h(PWA||B)⊕ h(PWnew

A ||B),
Cnew

t = Ct ⊕ Temp, C ′newt = C ′t ⊕ Temp. Replaces
{Ct, C

′
t} by {Cnew

t , C ′newt } and Eh(IDA||PWA)(B) by
Eh(IDA||PWnew

A )(B) into it.

Step 2. (Case 2): Only changing the biometrics.
Alice inputs her new biometrics Bnew. The smart
card computes Temp = h(PWA||B)⊕h(PWA||Bnew),
Cnew

t = Ct ⊕ Temp, C ′newt = C ′t ⊕ Temp. Replaces
{Ct, C

′
t} by {Cnew

t , C ′newt } and Eh(IDA||PWA)(B) by
Eh(IDA||PWA)(B

new) into it.

Step 2. (Case 3): Changing the password and biomet-
rics.
Alice inputs her new biometrics Bnew and new pass-
word PWnew

A .The smart card automatically com-
putes Temp = h(PWA||B) ⊕ h(PWnew

A ||Bnew),
Cnew

t = Ct ⊕ Temp, C ′newt = C ′t ⊕ Temp.Replaces
{Ct, C

′
t} by {Cnew

t , C ′newt } and Eh(IDA||PWA)(B) by
Eh(IDA||PWnew

A )(B
new) into it.

Figure 4: The biometric and password update phase

4 Security Consideration

The section analyzes the security of our proposed pro-
tocol. The structure of analysis security just sees the

Figure 5: The biometric and password update phase

Figure 5. Let us assume that there are three secure com-
ponents, including a secure one-way hash function, a se-
cure symmetric encryption and a pair of secure interactive
hashing. Assume that the adversary has fully control over
the insecure channel including eavesdropping, recording,
intercepting, modifying the transmitted messages. The
definitions and analysis of the security requirements [15]
will be illustrated as follows:

• Security threats can be wiped out owing to shift
static identity to dynamic identity with OTC.

1) Off-line dictionary/guessing attacks.
In an off-line dictionary/guessing attack, an at-
tacker random chooses a word from a dictionary
or guesses a password and verifies his choose
or guess, but he does not need to participate
in any communication phase because he has al-
ready downloaded the necessary information.

In our proposed scheme of the authenticated key
exchange phase, the off-line dictionary/guessing
attack will not affect, because there are multiple
variables involved in the transmission messages,
which are all encrypted, such as Ct, C ′t, C

′′
t and

Cts , C
′
ts , C

′′
ts , C

∗
S . The adversary cannot get a

function that views the password as the unique
input during the transmission. Therefore, the
proposed scheme can resist guessing attacks.

2) Privacy protection.
Our proposed protocol can protect user’s
privacy because we firstly adopt the dy-
namic identity. For example, the messages
{TIDAt−1Ct, C ′t, C

′′
t }, there are two kinds of in-

formation: one is a temporary identity used only
once, the other are some cipher texts. So an ad-
versary cannot get any useful information about
users or the server during the transmitting pro-
cedure. And for other transmitted messages,
there are also no useful information about users
or the server. Therefore, the proposed scheme
can provide privacy protection.

3) Impersonation attack.
impersonation attack is an attack in which an
adversary successfully assumes the identity of
one of the legitimate parties in a system or in a
communications protocol.

An adversary cannot impersonate anyone of
the user or the server. First of all, owing to
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adopt dynamic identity idea, an adversary can-
not launch an impersonation attack because he
doesn’t know the identity of the user at all.
Even if the adversary eavesdropping on the line
year by year, he gets the temporary identities
which are nothing but some random numbers.

Even if the adversary gets the real identity of
a user in a certain way (such as social engi-
neering), he also cannot launch an imperson-
ation attack. Because the users and the server
all choose the random numbers (RSt, RAt

) to
protect sensitive information and keep messages
fresh, there is no way for an adversary to have
a chance to carry out impersonation attack.

4) Man-in-the-middle attack.
The man-in-the-middle attack is a form of ac-
tive eavesdropping in which the attacker makes
independent connections with the victims and
relays messages between them, making them be-
lieve that they are talking directly to each other
over a private connection, when in fact the en-
tire conversation is controlled by the attacker.

First of all, an adversary cannot launch a man-
in-the-middle attack because he doesn’t know
the identity of the user. The adversary doesn’t
know how to become the middle man between
the two hiding men.

Even if the adversary get the real identity
of a user in a certain way (such as social
engineering), and he also cannot launch a
man-in-the-middle attack. Because Ct, C ′t, C

′′
t

and Cts , C
′
ts , C

′′
ts , C

∗
S contain the secret one-

time commitment and the nonce, a man-in-the-
middle attack cannot succeed.

5) Replay attack.
A replay attack is a form of network attack in
which a valid data transmission is maliciously
or fraudulently repeated or delayed. Any replay
attack cannot be carried out, because the tem-
porary identity can be used only once.

• Immune to the security threats owing to adopt bio-
metrics authentication.

6) Key Compromise Impersonation Attacks (KCI
attacks).
An adversary is said to impersonate a party B
to another party A if B is honest and the pro-
tocol instance at A accepts the session with B
as one of the session peers but there exists no
such partnered instance at B [6]. In a successful
KCI attack, an adversary with the knowledge
of the long-term private key of a party A can
impersonate B to A.

Our protocol adopts two factors to authenticate
legal user, even if the close friend gets the Al-
ice’s password, he/she cannot pass the authenti-
cation because the mobile device authenticated

user also by user’s personal biometric image
sample B, the key compromise impersonation
attacks will fail.

• Resist the security threat owing by nonce.

7) Mutual authentication.
Mutual authentication refers to two parties au-
thenticating each other suitably and simultane-
ously.

If g(yt−1) equals Zt−1, which means that Alice
was already authenticated by the server. Be-
cause only the server can retrieve the user’s ran-
dom number and one-time commitment by long
secret x. If C ′′ts equals h2(C ′t−1 ⊕ h(PWA||B)),
which means that the server was already au-
thenticated by Alice. Because only the user can
retrieve the h(yt−1) by the h(IDA||PWA).

8) Perfect forward secrecy.
An authenticated multiple key establishment
protocol provides perfect forward secrecy if the
compromise of both the node’s secret keys can-
not results in the compromise of previously es-
tablished session keys.

Because there are only two kinds of informa-
tion during the transmitting procedure: one is
a temporary identity used only once, the other
are some cipher texts. The above informa-
tion is useless for adversary. Next, the ses-
sion key SK = h(h(yt)||IDA||IDS) including
{RAt

, RSt
} which are random chosen by Alice

and the server. So the adversary cannot previ-
ously obtain the next established session key.

9) Known-key security.
A protocol can protect the subsequent session
keys from disclosing even if the previous ses-
sion keys are intercepted by the adversaries,
what will not affect other session keys is called
known-key security. As {RAt , RSt} are indepen-
dent and different in all sessions, if an adversary
knows a session key SK = h(h(yt)||IDA||IDS)
and a pair random {RAt

, RSt
}, she cannot com-

pute the previous and the future session keys
without knowing the previous and the future
{RAt , RSt}. Therefore, our proposed protocol
can realize known-key secrecy and session key
secrecy.

• Other security analysis.

10) Stolen mobile device attacks.
Anyone gets the mobile device in some way to
execute some kinds of attacks.

It is very clear that the proposed scheme pro-
vides biometrics authentication. Any adversary
cannot carry out stolen mobile device attacks,
because the information of biometric verifica-
tion is encrypted by h(IDA||PWA) in the smart
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Table 2: Security comparisons between our scheme and related scheme

Table 3: Comparisons between the related protocols and our proposed protocol

card. Therefore, the proposed scheme can resist
stolen mobile device attacks.

According to all of above, we can prove that the
proposed scheme is secure. Table 2 shows the
security comparisons between our scheme and
related scheme.

5 Efficiency Analysis

In this section, we analyze the efficiency of our proposed
scheme. According to the required operations for differ-
ent entities, Table 3 summarizes the communication costs
of our proposed scheme and related schemes in different
phases.

To be more precise, on an Intel Pentium4 2600 MHz
processor with 1024 MB RAM, where N and P are 1024
bits long, the computational time of a one-way hash-
ing operation, a symmetric encryption/decryption op-
eration, an elliptic curve point multiplication operation
and Chebyshev polynomial operation is 0.0005s, 0.0087s,
0.063075s and 0.02102s separately [4, 7, 11]. Moreover,
the computational cost of XOR operation could be ig-
nored when compared with other operations. The compu-
tational time of a Interactive Hashing is close to a one-way
hashing operation [3].

Table 3 compares the functionalities and system effi-
ciency of our proposed protocol and the others, related
schemes [17, 18, 19]. The results of the comparisons show

that our proposed scheme provides more functionalities,
and is more suit for user-friendliness system.

As for storage space, our proposed scheme will save
much storage space contrasting with one-time password
by hash chain. For example, a hash chain needs 62.5K
(assume pt = 128bits, and N = 500) to store. And our
proposed scheme only needs some random identity, en-
crypted data and some algorithms which can be ignored
contrasting with one-time password.

6 Conclusion

The paper proposed a novel and complete biometrics-
based and one-time commitment authentication scheme
for mobile network. There are many advantages about
our protocol which described as follows: Firstly, from the
standpoint of a security analysis, our scheme uses bio-
metrics method, dynamic ID, dynamic commitment or
called one-time commitment to achieve high-level security.
Then, along with OTC, we insert the dynamic ID which
can consume the almost negligible computations, commu-
nications and size of memory. Compared with one-time
password method, our OTC method eliminates hash chain
algorithm, which can drastically reduce the computation
of hash chain and the storage space of hash values. Next,
the core ideas of the proposed scheme are the features of
security and efficiency in the mobile device and servers
side, and the feature of user friendly for the users side.
Finally, through comparing with recent related work, our
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proposed scheme has satisfactory security, efficiency and
functionality. Therefore, our protocol is more suitable for
practical applications.
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