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Abstract

It is necessary that the linear complexity of a key stream
sequence in a stream cipher system is not less than half of
a period. This paper puts forward the linear complexity
of a class of binary interleaved sequences with period 4N
over the finite field with characteristic 2. Results show
that the linear complexity of some of these sequences sat-
isfies the requirements of cryptography.
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mal polynomial, stream cipher

1 Introduction

Sequences with good autocorrelation and large linear
complexity have many applications in CDMA communi-
cation systems and cryptography [2, 4, 13].

Given two binary sequences a = a(t) and b = b(t) of
period n, the periodic correlation between them is defined
by
n—1
D (1)) g < - <,
t=0

Rab(’r) =

)

where the addition t + 7 is performed modulo n. If a =
b, Rqp(7) is called the (period) autocorrelation function
of a, denoted by R,(7), otherwise, R, (7) is called the
(periodic) cross-correlation function of a and b [12].

Binary sequences with optimal autocorrelation values
can be classified into four types as follows according
to the remainders of n modulo 4: (1) R,(7) = —1 if
n = 3mod 4; (2) Re(r) € {—2,2} if n = 2 mod 4; (3)
o(7) € {1,-3} if n = 1mod 4; (4) Ru(7) € {0,—4} if
= Omod 4, where 0 < 7 < n [5]. In the first case,
«(T) is often called ideal autocorrelation. For more de-
tails about optimal autocorrelation, the reader is referred
to [1, 4, 11].

R
n
R

The linear complexity of a sequence is often described
in terms of the shortest linear feedback shift register
(LFSR) that generates the sequence. Generally speaking,
a sequence with large linear complexity is favorable for
cryptography to resist the well-known Berlekamp-Massey
algorithm [7, 16], and the sequence can be recovered easily
if it has low linear complexity [5].

Some results have been gotten based on the interleaved
structure [8, 15]. More precisely, Tang and Gong investi-
gated the interleaved sequences of the form

I(ag + b(0), L1+ (ay) + b(1),
L% (az) +b(2), L*"(a3) + b(3)),

(1)

where I and L denote the interleaved operator and the left
cyclic shift operator respectively [5]. (b(0),b(1),b(2),5(3))
is a binary perfect sequence which satisfies Ry(7) = 0 for
0<7<4 Andas, i =0,1,2,3, are binary sequences
of period N taken from the following sequence pairs:

e (I,I'): I and I’ are the two types of Legendre se-
quences;

e (t,t'): tis a twin-prime sequence, and ¢’ is its modi-
fied version.

Based on the two pairs of sequences, Tang and Gong
constructed several kinds of sequences of period 4N with
optimal autocorrelation value/magnitude, then Li and
Tang obtained the linear complexity of these sequences
in [5]. But in application, sequences with low autocorre-
lation values rather than optimal autocorrelation values
also play an important role. In this paper, using the inter-
leaved technique, we consider a class of sequences in the
form of (¢',¢,¢',t) defined by Equation (1). In [14], Yan
and Gong have proved that the autocorrelation values of
these sequences are low. Besides, this paper determine
both the linear complexity and minimal polynomial of u
of period 4N with low autocorrelation value/magnitude.
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The remainder of this paper is organized as follows.
Section 2 gives some preliminaries. Section 3 determines
both the minimal polynomials and linear complexities
of the sequences u obtained from twin-prime sequences.
Conclusions and remarks are given in Section 4.

2 Preliminaries

Let {ap, a1, ,ar—_1} be a set of T sequences of period
N. An N x T matrix U is formed by placing the sequence
a; on the ith column, where 0 < ¢ < T — 1. Then one
can obtain an interleaved sequence u of period NT by
concatenating the successive rows of the matrix U. For
simplicity, the interleaved sequence u can be written as

u=1I(ap,ai, - ,ar_1).

In this paper, Legendre sequence and two-prime se-
quence are mentioned. Let QR, and NQR, denote
all the nonzero squares and non-squares in Zy respec-
tively, where N is a prime. The Legendre sequence
1= (1(0),1(1), - ,I(N — 1)) of period N is defined as

Oorl, ifi=0;
(i)y=1< 1, ifi € QRy;
0, ifi € NQRy.

Specifically, [ is called the first type Legendre sequence
if 1(0) = 1 otherwise the second type Legendre sequence.
For simplicity, we employ [ and I’ to describe the first and
second type Legendre sequence, respectively.

Let p and p+2 be two primes. The twin-prime sequence
t = (¢(0),£(1),--- ,t(N — 1)) of period N = p(p + 2) is

defined as
0, if i = 0(mod p + 2);
t(i) =4 1, if i = 0(mod p);
Ip(1) + lpy2(i), otherwise.

where [,,, [,12 are two Legendre sequences of period p and
p + 2 respectively.

Let s = (s(2))$2, be a sequence over a field F. A poly-
nomial of the form

f@)=1+ciz+epx? + - +ea” € Fla]
is called the characteristic polynomial of the sequence s if
s(i) =c18(t — 1) +cas(it = 2) + - - + ¢ps(i — 1), Vi > 7.

Among all the characteristic polynomials of s, the
monic polynomial mg(x) with the lowest degree is called
its minimal polynomial. The linear complexity of s is de-
fined as the degree of ms(x), which is described as LC(s).

Let s = (s(0),s(1),--- ,s(n— 1)) be a binary sequence
of period n and define the sequence polynomial

s(z) = s(0) + s(1)x +---+s(n—1)a" L (2)

Then, its minimal polynomial and linear complexity
can be determined by Lemma 1.
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Lemma 1. [6] Assume a sequence s of period n with
sequence polynomial s(x) is defined by Equation (2). Then

z"—1

e The minimal polynomial is ms(x) = TG T,

e The linear complezity is LC(s) = n — deg(ged(z™ —

1,5(x))),

where ged(z™ — 1, s(x)) denotes the greatest common di-
visor of ™ — 1 and s(x).

For the sequence polynomial, we have the following
results.

Lemma 2. [9] Let a be a binary sequence of period n,
and sq(x) be its sequence polynomial. Then

1) Sb(x) = xniTSa(‘T)a if b= LT(a);

n

-1
2) sp(x) = sq(x) + xil, if bis the complement
T —

sequence of a;

3) su(x) = sa(x?) + zsp(xh) + 22s5.(2h) + 2354(2?),
if u=1(a,b,c d).

3 Minimal Polynomial and Linear
Complexity

If N is an odd integer and m is the order of 2 modulo NV,
then the finite field Fom is the splitting field of 2N — 1.
Therefore, Fom has a primitive Nth root of unity, say S,
and the set {1,3,---, Y"1} of roots of ¥ —1 can form a
cyclic group of order N with respect to the multiplication
in Fgm [5]

Let u(x) be the sequence polynomial of u defined by
Equation (1). By Lemma 1, it is equivalent to discuss
the ged(z*"N — 1, u(x)) for determining the minimal poly-
nomial and linear complexity of u. Without loss of gen-
erality, from now on we assume that the binary perfect
sequence is b = (0,1,1,1) and the sequence polynomials
of a;'s are sq,(x), 1 <14 < 3.

By 1) and 2) in Lemma 2 and the fact I =
MH (mod N) if N =3 (mod 4), the sequence polynomi-
als of Lit7(ay) + b(1), L2 (az) + b(2), Lit"(as) + b(3)

1 N

are oV s, (1) + S NNy, () + L

x—1 7
N5 T84, (x) + 5”5__11, respectively. Then accord-
ing to 3) in Lemma 2, the sequence polynomial of u for

N =3 (mod 4) is

x—1 7

u(@) = sag(x?) + 2N, (2%)

+ mQNsaz ((E4) + x3N_4”sa3 ($4)

N —1

2 3

(3)

In what follows, we focus on the discussion of
ged(z*N —1,u(x)) in terms of (ag, a1, az,a3) = (¥',t,t',t),
then compute both the linear complexity and minimal
polynomial of u.
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Let N = pq where p and p + 2 are two primes, and We discuss the results of Equation (5) by Lemma 3 as
s(z) be the sequence polynomial of twin-prime sequence follows,
t of period N. By Lemma 2, the sequence polynomial of

2
aV-1y2)  _ ((&7-1)(aP—1)do(x)ds (x) C—0if
modified twin-prime sequence t' is s(x) + f:qv_’ll Then, o (57 = ( (m—1)20 : ) g = 0if i €
Equation (3) can be reduced to PUQUDyUD;.
_ 4
u(z) = s@@h)(1+2"N)(1+2N) . (ﬂ;’j;j) 5 =0ifi € QUDyUDy.
24N _
+ 2l _ 1 (1+a2N) Nextly, we will discuss the roots of s(z*) and (1 +

AN 1 xN=47) according to the distinct values of n and p by

Tl(x + 2% + 23). (4) Lemma 3, then ged(z*Y — 1,u(x)) is determined.

2 —

Case 1. n=0,p=1 (mod 4).

Since N is odd, we have u(1) =1, i.e., ged(z — 1, u(z)) = By Lemma 3, we have s(z%)

1. Then, Equation (4) can be rewritten as

g = 0if i € {0}, and

(1+2N)|g =0ifi € {0} UPUQU Dy U Dy. Then
ged(2™ — 1, u(x
(.Z'4N—1 ( )) cd & S($4)(1+xN)+ N -1 ’
= ng(ﬁ7u(fL‘)) & J)Z -1 ’ 1‘2(1 —1
2V — 124 1 B NV —1
= sy s@H A+ +2) T
AN 1 22N — 12N -1
+ $4q — (1 + .%‘2N)) gcd(:c4N — 1,u(x)) 73:2 1 zd_1
2N71 2N71 4q71
= :1:2 gc (x2 z4 ,s(zt) (2% — 1) Case 2. n =0, p =3 (mod 4).
r —1 z q2; Lat—1 By Lemma 3, we have s(z%)|5: = 0if i € {0}UPUQU
_ —1 Dy, and (1+2N)|z =0ifi € {0} UPUQUDyU Ds.
1 N—4n €z 1 2N 0, an 8 0 1
(14 )+x2‘1—1( +27) Then
2N _ {420 _q 2N 129 — 1
_ 1'2 332 gcd(zz I’2 ’ ,’I,‘QN—l . N ,’I,‘QN—l 2
229 -1 22 -1 220 -1 22 -1 ged [ ————,s(z®)(1+2™) +
N x? -1 2?24 —1
_ z -
s(a®)(@® = DA+ 2V ) + (=)@ - 1)) p_1 2
1 —1 T
) - (T ) @)
oN _ —
It follows from gcd(%, 2% —1) =1 that ged(z*N — 1, u(z))
2N_1 P _ 1 2
ged(a* — 1, u(x)) - S () aw)
x2N 1 x2N 1 v T
= 2 ged(—;  s(a) (14Nt
4 —1 x4 —1 Case 3. n € @, p=1 (mod 4).
2N -1, 5 By Lemma 3, we have s(z%)|g: = 0 if i € {0}, and
+(x2q_1))' (5) (1+ 2N =4)|5 =01if i € {0} U P. Then

Since N and N — 45 are odd, % — 1 and 2V =% — 1 22N 1 22N 1\ 2
. . o 4 N—dn
have no repeated roots in their splitting field. ged ys(@t)(1+a )+ ( 220 — 1 )

2?2 -1
For simplicity, define
= 17
. ged(@™ — Lu(z)) = —
Lemma 3. [3] Let s(x) be the sequence polynomial of the x® =1

- od N D. .

twin prime sequence of period .and ; be the generalized Case 4. € Q, p=3 (mod 4).

cyclotomic classes of order 2 with respect to p and p + 2 4 e

for j=0,1. Then, for0<i<N —1 By Lemma 3, we have s(z*)|gi = 0if i € {0}UPU
J= ’ - ’ QUDy, and (1+2V*)|5 = 0if i € {0} UP. Then

1) pr = 1 (mod 4), s(8") = 0 if i = 0, otherwise o N ,
s(8') # 0. ged <xx2 : ! s(z*)(1 + 2N + (z — 1) )

, ’ 20 — 1
2) If p=3(mod4), s(')) =04ifi=0,i € PUQ or ! v
i € Dy (by choice of B), otherwise s(3%) # 0. (acp - 1d ( )>2
a_ p_ - w10 )
Further, oV — 1 = (2 = V(= l)do(x)dl(a:); where 2
‘ G A4 1 22N —1 xpfld
di(e) = 1 (# = B) € Fala], j=0,1. ged(@™ — Lu(@) = 57 | G- %@
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Case 5. n € P, p=1 (mod 4).
By Lemma 3, we have s(z*)|g = 0 if i € {0}, and

247

o The minimal polynomial is

(1+ 2N=47)|5 = 0if i € {0} UQ. Then my () =
N o (@~ 1) - 1) - 1)
ged (22__11, s(z)(1 4+ N1 + (:;q_—;) ) if n =0 and p= 1 (mod 4);
2P —1 (@*V —1)(a* ~ 1)
T oz -1 (2% — 1)dj(z)d1(x)’

22N — 1P -1
22—-1 z-1

ged(a™ — 1, u(z))

Case 6. n € P, p=3 (mod 4).
By Lemma 3, we have s(z%)[g = 0if i € {0} UP U
QU Dy, and (1+2V )5 =0if i € {0} UQ. Then

22N 1

dl =

8¢ <x2—1
P —1 2

- (x—ldo(x))’

ged (@Y — 1,u(x))

x21 —1

2N —1

2 —1

P —1
N rz—1
In the following two cases, as for n € Z%,, one can

deduce that (1 + z¥=*7)|5 = 0 for any 1 < i <
N —1.

Case 7. n€ Zx, p=1 (mod 4).
By Lemma 3, we have s(x?)

g = 0if i € {0}. Then

22N 1 n Ned 2N 1
v —4n
gcd(xQ_l,s(m)(l—l—x )+<x2’1—1>
= 1,
2N
-1
d(z4N 1 _r -1
ged (e — 1 u(e)) = Ty

Case 8. n€ Z4, p=3 (mod 4).
By Lemma 3, we have s(z4)
QU Dgy. Then

g =0ifi e {0JUPU

x29 —1

T s(@) (L + 2V ) + (xZN—l>2>

2N -1

2 -1

2
P —1
d
( z—1 o(x))
By Lemma 1, substituting the results discussed above
A |

B ged(z*N — 1, u(x))’
minimal polynomial and linear complexity of u that ob-
tained from the twin-prime sequence as follows.

into my, () we can determine the

Theorem 1. Let the integer N = pq where p and q =
p + 2 are two primes, (ag,a1,as,as) (t',t,t',t) and
b= (0,1,1,1). Then the interleaved sequence u defined
by Equation (1) has the following properties:

s(@)(1+ 2N 4 <x2N _ 1>>

do($)>2

)

if n =0 and p= 3 (mod 4);
(@Y = 1)(2® - 1),
ifn e Q and p=
(@Y — )@t - 1)
(2% — 1)dg(z)
if n € Q and p= 3 (mod 4);
(=Y — 1)@ — 1)°
P —1
if n € P and p=1 (mod 4);
(@*N —1)(a* -~ 1)
(2% — 1)d(x)
if n € P and p= 3 (mod 4);
(2N = 1)(2® - 1),
ifne€ Zy and p=1 (mod 4);
(2N —1)(2* = 1)
@~ DB@)
if n € Zy and p= 3 (mod 4).

1 (mod 4);

9

e The linear complexity of u is

LC(u) =
p? + 3p+4,if n = 0 and p= 1 (mod 4);
2 11
% +2p + ?,ifn = 0 and p= 3 (mod 4);

2p% +4p + 2,if n € Q and p=1 (mod 4);
p? +2p+5,if n € Q and p= 3 (mod 4);
2p? + 3p + 3,if n € P and p=1 (mod 4);
p? +2p+5,if n € P and p= 3 (mod 4);
2p2 +4p + 2,if n € Z3 and p=1 (mod 4);
p? +2p+5,if n € Z3 and p= 3 (mod 4).

Example 1. Let p = 3 and q = 5, then the twin-prime
sequence of period N =15 1is

t=(0,0,0,1,0,0,1,1,0,1,0,1,1,1,1)
and the modified twin-prime sequence is
¢ =(1,0,0,1,0,1,1,1,0,1,1,1,1,1,1).

If one takesm =5 € Q, then + +1 =9 mod 15, 1 =
8 mod 15, and % +n =2 mod 15. By Equation (1), the
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sequence u of period 4N = 60 is

t = (1,0,1,1,0,1,0,0,0,0,0,1,1,0,0,
1,0,0,0,0,1,0,0,0,1,1,0,1,1,1,
0,0,0,1,1,1,1,0,1,0,1,1,0,0, 1,

1,1,0,1,0,0,0,1,0,0,1,1,1,0,1).

By Magma program, the minimal polynomial of u is
my(r) = 22° + 210 + 212 + 25 + 22 + 1 and the linear
complexity of u is LC(u) = 20, which are compatible with
the results given by Theorem 1.

Example 2. Let p =5 and q = 7, then the twin-prime
sequence of period N = 35 is

t = (0,0,1,0,0,1,1,0,1,0,1,0,0,0,0,1,0,

0,1,1,1,0,1,1,1,1,1,0,0,0,1,1,1,0,1)
and the modified twin-prime sequence is

t = (1,0,1,0,0,1,1,1,1,0,1,0,0,0,1,1,0,

0,1,1,1,1,1,1,1,1,1,0,1,0,1,1,1,0,1).

If one takes n =7 € Q, then % +n =16 mod 35,
18 mod 35, and % +n = 34 mod 35. By Equation
the sequence u of period 4N = 140 is

1),

NI

t = (1,1,0,0,0,1,0,1,1,0,0,1,0,0,0,0,0,0,0,1,
1,1,0,1,1,0,0,0,1,0,0,0,1,0,0,1,0,0, 1,0,
1,0,0,1,0,1,1,0,0,1,0,1,0,1,0,1,1,0,0, 1,
1,0,1,1,0,0,0,0,0,1,0,1,1,0,1,1,1,1,0,0,
1,1,1,0,1,0,1,0,1,1,0,1,1,1,0,0,1,0,0,0,
1,0,0,0,1,1,1,0,0,0,0,0,1,1,1,1,0,0, 1, 1,
1,1,1,1,1,1,0,0,1,1,0,0,0,1,1,0,1,0,1,1).

By Magma program, the minimal polynomial of u is
my(z) = 2™ + 27 + 22 + 1 and the linear complexity
of u is LC(u) = T2, which are compatible with the results
given by Theorem 1.

4 Conclusion

In this paper, based on the discussion of roots of the se-
quence polynomials in the splitting field of 2% — 1, both
the minimal polynomials and linear complexities of the
binary interleaved sequences of period 4N with low auto-
correlation value/magnitude are completely determined.
When p = 1 (mod 4) and n € Q U Z},, the linear com-
plexity of u is greater than half of a period, then it is as
strong as the sequences defined by Tang et al. [5].

Most recently, Xiong and Qu investigated 2-adic com-
plexity of some binary sequences with interleaved struc-
ture [10]. Similarly, we will compute 2-adic complexity of
interleaved sequences defined in this paper.
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