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Abstract

Password authentication schemes are one of the most
commonly used solution to protect resources in net-
work environment from unauthorized access. Since, their
first introduction in [9], many password authentications
schemes have been proposed and analysed by crypto com-
munity. Contribution of the present paper is two-folded.
At first it presents the cryptanalysis results of Ramasamy
et al.’s RSA based password authentication scheme [11]
and shows that it is vulnerable to privileged insider at-
tack, password guessing attack and Impersonation attack.
Secondly, modifications to the scheme were suggested to
overcome the vulnerabilities. Formal security analysis of
the proposed scheme was presented using BAN logic. In
addition to being secure the modified scheme facilitate
password update and mutual authentication. Efficiency
comparison of the modified scheme is presented.

Keywords: Hash function, impersonation attack, mutual
authentication, password guessing, RSA

1 Introduction

Remote authentication is a method to authenticate
remote users over insecure communication channel.
Password-based authentication schemes have been widely
deployed to verify the legitimacy of remote users. In
1981, Lamport [9] proposed the first password-based au-
thentication scheme using password tables to authenti-
cate remote users over insecure network. Since then,
many password authentication schemes [3, 4, 5, 6, 7, 8,
11, 12, 13, 14, 15, 17] have been proposed and analyzed
thoroughly by the cryptographic community. A pass-
word based remote user authentication scheme consists
three components: remote user, remote server and an in-
secure channel to connect them. A typical smart card
based remote user authentication scheme comprises three
phases: registration phase, login phase and authentica-
tion phase. In the registration phase, a user sends a

registration request and submits some necessary informa-
tion to the server through a secure channel. The server
uses the user’s identity and password along with its long-
term secret to generating user data. Some of this data
is stored in a smart card, which then delivered to the
user. In the login phase, a user uses the data in his smart
card and his password to authenticate to the server.The
smart card then uses the password and the values in the
card to construct a login request and then sends it to
the remote server. Successful authentication grants the
user access rights to the protected resources. In the au-
thentication phase, the server uses its long-term secret
to check the validity of the login request. If mutual au-
thentication is required, the server also uses its long-term
secret to construct a message and sends it back to the
user. The user then uses his password and the data in
the smart card to check the validity of the message. In
1999, Yang et al. [17] proposed the first RSA-based re-
mote user authentication scheme. Compared with Lam-
port’s scheme [9], Yang et al.’s scheme needs no password
tables or verification tables. Then Yang et al.’s is more
practical than Lamport’s scheme. However, many schol-
ars have pointed that Yang et al.’s scheme was vulnerable
to the forged login attacks [2, 3, 12]. Recently, quite a
number of password authentication schemes with smart
cards have been proposed [4, 8, 13]. Although, many re-
mote user authentication schemes with smart cards have
been proposed, none of them can solve all possible prob-
lems and withstand all possible attacks. In this line,
in [11] Ramasamy et al., proposed an efficient password
authentication scheme for smart cards using RSA algo-
rithm [10]. This paper presents the cryptanalysis of the
scheme in [11]. Password guessing attack and imperson-
ation attack were demonstrated using proofs. To improve
the security of Ramasamy et al.’s scheme, this paper pro-
poses required changes to the scheme. The analysis shows
that the new scheme not only overcomes the weaknesses
in Ramasamy et al.’s scheme but also enables mutual au-
thentication during login phase. The proposed scheme
enables user to update his password without contacting
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the server after registration phase. The rest of this paper
is organized as follows. Section 2, reviews Ramasamy et
al.’s scheme. Cryptanalysis of Ramasamy et al.’s scheme
is presented in Section 3. In Section 4, the modified re-
mote user authentication scheme is proposed. The secu-
rity analysis is proposed in Section 5. Finally, Section 6
concludes the paper.

2 Review of Ramasamy et al.’s
Scheme

Ramasamy et al.’s scheme has three phases, registra-
tion phase, login phase, and authentication phase. These
phases are explained below.

2.1 Registration Phase

User U; submits his identity ID; and chosen password
PW; to Key Information Center. Key Information Center
(S) issues a smart card to user U;. Then S performs the
registration steps:

1) Generates an RSA key pair, namely a private key d
and public key (e,n). KIC publishes (e, n) and keeps
d secret.

2) Determines an integer g, which is a primitive in both
GF), and GFj,.

3) Generates the smart card identifier CI1D; of U; and
calculate the user’s information as

W, =1D;xCID; x d(mod n).

4) Computes V; = gPWixdxTr (modn), here T} is the
time of registration of the user. This value is unique
for every user, and maintained by the server.

5) Writes (ID;, CID;,n,e, g, W;,V;) into the smart card
of U;, and send to the user securely.

2.2 Login Phase

When U; wants to login toS, he inserts his smart card
into a card reader and keys ID; and PW,;. Then smart
card reader will perform the following steps:

1) Generates a random number r and calculate X;, Y;
as follows:

X; = ¢""i"(modn)

Y, = Wix VT (modn).

2) Sends the login request message (ID;, CID;, X;, Y;,
n, e, g, T)toS.
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2.3 Authentication Phase

Server receives the login request and performs the follow-
ing steps:

1) Checks whether ID; is a valid user identity and C1D;
is a legal smart card identity, if not, then S rejects
the login request.

2) Check, whether T, — AT < T, where T, is the login
request received time by server and AT is the legal
time interval due to transmission delay, if not, then
S rejects the login request.

3) Evaluate the following equation:
(1)

where 7" is the login request time and 7;. is the reg-
istration time of user.

Ve = IDCTP: x XT*Tr (mod n)

4) If any one of the above result is negative, then login
request is rejected. Otherwise, the login request is
accepted. If the login request is rejected three times
then automatically the user account is locked and he
has to contact server to unlock the account.

3 Weaknesses of Ramasamy et
al.’s Scheme

In [11] Ramasamy et al. claimed that their scheme is re-
sistant to denial of service attack, parallel session attack,
smart card lost attack, password guessing attack and im-
personation attack. To evaluate the security of smart card
based user authentication, we assume the capabilities that
an adversary A may have as follows:

1) The adversary has total control over the communica-
tion channel between the users and the server in the
login and authentication phases. That is, A may in-
tercept, insert, delete, or modify any message in the
channel.

2) A may (i) either steal a user’s smart card and then
extract the information from it, (ii) or obtain a user’s
password, (iii) but not both (i) and (ii).

In this section, we prove that Ramasamy et al.’s scheme
is vulnerable to privileged insider attack, password guess-
ing attacks and impersonation attack. A more detailed
description of attacks is as follows.

3.1 Privileged Insider Attack

In a real environment, it is a common practice that many
users use same passwords to access different applications
or servers for their convenience of remembering long pass-
words and ease-of-use whenever required [4]. However, if
the system manager or a privileged insider A of the server
S knows the passwords of user U; he may try to imper-
sonate U; by accessing other servers where U; could be
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a registered user. In the user registration phase of Ra-
masamy et al.’s scheme, sends his identity ID;, the pass-
word PW; to S directly. Then the privileged insider A
could get U,’s password. Therefore, Ramasamy et al.’s
scheme is vulnerable to the privileged insider attack.

3.2 Password Guessing Attack

In remote user authentication schemes that the user is al-
lowed to choose his password, the client tends to choose
a password that can be easily remembered for his conve-
nience [4]. However, these easy-to-remember passwords
are potentially vulnerable to password guessing attacks.
In this type of attack an adversary tries to guess the
client’s password and then verifies his guess. Suppose an
adversary A has stolen U;’s smart card and extracted the
stored values n;e; g; ID;;V; and then he got the value of
T, either from the server S or by observing the time dur-
ing the registration process of the user. Then he guesses
and checks for the user password as follows:

1) A computes,

L = Ve:(gPWixdeT)e(

i
PW; XTT(

modn)

g mod n).

2) A guesses a password PW/ and computes N as N =
gTr>*PWi (modn).

3) A Compare if L andN are equal or not. If equal the
password guess is correct else repeat Steps 2) and 3).

From the above description, we know that with enough
number of guesses, an adversary can get the password.
Therefore, Ramasamy et al.’s scheme is vulnerable to the
offline password guessing attack.

3.3 Impersonation Attack

A more serious attack on the scheme is impersonate at-
tack in which attacker tries to masquerade as a valid user
using some of his credentials. Suppose an adversary A
has stolen U;’s smart card and extracted the stored values
n;e;g; I1D;; CID;; W;. Then the attacker A can imperson-
ate U; to login in the server by performing the following
procedure.

A computes and sends the login request message (ID;,
CID;, X;,Y;,n,e, g, T) to S as follows:

) X;=n—1,Y=W,.

2) Chooses the current time when 7 is even. i.e, T'( mod
2)=0or T =2t.

Then, A sends the login request as (ID;,CID;, n — 1,
Wi,n,e,g,T). Server receives the login request and
checks, whether ID; and CID; are valid or not and
whether T, — AT < T. If the verification in successful
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then S evaluate Equation (1) as follows:
Server computes L.H.S

We

1
CID;xdxe
IDETP:

= IDYPi(modn).
Then computes R.H.S
IDJTP s x P = IDYTPE x (n — 1) T
IDCID: ¢ ( — 1)2%Tr
— IDCIDI % 1tXTr

= IDE"Pi(modn).

Finally, as L.H.S and R.H.S are equal server allows the
attacker to login to the server. A similar message tuple
that satisfies the above attack is (ID;, CID;, 1, W;, n,
e, g, T). Therefore, A could impersonate U, successfully
and Ramasamy et al.’s scheme is vulnerable to the imper-
sonation attack.

3.4 Other Weaknesses of the Scheme

In addition to the weaknesses mentioned in Sections 3.1,
3.2 and 3.3 Ramasamy et al.’s scheme is lacking password
update and mutual authentication. These features are
desired by a good password authentication scheme. The
password update feature, after registration of the user,
enables a user to change his password at his will without
contacting the server. This way he can update his pass-
word periodically. Mutual authentication enables a user
to authenticate the server during the login process. This
prevents a category of attacks called server masquerading
attack. In this attack an attacker tries to act as legitimate
server and allows user to login to his server and tries to
get user information.

4 Securing Ramasamy et al.’s

Scheme

In this section we are going to modify Ramasamy et
al.’s scheme to make the scheme resist the attacks men-
tioned. The new modifications, also, enable the scheme
to have password update and mutual authentication fea-
tures. Here, our aim is not to propose a new efficient pass-
word authentication mechanism, instead to show how the
scheme can be made secure. Our modification requires a
128/256 bit secure one-way hash function H.

4.1 Registration Phase

User U;, with a user identity ID;, chooses a password
PW;. He compute the hash of PW; as h, = H(PW;).
Then submits the two tuple (U;,h,) to S securely. S
performs the registration as follows and issues a smart
card to user U;.
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1) Generates a RSA key pair, namely a private keyd
and public key (e,n). S publishes (e,n) and keeps d
secret.

Determines an integer g, which is primitive in both
GF, and GF, where p and g are RSA primes.

Generates the smart card identifier CID;of U; as
CID; = H(ID;||d) and calculate the user’s secret
information as

w; = CID; x g™ (mod n).

Computes V; = g¢IPixmxTr(mod n), here T, is the
time of registration of the user. The tuple (ID;,T})
is maintained by server.

Writes (ID;, w;,n,e,g,V;,T,) into the smart card of
U;, and delivers it to the user securely.

4.2 Login Phase

When U; wants to login to S, he inserts his smart card
into a card reader and keys I'D; and PW,;. Then smart
card reader will perform the following steps:

1) Computes hash of PW; as h, = H(PW;).
2) Unlocks CID; = w;g~"» (mod n).

3) Generates two k bit random numbers r1, 79 and cal-
culates W;, X; and Y; as W; = (CID;l||r1), X

;=
gCIPixtyxr2(modn) and Y; = (W; x V;2*T)e(mod
n). Here the size of k is equivalent to bit security the

RSA algorithm used by S provides.
4) Sends the login request message (ID;, X;,Y;,T) to S
and keeps 1 and CID,;.

4.3 Authentication Phase

When Server receives a login request, it first checks
whether ID; is valid and Ts. — AT < T or not, where
Tsc is the current time on S. If not, then S rejects the
login request. Else, S does the following to evaluate the
login request.

1) Computes CID; = H(ID;||d).

2) Computes L = XiTxTr — gCIDiXhPXT?XTXT'“(mod

3) Computes M = Y;? x L~!(modn).
4) Computes R = M (mod 2¥+1) and O = CID;||R.

5) Compares If M = O.
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If the above result is negative, then login request is re-
jected. Otherwise, the login request is accepted. Correct-
ness of the authentication is due to the following:

M Y x L™ (modn)

(Wi x VX Tyed 5 71 (modn)

W; x gCIDixhprrxr2xT % Lil(modn)
= W;(modn)

= (CID;||r).

CID;||R

= CID;||(M (mod 2¥1))

= CID;||((CID;||r1) (mod 2*+1))

= (CID||r).

Hence, M is equal to O.

To support the mutual authentication S computes
P = H(CID;||R||T,,) where, T,, is the current time on
S. Then S sends the tuple (P, T,,) to the user U;. Upon
receiving (P, T,,), user U; verifies the server as follows.

1) Checks, whether T,. — AT < T,,, if not, then U;
rejects the login request. Here, T,. is the current
time of Uj.

2) Using the credentials of Step 5 of Section 4.2 user
computes P as P = H(CID;||r1||Tm).

3) Compares if P and Pare equal. If equal U; accepts
the server otherwise reject the server and disconnect
it.

4.4 Password Update

The modified scheme supports password modification/
update without contacting the server. When a user U;
wants to update his password, he performs the following;:

1) Computes hpcur = H(PWeyrrent) and Ry pew =
H(PWnew).

2) Unlocks the Secret CID; = w; x g~ "».cur (mod n).

3) Compute and writes the new value of w;, V;
Wy pew CID; x g'»mew(modn) and Vinew =
gCIPixhpmewxTr (od n), into the smart card.

5 Security and Efficiency Analysis

5.1 Security Analysis

This section analyzes the security of the new scheme. A
formal analysis using BAN logic [1] is presented besides
evaluating the security for various attack scenarios.

5.1.1 Formal Security Proof Using BAN Logic

BAN logic introduced by Barrow et al. in [1] is a for-
mal analysis method to reason about security proper-
ties of information exchange protocols. Specifically, BAN
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logic helps to determine whether exchanged information
is trustworthy, secured against eavesdropping, or both.
BAN logic starts with the assumption that all informa-
tion exchanges happen on media vulnerable to tampering
and public monitoring. Hence, it is a good method to
analyse the security of remote user authentication proto-
cols. The BAN logic has the advantages of clear concept,
simple, easy to understand and use and it can effectively
find the secure vulnerability difficult to detect in the pro-
tocol. For full details and notion of BAN logic readers are
encouraged to go through [1].

The goal of this analysis is to prove that a user U; and
server S can come to a common session key r; = R = K
in a secure way using the proposed protocol. In BAN
logic this can be represented as

“U; believes U; Lo 97 & “S believes U; Loy g

or ideally

“U; believes S believes U; Key 67 & “S believes U;
believesU; Koy g

Basically, we want U; and S to establish their session
key K and believe that each has the key that is valid.
Also, we would like each to believe that the other believes
that they have established the same valid key. To prove
the above goal we assume that both U; and S have believe
that registration phase. This can be represented using the

following assumptions.
Kn,e
“U; believes SR

“U; believes (ID;,w;,n,e, g, Vi, T,.)"

“S believes (ID;,T),)”

“S believes %Ui”

“U; controls K"

Let us start the proof from authentication phase,
where, “S sees (ID;,X;,Y;,T)”. Now, since, “S be-
lieves (ID;,T,)” and “S believes Wi, U S verifies and
then “S believes U; said (ID;, X;,Y;,T)”. Also, S veri-
fies the fresh (7') and then finally “S believes U; believes
U; &2, 67 for the present session. In the second part, “U;
sees (P, T,,)". U, verifies the fresh(7,,) and compares the

Kn,e
hash. Since “U; believes —"9, 6" and “U; controls K,”
U; believes that only S can decrypt Y; and send the tuple
(P, T,,) that matches the hash comparison. Therefore, “U;

believes S believes U; LNy

The above analysis clearly shows that the proposed
scheme is secure in establishing a session key between a
user U; and server S over an insecure channel.

5.1.2 Security Analysis for Various Attack Sce-
narios

We now show that the new scheme can withstand various
types of attacks.Here, the adversary A, is assumed to have
the capabilities same as that of in Section 3. The details
are described as follows.

Privileged insider attack: In the registration phase,
user sends h, = H(PW;) to the server. The priv-

366

ileged insider of the server could get h,. However, he
cannot get the password PW,, since, it is protected
by a secure hash function. Therefore the modified
scheme can withstand the privileged insider attack.
Also, password update feature of the scheme provides
privileged insider no clue about the value of h, once
the user updates his password. Therefore, modified
scheme is can withstand the privileged insider attack.

Password guessing attack: When an attacker gets the
user smart card he can extract the values of
(ID;,CID;,n,e,g,w;,V;, T,) from the card. He can
then guess password and compute h,. But, he can-
not verify it using any of the above values without
knowing the server secret key d. Therefore, modified
scheme is could withstand the password guessing at-
tacks.

User impersonation attack: To impersonate a legal
user to login to the server, the adversary could gen-
erate a message (ID;, X;,Y;,T). But he cannot have
control over or guess the value of Yid which is com-
puted during the verification process. This prevents
him the choice of the value of X; for a give valid time
T so that the verification is successful. On the other
hand, if attacker chooses the value of X; then he has
to find a value for Y; such that the verification is
successful. This method, also, fails as the decrypted
value of Y; by the server will not contain proper C'I D;
for ID;. Hence Step 5 of Section 4.3 fails. Therefore,
the modified scheme could withstand the user imper-
sonation attack.

Server masquerading attack: To impersonate the
server to a legal user attacker should face the
mutual authentication challenge by the user. As the
attacker does not know the value of server secret
keyd, he cannot decrypt Y; sent by the user. Hence
he cannot extract the random value sent by the user
and fails to send the reply tuple (P, T,,). Therefore,
the modified scheme could withstand the Server
masquerading attack.

Reply attack: Suppose that an adversary intercept the
login message and replay it to the server. However,
the server could find the attack easily by checking the
freshness of T'. Similarly, a legitimate user can, also,
find the replay attack by checking the freshness of
Trm. Therefore, the proposed scheme can withstand
the replay attack.

5.2 Efficiency Analysis

This section, presents the cost comparison of our scheme
with Ramasamy et al.’s scheme along with other smart
card based authentication schemes mentioned in [11].
Comparison of computation cost between the schemes is
presented using the number of various computation ex-
pensive operation involved in Registration Phase, Login
Phase and Authentication Phase. Let F1, E2 and E3
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Table 1: Comparison of computation cost of various au-
thentication schemes

Scheme | m1 | m2 | m3 |
Yang-Shich [17] | (2,1,0,0) | (2,3,1,0) | (2,1,1,0)
Fan-Li-Zhu [3] | (2,1,0,0) | (2,3,1,0) | (2,1,1,0)
Yang-Wang-Chang [16] | (2,2,0,0) | (2,3,0,0) | (3,1,0,0)
Kumar [6] | (1,0,0,1) | (3,0,2,0) | (2,0,1,1)
Kumar [7] | (1,0,0,1) | (2,0,1,0) | (1,0,1,1)
Ramasamy [11] (2,3,0,0) (2,3,0,0) (3,2,0,0)
Modified Scheme | (2,3,2,0) | (4,5,1,0) | (2,2,3,0)

represents computation cost for Registration Phase, Lo-
gin Phase and Authentication Phase respectively. Ty, cze,
Tn,mul, Thand Ty are the time taken for executing a
modular exponentiation, modular multiplication, one-way
hash function and to generate check digit for the regis-
tered identity. Table 1 presents comparison of computa-
tion cost of proposed scheme with other schemes in [11]
using the 4 tuple (T, exes Tim,muts Thy Tek) notation.

6 Conclusions

This paper reviewed Ramasamy et al.’s RSA-based re-
mote authentication scheme and analyze its security.
Proofs were presented to show that their scheme is vul-
nerable to privileged insider attack, password guessing
attack and impersonation attacks.The impersonation at-
tack proposed is easy to implement and the computation
requirements are negligible. Formal security analysis us-
ing the BAN logic showed that the proposed new scheme
is secure over an insecure channel. Security analysis of
the new scheme against various types of attacks showed
that it could overcome weaknesses that are in the origi-
nal scheme. In addition the new scheme lets the users to
update their password and authenticate the server during
login phase.
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