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Abstract

The promotion of Information Security Governance (ISG)
has become an important factor in the implementation
of e-government and information security management
within the “National Information and Communications
Technology Security Development Program (200972012)”
in continuing the “Plan for Establishment of Informa-
tion and Communication Technology Infrastructure Se-
curity Mechanism (200172008)” in Taiwan; in July 2013,
the working outline of the project was adjusted. And,
it was asked all departments of Executive Yuan and lo-
cal government to process aggressively by regulation on
December 25, 2013. This study examines information se-
curity development program, and strategies for meeting
e-government and information security management re-
quirements within the implementation of information se-
curity development programs through information secu-
rity management systems (ISMS). Moreover, an action
program for improved ISMS performance, using an ap-
proach combining ISG and ISMS, is proposed. Based on
this, this research employs history analysis and in-depth
interview methodologies to develop insights into e-Taiwan
information security management. Furthermore, the re-
search objective is to examine the relevance between the
execution of e-government and information security man-
agement framework and ISMS implementation by using
the ISG project approach.
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1 Introduction

Information technology has taken the world by storm.
Its emergence has given rise to a new level of digital
knowledge systems. Its application has been catalytic
to the rapid changes taking place in the way people
work, live and think, and is facilitating the develop-
ment of our society and civilization in a new era. How-
ever, along with the tremendous benefits and development
of information technology comes the challenging prob-
lem of e-government and information security manage-
ment [6, 8, 12, 25, 35, 36, 37, 44, 45].

The “Plan for Establishment of Information and Com-
munication Technology Infrastructure Security Mecha-
nism” in Taiwan was approved by the Executive Yuan
on January 17, 2001. As a result, information security
management system (ISMS) certifications have been the
focus of the first two phases (200172008). Third phase
programs (200972012) from the “National Information
and Communications Technology Security Development
Program” (simplified as “Information Security Develop-
ment Programs”) were renamed by dispatch document
No. 0980080376 on January 20, 2009 [30]. Among the
approved nine measures and thirty action programs men-
tioned earlier, the strengthening of information security
audits and ISMS certification remained one of the nine
key action programs in e-government and information se-
curity management implementation.

On Feb. 5, 2009, the National Information and Com-
munications Technology Security Taskforce (NICST) for-
mally notified various departments under the Executive
Yuan that they were required to put the action pro-



International Journal of Network Security, Vol.18, No.3, PP.565-578, May 2016

grams into practice. The aim was to achieve the four
policy objectives of “Strengthen the overall response ca-
pacity”, “Provide reliable information services”, “Improve
the competitiveness of enterprises” and “Create an en-
abling environment for a culture of information secu-
rity” listed in the information security development pro-
grams [30]. In the information security development
programs, strengthening information security audits and
ISMS certification were important actions in the imple-
mentation of e-government and information security man-
agement, where each governmental department had taken
on these security responsibilities, as shown in Table 1.
However, the ISMS effectiveness has often been ques-
tioned [17]. In addition, all elements of the action pro-
grams had been explicitly defined under the idea that
“The scope of certification is limited to core businesses”
in the important measures of “Strengthen Information Se-
curity Audits and ISMS Certification” for the information
security development programs [30].

Although “information security management differs
due to its standard, and information security standard
may change due to implementation”, it complies with
ISO/IEC 27001:2005(E) requirements, and was imple-
mented in terms of core businesses as listed in ISO/IEC
27001:2005(E) relevant clauses of limited core businesses
for the ISMS certification scope, Section 1.1 and Sec-
tion 4.2.1(a) [30]. Organizations should then be covered
by the ISMS. However, a large number of organizations
that have passed ISMS certification have still failed to
provide the necessary ISMS policy documents requested
in ISO/IEC 27001:2005(E), Section 3.1(a). Because of
this failure, it must be acknowledged that such shortcom-
ings within Taiwans ISMS authentication and certifica-
tion system require urgent attention [9]. Furthermore, in
view of the discussion on the ISMS certification effective-
ness, relevant authorities expect that this issue will be
dealt with through the information security governance
(ISG) action programs, as listed in Table 1. Due to
the change, we understand that the motive power which
doesnt want to change, so we offer the promotive prod-
uct of national vulnerability database (NVD) and security
content automation protocol (SCAP) of security configu-
ration management which are from National Institute of
Standards and Technology (NIST) in the technology ap-
plication category of ISMS standardization. However, in
July 2013, the ISMS working outline mentioned above was
modified; the detailed ongoing working process will be ex-
plained in this work through an in-depth interview (see
Appendix A). After three years, it has become the policy
of National Information and Communications Technology
Security Development Program (201372016) officially on
December 25, 2013 [32].

This research employs history analysis and in-depth in-
terview methodologies to develop insights into e-Taiwan
information security management. In addition to the in-
terviews, other documents and materials were obtained
during the fieldwork period (see Appendix A). The re-
mainder of this paper is arranged as follows. Section 2
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examines information security development programs and
ways of meeting of e-government and information security
management requirements through ISMS. In Section 3, an
action program using a combination of ISG and ISMS is
proposed in order to improve ISMS performance. Discus-
sion of the findings, conclusions and implications of this
research, and the new requirement added in 2013, are
given in Section 4.

2 Analysis of E-Taiwan Informa-
tion Security Management

2.1 E-government Information Security
Management and ISMS

“Regulatory or Legal requirements” are the key to the
establishment of an ISMS, as prescribed under ISO/IEC
27001:2005(E) Sections 3.16, 4.2.1(b)(2), 4.2.1(g), 5.1(d),
5.2.1(c), 6(a) and 7.3(c)(4). It was ruled in Section 161 of
the Administrative Procedure Act that “effective admin-
istrative regulations have to bind authority to the issu-
ing department and its subordinate agencies”. Moreover,
information security development programs are classified
as administrative regulations [10]. The governmental de-
partments must comply with the nine action programs
listed under the important measures of e-government and
information security management, given in Table 1. In
addition, the important action program measures and
performance indicators of ISG promotion are listed in the
information security development programs [30]. The im-
portant measures also explain that the ISG projects and
ISMS are closely linked. In the practical guidelines of
the ISMS control measures for the healthcare sector, it is
clearly stated that ISG should be included in information
governance or information assurance [15].

Lee and Kim [26] illustrated the scope of ISMS program
integration for streamlining its effectiveness, as shown
in Figure 1. However, whether or not the management
structure of the organization area is applied depends on
whether it is possible to establish legitimacy within the
environment area. The question of whether it will con-
tinue to function in the governance area can be answered
by checking the maintenance efficiency of the legitimacy.
If the leading structure legitimacy is based on power, it
will directly or indirectly influence the behavior of the in-
dividual and the group. On the other hand, if the system
includes complete feedback and adjustment protocols, it
can react accordingly to various situations, extending the
system lifespan; otherwise, modification would be neces-
sary. While the principles of a private department usually
focus on achieving a set target, in a public department,
the interests of the whole community are the main goal,
not the organization itself. The influencing factors men-
tioned are complementary, or to be more precise, “the
policy field” feature exceeds the importance of the “prob-
lem solving field” of a private unit, while the risk area in-
cludes managerial, social and information technology (IT)



International Journal of Network Security, Vol.18, No.3, PP.565-578, May 2016

967

Table 1: The important measures and action programs of the providing reliable information services in the information

security development programs [30]

Goals Important Measures Action Programs

Provide E-government information security = The regulations and guidelines on development and maintenance of information
reliable management implementation security process in governmental departments.

information Promote ISG (information security governance).

services

Promote information and information system classification/grading.

Strengthen e-government information, communication security and implementa-
tion official data protection.
Promote security certification of the information and communication devices for

the agency.

Enrich information security personnel.

Enhance information security protection technique and quality of the services.
Strengthen information security literacy and training ability.

Strengthen information security audits and ISMS certification.

Promote network security of the
critical information infrastructures

The development of the critical information infrastructure protection strategy.

risk. Although Figure 1 is not accepted by ISO, its the-
ory becomes the example in the launched project which
is from Presidential Policy Directive (PPD)-21 and Exec-
utive Order (EO) 13636 of the United States. Therefore,
it is still valuable.

The implementation of ISMS is more than an event or
a condition, it is a series of activities scattered across the
ISMS operation. These activities can even be found in
the way management runs a business. The ISMS process
is governed via the basic management process of “Plan”,
“Do”, “Check” and “Act”. On the other hand, on June 1,
2008, the International Organization for Standardization
(ISO) published ISO/IEC 38500:2008(E), which consisted
of six principles for information technology governance
(ITG): respousibility, strategy, acquisition, performance,
conformance and human behavior [18]. Table 2 shows
the corresponding standard sessions offered by ISO/IEC
38500:2008(E) and ISO/IEC 27001:2005(E). On the other
hand, the ISO/TEC 27001:2013(E), new version, has been
launched on October 1, 2013 and ISG has been already
in the requirement of ISMS [22].

In addition, ISO had already published a standard of
the ISG for ISO/IEC 27014 [16, 20, 21]. Leaders must
apply the principles of the ITG through the ISG frame-
work (as indicated in ISO/IEC 27014:2013(E)) in ISMS.
An ISG framework consists of objectives, focus areas and
implementation models. The objectives of an ISG include
business alignment, accountability and compliance. Busi-
ness alignment focuses on enabling an alignment between
business and information security objectives. Account-
ability aims to ensure that an entity takes responsibility
for its actions and decisions. Compliance serves to avoid
breaches of any law, statutory, regulatory or contractual
obligations, and of any information security requirements.

ISG needs to focus on five areas: strategic align-
ment, risk management, resource management, perfor-
mance measurement and value delivery. In addition, when
implementing ISG, the following four aspects must be
considered: ISG processes, organization, architecture and

investment management issues. Furthermore, ISG pro-
cesses include the sub-categories: “Evaluate”, “Direct”,
“Monitor”, “Communicate” and “Assure” [21].

In Taiwan, the Information Management Center of the
Directorate-General of Budget, Accounting and Statistics
(DGBAS) was requested to handle the business continu-
ity plan (BCP) of the ISMS by dispatch document No.
0980021063 on February 16, 2009, by the Executive Yuan.
A Local Tax Bureau therefore performed an analysis of
the ISG, as shown in ISO/IEC 27014. However, in terms
of performance management, the Financial Data Center
(FDC) of the Ministry of Finance (MOF) uses quality
management systems for the procurement of software, and
is more effective than Local Tax Bureaus, in addition to
handling both the risk management and resource manage-
ment as well. In terms of strategic alignment and value
delivery, the MOF and various local governments must
comply with the ISG for e-government services proposed
by Lee and Kim [26], as shown in Figure 1, and stated
in the e-government information transformation develop-
ment plan by the Research, Development and Evaluation
Commission (RDEC), and Article 111 of the Constitu-
tion as “Distribution of Competencies between Central
and Local Governments”. Finally, the chief information
security officer (CISO) of a Local Tax Bureau establishes
implementation models (as indicated in Table 3) and in-
corporates the ISMS policies [14].

Therefore, Local Tax Bureaus were requested by the
central government to oversee the planning of offsite back-
ups. After six months, the Taxation Agency then specified
conditions within the “Integrated Local Tax Information
Application Platform Program” promulgated by dispatch
document No. 09822003350 on November 4, 2009, by the
MOF. The FDC thus became the kernel responsible for
the offsite backups. This is an instance of ISG application.
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Social Risk
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1. Policy

3. Standards
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Organization Area:
1. Government
2. Stakeholders

Figure 1: The scope of the ISG for e-government services

Table 2: A Comparison between ITG (ISO/IEC 38500:2008(E)) and ISMS Requirements (ISO/IEC 27001:2005(E))

ISO/IEC 27001:2005(E)
Session Number

ISO/IEC 27001:2013(E)
Session Number

Principles ISO/IEC 38500:2008(E)
Session Number
1. Responsibility 2.1.1, 3.2
2. Strategy 2.1.2, 3.3
3. Acquisition 2.1.3,34
4. Performance 2.1.4, 3.5
5. Conformance 2.1.5, 3.6
6. Human Behavior 2.1.6, 3.7

121 (d), 4.2.3 (a)(3), 5.2.2 6.1.1,6.12, 72 (a), 7.2 (b), 7.2 (c)
, 7.2 (d), 7.3 (b), 7.3 (c), 9.1 (a)

4.2.1 (b)(3), 7 4.2 (b), 5.2 (a)

5.2 4.2 (b), 7.1, 8.1, 9.3
4.2.2 (b), 4.2.2 (h), 7 7.1,8.1,9.3
422 (e), 6 7.3 (b), 7.3 (c), 9.2

4.2.1 (b), 4.2.3 (a)(3) 5.1 (a), 9.1

Note: Descriptions of the six principles and guideline of ISG is in ISO/IEC 38500:2008(E).

Table 3: Illustration of the offsite backup implementation models of the ISMS risk treatment plan for a Local Tax

Bureau

Implementation Models
ISO/IEC 1st WD 27014
:2009-12-01

ISO/IEC 27014
:2013-05-15

Description

Process/Metrics

Organization/Role and Re-
sponsibilities
Security Architecture

Investment Management

Communicate/Assure

Direct/Evaluate
Proposals

Communicate/Assure

Strive for the offsite backups to subsume efficient sharing work items of
centralized management and response of the high quality network services
of the e-government plan.

CISO is the kernel responsible. The information security officer is respon-
sible to provide analysis reports.

Incorporate into “Integrated Local Tax Information Application Platform
Program”.

Subsume “Local Tax Information Application Platform” and simplify ad-
ministrative operations. Therefore, it shall be able to save the cost over
50%.
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Financial dimension

Reduce event, incident, risk of
the information security.

Customer dimension

Implement information security
requests for the internal staffs
and external organization
(authority/customer).

1. Enhance performance for
Information Security
2. Reduce risk for
Information Security
3. Reduce incident for
Information Security

Internal business processes and
information dimensions

Implement organization
information security
management. Enhance
efficiency, result, and improve
emergency response capability.

Learning and growth dimension

partners,

Enhance information security
sense and capability for the
internal staffs and external

Figure 2: Balanced scorecard and ISG maturity indicators

2.2 E-government ISG of ISMS

One of the United States Federal Governments ISMS
regulations is that “ISG can be defined as to establish
and maintain the framework, to support the management
structure and procedure, and to provide the following cer-
tified processes: under risk management, to ensure that
the objectives of information security strategy and busi-
ness objectives are the same, to support business objec-
tives through stringent policy and internal control to en-
sure they comply with relevant regulations, and to assign
duties.” [5]. Based on this, requirements for action pro-
grams for regulations and guidelines, in terms of the de-
velopment and maintenance of information security pro-
cesses in government departments, were included in the
ISG programs. Therefore, ISG projects were included in
the ISMS implementation, such as “ISMS policy and or-
ganizational strategic risk management context in which
the establishment and maintenance of the ISMS will take
place”, along with “Internal ISMS audits”, as described
in ISO/IEC 27001:2005(E) Section 4.2.1(b)(3) and 6. In
addition, the four dimensions of the maturity evaluation
of the ISG were included in Section 7.2(f) (Results from
effectiveness measurements) of Section 7 (Management
review of the ISMS), as shown in Figure 2. They con-
sist of “Financial”, “Customer”, “Learning and growth”
and “Internal business processes and information”. These
were used as a basis to derive the various requirements
listed in Section 7.3 (Review output). They shall be fea-

sible and valid [9, 10, 15, 17, 18].

For example, Taiwans Personal Data Protection Act
adopted principles such as the prevention of damage, in-
form, collection restrictions, the use of personal data,
restriction of autonomy, protection of personal data in-
tegrity, security management, inspection and correction,
and imputable [27]. Moreover, information security de-
velopment programs were asked to work in conjunction
with the legislative process of Personal Data Protection
in setting/amending the management regulations for per-
sonal data protection, as shown in the “Strengthen e-
Government Information, Communication Security and
Implementation Official Data Protection”, for the infor-
mation security development programs [30].

However, it remains a challenge to establish relevant in-
dicators in accordance with the requirements in ISO/IEC
27001:2005(E) Sections 4.2.2(d) and 4.2.3(c), while also
meeting the requirements of Section 7.2 (f) (Results from
effectiveness measurements) in the “Assessment of the
ISMS management”. Achieving this would not only en-
able management to evaluate whether Section A.15.1.4
(Data protection and privacy of personal information) of
the “Compliance with legal controls” in the ISMS fulfills
the decisions and measures of the Personal Data Protec-
tion Act, but it would also allow management to assess
whether its protection requirements are in full compliance
with the requirements of ISO/IEC 27001:2005(E) Section
4.2.1(c)(2) (Develop criteria for accepting risks and iden-
tify the acceptable levels of risk). Furthermore, it would
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allow management to determine whether the requirements
to “Promote information and information system classifi-
cation/grading” within the information security develop-
ment programs are indeed being met [30].

Accordingly, after other e-government information se-
curity management action programs had been integrated
with the ISG action programs, the relevant ISG projects
were included in the implementation of the ISMS require-
ments, as described in Sections 4, 5, 6 and 7 of ISO/IEC
27001:2005(E), and shown in Table 2. It then became fea-
sible to achieve improved results through the integration
of the ISG with the ISMS implementation, as shown in
Table 4 [19].

2.3 E-government Implementations of

ISMS

Given the fact that there are still a large number of insti-
tutions that comply with ISMS certification as prescribed
in ISO/IEC 27001:2005(E), but have failed the “business”
requirements, NICST, in the “Implementation Program
on Information Security Responsibility Classification in
Governmental Departments” promulgated by information
security dispatch document No. 0980100328 on June 1,
2009, by the Executive Yuan, specified that The scope
of ISMS certification should initially cover organizational
core business information systems, and gradually be ex-
panded to cover the entire organization [29] (see Appendix
B). On the other hand, ISO/IEC 27003:2010(E) was pro-
posed to provide a checklist of the activities required to es-
tablish and implement an ISMS, and to support progress
monitoring for ISMS implementation [19].

ISMS establishment is still one of the main factors
in the above plans; however the deadline for obtaining
three-party ISMS certifications for Level A and B insti-
tutions was postponed for two years. The institutions
were required to complete these certifications by 2009
and 2011, respectively [29]. In addition, in order to bet-
ter enforce ISMS, and to strengthen the action programs
for information security quality and capability training,
as shown in the “Implementation Program on Informa-
tion Security Responsibility Classification in Governmen-
tal Departments”, Note 3, NICST proposed a planning
framework for civil servants information security aware-
ness, and is currently preparing the training materials [34]
(see Appendix B).

Therefore, the implementation effectiveness of e-
government information security management measures
can be improved with the establishment of an informa-
tion technology security assessment framework (ITSAF),
as shown in Figure 3. It is built into the action programs
of the “Promote information and information system clas-
sification/grading”. The relevant knowledge and skills are
included in the aforementioned curriculum planning.

The cryptographic module validation program
(CMVP), including the cryptographic algorithm valida-
tion program (CAVP) and common criteria evaluation
and validation scheme (CCEVS), are shown in Figure 3.
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The main (assisting) organizers have already been
established for action programs for information security
development programs; however, this is not the case for
the SCAP. Thus, this issue must be dealt with as soon
as possible in order to fully construct a developmental
environment for the implementation of e-government
information security management. However, according
to Figure 3, the work timetable for December 2012
remained incomplete except for CAVP, stopping the
advance of the project. In other words, the root cause of
this issue is the lack of ISMS design regarding technical
rules in Table 4 [19]. However, Figure 3 is still the policy
of security validation in the United States, but it is hard
to use in the practical case. So far, it is asked to finish
the assessment framework by the requirements from
PPD-21 and EO 13636 by February 2016.

3 ISG Approach for E-

government and Information
Security Management

In the studies related to ISG, Abu-Musa [1] introduced an
ISG framework that enables organizations to better un-
derstand, analyze, implement and evaluate ISG practices
in order to achieve business success. The proposed ISG
framework was developed based on the ISG conceptual
framework proposed by the IT Governance Institute [23]
and other ISG models and frameworks available in the
literature [28, 33, 38, 39, 40, 41, 42, 43].

Based on the six aforementioned ITG principles and
the four ISG dimensions described in Table 2 and Fig-
ure 2, as well as ISMS standards, this study proposes
elements for evaluating the maturity of ISG. The speci-
fications for policies, procedures, implementation, testing
and integration in question are described as follows:

1) Policies:

e Provide all personnel with a set of formal and
current policy guidelines that sets out ISMS di-
rections.

e Establish a sustainable cycle framework and
ISMS plan policy that are able to assess risks
and implementation.

e Provide a policy document that covers the pri-
mary facilities and operations of regulated ISM'S
information assets.

e All policies must be approved in writing by man-
agement and relevant departments.

e The scope of the policy must include ISMS
structure and clear division of responsibility, as
well as its progress and adopted trustworthiness
monitoring.

e The policy must clearly define disciplinary mea-
sures for any noncompliance.
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Table 4: Description of the integration of the ISG planning sketch and phasing results in the ISMS [19]

Phase

Obtaining man-
agement ap-
proval for initi-
ating an ISMS
project

Defining ISMS
Scope and ISMS
Policy

Conducting
Information
Security
quirements
Analysis

Re-

Conducting
Risk Assess-
ment and Risk
Treatment plan-
ning

Designing  the

ISMS

Standard Compliance

1. ISO/IEC 27001
2. ISO/IEC 27000
3. ISO/IEC 9001,

1. ISO/IEC 27001
2. ISO/IEC 27005

1. ISO/IEC 27001
2. ISO/IEC 27002

1. ISO/IEC 27001
2. ISO/IEC 27002
3. ISO/IEC 27005

1. ISO/IEC 27001
2. ISO/IEC 27002
3. ISO/IEC 27004

ISO/IEC 14001,
and ISO/IEC
20000
Output ISMS 1. Management 1. The ISMS scope 1. Information 1. Risk assessment 1. Information se-
approval for imple-  and boundaries security = require-  reports curity policy
menting the ISMS ments
2. ISMS policy 2. Information as- 2. Risk treatment 2. ISMS records
sets plan and document con-
trol
3. The preliminary 3. Written notice 3. The ISMS
results from the in-  of the management  project implemen-
formation security  approval for imple-  tation plan
risk assessment menting the ISMS
4. Management
acceptance of
residual risks
5. The Statement
of the applicability
ISG 3. ISG principle 4. ISG assessment 4. ISG policy
reports
5. The ISG project
implementation
plan
6. ISG records and
document control
Package Rating of Controlled Access, Audit
COTS Rating Trail, Cryptographic Module, etc.
A
v
CMVP - Security Needs Package .
(lnf:ludmg > Issuc of System Integration
CAVP) . TOE Component ) (Interface, Time Synchronization, etc.)
CCEVS — AT - | Operating Environment
TOE Composition ) (SCAP Validation Program)
> SCAITS . T Security Operating Procedures
Issue of Effect (Tenacity, OPerability, etc.)
Notes:

1. CAVP: Cryptographic Algorithm Validation Program.
2. CMVP: Cryptographic Module Validation Program.

3. CCEVS: Common Criteria Evaluation and Validation Scheme.

4. COTS: Commercial Off-The-Shelf.
5. TOE: Target of Evaluation,

6. SCAITS: Security Certification and Accreditation of Information Technology Systems.
7. SCAP: Security Content Automation Protocol.,

Figure 3: United States Federal Government information technology security assessment framework
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2) Procedures:

e Be able to provide a formal and current pro-
gram set on the ISMS implementation control
measures of a ready-defined policy

e Each program contained in the set must clearly
define its applicable circumstance, method,
time, object, and application details.

e The programs contained in the set are designed
for the asset owners and users, information re-
source management and data processing per-
sonnel, management and information security
administrators. Information security responsi-
bilities and expected behaviors must be clearly
defined.

e All program files must clarify the use of the
ISMS control measures for action.

e All program files must be approved in writing
by management and relevant departments.

3) Implementation:

e Every individual who is part of a program from
the regulated program set must be fully aware
of its program content.

e Programs and control measure implementation
from the ISMS program collection must be inte-
grated with organizational daily operation, and
must be consistent with program application.
Regular training must be provided to strengthen
this implementation.

e There must be an established approach mech-
anism that ensures effective ISMS control mea-
sures geared toward operation efficiency.

e ISMS policies and program sets must be incor-
porated into ISMS awareness and training pro-
grams.

e Awareness of required knowledge and skills of
ISMS personnel is required, and training and
education mechanisms must be established.

4) Testing:

e Build and run creditable routine evaluation and
testing mechanisms on ISMS implementation ef-
fectiveness.

e Establish ISMS control measures of appropriate
information and information system level in line
with policies and programs, and credible evalu-
ation and testing capability.

e Establish credible evaluation on continuous im-
provement and corrective action of the ISMS im-
plementation, and testing capability on preven-
tive measures.

e Establish assessment and testing capability for
the credibility of “Management and Respond”
and “Response and Restore” of the ISMS secu-
rity events and incidents.
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e As the implementation of the evaluation and
testing depends on risks for the ISMS opera-
tion effectiveness, such plans must be approved
in writing by management and relevant depart-
ments.

5) Integration:

e The ISMS has become part of the organizational
management system.

e The ISMS is part of the capital planning and
investment control (CPIC).

e A review and improvement mechanism for the
ISMS policies, procedures, implementation and
testing has been established.

e An appropriate organizational culture geared
toward promoting ISMS has been established.

e There is understanding and management of
ISMS vulnerability.

e Re-evaluate and appropriately adjust ISMS con-
trol measures according to changes in the infor-
mation security environment.

e Make decisions based on appropriate measured
risks and costs, information security incidents
and their results.

Based on Figure 4 and the ISMS standards [18, 20, 21],
the subject and scope of the ISG, such as information,
system and process that are necessary in the operating
process must be verified. Once a consensus and conclu-
sions are reached between the operator, personnel and
relevant professionals on the standards, benchmarks and
legislations to be used during the ISG process, the ISG
process can be set in motion. Furthermore, the five vital
components and their inter-relationships necessary for the
launch of the ISG were listed in the IT assurance guide
using COBIT [24].

The ISG process can be divided into three stages: plan-
ning, scoping and execution, as illustrated in the IT as-
surance guide using COBIT [24]. Planning is the first
stage of the ISG process. In this stage, the ISG prin-
ciples compatible with business and ISMS objectives are
established. This indicates the link between enterprise in-
formation infrastructure and control objectives, conduct
risk assessment, evaluation of threats, vulnerability, and
possible impact on the business, and diagnoses risks asso-
ciated with each related project. It also illustrates that it
helps to think in terms of IT and ISMS resources in order
to translate business goals into I'T and ISMS goals, and in
terms of infrastructure and human resources required to
provide and support the services and information needed.
Moreover, an ISG launch plan is based on risk. The iden-
tification of key business processes is based on value fac-
tors. It also assesses the degree of maturity of the ISMS
process.

The second stage is scoping. It involves planning based
on the area of the ISG launch, selecting control objectives
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Figure 4: Elements of the ISG maturity evaluation
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for key processes, and designing detailed plans according
to these control objectives.

The third stage is execution. It subdivided into six
steps:

Step 1. Identify or confirm key ISMS processes and self-
assess the degree of maturity for the key ISMS pro-
cesses.

Step 2. Update the choice of control objectives, cus-
tomize the control objectives, and establish detailed
audit programs.

Step 3. Test and evaluate control measures, update the
level of maturity of the assessment process.

Step 4. Self-assess control measures, test and evaluate
control measures.

Step 5. Diagnose residual risks in running a project; sub-
stantiate the fact that risks are under control.

Step 6. Report ISG conclusions.

From the above, it can be seen that, apart from its
top-down direction, the ISG process has a great deal of
overlap with the establishment of the ISMS. Therefore, it
is appropriate to integrate these two processes. It is possi-
ble to achieve improved results by integrating the projects
of the ISG with the ISMS implementation programs.

4 Discussion and Conclusion

A solid supply chain and functionality are crucial to the
implementation of any management plans. Taking as an
example the illustration of the important measures and
performance indicators of “Promote Information and In-
formation System Classification/Grading” for the infor-
mation security development programs, the first point (1)
“classification” is the standard of real initialization [31].
It was officially announced on July 5, 2010, during the
testing period, that the investigation bureau of the min-
istry of justice had already confirmed the resource alloca-
tion for the financial dimension (as indicated in Figure 2),
but in the working outline (2), “establish basic informa-
tion security parameter criteria”, the classification was
only finished in September 2013.

In July 2013, the minister without portfolio, Executive
Yuan, of the information and communications technology
security stated that the fourth period (201372016) did
not have a confirmed “development project”, and that
this process would therefore be frozen, while the top pri-
ority work was actually the technical structure of the se-
curity operation center. On the other hand, the gradual
promotion of information technology service management
(ITSM) has already started, and the new policies incor-
porated into the security regulations have been officially
adopted [31].

In order to avoid repeating the same error, these new
policies should take “Backhouse et al.s circuits of power

074

framework” into consideration. One of the main aims of
this project is also to create a standard regulated envi-
ronment for information security [4, 7, 13]. Scheduled in
September 2013, the project already includes the IT risk
cited in the technical checking section (as indicated in
Figure 1), making it top priority as the first step of this
long process.

The whole context of information security management
is to address its diversity, mobility and complexity. The
leader of different internal or external organizations will
also be the main action initiator (see ISO/IEC 20000-1,
Section 4.2). This section concretizes ISMS requirements
through various levels or fields, using diverse equations
and tools. These actions are connected in simultaneously
building the ISG structure. In a four year plan, the vul-
nerability of standardization in ISG toward information
security techniques has become an issue that ISMS must
now face.

The process of ISMS standardization requires sympa-
thy and reasoning. Sympathy refers to putting oneself in
the shoes of standard creators, and seeing the standard
in its entirety. A standard becomes alive when reasoning
comes into play with sympathy. A standard is formed by
an infinite number of chances, whether it is the cause or
caused, an opportunity or the result of a trend, but it
is never an accident. From a long-term perspective, one
will begin to see that a standard is an unstoppable flow
of trends. The reading and reasoning of ISMS standards
requires the integration of both natural science and social
science contexts to blend into a whole with culture and
e-Taiwan.

More in-depth exploration into the establishment of
top-down action programs on the ISG integrated with
ISMS implementation in accordance with the framework
of ISO/IEC 38500:2008(E) and ISO/TEC 27003:2009(E) is
required. When the ISMS standardization process showed
signs of “BananaVpeel words” and received no accusation,
how to face the subject of ISMS standardization squarely
became a natural phenomenon. Nevertheless, the deterio-
ration of the ISMS quality culture will only lead to its loss
of credibility in society. Confusion should be avoided on
certification or the “Golden handcuffs syndrome”, as that
would clearly disregard the requirements of the standard.
What is more important is reestablishing the fundamental
value of the ISMS standardization, and restoring public
faith in ISMS credibility. This should be governments top
priority in the development of information security stan-
dards.

Consequently, as part of the action programs of the
ISG published in the third phase of the National Infor-
mation and Communications Technology Security Devel-
opment Program, mentioned earlier, and due to the fact
that the players that shaped ISMS decisions and mecha-
nisms were involved with complex, multi-level governance
issues, the implication is that the ISMS standardization
process had developed into the realm of information secu-
rity management system knowledge [2, 3]. A method of
capitalizing on this opportunity should become the next
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topic of key action programs in Taiwan ISMS standard-
ization improvement [11].
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Appendix A: Interviewees and Documents

o977

Position

Role

Interview method

Director, Office of Information and Communication Security, Executive
Yuan

Director, Information & Communication Security Division, Investigation
Bureau, Ministry of Justice

Special Agent, Information & Communication Security Division, Investi-
gation Bureau, Ministry of Justice

Associate Researcher, Office of Information and Communication Security,
Executive Yuan

Assistant Researcher, Office of Information and Communication Security,
Executive Yuan

Specialist, Office of Information and Communication Security, Executive
Yuan

Senior Advisor, National Security Council

Commissioner, National Communications Commission (NCC)

Deputy Director, Technologies Administration Department, NCC

Minister without Portfolio, Executive Yuan

Decision Maker
Manger
Executor

Original contributor to the
document

Original contributor to the
document

Original contributor to the
document

Advisor and decision
Decision maker

Manger

Decision maker

Face-to-face interview
Face-to-face interview

Face-to-face interview, e-
mail, telephone follow-up
Face-to-face interview,
telephone follow-up
Face-to-face interview,
telephone follow-up
Face-to-face interview,
telephone follow-up
Face-to-face interview
Telephone interview
Face-to-face interview,
telephone follow-up
E-mail

Deputy Director, Office of Information and Communication Security, Ex- Manger Face-to-face interview,

ecutive Yuan telephone follow-up

Project Consultant, Security Technology Center, Office of Information  Planner Face-to-face interview

and Communication Security, Executive Yuan

Technical Director, Security Technology Center, Office of Information and  Executor Telephone interview

Communication Security, Executive Yuan

Specialist, National Security Council Executor Face-to-face interview,
telephone follow-up

Chief, System Design Section/Information Division, National Immigra- Manger Telephone interview

tion Agency

Documents ‘Websites

TA (Information Assurance) Policy Chart

FISMA (Federal Information Security Management Act) Implement
Project

CC (Common Criteria)

NVD (National Vulnerability Database)

ITIL (Information Technology Infrastructure Library)

IT (Information Technology) Security Evaluation Standards (in Chinese)
National information and communications technology security develop-
ment program (200972012) (in Chinese)

Reference manual for information systems classification/grading and au-
thentication mechanism (in Chinese)

National information and communications technology security develop-
ment program (201372016) (in Chinese)

Audit operational planning on information and communications technol-
ogy security in governmental departments (2013) (in Chinese)

http://iac.dtic.mil/csiac/ia_policychart.html
http://csrc.nist.gov/groups/SMA /fisma/index.html

http://www.commoncriteriaportal.org/

http://nvd.nist.gov/

http://www.itil-officialsite.com/
http://www.ncc.gov.tw/chinese/




International Journal of Network Security, Vol.18, No.3, PP.565-578, May 2016 578

Appendix B: Implement work

requirements of “Implementation Pro-

grams on Information Security Responsibility Classification in Govern-
mental Departments” [29]

Operating Defense-in- ISMS Op- Audit Educational Training of the Professional Detect Vulnerabil-

Name Depth erating Modes Information Security Certificates ity in the Website
Promotion (Note 4) of the Agencies
(Note 1)

Class A NSOC (Di- Obtain third- Internal (@ At least 3, 6, 18, 3 hours per ~ Maintain Twice per year
rect Protec- party certifi- audit year. (They fall into four cat- least two
tion) / SOC cation at least egories in Note 2.); @ Obtain information
(Insourcing twice information security competence  security
or Outsourc- per year  authentication, including infor- professional
ing), IDS, mation personnel and informa- certificates
Firewall, tion security personnel (Note 3)

Anti-Virus,
E-mail Filter

Class B SOC (Op-  Obtain third- Internal (@ At least 3, 6, 16, 3 hours Maintain Once per year
tion), IDS, party certifi- audit per year. (2 Obtain information least one
Firewall, cation at least security competence authentica- information
Anti-Virus, once tion, including information per-  security
E-mail Filter per sonnel and information security  professional

year. personnel (Note 3) certificate

Class C Firewall, Self-establish  Self- At least 2, 6, 12, 3 hours per Information Once per year
Anti-Virus, the Team  review year. security
E-mail Filter  to Planning professional

Operation training

Class D Firewall, Advocacy Self- At least 1, 4, 8, 2 hours per year.  Information Once per year
Anti-Virus, to promote review security
E-mail Filter ISMS Con- professional

cept training

Note 1 The scope of the ISMS certification shall cover information systems of the organizations core businesses, and be
gradually expanded to cover the entire organization

Note 2 (1) General Chief: Relevant personnel takes charge of the chief position, e.g.: president, vice-president, department
chair, chief information security officer, and etc.

(2) Information Personnel: Relevant personnel takes charge of the information operation, e.g.: system analysis and
design personnel, system develop personnel, system management personnel, and system operation personnel, and etc.
(3) Information Security Personnel: Relevant personnel takes charge of the information and communication security,
e.g.: information security management personnel, information security audit personnel, and etc.

(4) General User: Information system is used by the users, e.g.: administrator, accounting personnel, and etc.

Note 3 Information security competence authentication subject includes information & communication management system,
information system risk assessment, information & communication audit, government information operation
outsourcing security, information security incident operation, electronic document protection, e-mail security and web
application security, and etc. The information and information security personnel of the class A and B agencies take
trainings of the information security and obtain certifications from the planning and holding for Research,
Development and Evaluation Commission, Executive Yuan.

Note 4 Information security professional certificates are published by the independent certification and authentication

institution at home and abroad. The information security class includes ISO 27001 Lead Auditor (LA), Certified
Information Security Manager (CISM), Systems Security Certified Practitioner (SSCP), Certification for Information
System Security Professional (CISSP), Certified Ethical Hacker (CEH), Global Information Assurance Certification
(GIAC), and etc.




