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Abstract

While the traditional public-key encryption schemes
with keyword search (PEKS) were pointed out suffering
the performance problems, some high-performance PEKS
recently have drawn more attentions. Unfortunately,
these performance-enhanced schemes could encounter the
same security attacks as the traditional PEKS met be-
fore. In this paper, Liu et al.’s privacy-preserving key-
word searching scheme for cloud storage services (SPKS)
is pointed out suffering the security attack of confiden-
tiality. Precisely, an outside attacker could perform the
test process by collecting the transmitted ciphertexts and
trapdoors from senders and receivers, respectively. Thus,
the relationship between encrypted data and the trap-
doors is disclosed. An improved version is presented to
avoid the security attacks and, furthermore, to benefit the
advantages of SPKS as well.
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1 Introduction

In order to protect the confidentiality of sensitive data
in cloud-computing environments, a reliable searchable
encryption mechanism is required to encrypt the sensitive
data. When a user issued a keyword search onto those en-
crypted data, only the server (a designated tester) chosen
by a sender is able to perform the test by checking the re-
lationship between a ciphertext and a trapdoor. However,
an adversary is not allowed to do so [3, 5, 9, 10].

The public-key encryption scheme with keyword search
(PEKS) was first proposed by Boneh et al. [1]. Based
on Boneh et al.’s scheme, Hwang and Lee [4] proposed
another PEKS for a multi-receiver environment. In 2010,
the concept of proxy re-encryption was applied in keyword
searching by Shao et al. [8] and by Yau and Phan [11]

as well. Recently, Rhee et al. [7] enhanced the trapdoor
security to prevent from off-line keyword-guessing attacks.

In order to enhance the performance, Liu et al. [6]
proposed a secure privacy-preserving keyword searching
scheme for cloud storage services (SPKS), which enabled
the cloud service provider (CSP) to participate in the par-
tial decipherment to obtain an intermediate result of the
decipherment before returning the search results. In such
a way, the communication and computational overhead
was reduced greatly in decryption process for the user.

However, Liu et al.’s scheme met a potential security
problem. That is, anyone can perform the test process
by collecting the transmitted ciphertexts and the corre-
sponding trapdoors. Therefore, any outside attacker can
further construct the relationship between the encrypted
data and the given trapdoors of known keywords. The
confidentiality is not guaranteed any more. Thus, conse-
quently, an improved SPKS scheme is presented to pre-
vent from the attacks mentioned above and at the same
time to inherit the advantages of SPKS as well.

2 The Security of Liu et al.’s Key-
word Searching for Cloud Stor-
age Services

In this section, Liu et al.’s SPKS scheme is briefly re-
viewed and the readers may refer to [7] for details. Finally,
its security problem will be pointed out in the later.

2.1 Review of Liu et al.’s SPKS Scheme

In the scenario, there are three participants including
the user (sender), the server (CSP), and the receiver.

1) Global setup: Determine two cyclic groups G1 and G
with prime order p , and their admissible bilinear par-
ing function é : G; X Gy — G3. Given a random ele-
ment geG1 and let Hy, Hy, H3, Hy and Hj are random
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oracles, where Hy, Hs : {0,1}* — G5, Hs, H5 : Gy —
{0,1}/°9" "and Hy : Gy — {0,1}". The plaintext
space includes me{0,1}" for some n and We{0,1}*.
The ciphertext space includes C,,, = G5 x{0,1}" and
CWéGQ.

2) KeyGen: The server (resp. receiver) generates his
private key by randomly choosing skcsp = zeZyq
(resp. skr = yeZ,) and the corresponding public
key by computing pkcsp = ¢* (resp. pkr = g¥).

3) EMBEFEnc: To encrypt an email m under a receiver’s
public key ¢g¥ and CSP’s public key ¢”, the user se-
lects a random element 7, teZ,, computes

up = g",ux =t® Hs(e(g9?,9")"),

us = m®d Hy(é(Hs(t),(gY)")),

and sets the ciphertext C,, = (u1,ug, uz).

4) KWEnc: To encrypt m’s keywords W1, ..., Wy, (keZ™)
under a receiver’s public key ¢g¥, the user computes
CWi == Hg(é(gy,Hl(Wi)r))7 where Wie{Wl, ...,I/Vk}7
and sends (Cy,, Cw,, .., Cw,.) to CSP.

5) TCompute: To retrieve only the emails containing
keyword W;(jeZ™), the receiver computes the trap-
door Ty, = H;(W;)YeGy under a receiver’s private
key , and sends it to CSP.

6) KWTest: To determine whether a given email con-
tains keyword W;, CSP tests whether the equation
Cw, = Ha(é(u1,Tw;)) holds.

7) PDecrypt: To obtain an intermediate result of the de-
cipherment, CSP calculates t = uy ® Hs(é(gY, u1)®),
computes C; = é(Hs(t), u1), and sends (Cy,, Cw,,
-+, Cw,., Cy) to the receiver.

8) Recovery: Given the ciphertext C,, = (u1,ua,us)
and CY, the receiver computes m = us @ Hy((Cy)Y)
to recover the message m.

2.2 Security Problem

Since an outside attacker may intercept the transmit-
ted ciphertexts from senders and the trapdoors from re-
ceivers. Without the key, the outside attacker also can
easily check if the equation Cy, = Ha(é(u1, Tw,)) holds.

The scheme called secure means that attackers have
no feasible way to deduce any information about secret.
However, this attack does not need to face the hard prob-
lem on which a cryptosystem relies. It’s worthwhile to
note that the cost of this attack by intercepting and
checking the above equation is low. That is, the at-
tack is feasible. Therefore, the relationship between en-
crypted data and the given trapdoors of known keywords
is able to be constructed. That is, the security informa-
tion of linkage between them is revealed. This is why
the designated-tester scheme is essential for searchable
encryption schemes.
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3 Improvement of Liu et al.’s
SPKS Scheme

Inspired by Hu and Liu’s scheme [2], the enhanced
SPKS scheme consisting of the following processes is pro-
posed.

1) Global setup:The first process is the same as that
setup in Liu et al.’s.

2) KeyGen:CSP generates his private key by randomly
choosing skcsp = w€Z, and the corresponding
public key by computing pkcsp = g¢g*. The re-
ceiver generates his private key by randomly choos-
ing skr = (y,2)eZ; and the corresponding pub-
lic key by computing ka = <kR17kR27kR3>kR4> ==

2
(9¥, 97", %%, (Pkcps)?)-

3) EMBEnc:To encrypt an email m under a receiver’s
public key kr1 = ¢g¥ and CSPs public key ¢*, the
sender selects a random element r,teZ,, and com-
putes
uy = g",up =t @ Hs(é(g¥,9%)"),
ug =m ® Hq(e(Hs(t), (9¥)")),
and sends the ciphertext C,, = (u1,ug, us).

4) KWEnc: To encrypt m’s keywords W7y, ..., W, (keZ™)

under the receiver’s public key krs = gzy2
and kps = ¢**, the user computes Cy, =
(A,B) = ((kgo), Ha(é(kra, Hi(W;)"))), where
Wie{Wy, ..., W}, and sends (Cy,,Cw,,...,Cw,) to

CSP.

5) TCompute: To retrieve the emails containing key-
word W;(jeZ™), the receiver computes the trapdoor
’ 2 ’
Tw, = (T1,T») = ((pkcsp)™ , Hi(W;)/¥"-g") where
r'€Z, is randomly chosen by the receiver, and sends
it to CSP.

6) KWTest: To determine whether a given email con-
tains keyword Wj;, CSP should compute T3 =
(Tx)* /Ty = Hl(Wj)Q“’/y2 with the private key x, and
then check if Ho(é(A,T3)) is equal to B.

7) PDecrypt: To obtain an intermediate result of the
decipherment, CSP calculates t = ua®Hs(é(gY, u1)®)
and C; = é(Hs(t), uy1), and sends (Cy,, Cw,, -,
Cw,., Ct) to the user.

8) Recovery: Given the ciphertext C,, = (u,u2,us)
and C}, the receiver computes m = ugz @& Hy((Cy)Y)
to recover the message m.
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4 Discussions

4.1 Correctness

The correctness of searchable encryption, i.e. KWTest,
is described as follows.

B

4.2 Security

Since the outside attacker doesn’t have CSP’s private
key skcsp to compute Tz = (T2)*/Ty = Hl(Wj)’”/y2
,even if an outside attacker obtains the ciphertext C,,
and the trapdoor Ty, , (s)he still cannot perform the test
process. Suppose Alice is an attacker. Assume that Ty, =
(Ty,Ty) is a trapdoor. To retrieve a correct keyword w
from the given T, it should be possible if Alice obtains
Hi(w)'¥" or Hy(w) from Ty,.

Because a discrete logarithm problem is hard, Alice has
no feasible way to obtain the unknown ' or zeZ, from
Ty = (pkcsp)” where pkcsp = g°.

Furthermore, even though Alice can compute

e(pkcsp,T2)/e(g,T1)
= e(¢", Hi(w)" - g")e(g. (4")")
= e(g®, Hy(w)"/"").

Alice has no feasible way to guess keyword w by comput-
ing e(pkosp,Hl(w)l/y2) without knowing receiver’s se-
cret key y or CSP’s secret key .

Even CSP can obtain grl from T using its secret key
pkosp = x, CSP cannot successfully guess the keyword
by checking if e(kpy, To) = e(kra, g" )e(g, Hy(w')).

5 Conclusions

In this paper, the security weakness in Liu et al.s
scheme is pointed out. To benefit from Liu et al.’s scheme,
i.e., efficiency, an improved version is proposed to solve
their weakness and to keep the advantages of Liu et al.’s
scheme as well.
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