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Abstract

In this paper, we propose a dual-image based reversible
data hiding scheme. Here, we divide a secret message
into sub-stream of size n bits, where n — 1 bits are em-
bedded using Pixel Value Differencing (PVD) and 1 bit is
embedded using Difference Expansion (DE). We consider
two consecutive pixels from cover image, calculate the dif-
ference between them and then embed n — 1 bits secret
message by modifying the pixel pair. Again, we consider
that modified pixel pair to embed 1 bit secret message us-
ing embedding function. After that, we distribute these
two stego pixel pairs among dual image depending on a
shared secret key bit stream. At the receiver end, we ex-
tract the secret message successfully and recover original
cover image from dual stego image without any distortion.
Finally, we compare our scheme with other state-of-the-
art methods and obtain reasonably better performance in
terms of data embedding capacity.

Keywords: Difference expansion, dual image, pixel value
differencing, reversible data hiding

1 Introduction

Steganography is one of the most commonly used pro-
tective method for information security. Steganography
can be classified into two categories: irreversible and re-
versible. In irreversible technique, the secret data can
be embedded and extracted successfully, but the origi-
nal image might not be recovered [1, 5, 6, 8, 23]. On
the other hand, reversible data hiding schemes [9, 10, 16,
17, 19, 20, 22, 24] are capable of embedding the secret
message as well as can extract the secret message and
recover the original image. Two important measures of
reversible data hiding are embedding capacity and dis-
tortion of cover work. In recent years, a bunch of re-
search [7, 13, 14, 15, 21, 27] have been performed to im-

prove the embedding capacity and to minimize the distor-
tion which is the objective of data hiding schemes. Wu
and Tsai [26] proposed a data embedding method based
on PVD, where, the difference of two adjacent pixels in
the cover image is calculated. The number of bits to be
embedded into these two pixels are determined by their
absolute difference and a pre-defined reference table. By
modifying these two pixel values, data bits can be embed-
ded. Because the same range in the reference table will
be referred before and after data embedding, the same
number of secret data bits can be determined and thus
the embedded secret data bits can be exactly extracted.
Tian [22] proposed a difference expansion data hiding ap-
proach to conceal the secret data into the difference of
a pair consecutive pixel values with high payload size.
Lee et al. [13] utilized the histogram of the difference of
pixel values to embed the secret data in host image for
improving the quality of marked-images. Ni et al. [16]
proposed reversible data hiding technique which is based
on histogram shifting with zero or minimum change of the
pixel gray values. Being reversible, both the original and
the embedded data can be completely restored. Thodi
et al. [21] presented a method that combines histogram-
shifting and difference expansion reversible data hiding.
Chang et al. [2] proposed dual-image based data hiding
technique using exploiting modification direction (EMD)
method. They first established a (256 x 256) modulus
function magic matrix. In their scheme, a binary secret
message is first converted into secret digits in the base-5
numeral system. Then, two secret digits are taken to em-
bed into a pixel pair at a time by embedding each secret
digit into each steganographic image. Lee et al. [7] in-
troduced a lossless steganographic technique that utilized
centralized difference expansion to hide more secret data
into smoother areas of host image. Later, Lee et al. [12]
embed secret data using the four directions of the cen-
ter point of pixels to obtain the stego-pixels of the two
images. Lee and Huang [11] converted secret data into



International Journal of Network Security, Vol.18, No.4, PP.633-643, July 2016

quinary-based secret symbols and combined every two
secret symbols as a set for embedding. Qin et al. [18]
embedded the first image using EMD, and the second
image through three rules which were dependent on the
first image. Lu et al. [14] used the least-significant-bit
(LSB) matching method for embedding. They obtained
the stego-pixels of two images through the modulus func-
tion and the LSB, checked whether the stego-pixels are
reversible via an averaging method, and then modified
the non-reversible stego-pixels based on a rule table to
successfully restored the image. Lee et al. [12] embedded
secret data using directions to achieve high image quality,
but the embedding capacity could only reach 0.75 bits per
pixel (bpp). Chang et al. [2] embed secret data through
the modulus function matrix to achieve a higher capacity
that is 1.00 bpp, but image quality was inferior to that
using the method by Lee et al. Thus, the challenge to en-
hance embedding capacity while maintaining high image
quality through the use of dual-image techniques is still
an important issue.

In this paper, we introduced a new dual-image based
reversible data hiding scheme through Pixel Value Differ-
ence Expansion (PVDE).

e Our motivation is to enhance the embedding capacity
and achieve reversibility in data hiding. Data embed-
ding using PVD was not reversible. We have applied
DE data embedding scheme to keep the distance pa-
rameter of sub range of reference table within the
pixel pair. The lower bound of sub range of reference
table help us to achieve reversibility in PVDE. The
proposed scheme also enhance embedding capacity.

e One of the important modification that we have pro-
pose in our scheme is uniform sub range in the ref-
erence table. In PVD, the width of sub range varies
and the number of embedding bits depends on the
pixel value difference. More number of data bits are
embedded in the complex area of an image which
will effect more. To maintain the uniform effect af-
ter data embedding in all area, we propose uniform
width of sub range in the reference table. Although
data could be embedded without reference table, we
use reference table to make PVD as reversible. The
lower label of sub range in each embedding pair is
essential for PVD to recover original image.

e Another motivation is to enhance security in data
hiding. We distribute modified pixel pair among dual
stego image, stego major (SM) and stego auxiliary
(SA) based on shared secret key bit stream. The se-
cret message bits are distributed among dual image.
The receiver applies extraction technique using either
PVD or DE that depends on the share secret key.
Without key none can extract secret message. Fi-
nally, we recover original image using our extraction
algorithm from dual image without any distortion.

The rest of the paper is organized as follows. Sec-
tion 2 describes some preliminary techniques of data hid-
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ing scheme. Proposed data hiding scheme PVDE in de-
tail is discussed in Section 3. The issue regarding over-
flow and underflow situation are described in Section 4.
Experimental results with comparisons are discussed in
Section 5. Section 6 present security analysis. Finally,
we conclude our paper with some interesting insights and
possible future directions in Section 7.

2 Preliminaries

Reversible data hiding become a very important and chal-
lenging task in hidden data communication specially in
medical and military application for ownership identi-
fication, authentication and copy right protection. We
propose dual-image based reversible data hiding scheme
called PVDE. In this section, Wu and Tsai’s PVD and
Tian’s DE techniques are discussed briefly.

2.1 Wu and Tsai’s Scheme

Pixel Value Differencing (PVD), proposed by Wu and
Tsai [26] is one of the popular data hiding techniques in
spatial domain. Consider a two consecutive pixels P, and
P, from cover image C of size (M x N). The difference
value d of P, and P,11 can be derived by

d:|Pz—Px+1|

A reference table R is used which consists of n contigu-
ous sub-blocks with fixed interval. The main function of
the reference table is to provide data hiding information.
Each sub-range has its lower bound (Ib) and upper bound
(ub) values and the width w of each sub-range is selected
to be a power of 2. The hiding capacity of two consecutive
pixels can be obtained by

(1)

Here, t is the number of bits that is hidden within pixel
pair. A new parameter d is generated using

t = |logs w|.

d =my +1b.

Now the secret data is embedded into pixel pair
(P, Py,1) by modifying it such that d and d belongs
to the same range in the reference table. The details of
the embedding criteria are as follows:

(P +[d" /2], Poya — 14" /2)),
if P, > Pyiq and d > d;
1 1
(Pm_rd /217P1+1+Ld /2J)v
! ! H

(Px7px+1) _ if P, < /I/Derl and , d >d;
(P:c_l—d /2]7P:c+l+Ld /2J)7 ,
if Py > /]/:)m+1 and , d <d;
(Pt 1" /20, Pogs — d" /2)),
if P, < Ppy1 and d <d;

where d” = |d' — d|. An illustration of how P, and P;H
can be adjusted by Wu and Tsai ’s scheme for the purpose
of hiding secret data is shown in Figure 1. The recovery
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Updated pixel pair

Pixel Pair

d=|77-60|

w=23-8+1=16 255
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60-2=58 77+2=79

Secret message 11011110

Figure 1: Data embedding through PVD with example

process of Wu and Tsai ’s method is quite simple and easy.
Given two consecutive pixels P, and P, 41 of the stego
image, we compute their difference value d" and obtain
d=|P, 41 P.|. Then we use the original reference table
R in the embedding phase to obtain the same sub range.
The length ¢ of the hiding capacity can also be gained by
using Equation (1). Then we extract message m; = d -
Ib and convert the decimal value m; into a binary string
whose length is ¢ bits. For example, in Figure 1, m;=
21 — 8 = (13)10 and ¢t = 4, and then secret data (1101),
is extracted.

2.2 Tian ’s Scheme

Tian [22] presented a reversible data hiding technique
based on a difference expansion for gray-scale images.
Consider a pixel pair of cover image P, and P, ;. Af-
ter embedding 4 bits secret data using PVD, we obtained
modified pixel P; and P;, +1- For embedding secret data
within consecutive pixel pair P; and P;, 11, where 0< (Pg;,
P;H) < 255 the following process is discussed. The av-
erage value A and the difference value d is computed by

P:;:+Pa;+1

A==

J’d:‘Pzr_Perll' (2)

The inverse integer transform of Equation (2) is

d

JaP;H:A* LiJ

d+1

P,=A+| 5

(3)
Such a transform in Equation (2) and Equation (3) are
called integer Haar wavelet transform or S transform. Ob-
viously, the transform is a one-to-one correspondence be-
tween (P, | P;H) and (A,d). That means, it meets the
requirement of reversibility. Tian expands the difference
twice for vacate a space and embed a secret bit s, where
s € {0,1} is the binary secret and generates a new differ-
ence value d by

d,:2><d—|—s.

The new pixel values P: and P; 41 are obtained by

(B Pl = (A |5 A 15D,

Finally, the embedding operation is completed, and
it produces a stego-image pixel pair by modifying (P,

ceiling= |1-‘2-|=2 floor= EI«‘ZJ:Z
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and P;_H) to (P, and P;/H). Figure 2 is the illustra-
tion of Tian’s difference expansion scheme. During ex-
traction the secret message, the difference value of con-
secutive pixel pair (P, , P, 4 1) is obtained by calculating
d = |P;/ — P;,/+1|. The secret bit s can be extracted by
computing s = d mod 2 . Then, the average value A and
the original difference value d are obtained by

, P + P
A = L%J

d/
2/

4= |

Now, the original pixel values are recovered using

d+1 ’

’ ’ ’ d
(Pl Pl = (4 + 5=, 4 = 15))
l 2d+s l
| e |
! d '
| |
; ] :
0 ! ! ! 25
| Piy) n Piy | (Pixel values)

P'iy)

Figure 2: Difference expansion

3 Proposed PVDE Scheme

In this paper, we propose a new reversible data hiding
scheme by combining Pixel Value Difference (PVD) and
Difference Expansion (DE) on dual image called PVDE.
According to this approach, first we have to select two
consecutive pixels x; and x;41 from cover image C'. Then
we calculate the pixel value difference d between z; and
Ti4+1 that is

d= |5L‘Z — .’L’i+1|.

The number of secret bits which will be embed-
ded in the cover image is determined with the help of
a reference table R. The reference table have equal
sub range [lb,ub] having length w that is w = ub —
b+ 1. In our proposed PVDE scheme, w is taken
as 16. Hence forth the contiguous sub-ranges are
{0—15, 16 — 31, 32 —47, ..., 240 — 255} which have
capability to embed 4 secret bits within each pixel pair
through PVDE in cover image. Now to embed 4 bits, two
new parameters d and d’ are introduced as follows:

d =

"

d =

lb —+ mi
d —d
where my is decimal value of the secret message of size

4 bits. After that the pixel values z; and x;y; are ad-
justed into two new pixel values x; and x,;, by following
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modifications.

/

€X.: =

i .’,131‘—5

Tiy1 = Tit1 7

where § = [%-] and v = |%4-]. Then we apply DE on
the pixels x; and x; 11 to embed one bit. Now, we deter-
mine the lower range from the reference table R where the
difference d belongs to. Then we calculate the parameters
h, A and h" as follows

h = (d—1b)
= (2;+T141)/2
K = (2xh+ms)

where mo is one bit secret message. After this the pixel
pair z; and z,,, are again modified by

A+ 6
A—m

8
|

where 0; = [gh'//2ﬂ and y; = L/(h//Q)J Finally, the stego
pixel pairs (z;, 2, ,,) and (z; , 2, ,) are distributed among
dual stego image, Stego Major (SM) and Stego Auxiliary
(SA) based on shared secret key K. If K = 1, then the
pixel pair (.T;, m; +1) is stored within the stego image SM
and the pixel pair (m;/,x;/ﬂ) is stored within the stego
image SA. Again if K = 0 then the pixel pair (z;,2;,,)
is stored within the stego image SA and the pixel pair
(:c;',x;/ﬂ) is stored within the stego image SM. The de-
tailed schematic diagram of our proposed PVDE method
for embedding process are shown in Figure 3 and the cor-

responding algorithm is shown in Algorithm 1.

Algorithm 1: Data embedding of PVDE

Input: Original image I (M X N), Secret message M,
Shared secret key K.
Output: Two stego images, Stego Major (SM) and
Stego Auxiliary (SA) of size (M x N).

1: Select pixel pair (z;, z;4+1) from I in raster scan order;

2: Calculate difference d = |z; — x;41];

3: Select 4 bits secret message from M and convert into
decimal value m, and 1 bit as mo;

4: Calculate d = my +1b; where, [b is the lower bound of
the sub range of reference table R in which d belongs
to;

5. Calculate d =d — d;

6: Compute § = [% and v = L%J;
7. if (J?l > l‘i—i—l) then

8: xi:$i+7§$i+1:$z‘+1—5;
9: else

100z, =2 —0; Ty =Tig1 + 7
11: end if

12: Calculate h = (d — Ib);
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f(x)=x*2+M;(2)

| § |

Stego image (SA)

Stego ilnge (S
(M x N) (M xN)
®) ©

Figure 3: Schematic diagram of PVDE for data embed-
ding process

13: Calculate b = 2 x h + mso; where, mo is 1 bit secret
message;
(@i Fei) |,
= L 2 = J

3

14: Calculate Average A
15: Calctlllate ,51 =[%7; and v, = | & ];

16: if (z; > z;,,) then

17: :v;»/:A—&—(Sl;x;/_s_l:A—vl;

18: else

190z, =A—y ;2 =A+ 0

20: end if

21: if (K =1) then

22:  Store (x;,%,,,) within stego image SM and store
(z; , 1:;;1) within stego image SA;

23: else

24:  Store (z;,z;,,) within stego image SA and store

" 1"

(z; ,2,,,) within stego image SM;
25:  Repeat Line-1 through
length(M) = 0;
26:  Dual stego image SM and SA are generated;
27: end if
28: End

Line-24 until

At the receiver end, both the data extraction and orig-
inal image reconstruction are performed by taking pixel
from both the stego images SM and SA based on K. If
K = 1, then select pixel pair (x;,x;_H) from SM and
apply data extraction using PVD and at the same time
select pixel pair (x;/,x;'ﬂ) from SA and apply data ex-
traction using DE. If K = 0, then apply the pixel pair se-
lection Jprocess opposite manner, that means select pixel

’

pair (z;,2;,,) from stego image SA and (x;/,x;;_l) from



International Journal of Network Security, Vol.18, No.4, PP.633-643, July 2016

stego image SM. Now the data extraction and original
image reconstruction process are described as follows:

d =

m; =

|lz; — $i+1|
d—1b

where [b is the lower bound of the sub range of the refer-
ence table R to which d belongs to and my is the 4 bits
secret data. To recover another secret bit, we perform

h =z —x;

and collect one bit secret message (mg) from LSB of h'.
To recover the original image, we perform the following
calculations

h
h = 5]
d = (h+1b)
" _ dl_d
d//
6= [5
d//
Y= LjJ'

Now, the original image pixel (z;,x;+1) is recovered by

’ . ’ ’
x/i+1+6 if o, > x4
x; 1 —7 otherwise

Z;, =7,
T, X = 7
( (2 H—l) { %‘"‘57
The extraction process of our proposed PVDE scheme is
explained using a schematic diagram in Figure 4. The
corresponding algorithm for data extraction and original
image reconstruction is explained in Algorithm 2.

Algorithm 2: Data extraction of PVDE

Input: Two stego images SM and SA, Shared secret key
K.
Output: Original Image I(M x N); Secret Message M;

: Select pixel pair from SM and SA in raster scan order;

—_

2: if (K =1) then

3:  Collect (m;,m;ﬂ) from SM and collect (x;l,x;lﬂ)
from SA;

4: else
Collect (96;796;4_1) from SA and collect(x;/,x;;_l)
from SM;

6: end if

7. Calculate d = |z; — :c;ﬂ\;

8: Secret message m; = d — lb, where [b is the lower
bound of th,e sub Bzmge”of range table R;

9: Calculate h = (x; — x;,); (Extract secret message
bit mg from LSB of h');

10: Calculate h = [2-|;

11: Calculate d = (h + Ib); where [b is the lower bound
of the sub range of the reference table R in which d:
belongs;
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Stego image (SM)(M x IV)

Y

Stego image (SA)(M xN)
_ —wa

key=0

ApplyPVD___ ¥ Apply DE

Secret message

| P

0, ||:> Secret message

Original image I(M x N)

(©

Figure 4: Schematic diagram of PVDE for data extraction
process

12: Calculate d = d — d;

"

13: Calculate § = [4-T;

14: Calculate v = L%”J;

15: if (2 > x;_H) then

160 Ty =Ty — 7 Tig1= m;_H +9;

17: else

18 3= a; + 0 v = x;H —;

19: end if

20: Repeat Line-1 through Step-19 until all data are
extracted;

21: End

4 Overflow and Underflow

When the stego pixel value cross the upper range of gray
scale then overflow occur and cross the lower limit of gray
scale then underflow occur. We have use 8 bit image
where gray scale is [0-255]. Suppose we have a pixel pair
(Cq, Cp) with pixel values C, = 250 and C, = 255 and 4
bits secret data is (1101)g that is (13)10. The difference
between two pixels d is | 250 — 255 |=5 and the new
difference d is 13+0=13. Therefore, m =13-5=8, c=4
and f=4. After embedding, the stego pixel pair becomes
P, = 246 and P, = 259 which cross the upper limit that
means P, > 255 which shows overflow problem.

For underflow, suppose C;=0 and C,=7 and 4 bits se-
cret data is (1010)3 that is (10)19. The difference between
two pixels d is | 0 — 7 |=7 and the new difference d  is
10+0=10. Therefore, m =10-7=3, c=2 and f=1. The
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stego pixel pair becomes P, = —2 and P, = 8. We ob-
serve that P, < 0 which shows underflow problem.

To overcome this problem, we do not embed any secret
data within those specified pixel pair. We observed that
after data embedding, the difference between two pixels
is not much more than 31. To overcome the overflow
problem, we use difference expansion method and set the
difference 32 when data hiding by difference expansion is
0 and subtracting 32 from the average of two pixels. So,
the modified pixel pair becomes (D, = avg—32, Dy = P)
and set the difference 33 when data is 1 by subtracting
33 from the average of two pixels. So, the modified pixel
pair becomes (D, = avg — 33, D, = P,).

To overcome the underflow problem, we set the dif-
ference 32 when data is 0 by adding 32 with the aver-
age of two pixels. So, the modified pixel pair will be
(Do = avg + 32, D, = Py) and set the difference 33 when
data is 1 by adding 33 with the average of two pixels. So,
the modified pixel pair will be (D, = avg + 33, D, = P,).

In the receiver side, when difference between the pix-
els D, and Dy is 32 or 33 the receiver understand that
secret message is not embedded within that pair (P,, P)
corresponding to (D, Dy).

Input Images (256 X 256)

(2) house
(256 x 256)

(1) cameraman
(256 x 256)

4) lake
(256 x256)

(3) Fi6
(256 x 256)

i !
(8) pirate
(256 x256)

()] iJPPP“l'S
(256 x 256)

7 (6) ﬁvhlg'uonn 7
(256 x 256)

(5) lema
(256 x 256)

(11) Zelda
(256 x 256)

(9) bridge (10) Tiffany
(256 X 256) (256 x 256)

(12)  Goldhill
(256 x 256)

Figure 5: Standard test images with (256 x 256) pixel

5 Experimental Results and Com-
parison

In this section, our proposed method (PVDE) is verified
and tested using gray scale image of size (256 x 256) pix-
els collected from [25] shown in Figure 5. After embed-
ding the secret messages, dual stego image, Stego Major
(SM) and Stego Auxiliary (SA) are generated as shown
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in Figure 6. Our developed algorithms: PVDE embed-
ding and extraction are implemented in MATLAB Ver-
sion 7.6.0.324 (R2008a). Here, the distortion is measured
by means of two parameters namely, Mean Square Error
(MSE) and Peak Signal to Noise Ratio (PSNR). The
MSE is calculated as follows:

M N

S [X(i.)

i=1j=1

_Y(ivj)]Q

(M x N)

MSE =

where M and N denote the total number of pixels in
the horizontal and the vertical dimensions of the image
respectively.

(b) Two stego Images SM and SA (256 X 256)

& &

(3) house SM “)
(256 X 256)

(1) cameraman SM
(256 x256)

(2) cameraman SA
(256 X 256)

house SA

(256 X 256)

. - s

lake SA
(256 X 256)

(7) lake SN )
(256 X 256)

(6) F16 SA
(256 x 256)

(5) F16 SM
(256 x 256)

S e

(12) livingroom SA
(256 x 256)
[

(11) livingroom SM
(256 x 256)

() lena SM
(256

(10) lena SA
(256 x256)
et

L E - o
(14) peppers SA
(256 x 256)

(16) pirvate SA

(13) peppers SM (256 x256)

(256 x 256)

(19) Tiffany SM
(256 x256)

(17) bridge SM
(256 x256)

(18) walkbridge SA
(256 x256)

i e

: 1) Golduill SM (22) Goldhill A
23) Zelda SM g
@9 256 % 256) @ f;‘:":; o (256 X 256) (256 x 256)

Figure 6: Dual stego images of (256 x 256) pixels after
data embedding

X (i,7) represents the pixels in the cover image and
Y (i, 7) represents the pixels of the stego image. The dif-
ference between the original and stego images were as-
sessed by the Peak Signal to Noise Ratio (PSNR). The
formula of PSNR is as follows:
255

PSNR =10 lOglOM—SE
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Table 1: Data embedding capacity with PSNR

Image Data(bits) | PSNR(SM) | PSNR(SA) | Avg. PSNR
70,000 13.40 12.72
cameraman 80,000 35.75 38.84 36.77
1,60,000 30.77 36.10 :
1.63.592 30.35 36.14
40,000 17.00 31.88
80,000 70.59 38.53
house 1,60,000 35.84 36.01 38.95
1.63.592 35.70 35.07
40,000 I7.07 13.29
80,000 37.18 39.36
F16 1,60,000 31.65 36.48 37.88
1.63.592 31.62 36.41
40,000 36.95 315
80,000 33.47 39.70
lake 1,60,000 30.82 37.03 36.08
1.63.592 30.63 36.03
40,000 3031 1378
80,000 35.31 10.19
Lena 1,60,000 30.77 37.2% 36.93
1.63.592 30.67 37.18
40,000 38.03 13.47
L 80,000 34.18 10.02 .
livingroom —45-555 31.37 37.19 36.69
1.63.592 37.31 3711
40,000 30.67 13.47
eoners 80,000 35.45 39.03 477
bepp 1,60,000 32.02 36.08 :
1.63.592 32.86 36.89
40,000 39.79 13.75
. 80,000 35.29 1023 .
pirate 1,60,000 31.58 37.15 37.05
1.63.592 37.48 37.00
40,000 3457 13.51
) 80,000 32.39 10.47
bridge 1,60,000 30.50 37.51 35.85
1.63.592 30.44 37.42
40,000 70.44 33.75
. 80,000 36.32 10.20 o o
Tiffany 1,60,000 32.00 37.19 37.36
1.63.592 37.02 37.12
40,000 12.20 13.76
80,000 39.10 70.00
Zelda 1,60,000 36.08 36.0% 38.87
1,63.592 35.86 36.90
40,000 1584 12.85
) 80,000 39.77 39.48 e o
Goldhill 1,60,000 34.09 36.80 38.66
1.63.592 34.06 36.76

Higher the values of PSNR between two images indicates
better the quality of the stego image and very similar to
the cover image where as low PSNR demonstrates the op-
posit. Table 1 shows the experimental result upon Cam-
eraman, House, Jet Plane, Lake, Lena, Living Room,
Peppers, Pirate, Walk bridge and Woman images. Ta-
ble 1 shows the average PSN R of SM and SA with cover
image. To asses the embedding capacity, we calculate
payload (B) in terms of bits per pixel (bpp) using the
following expression.

(%) 1) x N x5
(2M x 2N)

B =

For example, if M = 512 and N = 512 then B =
% = 1.25. The bpp B of our dual image based

PVDE scheme is 1.25.

To measure the complexity, we assume that the size
of the cover image is (M x N) and the data embedding
process embed five secret bits within a pixel pair. Two
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copies of cover image is used to distribute the stego pixel
and each pixel pair from cover image produce two copies
of pixel pair. So, the time complexity is O(MN). On
the other hand, during data extraction, we need to scan
the pixel pair from dual image depending on key. So, the
time complexity is O(2M N).

Table 2 lists the average PSNR values with payload of
different existing dual image based data hiding scheme.
The average PSNR of the stego images of the proposed
scheme is lower than the method proposed by Qin et
al.’s [18], Lu et al.’s [14, 15], Chang et al.’s [2, 3] and
Lee et al.’s [11, 12] schemes. But the average PSNR is
higher than the method proposed by Lee et al.’s [10] and
Zeng et al.’s [27] schemes. The embedding payload of our
scheme is 1.25 bpp which is higher than the other exist-
ing dual image based schemes. The embedding payload of
the methods proposed by Qin et al. [18] is approximately
0.09 bpp less than that of our proposed PVDE method.
The payload of Lu et al. [15] and Chang et al. [2, 3] is
approximately 0.25 bpp less than our PVDE method. It
is observed that our PVDE is superior than the other
dual image based schemes in terms of embedding payload
(bpp). From the above discussion, one can conclude that
PVDE is better than other existing scheme in terms of
payload, and the PSNR is also reasonable which implies
the quality of the stego image is good.

Table 2: Comparison of average PSNR and payload (bpp)
with existing schemes

Scheme Avg. PSNR (dB) Capacity (bpp)

Chang et al.(2007) 45.1225 1.00
Chang et al.(2009) 48.14 1.00
Lee et al. (2009) 52.3098 0.74
Too ot al. (2010) 34.38 0.91
Zeng et al. (2012) 32.74 1.04
Lee and Huang (2013) 49.6110 1.07
Qin et. al. (2014) 52.11 1.16
Lu ot al. (2015) 19.20 1.00
Proposed PVDE 38.95 1.25

6 Steganalysis

Steganalysis is the art of discovering whether or not a se-
cret message is exist in a suspected image. Steganalysis
does not however consider the successful extraction of the
message. Now a days, steganographic systems does not
achieve perfect security. So, they all leave hints of em-
bedding in the stegogramme. This gives the steganalyst
a useful way in to identifying whether a secret message ex-
ists or not. Steganalyst perform this work in various ways.
The way is divided into two main categories-Targeted and
Blind steganalysis. Some of the targeted steganalysis are
visual attack, statistical attack and structural attack and
one of the famous blind steganalysis method is RS anal-
ysis.
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6.1 RS Analysis

We analyzes our stego images by RS analysis [4]. Let us
assume that we have a cover image of size (M x N). In
RS analysis method, first the stego image is divide into
disjoint groups G of n adjacent pixels (z1,...,x,). Each
pixel value is in a set P that is p = {0,1,...,255}. Here,
each group consist of 4 consecutive pixels in a row. Define
a discrimination function f that returns a real number
f(z1,...,2,) € R to each pixel group G = (z1,...,2,).
The main goal of use the discrimination function is to
identify the ”Smoothness” or ”Regularity” of each group
of pixels G. The discrimination function f is define as:

n—1

xn) = Z |$i+1 - 1‘1|

i=1

f(l‘l,...,

An invertible function F is define which is operates
on P, called "flipping”. Flipping consists of two-cycles
which permutes the pixels value. So, F?= Identity or
F(F(x)) = « for all x belongs to P. Flipping the LSB of
each pixel value and the corresponding permutation F1
is: 0 ¢ 1,2 < 3,...,254 < 255. Define another func-
tion, named shift LSB flipping and treated as F_;. So
the permutation F_1: —1 <> 0,1 <> 2,...,255 <> 256. In
the other word, F_; flipping can be define as:
F_i(x)=Fi(z+1)—1, forallz.

There are three types of groups Regular groups (R), Sin-
gular groups (S) and Unusable groups (U) which are de-
fine depend on the discrimination function f and the flip-
ping operation F. Depending on the condition groups are
define below.

GeR if f(F(G)) > f(G)

GeS if f(F(G)) < f(G)

GeU if f(F(G)) = [(G)
where F(G) = F(z1),...,F(z,).

The flipping operation will be execute with the help of a
mask value M, which is a n tuples with values -1, 0, and
1. The flipped group Fj(G) is defined as (Far(1)(z1),
Fr(2)(22), ..., Fa(n)(zn)). The RS analysis based on
analyzing how the number of regular and singular groups
changes with the increased message length embedded in
the LSB plane.

Then calculate the value of RS analysis using the fol-
lowing equation.

((1Rar = Bom| + [Svr — S—m|)/(Rmr + Swr))

where R); and R_ )y is the total number of regular group
with mask M and -M respectively. Syp; and S_,; is the
total number of singular group with mask M and -M re-
spectively. When the value of RS analysis is closed to
zero means the scheme is secure. The stego images are
tested under the RS analysis. It is observed from Tables 3
and 4 that the values of Ry; and R_ps, Sy and S_j are
nearly equal for stego image SM and SA. Thus rule Ry,
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Table 3: RS analysis of PVDE method (Stego image SM)

Image Data SM
R]w R_ M S]w S,M RS value
20000 7118 7107 3551 3594 0.0051
Cameraman 50000 6768 6851 3944 3895 0.0123
75000 6304 5947 4943 5279 0.0616
114582 | 6207 6035 4997 5173 0.0311
20000 5617 5607 4067 4068 0.0011
Lena 50000 5563 5476 4291 4337 0.0135
75000 5636 5539 4517 4589 0.0166
114582 | 5641 5387 4509 4709 0.0447
20000 5893 5815 4960 5105 0.0205
Baboon 50000 5897 5875 5076 5131 0.0070
75000 6018 5813 5107 5313 0.0369
114582 | 5844 5986 5256 5123 0.0248

Table 4: RS analysis of PVDE method (Stego image SA)

Image Data SA
Rar R_ S S_m RS value
20000 6945 7078 3877 | 3721 0.0267
Cameraman 50000 6506 6535 4490 | 4472 0.0043
75000 6514 6528 4287 | 4224 0.0071
114582 | 6538 6647 4283 | 4225 0.0154
20000 5575 5565 4139 4133 0.0016
Lena 50000 5590 5514 4239 | 4299 0.0138
75000 5587 5442 4579 4665 0.0227
114582 | 5652 5621 4592 | 4553 0.0123
20000 5876 5881 4995 5092 0.0094
Baboon 50000 5821 5878 5121 5147 0.0076
75000 5895 5827 5196 5283 0.0140
114582 | 5874 5830 5194 | 5206 0.0051

>~ R_j and Sy = S_jy is satisfied for the stego image
in our scheme. So, the proposed method is secure against
RS attack. In our experiment, the ration of R and S lies
between 0.0051 to 0.0616 for SM and 0.0043 to 0.0267 for
SA of Cameraman image.

6.2 Relative Entropy

To measure the security in our proposed method, the rel-
ative entropy (D) between the probability distributions
of the original image (P) and the stego image (Q) is cal-
culated by

D(Q||P) = log

> alx
When relative entropy between two probability distribu-
tion functions is zero then the system is perfectly secure.
D(Q||P) is a nonnegative continuous function and equals
to zero if and only if p and ¢ are coincide. Thus D(Q||P)
can be normally considered as a distance between the
measures p and q. Relative entropy of the probability
distribution of the original image and the stego image
varies depending upon number of bits of secret message.
In our experiment, it is shown that when the number of
characters in the secret message increases, the relative en-
tropy in stego image is also increases. The relative entropy
in our experiment is varies between 0.0027 to 0.0131 for
lena image which implies the proposed scheme provides
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Table 5: Relative entropy between I and SM
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T

Image Data(Bytes) | Entropy I | Entropy SM | Difference -
5000 7.4451 7.4451 0.0027 -
Lena 10000 74451 7.4452 0.0058 -
20000 74451 7.4452 0.0105 e
20249 7.4451 7.4453 0.0131 "
5000 7.0480 7.0480 0.0031 |
Barbara 10000 7.0480 7.0482 0.0064 Mistogan of 1
20000 7.0480 7.0485 0.0112 stog
20249 7.0480 7.0486 0.0134 -
5000 7.2925 7.2925 0.0029 - o
Tiffany 10000 7.2925 7.2925 0.0057 a -
20000 7.2925 7.2926 0.0122 ™ -
20249 7.2925 7.2926 0.0129 - s
5000 7.2767 7.2767 0.0039 - o
Pepper 10000 72767 72768 0.0077 w )
20000 72767 72770 0.0142 =
20249 72767 72771 0.0169 " L
5000 7.2367 7.2367 0.0034 - -
L .
20249 72367 72379 0.0143 .

secure hidden communication. Other relative entropy val-
ues with SM are depicted in Table 5.

6.3 Histogram Attack

Figure 7 depicted the histogram of the cover and stego
image and their difference histogram are obtained. The
stego image are produced from cover image employing
the maximum data hiding capacity. It is observed that
the shape of the histogram is preserved after embedding
the secret data. Histogram of cover image is represented
as h whereas histogram of stego image is represented as
h'. The change of histogram can be measured by

255
Dy =" |hy = huml.
m=1

The difference of the histogram is very small. It is ob-
served that, bins close to zero are more in numbers and
the bins which are away from zero are less in numbers.
This confirm the quality of stego image. There is no step
pattern observed which ensure the proposed method is
robust against histogram analysis.

6.4 Statistical Attack

The proposed scheme is also assessed based on statistical
distortion analysis by some image parameters like Stan-
dard Deviation (SD) and Correlation Coefficient (CC) to
check the impact on image after data embedding. The
SD before and after data embedding and CC of cover
and stego images are summarized in Table 6. Minimizing
parameters difference is one of the primary aims in order
to get rid of statistical attacks. From the Table 6 it is seen
that there is no substantial divergence between the SD of
the cover-image and the stego-image. This study shows
that the magnitude of change in stego-image based on
image parameters is small from a cover image. Since the
image parameters have not changed much, the method

o 1 a1 im = Kl &l

]

Difference histogram (I & SM) Difference histogram (I & SA)

Figure 7: Histogram of Original, SM, SA and difference

Table 6: Standard Deviation (SD) and Correlation Coetf-
ficient (CC)

Image SD CC
I SM SA I&SM | I&SA | SM & SA
Baboon 38.37 | 37.85 | 38.54 0.98 0.99 0.97
Cameraman 61.59 61.12 61.73 0.99 0.99 0.99
Lena 47.83 | 47.43 | 47.97 0.98 0.99 0.98

offers a good concealment of data and reduces the chance
of the secret data being detected. Thus, it indicates a
perfectly secure steganographic system.

6.5 Attacks with Unknown Secret Key

We have used 128 bits shared secret key K to distribute
pixel among dual images. The scheme is secure to pre-
vent possible malicious attacks. The proposed scheme
constructs two stego images which protect original infor-
mation by hiding secret information in both images SM
and SA. The Figure 8 shows the revelation example where
with key and without key stego images are used to revel
the hidden message. If the malicious attacker holds the
original image and dual images and is fully aware of the
proposed scheme, the hidden message still cannot be cor-
rectly revealed without knowing the correct secret key.
The result indicate that the attacker only acquires noise
-like images when applying incorrect secret key to reveal
the hidden message. Furthermore, the attacker may em-
ploy the brute force attack that tries all possible permu-
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Secret key: 1a2b3c4dSe6f7g8h
(16 characters)= 128 bits

Secret Data as Image
(110x 200)

| With wroeng secret key
Say,
m2n3h4bSvegTs8p

Stego Innage SM

Noise like secret image

Figure 8: Noise like secret data with wrong secret key

tation to reveal the hidden message. The secret key are
128 bits length, so, the number of required trials to reveal
the hidden message are 2'2® which are computationally
infeasible for current computers. The proposed scheme
achieve stronger robustness against several attacks when
compared with existing data hiding. Furthermore, the
secret information can be retrieved without encountering
any loss of data and recovered original image successfully
from dual image.

7 Conclusion

In this paper, on the basis of pixel value difference and
difference expansion a dual image based reversible data
hiding scheme (PVDE) is introduced. Here, the reference
table is modified allowing fix size four bits data embedding
capacity. During difference expansion we keep the differ-
ence value of a subrange from the reference table which
helps to recover the original image from stego images. In
our proposed PVDE method, PVD achieved reversibility
which demands the originality of our method. Also PVDE
achieves security using the shared secret key by which
stego pixels are distributed among two stego images. A
shared secret key K has been used which guarantees secu-
rity. The RS analysis provide low value which fulfilled the
art of steganography. The visual attacks are analyzed by
histogram analysis and statistical attacks are performed
by SD and C'C which provide robustness against several
attacks. Also, the scheme maintains low relative entropy.
In addition, it gains good PSNRs and higher payload than
other existing methods of dual image based data hiding.
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