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Abstract

This article proposes an image watermarking scheme to
improve the robustness and security of watermark against
several attacks. To achieve this, image normalization is
utilized where affine transformation is applied on the im-
age and which makes it as invariant to geometric trans-
formations. The Lifting Wavelet Transform (LWT) and
block based Discrete Cosine Transform (DCT) is applied
to the cover image after normalizing an image. Then, the
DC coefficients from all blocks are gathered and singular
value matrix is constructed using Singular Value Decom-
position (SVD). The watermark image is embedded in this
singular value matrix after scrambling the image, which
increases the security of the proposed scheme. The ro-
bustness and invisibleness of the proposed scheme is mea-
sured using Peak Signal to Noise Ratio (PSNR), Signal to
noise Ratio (SNR) and Structural Similarity (SSIM). The
comparison was made with existing schemes and it reveals
that the proposed scheme provides high robustness than
the existing one.

Keywords: Copyright protection, distortions, image wa-
termarking, scrambling

1 Introduction

The marvelous growth in computer networks and the
world wide web coupled with the exponential increase
of computer performance, has facilitated the distribu-
tion of multimedia data [20]. The extraordinary tech-
nical revolution from analog to numerical technology was
not achieved without generating anxiety in terms of the
protection of the author’s rights, since the digital media
content, including audio, video and image can be quite
easily duplicated, modified and illegally attacked by any-
one, and without deterioration of the original image [10].
Thus, it came to be progressively imperative for creators
of the computerized media archives to ensure themselves

and secure interactive media reports as they were influ-
enced by noteworthy income misfortunes.

Digital watermarks provide a solution to this issue and
the exchange of multimedia documents has been since
more secure. The digital watermarking was introduced
at the beginning of the 1990s, as a second level of tech-
nical security protection after encryption. It consists of
inscribing invisible secret data into the multimedia doc-
ument to protect [12]. The key point of digital water-
marking is to find the balance between the aspects such
as robustness to various attacks and invisibleness. The
invisibleness of watermarking is based on the intensity
of embedding watermark and the better invisibleness is
achieved for less intensity watermark. In general, there
is a little compromise between the robustness and invis-
ibleness. Increased robustness require a stronger embed-
ding, which in turn increases the visual degradation of
the images [19]. Under the human perception, the digi-
tal image watermarking scheme can be classified into two
categories: visible and invisible. Visible watermarking in
which, the information is obvious in the picture/video.
For invisible watermarking, information is added as digi-
tal data audio, picture/video, but it cannot be perceived
as such. Further, the invisible watermarks are categorized
into watermarking techniques as fragile, semi fragile and
robust. Fragile/semi-fragile watermark is applied to con-
tent authentication and integrity verification because of
its sensitiveness to attacks. A robust method is generally
used for copyright protection and ownership identification
because they are designed to withstand attacks. But the
geometric attacks are more complicated to deal with the
other kinds of attacks. In this article, a watermarking
method is proposed to alleviate the problem of distortion
for geometric attacks. The rest of this paper is structured
as follows: section 2 gives related works for solution to ge-
ometric distortion, section 3 gives the background details
of the algorithms used, section 4 illustrates the proposed
methodology, section 5 discusses the results and section 6
concludes the paper.
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2 Related Works

The work in [4], the original image is transformed into
Discrete Wavelet Transform (DWT) domain and a ref-
erence sub-image is formed using directive contrast and
wavelet coefficient. Then the watermark is embedded by
modifying the singular values of reference image using the
singular values of the watermark. Many of the transform
domain watermarking schemes are proposed by the au-
thors in [3, 16, 23]. In [1] pseudorandom sequence of real
number is used as watermark and genetic programming
(GP) is used to structure the watermark for enhanced
imperceptibility by reflecting the Human Visual System
(HVS) aspects. The watermark is detected using correla-
tion. The authors in [6], presented a robust and blind
DWT based digital image watermarking scheme. The
host image is transformed to wavelet domain and SVD
is applied to each sub band. The watermark image is
converted to form a new semi binary array and which is
inserted into the selected values of SVs of decomposed
host image’s sub band.

The scheme in [12], the host image is normalized and
Harris feature points are extracted to generate some non-
overlapped circular regions. The watermark is embedded
and extracted into classified regions using the DCT do-
main. In [9], Zernike transform is applied to the normal-
ized host image to calculate Zernike moments. Dither
modulation is adopted to quantize the magnitudes of
Zernike moments according to the watermark bit stream.
The quality degradation of watermarked image brought
about by the embedded watermark is visually transpar-
ent.

The work in [8], the first SVs of adjacent blocks of the
normalized host image are concatenated to form a singu-
lar value (SV) block. DCT is then carried out in these
SV blocks. A watermark bit is embedded in the high fre-
quency band of an SVD-DCT block by infringing a spe-
cific relationship between two pseudo randomly selected
DCT coefficients. The authors in [13], offered a scheme
based on logo embedding in DCT domain using image
normalization techniques. A visual mask is developed to
get maximum watermark embedding with least percep-
tual degradation. The watermarking structure is based
on DCT transform. In [14], visually significant feature
points are extracted by end-stopped wavelet. The water-
mark is embedded in the non-overlapping circular images
which are determined by the feature points. These fea-
ture points can be used as synchronization marks between
watermark embedding and detection. The work in [11],
both the normalized host image and watermark image
is divided into 8×8 sized block and DCT is applied on
each block of host image. Then each watermark block
is embedded in the transformed block respectively. The
proposed scheme in [18], Blind Normalization Algorithm
(BNA) is used to achieve affine invariant wavelet trans-
form. In this, the first step is rotate and scale (RnS) that
rotates the signal by a fixed angle θ followed by scale nor-
malization. The second step is the computation of the

orientation indicator index (OII). The normalized cover
image is wavelet decomposed then the watermark is em-
bedded in DC coefficients of a DCT transformed image.
The watermarking schemes in [11, 18, 24, 25] were im-
plemented in DCT and wavelet domains alone and the
robustness achieved by these schemes were not that im-
pressive. To improve the robustness further, the proposed
scheme combines the LWT and DCT algorithms with Sin-
gular Value Decomposition.

3 Background Details

3.1 Discrete Cosine Transform(DCT)

DCT is used to convert the Time domain/spatial domain
signal into the frequency domain signal. It is widely used
algorithm, due to its compaction and de-correlation prop-
erties. The DCT of a given matrix gives the frequency co-
efficients in the form of another matrix and it is scattered
into two: DC and AC coefficients. The left top corner
element (zero frequency) is called as DC coefficient which
is perceptually significant and which aids to enhance the
robustness of the watermark [26].

3.2 Lifting Wavelet Transform (LWT)

LWT with standard 4-tap ortho normal filter with two
vanishing moments is used for digital image watermark-
ing. This algorithm consists of following three steps and
is given by [21].

1) Split: It splits an input signal x(n) into even and odd
samples:

xe(n) = x(2n), xo(n) = x(2n+ 1) (1)

2) Prediction: It denotes high frequency components of
x(n). It takes a difference, between the prediction
value of even sample and the original value of odd
sample and is denoted as detail signal d(n).

d(n) = xo(n)− P [xe(n)] (2)

where P is prediction operator.

3) Update: Update: It updates the even samples using
d(n) and it denotes low frequency components of x(n)
and is denoted as c(n).

c(n) = xe(n) + U [d(n)] (3)

where U is update operator.
In comparison with general wavelets, reconstruction of

image by lifting wavelet is flawless because, it increases
smoothness and reduces aliasing effects. It reduces loss of
information, increases intactness of the embedded water-
mark in the image and helps to increase the robustness of
the watermark [23].
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3.3 Singular Value Decomposition (SVD)

SVD is an optimal matrix decomposition technique and it
packs the maximum signal energy into as few coefficients
as possible. It has the ability to adapt to the variations in
local statistics of an image [5]. The main features of SVD
under the perspective of image processing are as follows:

• The quality of the reconstructed image will not de-
grade a considerable measure, even if ignoring the
small SV’s in the reconstruction of images.

• The SVs have very good stability, i.e. When a small
annoyance is added to an image, the SVs do not vary
rapidly.

An image of a real matrix with the size of m×n can
be decomposed as: A = U ∗ S ∗ V ′. Where U is a m×m
unitary matrix, S is a m×n matrix with nonnegative num-
bers on the diagonal and zeros on the off diagonal, and
V ′ denotes the conjugate transpose of V is a n×n unitary
matrix. The unitary matrix U and V represent the ge-
ometry of an image. The nonnegative components of S
represents the luminance value of the image.

3.4 Image Normalization

Image normalization is used to perform watermark em-
bedding and extraction in its original coordinate system
by affine transforming the image. The transform parame-
ters are estimated from the geometric moment of the im-
age. Therefore, the image which is invariant to any affine
distortions of the image [2, 15]. It will ensure the integrity
of watermark, even if, the watermarked image undergoes
affine geometric attacks and which increases robustness of
watermark [7]. The normalization procedure is composed
of the following steps [13].

Step 1: To obtain the translation invariance, shifting
the cover image to its central point, image center

for f(x, y) is determined by the equation

(
xa
ya

)
=

A

(
x
y

)
− d, where, A =

(
1 0
0 1

)
and d = d1

d2
with:

d1 = m10

m00
, d2 = m01

m00
. Where m00,m01,m10 are geo-

metric moments of an image and let f1(x, y)denotes
the resulting center image.

Step 2: Apply shearing transform on f1(x, y) in the X-

direction with matrix denoted Ax =

(
1 β
0 1

)
by

f2(x, y) = Ax[f1(x, y)]. The value of β can be calcu-
lated using following equation µ30 = µ30 + 3βµ21 +
3βµ12 + β3.

Step 3: Apply transform to f2(x, y) in the Y-direction

with the matrix is denoted Ay =

(
1 0
γ 1

)
by

f3(x, y) = Ay[f2(x, y)]. The value of γ can be cal-
culated using following equation µ11 = γµ20 + µ11.

Step4: Apply Scale f3(x, y) in both X and Y directions

such that As =

(
α 0
0 δ

)
andthe resulting image is

denoted by f4(x, y) = As[f3(x, y)]. The value of
parameters α and δ are determined by its moments
µ50 > 0, µ05 > 0 respectively.

Where, µ is central moment & m is the geometric moment
of an image with p+ q order and p, q = 0, 1, 2, ...

3.5 Arnold Scrambling

Scrambling is a pretreatment stage of watermarking and
which makes the meaning full image as meaningless one.
It is an essential issue to have the spatial correspondence
decreased between the host image and the embedded wa-
termark [22]. The 2-dimensional Arnold scrambling trans-
formation is defined as:(

x′

y′

)
=

(
1 1
1 2

)(
x
y

)
modN (4)

x, y ∈ 0, 1, 2, ...N − 1

Wherein, x and y is the pixel coordinates of the original
space: x’ and y’ is the pixel coordinates, after iterative
computation scrambling; N is the size of the image, also
referred to as a step number. By the above formula the
corresponding inverse transform formula can be obtained:(

x
y

)
=

(
2 −1
−1 1

)(
x′

y′

)
modN (5)

x′, y′ ∈ 0, 1, 2, ...N − 1

It is easy to restore the original initial state according
to the corresponding iterations [17]. Arnold transforma-
tion is cyclical, when iterate to a step, it will regain orig-
inal image. It is not able to restore the image without
knowing about the cycle and iterations. Thus it makes
security of the embedded watermark strongest.

4 Proposed Method

The watermarking scheme consists of watermark embed-
ding and extraction processes. These two processes of
proposed scheme are illustrated in the following subsec-
tions.

4.1 Watermark Embedding

The basic idea of invisible image watermark is to embed
the watermark on the cover image without damaging its
visual content. The proposed watermark embedding pro-
cess is shown in Figure 1 and the steps involved in it are
as follows:

Step 1: The normalization procedure is applied to the
cover image.
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Step 2: Normalized cover image is converted into four
sub bands (LA, LH, LV& LD) of wavelet coefficients
by applying single level LWT with Haar wavelet
scheme.

Step 3: The wavelet coefficients of sub band is selected
and divided as 8×8 non-overlapping sub blocks.

Step 4: Then the forward DCT is applied to each non
overlapping block. Then, DC coefficient from each
DCT transformed block is retrieved to form a matrix
of DC’s and Singular values are extracted using SVD.

Step 5: The watermark image is embedded on the ma-
trix of singular values using controlling parameter
called gain factor (g), after applying the Arnold
scrambling.

Step 6: The modified SVs are replaced with original DC
coefficients of each DCT transformed block and then
inverse DCT is applied to each sub blocks.

Step 7: The all 8×8 non-overlapping sub blocks are or-
ganized as a single block matrix and the image is
reconstructed using Inverse LWT with one modified
and other three unmodified sub bands.

Step 8: The inverse normalization procedure is applied
to get the watermarked image.

4.2 Watermark Extraction

The steps involved in the watermark extraction process
are as follows:

Step 1: First, the normalization procedure is applied to
the watermarked image then it is decomposed using
single level LWT to get the sub bands of coefficients.

Step 2: The sub band, which has chosen for embed-
ding process is selected and divided as 8×8 non-
overlapping sub blocks to transform it to DCT co-
efficients.

Step 3: The DC coefficients from each DCT transformed
block is retrieved and SVD is applied to extract the
scrambled watermark coefficients.

Step 4: Then the inverse scrambling procedure is applied
to obtain a meaning full recovered watermark image.

5 Results and Discussions

The experiment was done by Mathworks MATLAB ver-
sion 12b. The single level LWT with Haar wavelet is ap-
plied to an input image. The watermark is embedded into
the wavelet of each sub band. The input of cover and
watermark images are taken as a grayscale image whose
resolution is 256×256 and 32×32 respectively. Figure 2
shows the sample cover image flower and the watermark

Figure 1: The Proposed scheme

Figure 2: Sample Cover and Watermark images

K logo. Figure 3 shows watermarked flower image and
the recovered K logo watermark.

In order to test the fidelity and robustness of proposed
method, the metrics such as Peak Signal-to-Noise Ra-
tio (PSNR), Structural Similarity (SSIM) and Signal-to-
Noise Ratio (SNR) are calculated by Equations (6)-(9).
Here, O & W represents the Original and Watermarked
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Figure 3: Watermarked image and Extracted watermark

and or recovered images.

PSNR = 10log10
(
2552/MSE

)
(6)

MSE =

∑
[O(m,n)−W (m,n)]

M ×N
(7)

SSIM(x, y) =
(2µxµy + c1)(2σxy + c2)

(µ2
x + µ2

y + c1)(σ2
x + σ2

y + c2)
(8)

where,

• µx, µy is the average of x,y respectively;

• σ2
x, σ

2
y is the variance of x and y;

• σx,y is covariance of x and y;

• c1 = (k1L)2, c2 = (k2L)2 are two variables to
stabilize the division with weak denominator;

• L is the dynamic range of the pixel values
k1 = 0.001 and k2 = 0.03 by default.

SNR =

∑M−1
i=o

∑N−1
j=0 [O(i, j)2]∑M−1

i=o

∑N−1
j=0 [(O(i, j)2 −W (i, j))2]

(9)

To experimentally ascertain the robustness and fidelity,
the proposed approach is assessed with the watermarked
image against the following attacks: Rotation, Scaling,
Translation, X-Shearing, Y-shearing, noise, Contrast In-
crement (Cont Inc) and Histogram Equalization (Hist Eq)
and the results are exposed in the Figure 4 & Figure 5.
It depicts that the proposed system is resilient to all the
attacks.

The fidelity and robustness of proposed scheme subject
to different sub bands for the flower image is embedded
with k logo watermark, is measured by PSNR calculation
and is given in Table 1. It shows that the PSNR value
of robustness is greater in LD sub band when compared
with the other sub bands. Further, Table 2 displays the
robustness of the proposed system using PSNR, SSIM and
SNR measures for LD sub band subjecting to the geomet-
ric and other kinds of attacks for the gain factor of 0.5.
It shows that the robustness (PSNR value) acheived is
excellent for the geometric attacks scaling (46.6051), ro-
tation (46.6092), and translation (46.6204), X- shearing
(59.9161) and Y-shearing (60.1973).

Figure 4: Flower image embedded with K logo watermark
subjected to various attacks a) rotation, b) translation, c)
scaling, d) X-Shearing, e) Y-shearing, f) noise, g) Cont.
Inc and h) Hist Eq

Figure 5: K logo watermark extracted from flower image
after subjecting it to various attacks a) rotation, b) trans-
lation, c) Scaling, d) X-Shearing, e) Y-shearing, f) noise,
g) Cont Inc and h) Hist Eq.

Figure 6: Cover image man and watermark CS logo image

5.1 Comparison of Proposed Scheme
with BNA Scheme

In order to justify the results, the proposed scheme is
compared with the existing system Blind Normalization
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Table 1: Fidelity and robustness (PSNR value) of the
flower image watermarked with K logo watermark in dif-
ferent sub bands

Gain Factor LA LH LV LD
Fidility

0.1 38.9936 39.5433 39.6337 39.8160
0.5 31.2529 34.6081 35.1472 37.2655
1 26.2422 30.1644 31.1007 33.6606

Robustness
0.1 20.9747 37.9505 35.1736 49.7414
0.5 17.9527 39.8228 46.3689 65.6337
1 24.9196 37.3635 46.3348 71.2505

Table 2: Robustness of extracting K logo watermark for
gain factor=0. 5

Attacks PSNR SNR SSIM
Rotation 46.6092 59.3065 0.9996
Translation 46.6204 62.4176 0.9998
Scaling 46.6051 58.0547 0.9996
X-Shearing 59.9161 58.3359 0.9996
Y-Shearing 60.1973 59.3065 0.9996
Noise 34.7532 32.8918 0.9996
Cont. Hist. 66.2200 64.3586 0.9996
Hist Eq. 62.1603 60.2989 0.9996

Figure 7: Cover image man embedded with CS logo wa-
termark with various attacks a) Noise, b) Rotation, c)
Cont Inc, d) Hist Eq, e)Scaling

Algorithm (BNA) based DWT- DCT watermarking[21].
The sample images in the BNA method namely man and
CS logo is used as the benchmark image to do the com-
parative study about the performance of the proposed
method and is shown in Figure 6. The Figure 7 displays
the watermarked man image after the geometric attacks
(Rotation & scaling) and other attacks (Noise, Cont Inc
& Hist Eq).

Figure 8 displays the extracted watermark CS logo sub-
jecting to the attacks. For comparison purpose, the pro-
posed system is tested with the same gain factors namely

Figure 8: CS logo watermark extracted from Man image
after subjecting it to various attacks a) Noise, b) Trans-
lation, c) cont Inc, d) Histogram Equalization, e) Scaling

0.1, 0.5 and 1. Table 3 & Table 4 showing the compar-
ison of fidelity and robustness of proposed method with
BNA method for different sub bands with gain factors. It
demonstrates that the robustness as well as the fidelity of
the proposed method is far better compared to the BNA
method. The improved PSNR and SNR values of the pro-
posed method show that the proposed method is highly
robust. It also shows that the LD sub band gives better
PSNR and SNR values out of four sub bands. The re-
sults also depict that the watermark can be embedded in
the LD sub band without any deterioration in the image
quality (fidelity) and as well as it is robust to any kind
geometric attacks. Further, the Table 3 also reveals that
the fidelity is better for smaller gain factor.

The Figures 9-12 graphically shows that the compar-
ison of robustness of the proposed system with BNA
method for the different wavelet sub bands. Table 5 also
gives a better robustness for LD sub band for the attacks
with 0.5 gain factor and which is graphically shown in the
Figure 13. It also shows that proposed method is highly
improved compared to BNA method.

Figure 9: Gain factor vs PSNR (Robustness) for LA sub
band of cover image man embedded with CS logo water-
mark

5.2 Robustness Against Multiple Attacks

The robustness of the proposed system is also tested to
ascertain how it handles multiple geometric attacks at a
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Table 3: Comparison of Fidelity for watermarked man image for different wavelet sub bands

Sub Band Gain Factor Fidility
BNA Method Proposed Method
PSNR SNR PSNR SNR

LA 0.1 13.7642 1.3316 34.1176 21.7089
0.5 13.7528 1.3316 29.9730 17.5492
1 13.6901 1.2948 26.0615 13.0445

LH 0.1 33.9066 -0.0668 34.2859 21.8650
0.5 32.1404 -0.0852 18.5312 18.5312
1 29.6951 -0.1007 29.7522 15.9511

LV 0.1 33.8943 -0.0672 32.7276 20.3010
0.5 32.0385 -0.0847 31.8376 19.4194
1 29.6203 -0.0995 29.9251 17.5330

LD 0.1 33.9892 -0.0668 34.7744 19.3031
0.5 32.4560 -0.0864 32.7048 17.2510
1 30.2078 -0.1022 29.2401 15.0430

Table 4: Comparison of Robustness of the proposed method with BNA method for different wavelet sub bands

Sub Band Gain Factor Fidility
BNA Method Proposed Method

PSNR SNR PSNR SNR
LA 0.1 -7.1022 -43.9509 22.5152 4.4709

0.5 6.0576 -26.9779 18.4435 9.2920
1 10.1599 -24.0186 19.0440 7.7655

LH 0.1 13.5618 -4.9816 31.5569 19.9601
0.5 13.5498 4.1096 43.5801 34.3042
1 13.4536 7.3074 42.0741 32.8275

LV 0.1 13.6057 -3.9755 37.6449 27.3884
0.5 13.5384 3.8456 51.1598 41.9306
1 13.4780 7.3965 58.7038 49.4626

LD 0.1 13.4157 1.1388 46.2885 37.0577
0.5 13.4139 12.1995 57.9158 48.6794
1 13.3901 14.4298 66.2543 57.0100

Table 5: Comparison of robustness (LD sub band) of proposed method with BNA method for different attacks
(g=0.5)

Methods BNA Method Proposed Method
Attacks PSNR SNR PSNR SNR

Noise 13.3336 4.9786 35.4550 26.2351
Rotation 13.4263 10.9554 39.3071 49.7238
Cont. Inc. 13.4329 10.1274 55.5388 46.3165
Hist. Eq. 13.4643 8.3710 55.1915 45.9938
Scaling 13.4925 7.5581 39.2162 44.8618
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Figure 10: Gain factor vs PSNR (Robustness) for LH
sub band of cover image man embedded with CS logo
watermark

Figure 11: Gain factor vs PSNR (Robustness) for LV sub
band of cover image man embedded with CS logo water-
mark

Figure 12: Gain factor vs PSNR (Robustness) for LD
sub band of cover image man embedded with CS logo
watermark

Figure 13: Robustness under the attacks for LD sub band
for cover image man embedded with CS logo watermark

time. Hence, the various combinations of geometric at-
tacks were applied to watermarked images and the wa-
termark was recovered after the attacks. The images are
taken from the standard image processing database which
was embedded with the watermark shown in Figure 2.
The watermark was recovered after the attacks and re-
sults are shown in Figure 14. The experiment is repeated
with 20 images from the database and the mean quality
measures such as PSNR and SNR tabulated in Table 6.
Table 6 reveals that the proposed method is resilient to
combination of various attacks also.

Table 6: Robustness for combination of geometric attacks
for gain factor 0.5

Combination of Attacks Quality Metrics
PSNR SNR

Rotation +Translation 50.2126 38.5376
Translation + Scaling 41.6941 29.1566
Rotation+Scaling 46.3957 34.6203
Rotation+Translation+Scaling 46.1827 34.1939
X&Y directional Shearing 49.3310 37.8248
Rotation+Translation
+X & Y Directional Shearing

50.4827 39.0628

Translation+Scaling
+X & Y Directional Shearing

40.8880 28.1711

Rotation+Scaling
+X & Y Directional Shearing

45.3821 33.6296

Rotation+Translation+Scaling
+X & Y Directional Shearing

41.3514 28.6097

6 Conclusion

In this paper, a secure and robust watermarking scheme
is developed for geometric distortion and other several at-
tacks using image normalization. The robustness of wa-
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Figure 14: Results of Combination of Gometric Attacks

termark is improved by combining the algorithms namely
LWT & DCT with Singular Value Decomposition. The
security of proposed scheme is also achieved by scram-
bling the watermark image. Then, the proposed method
was tested in different wavelet sub bands and various gain
factors. The results from the test illustrates that the wa-
termark embedded in the LD sub band is highly robust to
geometric and various kinds of attacks. The performance
of the proposed system is also compared with the results
of the BNA method for various gain factors and it also
reveals that the proposed system is superior and LD sub
band is highly to the attacks.
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