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Abstract

We find that Chuang and Chen’s biometrics-based multi-
server authentication scheme is unable to resist against
stolen smart card and forgery attacks; in addition, their
scheme has weak biometrics detection and privacy preser-
vation problems. Thus, in this paper, we propose an
advanced biometrics-based authentication scheme for a
multi-server environment with higher security and effi-
ciency. Our scheme not only resists potential attacks but
satisfies various additional requirements as well. Com-
pared with related biometrics-based schemes, our scheme
not only ensures security but also has lower computation
cost. In particular, our scheme overcomes the false nega-
tive problem in biometrics detection.

Keywords: Authentication, biometrics, false negative, key
agreement, multi-server

1 Introduction

Due to the development of the Internet and the conve-
nience it provides, network identity authentication has
become an important security issue that can authenti-
cate the validity of any two communication parties on
the Internet. Lamport’s design [11] in 1981 was the first
remote user authentication scheme in an insecure en-
vironment; however, in this scheme, the remote server
has to store a verification table in order to authenti-
cate the validity of users, which may risk the leakage
of users’ confidential information. After that, some re-
searchers [1, 10, 16] proposed smart-card-based authenti-
cation schemes to achieve mutual authentication between
a user and server. By applying the smart card mechanism,
the server no longer needs to store the verification table
in its database; on the contrary, most of verification pa-

rameters, such as users’ personal information and secret
parameters, are stored in the smart card. Users can use
their own smart card to generate and send request mes-
sages to the server, which allows the server to recognize
the validity of user. Traditionally, smart-card-based re-
mote authentication has depended upon the verification of
a user’s identity and password; however, a user’s identity
can be easily ascertained by anyone. Furthermore, a user
often tends to choose a short, simple, easy-to-remember,
and auto-correlated string as his/her password (e.g., tele-
phone number, birthday, or commemoration day); thus,
the user’s password may be guessed by someone such as a
close friend or colleague. In order to reduce the risk of the
user identity or password being compromised, several re-
searchers have begun to employ biometric information as
part of the verification of user validity, because biometric
information (e.g. iris, fingerprint) is unique to each user
and hard for others to guess or obtain. Since 2002, more
and more studies have combined individuals’ biometric
information to achieve user authentication using smart
cards [4, 12, 13]. However, all of the schemes in [4, 12, 13]
are designed for the single-server architecture.

Taking into account the diversification of services, users
may want to access different services from different ser-
vice providers, which may cause users to register an ac-
count for each service provider in the single-server envi-
ronment. Thus, He et al. [7] proposed a smart-card-based
authentication scheme for the multi-server environment
which allow users to register the system only one time
for access to all service providers in the system. Besides,
in order to reduce the risk of the user identity or pass-
word being compromised, some biometrics-based authen-
tication schemes for the multi-server environment are pro-
posed [3, 6, 17, 18]; however, Yang and Yang’s [17] biomet-
ric password-based multi-server authentication scheme
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has heavy computation cost because it applies so many
modular exponentiation operations. In addition, in re-
gard to Yoon and Yoo’s scheme [18], He [6] found that
it is vulnerable to privileged-insider attack, masquerade
attack, and stolen smart card attack. Recently, Chuang
and Chen [3] pointed out a common weakness of most
biometrics-based schemes is inefficiency in addition to
some security problems; thus, they proposed an improved
scheme with higher efficiency and security under the as-
sumption that all registered servers are trusted. However,
both Choi [2] and Mishra [14] found that Chuang and
Chen’s scheme cannot resist various attacks and fails to
preserve the forward secrecy.

In our work, we find that Chuang and Chen’s
scheme [3] also suffers from the stolen smart card at-
tack and forgery attack as well as a privacy preserva-
tion problem. Besides, their scheme has improper bio-
metric error detection based on hash function, which may
cause a serious false negative problem such that a valid
user cannot successfully log in and access servers. There-
fore, in this paper, we propose a more secure and ef-
ficient version that not only resists well-known attacks
but satisfies the essentials for a well-designed multi-server
authentication scheme. In particular, compared with
Chuang and Chen’s scheme [3] and other biometrics-based
schemes [4, 12, 13, 17, 18], our scheme overcomes the false
negative problem in biometrics detection by adopting the
functions defined in Dodis et al.’s literature [5], which
feature fault tolerance in biometrics information.

The remainder of this paper is organized as follows.
In Section 2, we briefly review Chuang and Chen’s
biometrics-based multi-server authentication scheme us-
ing smart cards and discuss its weaknesses. Section 3
introduces some requirements that our proposed scheme
needs to achieve and reviews Dodis et al.’s secure sketch
definitions used in our proposed scheme. Subsequently,
our advanced biometrics-based multi-server authentica-
tion scheme is provided in Section 4, and security anal-
yses of our proposed scheme are discussed in Section 5,
followed by comparisons of relevant schemes in Section 6.
Finally, our conclusions are shown in Section 7.

2 Review and Cryptanalyses of
Chuang and Chen’s Scheme

In 2014, Chuang and Chen [3] pointed out that the com-
mon weakness of most biometrics-based schemes is inef-
ficiency in addition to some security problems. Hence,
they proposed a hash-based scheme with higher efficiency
as shown in Figure 1. Furthermore, the security of their
scheme is based on the assumption that all registered
servers are trusted. Though Chuang and Chen claimed
that their scheme can enhance several security proper-
ties, we find that their scheme still has some security
flaws. Thus, in this section, we analyze and describe
its vulnerabilities as follows. Note that Chuang and
Chen claimed that, in their scheme, an authorized server

could be trusted under the assumption of trust comput-
ing; hence, herein, we also do not consider the possibility
of a server being dishonest.
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Figure 1: Review of Chuang and Chen’s scheme

2.1 Stolen Smart Card Attack

In [3], Chuang and Chen claimed that if someone knows
a valid user’s parameters stored in the user’s smart card,
he/she cannot forge a valid message to pass authentica-
tion; however, if an attacker, U4, steals the card from a
U; in some way and retrieves the information stored in it,
he/she can easily forge a valid message and impersonate
the user to log in to the system by the following proce-
dures.

Step 1. Uy extracts the parameters {id;, H;, V;, R;,
h(-)} from the smart card.

Step 2. Ua chooses a random nonce n4 and computes
mia = h(H;)®na, Tid; = h(na)®id;, and authi g4 =
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h(nal|Tid;||R;), then U4 sends the fake login request
message {m1 4, Tid;, authia, R;} to SP;.

Step 3. After receiving the message from Ua, SP; re-
trieves D; = R; @ k and nga = mia @ h(h(D;))
by using its secret k shared with RC.  Then
SP; authenticates the validity of U4 by checking
h(nal|Tid;||R;)? = authia. It is obvious that the
condition holds; thus SP; is convinced that Uy is a
valid user and accepts the login request.

Step 4. SP; randomly chooses a nonce n; and computes
me = n; ® h?(na) and authy = h(sid;||n;). Then,
SP; sends a reply message {sid;j, ma, autha} to Ua.

Step 5. Upon receiving the reply message from SP;, Ua
can easily retrieve n; = mg @ h%*(n4) and verify
whether h(sid;||n;) is equal to the received auths.
Obviously, the condition is satisfied; thus, U4 com-
putes authsa = h(nal|n;) ® h(n;) and sends authsa
back to SP;.

Step 6. Obviously, the reply message authsz4 can pass
the verification by SP; after it has received this
message. Until now, the attacker U4 has success-
fully logged in to SP; and negotiated a session key
sk = h(nalln;) with SP; for future communication.

As aforementioned in regard to attack procedures,
in [3], anyone who obtains a lost smart card can easily
forge a valid message to pass the authentication, share a
common session key, and access the services in the sys-
tem. Moreover, as discussed in [14], an attacker can use
a stolen smart card and intercepted messages to mount a
server spoofing attack.

2.2 Forgery Attack

If an attacker, Uy,, is a valid but malicious user,
he/she can use his/her smart card and the parameters
{ida,Ha,Va,Ra,h(:)} stored in it to mount a forgery
attack without using his/her real identity id 4 via the fol-
lowing procedures.

Step 1. Uy generates a fake identity id; with the same
length as the output of the hash function h(-). Then,
U 4 chooses a random nonce n 4 and computes mi4 =
hHa) ® na, Tidy = h(na) & tdy, and authia =
h(na||Tidal|Ra). Finally, Ua sends a fake login mes-
sage {mia,Tidy,authia, Ra} to SP;.

Step 2. Upon receiving the message from Uy, SP; re-
trieves Dg = Rpo @k and ng = mya @ h(h(DA))
by using its secret k. Then SP; computes and veri-
fies whether the equation h(na||Tids||Ra) = authya
holds or not.

Obviously, the verification would be successful. Be-
cause SP; does not verify the validity of Tidy, it cannot
detect a forgery attack that uses a forged identity. After-
wards, by performing Steps 3 to 6 in Subsection 2.1, Uyx
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and SP; can complete mutual authentication and share a
common session key for future communication. Further-
more, as mentioned in [14], an attacker also can use a lost
smart card to forge a fake message to log in to the server.

2.3 Hash Function Problem in Terms of
Biometrics

In Chuang and Chen’s scheme, a user’s smart card stores
the parameter V; = h(pw; @ b;) ® H;, which includes the
user’s biometric information b; scanned at the time when
the user registered with RC'. In the login phase of their
scheme, the smart card verifies the validity of the card
holder by checking h(pw; © b¥) ® V; © H;, where b} is
the biometric information scanned at this time. As ad-
vocated by Chuang and Chen [3], Figure 1, a valid card
holder would pass the verification; however, in fact, a hash
function is sensitive and free from collision, and the bio-
metric information scanned by the same user each time
may be slightly different. That is, the mapping from input
to output of a hash operation is one-to-one, so a subtle
change of input must impact the output of the hash op-
eration. As a result, it would be unsuitable to use the
hash function to detect the biometric information, as it
may prevent a valid user from passing the authentication
in Chuang and Chen’s scheme.

2.4 Non-provision of User Privacy

In [3], Chuang and Chen indicated that the information
stored in a smart card is extractable. Based on this as-
sumption, anyone can obtain a user’s real identity directly
from the user’s smart card because the identity is stored
inside it.

On the other hand, if an attacker, U,, wants to trace
the locations or information related to a specific user,
he/she may collect all transmitted messages from different
sessions. In login and authentication phases of Chuang
and Chen’s scheme, as shown in Figure 1, we find that
a user always transmits the same parameter R; in each
session. Hence, an attacker can monitor the transmitted
R; of each session to trace a specific user even if he/she
does not know the user’s actual identity from the mes-
sage {m1,Tid;, auth;, R;} publicly transmitted in Login
Phase.

As a result, in Chuang and Chen’s method, users are
not guaranteed their privacy.

3 Preliminaries

Here, we introduce the essentials that must be achieved
by a well-designed multi-server authentication scheme us-
ing smart cards, and the definition used in our proposed
scheme using biometrics.
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3.1 Requirements

In order to design a secure and efficient smart-card-based
multi-server authentication scheme, the following six con-
siderations must be satisfied.

1) No verification table: A registration center should
not store any verification table in its database for
the security consideration.

2) Single registration: This is the major property that
distinguishes a multi-server system from a single-
server system. For convenience, users only need to
register with the registration center one time; then
they can access the services from any service provider
in a multi-server system.

3) Freely choose password: Users can freely choose and
change their passwords without requiring the involve-
ment of a registration center, in order to decrease the
system load.

4) Mutual authentication and session key agreement:
Users and service providers need to authenticate each
other in order to prevent security problems and ne-
gotiate a common session key and thereby keep their
communications secret.

5) Security: The designed authentication scheme should
not only withstand various attacks but also avoid the
synchronization problem. In addition, it also should
preserve user privacy.

6) Efficiency: Since a smart card cannot support heavy
computation in general, the computation load of the
smart card must be made as low as possible.

3.2 Secure Sketch

As discussed in Subsection 2.3, a hash function is sensi-
tive and free from collision, and the biometric information
scanned by the same user may be slightly different each
time, so a hash function is not capable of detecting the
validity of biometric information. In order to overcome
the problem in [3], in our proposed scheme, we adopt the
functions defined by Dodis et al. [5] to deal with related
operations of biometric information.

In 2004, Dodis et al. [5] defined that an (M, m,m’,t)-
secure sketch is a randomized map SS : M — {0,1}*,
where m is min-entropy and m’ is the lower bound of
average min-entropy. One of its properties is as follows:

For any given vector b/ € M satisfying dis(b,b’) < t,
there is a deterministic recovery function Rec such that
Rec(b',SS(b)) = b, where dis is a distance function. Be-
cause a sketch does not reveal the information about b
and it needs to give another value b’ close to b, the design
is secure.

Based on this definition, we can set SS as an (M, m, m-+
k — n,t)-secure sketch and SS(B) = SS(B;X) = B &
E(X) for any given [n, k, 2t + 1] error-correcting code E,
where B is uniform, X is random variable, n is the length
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of strings, k is the dimension of the code, and t is the
number of tolerated errors. Also, there is a decoder D of
the code E, which can correct up to t errors, such that
D(B'®SS(B; X)) = X if dis(B, B") <t. As aresult, the
recovery function Rec can be set as Rec(B’, SS(B; X)) =
SS(B; X)® E(D(B'® SS(B; X))) = B.

4 Proposed Scheme

In this section, in order to solve the weaknesses of Chuang
and Chen’s scheme discussed in Section 2, and to achieve
greater security, we present an advanced anonymous and
biometrics-based multi-server authentication scheme us-
ing smart cards. The notations used in our proposed
scheme are listed in Table 1.

Table 1: Notations

Item  Description

U; A user g

SP; A service provider j

RC A trusted registration center

id; The identity of U;

sid;  The identity of SP;

pw; The password of U;

b; The biometric information of U;

x The secret key of RC

y The secret number of RC

E() The encoding function based on Dodis et al.’s
definition [5] (i.e., the error-correcting code in
Subsection 3.2)

D(-) The decoding function based on [5] (i.e., the

decoder in Subsection 3.2)
A secure one-way hash function

As in Chuang and Chen’s scheme, there are three kinds
of participants: users (U,’s), service providers (SP;’s),
and a trusted registration center (RC). One of responsi-
bilities of RC' is to manage all service providers; the other
is to assign a smart card for each legitimate user U; who
has registered with RC' successfully. Once a user obtains
the smart card from RC, he/she can use it and his/her
personal information, such as identity, password, and bio-
metrics, to log in to the system and access services pro-
vided by service providers SP;’s in this system. Accord-
ingly, our proposed scheme consists of five phases: server
registration, user registration, login, authentication, and
password change. Additionally, in the system initializa-
tion, RC' generates its secret key = and a secret number
y. The first four phases are illustrated in Figure 2.

4.1 Server Registration Phase

If a server SP; wants to become an authorized server, it
needs to send a registration request to RC. Once RC
accepts the application provided by this server, it uses its
secret key x and the secret number y to compute k1 =
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Figure 2: The flowchart of our proposed scheme

h(sid;||h(y)) and ko = h(z||y), then sends them back to
the SP; via a secure channel, where sid; is the identity of
SP;. Afterwards, the server SP; and RC share the secrets
k1 and ks. Note that, in this system, each authorized
server holds a unique secret ki, which cannot be known
by the others even though they have the same secret ks.
This is because that the secrets x and y are only known
by RC.

4.2 User Registration Phase

In the course of the system’s operation, a user U;, who
wants to access the resources of service providers in this
system, must first register an account with RC'. Then RC
assigns a smart card embedded with some essential secret
parameters to U;. The detailed steps of user registration
are described as follows.

Step R1. U; generates his/her identity id; and a pass-
word pw;, and scans personal biometric information
b; (e.g., fingerprint) into the specific device. Then,
U; chooses a random number r; to compute «o; =
b;®E(r;), V; = h(pw;)Pa;, and R; = h(pw;®r;), and
submits a registration request message {id;,V;, R;}
to RC via a secure channel.

Step R2. After receiving the registration request from
U;, RC computes five parameters for U;: A; =
h(idi||z), B; = h(id;||R;), C; = h*(R;) ® h(y), D; =
h(R;)DA;@h(z||y), and E; = h(Ai|[h(z]|y)) ©R(R;).

Step R3. RC the secret

stores parameters
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{Vi,B;,Ci,D;, E;,h(-)} into a smart card and
sends it to the user U; via a secure channel.

4.3 Login Phase

Once a user has been assigned a smart card from RC,
he/she can use it to access any service at any time from
the system by logging in to the corresponding server. As-
sume that a user U; wants to log in to a server SP;. First,
he/she has to insert his/her smart card into a card reader,
type in his/her id} and pw}, and scan personal biomet-
rics information b into a specific device. Then, the smart
card performs the following operations.

Step L1. The smart card computes R} = h(pw;®D(V;®
h(pw}) @ b¥)) and verifies h(id:||Rf) . B;. If the
verification is satisfied, as mentioned in Subsection
3.2, it indicates that the inputted b} is close to the
registered b; in the user registration phase, and both
inputted id; and pw; are correct. More precisely, the
smart card is convinced that U; is really the card
holder and proceeds to the next step.

Step L2. The smart card randomly generates a nonce
n; and computes h(y) = C; @ h*(R}), m; =
B(sid;||h(y)) & mi, Cid; = Dy & h(R?) & h(ny), Gi =
E; @ h(Ry), and check, = h(h(sid;||h(y))||n:]|G5).

Step L3. The smart card sends {mj, Cid;, check;} as a
login request message to SP;.

4.4 Authentication Phase

Upon the login request message, SP; and U; execute the
following steps to complete the mutual authentication and
session key agreement.

Step Al. SPj retrieves the nonce n; = m; @ k; using its
secret ki shared with RC', and checks the freshness
of n,;. If the nonce n; is fresh, SP; subsequently uses
the retrieved n;, the received Cid; from U;, and its
secret ko shared with RC to compute A; = Cid; &
h(n;) @ ko. Afterwards, SP; computes and verifies
whether h(kq||n;||h(A;]|k2)) is equal to the received
check,. If the verification is failed, SP; rejects the
login request; otherwise, it confirms that U; is valid
and proceeds to the next step.

Step A2. SP; randomly generates a nonce n; and com-
putes mo = n; & n; & ki, sk = h(h(4;||k2)||n:l|n;),
and checks = h(sk). At last, SP; sends a reply mes-
sage {ma, checka} to the user U;.

Step A3. After receiving the reply message from SP;j,
the smart card first retrieves the nonce n; by com-
puting n;, = mo & h(sid;||h(y)) ® n; and checks
the freshness of n;. If the nonce n; is fresh, the
smart card then uses it to compute the session key
sk = h(G;||n;||n;) and verifies h(sk) L checks. If
the above authentication is satisfied, the smart card
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ensures the validity of SP;, which has received the
correct n;. Finally, the smart card computes and
sends checks = h(sk||n;) to SP;.

Step A4. Upon receiving checks, SP; computes and ver-
ifies whether h(sk||n;) = checks. If the equation
holds, it indicates that U; not only is a legal user
but also has received the correct n; generated by it;
otherwise, the session is aborted.

Now, U; and SP; have shared a common session key
sk such that they can use it to protect their future com-
munication before the user logs out.

4.5 Password Change Phase

At any moment, if a user U; wants to change his/her
password, he/she needs to insert his/her smart card into
a card reader, submit id; and pw;, and scan personal bio-
metrics information b; into a specific device for changing
his/her old password pw; to a new one pw?®*. Then, the
smart card executes the following steps.

Step P1. The smart card computes o; = V; & h(pw;),
r; = D(b; ® o), and R; = h(pw; ® r;), and verifies
whether h(id;||R;) equals to the B; stored in it. If
they are equal, the smart card asks U; to type in
a new password; otherwise, the password change re-
quest is refused.

new
7 )

Step P2. After U; types in his/her new password pw
the smart card uses it to compute

VI = Vi h(pws) & h(pu "),
RO = B(pule @),

Brev = hlidi| R,

Cper = Ci@ hA(R:) & h(R™™),
DI = Dy h(R;) & h(R“"),
B = B ® h(R) ® h(R}).

Step P3. Lastly, the smart card replaces V;, B;, C;, D;,
and E; with Vv, Brev, Crev, DY, and E**"
stored inside it. Now, the user’s password has been
successfully changed without the help of RC.

5 Security Analyzes

In this section, we analyze the resistance to various at-
tacks and the achievement of security requirements in
our proposed scheme. Assume that an attacker, Ua, ex-
ists in the system who can not only control the whole
public communication channel between users and service
providers but also intercept, eavesdrop, or tamper with
any transmitted message. We consider various different
scenarios to provide detailed analyzes of our scheme be-
low.
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5.1 Resistance to Off-line Password

Guessing Attack

Here, we illustrate two possible attackers’ behaviors that
would lead to an off-line password guessing attack as fol-
lows:

1) Stolen smart card of a user
If the attacker, U4, has stolen a legal user’s (U;’s)
smart card, he/she may extract the parameters
{Vi, B;, Ci, D;, E;, h(+)} from it and try to mount an
off-line password guessing attack; however, knowing
the parameters in the card does not impact the secu-
rity of U;’s password at all.

For V;, it is calculated by the equation V; = h(pw;) ®
a; = h(pw;) @ b; ® E(r;), where b; is U;’s unique
biometric information, and r; is a random number
secretly chosen by U;. Actually, V; belongs to a two-
factor protection on r;. In the regular login process of
our scheme (i.e., Step L1), only inputting the correct
pw; and b; can retrieve the random number r; by
computing D(V; @ h(pw;) ®b;). Note that there is no
way to obtain or forge the user’s unique biometrics
information b;. In other words, we also can treat
V; as a two-factor protection on pw;. It is hard for
U, to detect whether he/she has guessed the correct
password without the knowledge of b; and r;.

Similarly, for other stored parameters B;, C;, D;, and
FE;, their expressions all contain more than one ele-
ment that U, does not know in addition to the user’s
password pw;, such as the user’s identity id;, long-
term secrets  and y of RC', and the random number
r;. Hence, we can treat these parameters as multi-
factor protections. It is hard for U4 to detect whether
he/she has guessed the correct password without the
knowledge of these elements. That is, id; and r; in
B; = h(id;||R;); r; and y in C; = h?(R;) ® h(y); and
ri, id;, x, and y in D; = h(R;) ® A; ® h(z||ly) and
E; = h(A;i]|h(z|ly)) ® h(R;). Consequently, our pro-
posed scheme prevents the attacker from being about
to guess a valid user’s password in polynomial time
from a user’s stolen smart card.

2) Intercepting transmitted messages between users and
service providers
If the attacker, Uy, intends to guess a specific user’s
password by intercepting messages transmitted be-
tween the user and an SP; over the Internet, he/she
will fail. This is because that, in our scheme, none
of the transmitted messages are related to a user’s
password. As a result, it is impossible for an at-
tacker to mount an off-line password guessing attack
by collecting data transmitted over the Internet.

As discussed above, our proposed scheme can resist an
off-line password guessing attack.
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5.2 Resistance to Forgery Attack

Herein, to explain the resistance to forgery attack, we
consider two cases: the general view and the privileged-
insider view.

1) The general view

If the attacker, Uy, attempts to forge a valid mes-
sage in order to log in to SP;, he/she needs to
forge the login messages as my = h(sid;||h(y)) &
na, Cida = Aa ® h(na) ® ko, and check; =
h(h(sid;j||h(y))||nallh(Aallkz)), where ny and Ay
are two random numbers chosen by him/her; how-
ever, it is difficult for an attacker to forge a valid
login message without the long-term secrets ki and
ko of the server. Even if the attacker knows the iden-
tity sid; of the server, he/she still cannot know the
secret k1 without the knowledge of h(y).

On the other hand, the attacker may intercept a legal
user’s (U;’s) login message {m, Cid;, authy }, where
my = h(SZdeh(y)) ®ng, Cid; = A; @ h(nl) P ko,
and checky = h(h(sid;||h(y))||n:]|h(A;||k2)), and try
to forge another valid login message from it in or-
der to impersonate that user. That is, U4 has to
retrieve the user’s information A; from the inter-
cepted message, to generate a nonce m4, and to
compute a fake login message mj = h(sid;||h(y)) ®
na, Cidf = A; ® h(na) @ k2, and checki =
h(h(sid;j||h(y))|Inallh(A;]|k2)) to SP;. Obviously, it
is computationally infeasible for Uy to retrieve the
user’s information A; without the knowledge of the
long-term secrets ki and ks of the server. Conse-
quently, the forged message will be refused by SP;
in Step Al. Hence, Uy cannot forge a valid login
message to impersonate the user U;.

In addition, as mentioned in Subsection 5.1, most pa-
rameters stored in a smart card have the characteris-
tic of multi-factor protection. Even if U4 has stolen
a legal user’s smart card and extracted the secret pa-
rameters {V;, B;, C;, D;, E;, h(-)} from it, he/she still
cannot forge a valid message to log in to SP; without
knowing h(y), pw;, r;, and U;’s biometric information
b;.

2) The privileged-insider view
If the attacker, U,, is a valid but untrusted
user, he/she may use his/her own parameters
{Va,Ba,Ca,Da,Ea,h(-)} stored in his/her smart
card to conduct the following forgery attack. Uy first
computes R4 = h(pwa & D(Va & h(pwa) ® ba)) by
using his/her pwy and ba, then Uy uses R4 and
stored C4 to retrieve h(y) by computing h(y) =
h?(R4) ©® C4. Once Uy obtains the secret h(y),
he/she may try to mount a forgery attack, as men-
tioned in the third paragraph of Case 1, by taking
a stolen smart card of a valid user U; and retrieving
the secrets {V;, B;,C;, D;, E;, h(-)} from it. Fortu-
nately, as shown in the previous case (i.e., case 1), it
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is also impossible for U4 to forge a valid login mes-
sage {m7, Cid}, auth}} to masquerade as another le-
gal user without the knowledge of their pw; and b;,
so the fake login message can still be detected by SP;

in Step Al.

The same holds, if Uy is a valid but dishonest ser-
vice provider who has stolen a smart card of U; and
extracted the stored information. Though U, ad-
ditionally knows the secrets k1 = h(sid;||h(y)) and
ko = h(x|ly), he/she still has no way to calculate
R; = h(pw; ® D(V; @ h(pw;) ®b;)) without the knowl-
edge of pw; and b;. Hence, U4 still cannot imperson-
ate a user by stealing a smart card to send a legal
request in Step L3.

As mentioned above, our proposed scheme does not
suffer from a forgery attack.

5.3 Resistance to Server Spoofing Attack

In regard to a server spoofing attack, if the attacker, Uy,
tries to cheat a user, U;, who sends a login request, he/she
needs to forge and reply a valid message to U;; however,
U4 cannot impersonate a legal server, SP;, to send a
valid message since he/she does not have the secrets k;
and ko of SP; to extract the correct n; and A; from the
intercepted login message {m1, C'id;, authy} of U; in Step
Al. Hence, Uy cannot succeed in this attempt.

On the other hand, if the attacker is a valid service
provider, SPy4, he/she still cannot masquerade as another
service provider, SP;, to fool a user, U;, by forging an
acknowledgement message in Step A2. The reason is that
even though each valid server holds the same ko = h(k||y),
it is not the same as holding k; = h(sidj||h(y)), a shared
key only known to SP; and RC, is not equal. Thus,
SP, is unable to reply a valid message to U; without
knowing SP;’s k1. As a result, there is no way for SP,4 to
impersonate another server to communicate with users.

In addition, we assume that the malicious SP4 has
got a user’s (Up’s) smart card and tries to know the
k1 of another SP; by using the retrieved parameters
{Vi, By, Cy, Dy, Ep, h(-)} from the stolen card. The main
purpose is to obtain the partial secret h(y) due to k1 =
h(sid;||h(y)), where sid; is the public identity of SP; and
y is a long-term secret of RC; however, it is computation-
ally hard for SP4 to retrieve h(y) from the stolen card,
which can only be acquired by the card holder who has
the correct password and personal biometric information.
Thus, SP4 is unable to obtain other servers’ keys ki’s
without h(y) to fool users.

No matter how the attacker masquerades as another
server, his/her attempts will fail. As a result, our pro-
posed scheme can resist a server spoofing attack.
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5.4 Resistance to Stolen Smart Card At-
tack

As mentioned in Subsections 6.2 and 6.3, no matter
whether the attacker is an outsider or not, he/she can-
not use the stolen smart card to impersonate any other
person or server. Furthermore, the attacker cannot know
the actual owner of the stolen card in addition to the pass-
word guessing attack in Subsection 5.1. Hence, stealing a
user’s smart card does not enable an attacker to acquire
the user’s private information and perform illegal behav-
ior. That is to say, our proposed scheme can fully prevent
a stolen smart card attack.

5.5 Resistance to Stolen-verifier Attack

With regard to this attack, the attacker may try to steal
the verification table stored in the database of RC in or-
der to engage in illegal behavior, such as a user imper-
sonation attack in order to access the services of service
providers; however, our scheme needs not to be worry
about the stolen-verifier attack by adopting smart-card-
based authentication. In our scheme, RC does not store
any verification table regarding users’ accounts; thus, the
attacker is unable to gain the information that would be
used to impersonate another user successfully. In other
words, the attacker cannot succeed in such an attempt by
using the process discussed in Subsection 5.2. As a re-
sult, a stolen-verifier attack is infeasible in our proposed
scheme.

5.6 Resistance to Privileged-insider At-
tack

It is possible that there an inside attacker, U4, may have
the right to obtain the message sent from users in the user
registration phase over the secure channel or information
from the database of the registration center. Though the
system claims that it can be trusted, a privileged-insider
may be able to use his/her privileges to obtain a user’s
identity, password, and biometric information; however,
in our scheme, the user U; sends {id;,V;, R;} as a regis-
tration request as shown in Step R1 of the registration
phase, where V; = h(pw;) @ b; ® E(r;), R; = h(pw; & 1;),
and 7; is a random number. The password and biometric
information are protected by a secure one-way hash func-
tion, which means that it is computationally infeasible for
an insider to know a user’s password and biometric infor-
mation directly. Furthermore, as discussed in Subsection
5.1, a user’s password cannot be guessed by others except
for the user himself/herself. In addition, each user’s bio-
metric information is unique and held by himself/herself;
thus, the insider has difficulty obtaining users’ biomet-
ric information. Therefore, even if there is a privileged
member in the system, he/she is unable to obtain a user’s
private information and engage in wrongdoing.
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5.7 Resistance to Replay Attack

Our scheme is free from the replay attack, because
we adopt random nonces instead of timestamps that
could result in a time synchronization problem. During
the protocol run, the freshness of transmitted messages
{mi, Cid;, check, } from a user and {ma, checks} from a
service provider must be verified by checking n; and n; in
Steps A1l and A3, respectively. If the attacker replays the
message intercepted in the previous session, our scheme
will quickly detect that the involved random nonce is in-
valid, because the random nonce must be different in each
session. Obviously, the replayed message would not pass
authentication in our scheme. As a result, our proposed
scheme can withstand the replay attack.

5.8 No Hash Function Problem in Terms
of Biometrics

As discussed in Subsection 2.3, Chuang and Chen adopted
the hash function to detect a user’s biometric information,
but this would lead to a serious false negative problem as a
valid user may not pass verification by using his/her own
smart card. In order to overcome this problem, in our
scheme, we do not use the hash function but rather en-
coding and decoding functions defined by Dodis et al. [5]
to detect a user’s biometric information. These encoding
and decoding functions have fault tolerance in biometric
information, as mentioned in Subsection 3.2, which allows
a user to pass authentication even if the biometric infor-
mation that he/she scanned each time is slightly differ-
ent from the original one scanned during the registration
phase.

Hence, our improved scheme can avoid such a problem
in detecting users’ biometric information.

5.9 Preservation of Known-key Security

In our proposed scheme, the session key is computed as
sk = h(h(A;|lk2)||ni||n;), which involves A; = h(id;||x),
ke = h(z||ly), and the random nonces n; and n; chosen by
U; and SP; in each session, respectively. The nonces are
delivered in the form my = h(sid;||h(y)) & n; = k1 & n;
and mo = n; ®n; & k1 = n; & n,; & h(sid;||h(y)), which
implies that only the valid SP; and U; have the secret
ki and h(y) can retrieve the correct nonces n; and n;.
Furthermore, we assume that the long-term secrets = and
y of RC' are only known by RC itself and are not stored
in the verification table or in users’ smart cards based on
Shannon’s and Kerckhoffs” Theorems [8, 9, 15]. Conse-
quently, the attacker cannot obtain the long-term secrets
of RC from its database or a user’s smart card. In other
words, if the kth session key is compromised accidentally
by an attacker, it will not reveal the confidential content
of messages nor the session keys negotiated in previous
and following sessions, because the session key is changed
by the nonces n; and n;.
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Table 2: Security comparisons of our proposed scheme with relevant schemes

Property Ours [3] 18] [17] [4] [13] [12]
Off-line password guessing attack Yes Yes Yes Yes No Yes Yes
Forgery attack Yes No No Yes No Yes Yes
Server spoofing attack Yes No Yes No No Yes Yes
Stolen smart card attack Yes No No Yes No Yes Yes
Stolen-verifier attack Yes Yes Yes Yes Yes No  Yes
Privileged-insider attack Yes Yes No No No No No
Replay attack Yes Yes Yes Yes Yes No Yes
No hash function problem in terms of biometrics Yes No Yes Yes Yes No No

Yes: The scheme actually satisfies the property or resists the attack;

No: The scheme does not satisfy the property.

As a result, our proposed scheme can achieve known-
key security in the session key establishment.

5.10 User Privacy Preservation

Here, we discuss various aspects of user privacy preserva-
tion:

1) Privacy of user’s identity and location

If the attacker, U,, wants to know a user’s
(U;’s) identity, he/she may capture the trans-
mitted message {mi,Cid;,check;} sent by U;
and try to retrieve U;’s identity from Cid; =
D; & h(R;) @ h(n;)) = h(id|z) & h(z|ly) &
h(n;) or checky = h(h(sid;||h(y))|Ini||Gi) =
h(h(sid;||h(y))lIni||h(h(id;]|z)||h(x][y))).  In our
scheme, however, U; communicates with SP; anony-
mously such that even SP; cannot know the user’s
actual identity. Besides, the identity involved in C'id;
and check; is protected by a secure one-way hash
function as well as the secrets x and y of RC. It is
computationally infeasible for the attacker to retrieve
U,’s real identity, id;, from Cid; and check;. Simi-
larly, even if U4 has obtained a user’s smart card and
extracted the stored secrets {V;, B;, C;, D;, E;, h(-)}
from it, he/she still cannot know the user’s actual
identity, id;.

In addition, even if U4 focuses on tracking U;’s loca-
tion without knowing U;’s identity, he/she is unable
to do so. This is because the message transmitted
from a user is generated dynamically in each session
by adopting a random nonce. Hence, it is difficult for
an attacker to track a specific user’s real location.

As a result, our scheme can preserve the anonymity
and untraceability of users.

2) Privacy of user’s biometric information
If U4 wants to know a user’s biometric information,
he/she needs to obtain the user’s smart card and try
to retrieve the user’s biometric information from V;

stored in the smart card; however, the user’s bio-
metric information, b;, is encrypted by the encoding
function as shown in Step R1; thus, U4 cannot obtain
b; directly. Besides, it is hard for U4 to guess the cor-
rect b; in polynomial time from the stored parameters
of the stolen smart card, since each user holds unique
biometric information. Consequently, the privacy of
a user’s biometric information is guaranteed.

6 Comparisons

In this section, we provide security, functionality, and
performance comparisons of our scheme with other
biometrics-based authentication schemes [3, 4, 12, 13, 17,
18].

First, we summarize security comparisons between our
scheme and other related schemes in Table 2. As dis-
cussed in Section 5, our scheme can prevent the listed
attacks and avoid the hash function problem in terms of
biometrics. In regard to an off-line password guessing at-
tack, all of the related schemes can resist it except for [4].
In [4], if an attacker has obtained a user’s smart card
and extracted the stored secrets in some way, then he/she
can easily guess the user’s password in polynomial time.
In [3, 4, 18], an attacker can forge a valid message to cheat
servers by using the stolen smart card of a valid user as
well as intercepted messages, so these schemes are unable
to resist forgery and stolen smart card attacks. Similarly,
in regard to a server spoofing attack, in [3, 4], an attacker
can use a stolen smart card and intercepted messages to
impersonate a valid server and send a legal message to a
user. In [17], however, since each server holds the same se-
cret shared with the RC, a valid but dishonest server can
impersonate another server to communicate with users.
In Li et al.’s scheme [13], because this scheme stores the
verification table in database, it cannot prevent a stolen-
verifier attack. Besides, in their scheme, users and the
server never check the freshness of transmitted messages
during their verification procedures, so their scheme can-
not resist a replay attack.
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Table 3: Functionality comparisons of our proposed scheme with relevant biometrics-based authentication schemes

Functionality Ours [3] [18] [17] [4] 13]  [12]
No verification table Yes Yes Yes Yes No No Yes
Single registration Yes Yes Yes Yes N/A N/A N/A
Mutual authentication Yes Yes Yes Yes Yes Yes  Yes
Preservation of known-key security Yes  Yes Yes Yes N/A Yes N/A
Privacy of user’s identity and location ~Yes No No No No No No
Privacy of user’s biometric information Yes Yes No Yes No No Yes
No time synchronization Yes Yes Yes No Yes Yes Yes
Quick error detection Yes Yes No Yes Yes No No
Freely choose and change password Yes Yes Yes Yes Yes Yes  Yes
Session key agreement Yes Yes Yes Yes No Yes No

Yes: The scheme actually satisfies the functionality;
No: The scheme does not satisfy the functionality;
N/A: The scheme does not consider or be applicable to the functionality.

It is noteworthy that the schemes in [4, 12, 13, 17, 18]
cannot prevent a privileged-insider attack. In these
schemes, a privileged-insider can know a user’s identity,
password, and biometric information directly, because the
user sends his/her personal information as the registration
request in plaintext form to the RC. Once the privileged-
insider obtains a user’s identity, password, and biomet-
ric information, he/she can impersonate the user to do
anything. Furthermore, the schemes in [3, 12, 13] have
a hash function problem in terms of biometrics, because
these schemes use the hash function to detect whether a
user’s biometric information is correct or not, which will
lead to a serious false negative problem where a valid user
may be denied verification as discussed in Subsection 2.3.

Second, Table 3 summarizes functional comparisons
between our scheme and other relevant schemes. All of
schemes provide mutual authentication. As analyzed in
Section 5, our proposed scheme achieves all functional-
ity requirements. In [4, 13], because each user’s biomet-
ric template is stored in the system, both schemes can-
not achieve the no verification table requirement. Con-
sequently, these schemes cannot preserve the privacy of
users’ biometric information. In [4, 12, 13], schemes were
designed for single-server architecture, so the property of
single registration is inapplicable to them.

Particularly, in regard to the privacy preservation of a
user’s identity and location, all of the related schemes [3,
4,12, 13, 17, 18] are unable to preserve this property be-
cause, in these schemes, a user’s identity can be obtained
from a stolen smart card or transmitted messages. In
Yoon and Yoo’s scheme [18], a user’s biometric template
is stored in the user’s smart card directly. Once an at-
tacker gets the smart card, he/she can easily obtain the
user’s biometric information. Hence, the scheme in [18]
cannot preserve the privacy of users’ biometric informa-
tion.

Furthermore, all of the schemes adopt the nonce mech-

anism rather than timestamps to resist the replay attack
except for Yang and Yang’s scheme [17]. Thus, only Yang
and Yang’s scheme suffers from the time synchronization
problem. In regard to quick error detection in [12, 13, 18],
a smart card can verify biometrics quickly but cannot de-
tect the password in time, because it has to wait for the
server to authenticate the messages in order to know the
correctness of the password. Thus, these schemes do not
really achieve this property.

Lastly, performance comparisons of the login and au-
thentication phases of our proposed scheme and other rel-
evant schemes are shown in Table 4. Considering that
the computation cost of smart cards is limited, attention
should be paid to the performance analysis of the pro-
posed scheme. First, let us define the notations used in
Table 4. T} is the computation time for performing a
one-way hash function once; Tp refers to the computa-
tion time of one decoding operation based on Dodis et
al.’s definition [5]; Tee. refers to the computation time of
one elliptic curve operation; T, indicates the computation
time of one modular exponentiation operation; and 7 in-
dicates the computation time for executing fuzzy extrac-
tor once. In addition, we ignore the cost of the exclusive-
OR operation, because its time complexity is much lower
than the above operations. On the other hand, as cost
implementation in [3], the order of time complexity is
T, >> T... >> Ty. We assume that the costs of Tp
and T are low.

Table 4 shows that, in our proposed scheme, the to-
tal computation cost of login and authentication phases is
17T, +1Tp. For the multi-server environment, our scheme
obviously is more efficient than Yoon and Yoo’s [18] and
Yang and Yang’s [17] schemes; however, our scheme costs
a little more than Chuang and Chen’s [3]. It is still rea-
sonable, though, because our scheme can use the encod-
ing and decoding function defined in [5] to greatly reduce
the false negative problem related to biometrics error de-
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Table 4: Performance comparisons of the login and authentication phases of our proposed scheme and other relevant

schemes

Participant Ours 3] [18] [17] [4] [13] [12]
Registration center X X TTh X X X X
Service provider 6T}, 8Ty, 2Tocct+ 3T+ 5T} 67T}, 3T},
5T}, 3Ty,
User 11T+ 9Ty, 2Teec+ 2T+ 51y 71y, 4T
1Tp 5T}, 5T+
Ty
Total 17T+ 17Ty, 4ATecc+ ST+ 107, 131y 7T
1Tp 1775, 8T+
Ty

X: There is no computation cost for this entity in the login and authentica-

tion phases.

tection. Moreover, although our scheme has higher cost
than the schemes in [4, 12, 13], our scheme supports the
multi-server environment, resists most potential attacks,
and has more functionalities, as shown in Tables 2 and
3. Therefore, it is worth increasing the cost in order to
provide more functionalities and higher security.

As a result, our scheme not only ensures security but
also maintains functionality and efficiency better than
other biometrics-based schemes.

7 Conclusions

In this work, we find that Chuang and Chen’s scheme
cannot resist stolen smart card and forgery attacks and
cannot guarantee user privacy. In particular, their scheme
has an improper design in regard to biometrics error de-
tection. Thus, we propose an improved biometrics-based
multi-server authentication scheme using smart cards. As
shown in our security analyses and comparisons, the pro-
posed scheme not only remedies the flaws of Chuang and
Chen’s scheme but also prevents vulnerability to various
attacks and achieves the necessary requirements. Fur-
thermore, our proposed scheme has lower computational
cost used for authentication, as shown in Table 4. Con-
sequently, our proposed scheme is not only suitable for
applying biometrics detection but also is efficient and ro-
bust against most security attacks.
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