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Abstract

Cryptography has recently played a significant role in
secure data transmissions and storages. Most conven-
tional data encryption schemes are relatively complicated
and complexity in encrypted keys is insufficient, result-
ing in long computational time and low degree of secu-
rity against all types of attacks. Consequently, a highly-
secured and robust data encryption scheme is neces-
sary. This paper therefore presents the data encryption
scheme based on a combination of Cellular Automata
(CA) and a robust chaotic system that employs absolute-
value piecewise-linear nonlinearity. The proposed encryp-
tion scheme is not only applicable to image encryption
but also extendable to text and Excel files. Simulation
results reveal that the entropy of the encrypted image is
nearly 8 corresponding to the image entropy theory, and
the correlation coefficients of before-and-after encrypted
images are close to zero. Besides, the histogram of the
encrypted image of pixel values in the range (0-255) is
apparently flat, indicating that the color in image is fully
distributed. Such results indicate that the proposed data
encryption scheme offers a high level of security with fast
processing time duration. The implementation of image
encryption Android application is demonstrated. Com-
parisons to other related approaches are also included.

Keywords: Cellular automata, chaotic map, data encryp-
tion, data security

1 Introduction

Advances in communications have led to great demand
for secured data transmissions [7, 11] and storage for a
variety of applications such as medical, industrial and mil-
itary systems. The secured data transmissions greatly re-
quire reliable, fast and robust security systems, and can be
achieved through cryptography, which is a technique of in-

formation privacy protection under hostile conditions [17].
Data and image cryptography may be classified into two
categories, i.e. (1) pixel value substitution which focuses
on the change in pixel values so that original pixel in-
formation cannot be read, and (2) pixel location scram-
bling which focuses on the change in pixel position. Con-
ventional cryptography such as Data Encryption Stan-
dard (DES), International Data Encryption Algorithm
(IDEA), Advanced Encryption Standard (AES), and RSA
algorithm may not be applicable in real-time image en-
cryption due to high computational time and high com-
puting power, especially for the images with large data
capacity and high correlation among pixels [10].

The utilization of chaotic systems has broadly been
suggested as one of potential alternative encryption tech-
niques in secured data and image transmissions [1, 8]. In
comparison to conventional encryption algorithms, chaos-
based encryptions are sensitive to initial conditions and
parameters while conventional algorithms are sensitive
to designated keys. Furthermore, chaos-based encryp-
tions spread the initial region over the entire phase space,
but cryptographic algorithms shuffle and diffuse data by
rounds of encryption [2]. Therefore, the security of chaos-
based encryptions is defined on real numbers through
mathematical models of nonlinear dynamics while con-
ventional encryption operations are defined on finite sets.
Such chaos-based encryption aspects consequently offer
high flexibility in encryption design processes and accept-
able privacy due to vast numbers of chaotic system vari-
ants and numerous possible encryption keys.

Chaos-based encryption algorithms are performed in
two stages, i.e. the confusion stage that permutes the
image pixels and the diffusion stage that spreads out pix-
els over the entire space. Most existing chaos-based en-
cryptions based on such two-stage operations employ both
initial conditions and control parameters of 1D, 2D, and
3D chaotic maps such as Baker map [23, 27], Arnold cat
map [14, 24], and Standard map [12, 25] for secret key
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generations. Furthermore, the combinations of two or
three different maps have been suggested [4, 6] in order to
achieve higher security levels. Despite the fact that such
maps offer satisfactory security levels, iterations of maps
require specific conditions of chaotic behaviors through a
narrow region of parameters and initial conditions. Con-
sequently, the use of iteration maps has become typical
for most of proposed ciphers and complicated techniques
in pixel confusion and diffusion are ultimately required.

Cellular Automata is a discrete system, which has been
proven to be useful in the models of complexity and non-
linear dynamic systems. It consists of a set of cells and a
new state of each cell depends on the rule number and the
state of neighboring cells. Stephen Wolfram [26] initially
employed a CA with the rule 30 to produce the pseudo-
random number sequences, and extensive CA rules have
been employed lately for data encryption [5, 15, 22].

As for compact and effective chaos-based data and im-
age encryption, this paper presents a high-level security,
very large key space and robust digital image encryption
through the use of cellular automata sequences combined
with chaotic systems. The proposed chaotic map uses
absolute-value piecewise-linear nonlinearity and offers ro-
bust chaotic regions over broad parameter spaces with
high degree of randomness through chaoticity measure-
ments using the Lyapunov exponent. Experiments have
been performed in MATLAB using standard color im-
ages. Nonlinear dynamics of the chaotic maps are initially
investigated in terms of Cobweb map, chaotic attrac-
tor, Lyapunov exponent spectrum, bifurcation diagram,
and 3-dimensional parameter spaces. Qualitative mesures
of encryption performances are evaluated through pixel
density histograms, 3-dimensional power spectral den-
sity, key space analysis, key sensitivity, and correlation
plots. Additionally, quantitave measures of encryption
performances are also indicated by correlation coefficients,
NPCR and UACI. Practical application in Adndroid de-
vices with correct-key and wrong-key decryptions are also
demonstrated.

2 Detailed Descriptions of Pro-
posed Chaotic Map and Cellular
Automata

2.1 Proposed Chaotic Map

Chaotic system is typically a dynamic system that pos-
sesses some significant properties, involving the sensitive
dependence on initial conditions and system parameters,
the density of the set of all periodic points, and topologi-
cal transitivity. Of a particular interest, a chaotic map is
the lowest one-dimensional evolution function in discrete-
time domain that exhibits chaotic behaviors. In general,
chaotic systems reveal two types of chaotic attractors, i.e.
(i) a fragile chaos in which the attractors disappear with
perturbations of a parameter or coexist with other at-
tractors, and (ii) a robust chaos, which is defined by the

absence of periodic windows and coexisting attractors in
some neighborhood of the parameter space. This paper
alternatively proposes a mathematically simple chaotic
map with robust chaos through the use of absolute-value
piecewise-linear nonlinearity expressed as

xn+1 = |pxn − q| (1)

As will be seen later, such mathematical simplicity of
the proposed chaotic map in Equation (1) offers robust-
ness that has no sensitivity on the change of system pa-
rameters. Investigations on chaotic behaviors of chaotic
maps of Equation (1) can be achieved qualitatively and
quantitatively through a bifurcation diagram and the Lya-
punov Exponent (LE), respectively. The bifurcation dia-
gram indicates possible long-term values, involving fixed
points or periodic orbits, of a system as a function of a
bifurcation parameter. The stable solution is represented
by a straight line while the unstable solutions are gen-
erally represented by dotted lines, showing thick regions.
On the other hand, the LE is defined as a quantity that
characterizes the rate of separation of infinitesimally close
trajectories and is expressed as

LE = lim
n→∞

1

N

N∑
n=1

log2

dxn+1

dxn
(2)

where N is the number of iterations. Typically, the posi-
tive LE indicates chaotic behaviors of dynamical systems
and the larger value of LE results in higher degree of
chaoticity. Dynamic properties can be described in terms
of Cobweb plots, bifurcations, Lyapunov exponents, and
chaotic waveforms in time domain. The system in Equa-
tion (1) possesses two fixed points Px1 and Px2 as follows

Px1 =
q

p− q
and Px2 =

q

p+ q
(3)

The corresponding Jacobian is given by

|p sign (q + px)| (4)

The map has the only two parameters p and q that
set dynamic properties of the systems. Simulation results
have been performed using MATLAB with the initial con-
dition of x0=0.01. Figure 1 shows the Cobweb plots of
the proposed chaotic map where the iterations are dense
corresponding to the two fixed points described in Equa-
tion (3). Figures 2 and 3 show the bifurcation diagram
and the LE spectrum of Equation (1) where p is in the
region [0-2] and q is set to be 2. It is apparent in Fig-
ures 2 and 3 that there are no periodic windows appear,
i.e. smooth chaos, in the bifurcation diagram and the LE
spectrum is smoothly varied corresponding to the bifur-
cation diagram. Figure 4 shows an apparently chaotic
waveform in time-domain.

2.2 Cellular Automata

Cellular Automata (CA) were first devised by Stanislaw
Ulam and John von Neumann in the 1940s. Stephen Wol-
fram published a book entitled “A New Kind of Science”
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Table 1: All possible neighborhoods and the outcome of
rule 30

left center right outcome
1 1 1 0
1 1 0 0
1 0 1 0
1 0 0 1
0 1 1 1
0 1 0 1
0 0 1 1
0 0 0 0
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Figure 1: The Cobweb plots of the proposed chaotic map

in 2002, mentioning that cellular automata can be ap-
plied in many areas of science, including computer pro-
cessors and cryptography. Elementary Cellular Automata
are composed of cells positioned in a grid, each cell change
a state depending on the states of its neighboring cells.
For example, the outcomes of all possible neighborhoods
for the rule 30 (30 = 000111102) are illustrated in Table 1
and Figure 5.

Starting with a single black cell, the first 12 steps of
the evolution for rule 30 are demonstrated in Figure 6.
The produced patterns of CA with some specific rules are
shown in Figure 7. It can be noticed that some rules
such as rules 30 and 101 potentially produce the chaotic
behaviors which can be employed in the cryptography.
The results of [20] concluded that rules 30, 86, 90, 101,
105, 150, 153, 165 are able to generate pseudorandom
number sequences of a very high randomness quality and
the CA-based system is very robust against the attempts
of breaking the cryptography key.

Figure 2: The bifurcation diagram in the range p=[0,2]
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Figure 3: The LE spectrum in the range p=[0,2]

3 Proposed Data Encryption Us-
ing Chaotic Map and Cellular
Automata

The whole structure of the proposed digital image encryp-
tion scheme using chaotic map and cellular automata is
shown in Figure 8. The procedures for this encryption are
described as follows:

1) The keys of the proposed scheme include parameters,
involving initial conditions and system constants.

2) The original image is decomposed into red, green and
blue components and each component is converted
into binary format.

3) W×H iterations are required for the absolute chaotic
map in order to generate the chaotic matrix X, where
W and H are the width and height of original image
in binary format. The n+1th element of the chaotic
matrix can be calculated as in Equation (1) where
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Figure 4: The apparently chaotic waveforms in time-
domain

Figure 5: The outcome for every possible neighborhoods
for rule 30

n=1, 2, ..., W ×H and the value of p is given by

p = p0 +

∑
i,j,k

O(i, j, k)

W ×H × 255× 3× 106
(5)

where the value p0 is in a range of 1.999998 to
1.999999. Let O(i,j,1), O(i,j,2) and O(i,j,3) be the
intensity level of (i,j)th pixel of red, green and blue
components, respectively.

4) X is transformed into a chaotic matrix with 2-
dimension of W ×H.

5) The red, green and blue components and the chaotic
matrix are combined through bitwise XOR opera-
tions.

6) The CA rule number and the bit sequence of the first
row of CA matrix are chosen. Then the CA matrix
is generated.

7) The encrypted red, green, and blue components are
obtained by operating bitwise XOR on the two di-

Figure 6: The first 12 steps of the evolution for rule 30

�

Rule 30 Rule 45 Rule 73 Rule 75

Rule 86 Rule 89 Rule 101 Rule 102

Rule 105 Rule 110 Rule 109 Rule 121

Rule 135 Rule 149 Rule 169 Rule 225

Figure 7: The produced patterns of CA rules

mensional cellular automata matrix and the outcome
of Step 5.

8) Finally, the encrypted red, green, and blue compo-
nents are combined to form the encrypted image.

The decryption procedure is similar to that of encryp-
tion demonstrated above with reverse of encrypted image
as input instead of original image in the encryption pro-
cedure.

The proposed encryption scheme can also be applied
to any other data type such as plaintext as shown in
Figure 9. The plaintexts in excel file and text file are
illustrated in Figures 10 and 12. After encryption, the
encrypted data in excel and text files can be shown in
Figures 11 and 13.

4 Security Analysis

In order to evaluate the security of the proposed scheme,
the key space analysis, histogram analysis, the correlation
coefficient analysis of two adjacent pixels and differential
attack analysis are performed.

4.1 Sensitivity Analysis

An ideal image encryption procedure should be sensitive
with respect to the secret key, i.e., the change of a single
bit in the secret key should produce a completely different
encrypted image. The following experiments and results
show key sensitivity of the presented scheme. An origi-
nal image illustrated in Figure 14 is encrypted by using
the correct key and the encrypted image is shown in Fig-
ure 15. Figure 16 illustrates the decrypted image using
the right key. If there is only one bit difference between
the encryption and decryption keys, an unexpected image
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Figure 8: Proposed digital image encryption

will be obtained as illustrated in Figure 17. So it can be
concluded that the proposed encryption scheme is highly
sensitive to the keys.

4.2 Key Space Analysis

Key space for the scheme means the number of all possible
keys that can be adopted to encrypt data. Key space size
ought to be sufficiently large, making brute-force attacks
infeasible. For the proposed scheme, the initial conditions
such as values of p0, q and x0, CA rule number and the bit
sequence of the first row of CA matrix are used as keys.
If the precision is 10−12 and as described before there
are 8 possible CA rules that can be used for encryption
such that the key space contains 1012×1012×1012×8×2w

or 2w+3×1036 possible keys, where w, the length of the
bit sequence of the first row of CA matrix, is equal to the
width of original image in binary format W . As can be
seen, the key space size is large enough to withstand the
brute-force attacks.

4.3 Histogram Analysis (Histograms of
Encrypted Image)

Histogram is a useful tool that displays the tonal distri-
bution of a digital image. It illustrates the number of pix-
els at each intensity level. The histograms of red, green,
and blue components of original and encrypted images are
demonstrated in Figure 18. It can be noticed that partic-
ular intensity levels are dominant in the original images
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Figure 9: Proposed plaintext encryption in text/excel file

Figure 10: Plaintext before encryption in excel file

whereas the intensity levels of the encrypted image are
uniformly distributed on [0, 255]. Consequently, it does
not provide any information to perform any statistical
analysis attack on the encrypted image.

4.4 3D Power Spectral Analysis

Discrete Fourier Transform (DFT) analysis can be used to
attained the 3D power spectrum and the power spectral
density is given by [18].

P (u, v) =

W−1∑
x=0

H−1∑
y=0

I(x, y) · exp(−j(2π/W )ux)

· exp(−j(2π/H)vy) (6)

where (x,y) represents the coordinate of pixels in the im-
age, W and H are width and height of the image, I(x,y)
is intensity value of image at (x,y). The power spectral
densities of the original and encrypted images are demon-
strated in Figure 19. The original image has a peak power
spectral density at the center while the power spectral
density of the encrypted image is flat. The results indi-
cate that the intensity values of the encrypted image are
uniformly distributed all over the intensity range. This
means that the encryption scheme is secure, as there is
no information leakage.
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Figure 11: Encrypted data in excel file

Figure 12: Plaintext before encryption in text file

4.5 Correlation Coefficient Analysis of
Two Adjacent Pixels

A correlation is a statistical method that is used to mea-
sure degree of similarity between pairs of variables. In
order to illustrate the relationship between two adjacent
pixels in the digital image, correlation between two ver-
tically adjacent pixels, two horizontally adjacent pixels
and two diagonally adjacent pixels in the original and en-
crypted images are analyzed.

Figure 13: Encrypted data in text file

Figure 14: Original image

Figure 15: Encrypted image

The correlation coefficient is computed as follows:

Cr =

N
N∑
i=1

(xi × yi)−
N∑
i=1

xi×
N∑
i=1

yi√√√√(N N∑
i=1

x2i −
(

N∑
i=1

xi

)2
)(

N
N∑
i=1

y2i −
(

N∑
i=1

yi

)2
)

(7)

where xi and yi are the intensity level of two adjacent
pixels and N is overall number of pixels in the digital
image. Figure 20 illustrates the correlation distribution
of two horizontally adjacent pixels in the original image
and encrypted image. It can be noticed that the adja-
cent pixels of all encrypted images are highly unrelated
demonstrated by scatter graphs. The correlation coeffi-
cients are illustrated in Table 2. As can be seen, the value
of correlation coefficient of the encrypted image is nearly
zero. This reveals that two adjacent pixels are extremely
unrelated.
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Table 2: Simulated correlation coefficient of the original and encrypted images

Correlation of Images Correlation Coefficient Values
CRR -0.0020
CRG 0.0050
CRB -0.0006
CGR -0.0015
CGG 0.0009
CGB 0.0009
CBR -0.0020
CBG 0.0002
CBB 0.0006

Table 3: Summary of NPCR and UACI tests

Measures Proposed scheme 2D Baker map DES
NPCR (red) 99.6155 99.5132 0.0045

NPCR (green) 99.6124 99.5407 0.0045
NPCR (blue) 99.6094 99.5849 0.0030
UACI (red) 33.3399 32.1693 0.0012

UACI (green) 33.3458 32.1788 0.0026
UACI (blue) 33.2698 32.3173 0.0089

Figure 16: Decrypted image using the right key

4.6 Analysis of Differential Attack

In order to observe a relationship between the original im-
age and the encrypted image, the rival may alter only one
pixel of the original image, and then notices the difference
of the outcome. A substantial change of the outcome is
expected to make this differential attack infeasible. To
see the impact of altering one pixel in plaintext image
on the encrypted image. Two most common standards,
Number of Pixel Change Rate (NPCR) and Unified Av-
erage Change Intensity (UACI), are used to evaluate the
resistance against the differential attack. The NPCR de-

Figure 17: Decrypted image using the wrong key

termines the percentage of changed pixels between two
encrypted images. The UACI measures the mean inten-
sity of distinctions between two encrypted images. These
two standards can be calculated as follows:

NPCR =

∑
i,j

D(i, j)

W ×H
× 100% (8)

UACI =
1

W ×H

∑
i,j

∣∣∣∣C1(i, j)− C2(i, j)

255

∣∣∣∣
×100% (9)

Let C1(i,j) and C2(i,j) be (i,j)th pixel of two differ-
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Table 4: Information entropy test

Test item Proposed scheme 2D Baker map DES
Information entropy 7.999223 7.999158 7.999096

Table 5: NIST statistical test suite results for one hundred 1 M-bit sequences generated using randomly initial
condition

Statistical test p-value Pass rate
Frequency 0.537894 1.00

Block frequency 0.919617 0.99
Runs 0.747165 0.98

Long runs of ones 0.061725 0.99
Rank 0.490471 0.97

Discrete Fourier Transform (Spectral) 0.912314 1.00
Non overlapping templates 0.113991 0.96

Overlapping templates 0.022266 0.99
Universal 0.666870 0.98

Linear complexity 0.232466 0.98
Serial 1 0.741995 1.00
Serial 2 0.677427 1.00

Approximate entropy 0.444053 0.96
Cumulative sums (forward) 0.642075 0.96
Cumulative sums (reward) 0.493507 0.96

Random excursions 0.465971 0.97
Random excursions variant 0.307470 0.97
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Figure 18: Histograms of RGB components: (a) Original
image, (b) Encrypted image

ent encrypted-images. The parameters W and H are the
width and height of encrypted-images and D(i,j) is de-
fined as follows:

D(i, j) =

{
1, ifC1(i, j) 6= C2(i, j)
0, ifC1(i, j) = C2(i, j)

(10)

The experimental results comparison with 2D Baker map

(a)

(b)

Figure 19: 3D power spectral density: (a) Original image,
(b) Encrypted image

and DES schemes are illustrated in Table 3. The obtained
values obviously demonstrate that changing of one pixel
in the original image leads to a substantial change in the
encrypted image, therefore the proposed scheme is secure
against differential attacks.
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Figure 20: Image correlation experiments comprising hor-
izontally, vertically, and diagonally adjacent pixels: (a)
Original image, (b) Encrypted image

4.7 Information Entropy Analysis

Information entropy can be determined as a probabilistic
measure of uncertainty associated with a random variable.
It can be calculated as follows:

H(S) =
∑
S

P (si)log2

1

P (si)
(11)

P (si) denotes the probability of symbol si. The test
results comparison with 2D Baker map and DES schemes
are demonstrated in Table 4. The entropy value acquired
approaches the theoretical value of 8, demonstrating that
the proposed scheme is secure against the attacks.

4.8 NIST Statistical Tests

NIST statistical tests [16] are employed for examining the
random sequences. The NIST test suite is a statistical
package composing of 16 tests that are used to test the
randomness of binary sequences generated by software or
hardware. These tests concentrate on a various types of
non-randomness that may appear anywhere in a sequence.
For each of these tests, one hundred sequences of length
106 bits are tested. In accordance with NIST document, a
pass rate of 96% is satisfactory. A test results are shown
in Table 5. The achieved results illustrate the supreme
statistical properties of the generated random sequences.

4.9 Flexibility and Speed Analysis

The proposed encryption scheme is flexible since there
is no restriction on the size of the original data and it
can encrypt many different types of data, such as plain-
text, binary data and digital image. The running speed of
the encryption scheme, on a 3.20 GHz Intel(R) Xenon(R)
computer with 16 GB of RAM running Windows 7 (64-
bit) is about 9.3 Mb/s (Megabits per second).

5 Comparison of Proposed
Scheme with Other Existing
Techniques

The proposed scheme is analyzed and compared with the
existing (a) chaotic map and (b) chaotic flow in terms of
numbers of terms in equation, calculation time, text en-
cryption and decryption, type of characters, key space,
the positive LE value (LE > 0), key sensitivity, robust
chaos and power spectrum, as illustrated in Table 6. From
Table 6, it can be concluded that the proposed scheme of-
fers better aspects and performances than other chaotic
schemes. For instance, the computational time of the
proposed scheme is relatively fast due to low-dimension
of system order comparing to the 3rd-order chaotic flows
that require particular algorithms to solve for ordinary
differential equations. The proposed scheme can be ap-
plied to text encryption and decryption based on Unicode
system and ASCII. Key space is equal to 2w+3×1036 dig-
its, where w is the length of the bit sequence of the first
row of CA matrix. The key space is large enough to make
the attack infeasible. The system is truly chaotic (LE
> 0) with robust chaos and sensitive to keys. Moreover,
the power spectral density of the encrypted data is uni-
formly distributed.

6 Security Implementation

As for illustration, the proposed image encryption scheme
will be implemented on an Android device in order to
protect the important and confidential data. Figure 21
demonstrates Android application user interface for the
encryption. The procedures for the image encryption are
described as follows:

1) Input the system parameters (p0, q and x0).

2) Locate the image file (.PNG) of the initial bit se-
quence of the first row of CA matrix. This bit se-
quence is saved in PNG format for the convenience
of both sender and receiver.

3) Choose and import the image to be encrypted.

4) Click on “ENCRYPT” button.

5) The results of the encryption are displayed on the
screen.

The initial conditions and the image file (.PNG) of
the initial bit sequence of the first row of CA matrix are
shared between sender and receiver. The sender uses the
shared key for encryption and the receiver uses the same
shared key for decryption.

Android application user interface for the decryption
is illustrated in Figure 22. The procedures for the image
decryption are described as follows:

1) Input the system parameters (p0, q and x0).
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Table 6: Performance comparison between the proposed scheme and other chaotic schemes, “/” is “Yes”, “x” is “No”
and “-” is “not presented in the paper”.

Comparisons
Chaotic types

Chaotic maps Chaotic flows
Proposed scheme Logistic [3] Jerk [21] Lu [13] Lorenz [9] Rossler [19]

Terms in equation 2 2 5 6 7 7
Computational time Fast Fast Low Low Low Low

Text encryption/decryption / / x x / x
Type of characters Unicode and ASCII ASCII x x ASCII x

Key space 2w+3×1036 digits - - - - -
LE > 0 / / / / / /

Robust chaos / x x x x x
Power spectrum / x x x x x
Key sensitivity High x x x x x

2) Locate the image file (.PNG) of the initial bit se-
quence of the first row of CA matrix.

3) Choose and import the encrypted image to be de-
crypted.

4) Click on “DECRYPT” button.

5) The results of the decryption are displayed on the
screen.

These results confirm that the proposed encryption
scheme can protect the important and confidential data
on Android device.

7 Conclusions

The data encryption scheme based on rules of Cellular Au-
tomata and chaotic map function has been proposed. The
proposed chaotic map exploits absolute-value piecewise-
linear nonlinearity that offers robust chaotic regions over
broad parameter spaces with high degree of randomness.
Cellular Automata has also been used to generate pseudo-
random number sequences with a very high randomness.
A combination of cellular automata sequences and chaotic
system has been realized in order to achieve a high level
of security and adequately large key space. The proposed
scheme is flexible since it can take the original data of any
length and encrypt many types of data, such as plaintext,
binary data and digital image. Experimental results re-
veal that the proposed scheme has many important fea-
tures including: (i) high sensitive to the key and origi-
nal message, (ii) large key space, (iii) resistant to various
attacks such as the brute-force, statistical and differen-
tial attacks, and (iv) high data encryption speed. These
properties make the proposed data encryption scheme to
be suitable for real-time implementation as demonstrated
in smart phone with Android operating system.
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