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Abstract

In this article, we propose a publicly verifiable authenti-
cated encryption scheme based on factoring and discrete
logarithms. We point out that even if either factoring or
discrete logarithms is broken, this scheme still could keep
the authentication, integration, and confidentiality of the
message.
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arithm problem, factoring problem

1 Introduction

Traditionally, we use a hand-written signature to manifest
the validity of a document and the identity of a signer. In
the wake of development network, the information could
be easily transmitted through the network in the form of
electronic types. According to the requirements of secure
data, senders must provide a secure protocol in the envi-
ronment. The signer could use his/her secret key to gener-
ate a signature for the given message, and the verifier then
uses the signer’s public key to verify the authentication
function of a paper [10, 26, 31]. Most previously proposed
digital signature schemes were based on the well-known
public key systems such as RSA [1, 5, 12, 32, 34] system
or ElGamal system [7, 9, 21, 30, 38]. According to those
public key systems, the sender not only encrypts the doc-
uments which are taken in electronic form but protects
the content security of the documents as well.

Although the original digital signature could verify the

creator identity of a document, it is not enough in some
special applications [20, 29, 36]. When a sender wants
to securely transmit data to a particular receiver, he/she
must ensure that nobody but the particular receiver could
authenticate the signature [2, 25, 28]. For example, in the
movie "mission impossible”, when the government assigns
a task to Tom Cruise, only he could know the message of
the task. Since the third party is unable to know the
content of the message, the third party could not authen-
ticate the task sent from government. According to the
requirements of the special application, we could get the
criterion of the authenticated encryption scheme, so sign-
ing signature and protecting the security of a document
could be made at the same time [16, 18]. We can infer that
an authenticated encryption scheme corresponds with the
following properties [3, 17, 37]:

Confidentiality. It must ensure that the secret infor-
mation can only be obtained, by the sender and the
receiver, but not anyone else.

Authentication. It must ensure the sender and the re-
ceivers’ identities, and avoid the adversary to send a
malicious message.

Non-repudiation. It must confirm the sender’s identity,
and the sender could not repudiate his signature and
message.

All of the above are the basic requirements of the au-
thenticated encryption scheme (AES for short). If the
proposed scheme satisfies those characteristics, it will be
called an authenticated encryption scheme.
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Nyberg and Rueppel [27] proposed a signature with
message recovery based on the discrete logarithm prob-
lem. In this scheme, there are some advantages with
which the application without a hash function is possi-
ble to be achieved, such as a smaller bandwith for signa-
tures of small messages, and direct use in other schemes
like identity-based public key systems or key agreement
protocols. Recently, Horster, Michels, and Petersen [14]
(HMPs for short) proposed an authenticated encryption
scheme based on a message recovery method which is
the modification of Nyberg-Rupple’s scheme [27]. In
their scheme, a sender does not have to transmit a mes-
sage to the receiver. Then, the receiver not only could
verify the message authentication and the message in-
tegrity, but he/she could also get the original message
from the information that he/she has received. Although
HMPs provided the confidentiality, this scheme was not
secure in use because it suffered from ”known ciphertext-
plaintext attack”. Li and Chang proposed an improved
scheme [24]. Then Wu and Hsu [15] pointed out Li and
Chang’s scheme [24] was not perfect when a dispute oc-
curred, so they proposed a scheme to make up for the
disadvantage. Next, Ma and Chen [4] proposed a new
application in AES. Their scheme could provide the third
party to verify the signature without knowing a plaintext,
except the sender and the receiver. Many schemes have
been proposed to achieve the properties of authenticated
encryption schemes [8, 22, 35].

We have described that if someone wants to sign or en-
crypt a message, he/she will often use public key systems.
The security of RSA system is constructed in factoriza-
tion, and ElGamal system is built on solving the discrete
logarithm problem. In general, to verify a signature or to
decrypt an encrypted message which is based on factoring
or discrete logarithms is not easy to achieve. However, it
is optimistic to improve the computation capability of a
computer. Nobody could ensure the perpetual security
of a cryptography algorithm which is based on either the
factoring or the discrete logarithm problem in the future.
Therefore, He first proposed a signature scheme which is
based on both factoring and discrete logarithm problems.
The proposed scheme could improve the degree of the se-
curity and ensure the feasibility of the algorithm.

In 1976, Diffie-Hellman [6] presented a concept of
public-key cryptography. Since then, the security of each
public-key cryptosystem has been based on just one cryp-
tographic assumption, either factoring or discrete loga-
rithms. However, it is possible that efficient algorithms
will be developed in the future to break one or more of
these assumptions.

Harn [11] first proposed a new public-key cryptosys-
tem based on factoring and discrete logarithms. Unfor-
tunately, Shao [33] showed that Harn’s scheme would be
subject to substitution attacks without using any hash
function. Then Shao proposed an improved scheme to re-
sist such a substitution attack on the condition that the
factoring problem would not be broken. However, Lee [23]
showed that Shaos’ [33] improved scheme is still insecure.
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When the factoring problem is broken, the adversary will
obtain signer’s secret key from a known signature. He [13]
pointed out a common disadvantage of those schemes that
have been proposed. Every user has his or her key pair
and arithmetic module, so there exists the key manage-
ment problem for those schemes. Then his scheme aimed
at this disadvantage. Lastly, Hwang et al. [19] proposed
an improved scheme for his scheme.

We base on the proposed scheme of Hwang et al., and
propose a new authenticated encryption scheme based
on FAC and DL. In this article, we present a scheme
that could satisfy properties of authenticated encryption
schemes based on factoring and discrete logarithms. In
addition, the third party could verify the signature with-
out divulging the receiver’s private key.

Thus, the proposed authenticated encryption schemes
are either based on factoring difficulty or discrete loga-
rithm difficulty. According to the essence of He’s scheme,
we propose a new AES based on FAC and DL, which
correspond to the characteristics of the traditional AES
based on FAC or DL, and is securer than others. In this
article, the third party could verify the signature with-
out divulging the receiver’s private key. In Section one, a
brief development of AES and signature based on FA and
DL is discussed. In Section two, we describe the main
scheme. Then we point out in Section three some possi-
ble attacks and show that this scheme could avoid these
attacks. Finally, we make a conclusion for this article.

2 The Proposed Scheme

In this section, we propose a new scheme could not
only achieve authentication and encryption functions, but
could increase security by solving two difficulties of fac-
toring and discrete logarithms as well. This scheme could
be divided into three phases. In the initialization phase,
related system parameters should be defined. In the en-
cryption and signature generation phase, the signer could
create a signature with message recovery to a special re-
cipient. In signature verification and message recovery
phase, the special recipient will verify the correctness and
integrity of the message, and recover the message. To pre-
vent certain dispute later, the designated recipient may
convert the encryption into an ordinary signature.

Initialization Phase.
In this phase, the trusted center of the system selects
the following parameters:

® Di,P2,qG1,q2: Four large primes where p; =
2p2 +1 and ¢1 = 2¢g2 + 1;

e P: A large prime where P = 4p¢q; + 1;

* R: R=piqu;

e g: A generator of order p;ps over GF(P).

P, R, and g are published, and p1, p2,q1, g2 are all
discarded. Then each user selects his/her private
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key X; in Zr where ged(X?2, R) = 1, and computes
his/her public key y; where y; = gXi2 mod P.

Encryption and Signature Generation Phase.
If a sender wants to transmit a secure message,
he/her should perform the following protocol to gen-
erate a ciphertext and a signature for a message m.

Step 1. He/she should randomly select an integer K
in Zx such that ged(K?, R) = 1, and compute

r = ng mod P

ro = gK_2 mod P.

Step 2. And he/she could encrypt the message m
to find a ciphertext C such that

C= mH(yfg2 mod P)~! mod P,

where H is a one-way function.

Step 3. He/she signs the message m in order to con-
vince the verifier of the validity of the original
message. And then he/she performs the follow-
ing equations:

XA =SK+ H(ri,r9,m)K ! mod R.

The pairs (71, r2, S) is a signature of the message
m. Then the sender delivers (ry, 72,5, C) to the
receiver.

Signature Verification and Message Recovery
Phase.
When the receiver obtains those four messages,
he could perform the following equation to re-
cover the message m from the ciphertext C, m' =

2
CH (rf(B mod P) mod P. The receiver will check the
format of the message m’, and then he could decide
whether to accept it or not. After recovering the mes-
sage, he must check the validity and the correctness
of the signature. He could use the following equation
to verify the signature:
Ya = rf2rf2(rl’TQ’m)gZSH(“’”’m) mod P.

If the signature are valid, then the receiver could
make the conclusion that the information is correct.

In case of dispute, the special recipient must reveal the
content of the message m with (r1,72,5,m) and send it
to the third party. When the third party receives those
information, he/she will verify the legality and the cor-
rectness with the following equation:

ya = rfzrfz(”’TZ’m)QZSH(”’m’m) mod P
If the equation equals, the sender is not able to disclaim
that he has sent the message m to the special recipient.

All the explanation above introduces our scheme that is
based on factoring and discrete logarithms. We can easily
find that our scheme is more secure and could achieve the
purpose of authenticated encryption.
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3 Security Analysis and Perfor-
mance Analysis

In this section, we will present some securities of the pro-
posed scheme. Then we will present the performance
analysis of our proposed scheme.

3.1 Security Analysis

The following attack analysis methods are all general at-
tack assumptions, and we will present other possible prob-
lems that may occur in the future. First, we assume that
the well-known public key system based on discrete loga-
rithm problems has been broken and shows whether our
proposed scheme could resist those crunches or not. Next,
we will assume that the cryptosystem security is based on
factoring problems, and prove that our scheme could still
resist the crisis.

Attack 1. The receiver wants to forge the sender’s sig-
nature (ry,79,5,C).

If a receiver wants to forge the sender’s identity to
sign a message m’ which is chosen by him, he must
know the sender’s private key X 4. He could ran-
domly chose a number K’, and compute the cipher-
text C’ and the signature (7',1,7"2, S’) of the message
m’. However, he could not find the signature S’, be-
cause he does not know the sender’s private key X 4.
And thus, he could not forge the sender’s identity to
generate a signature.

Attack 2. An intruder tries to obtain the private key X;
from a user U/s signature.

In our scheme, if the intruder wants to obtain user A’s
secret key X; from the user’s signature, he must solve
the equation X4 = SK + H(ry,72,m)K ! mod R,
even though he could know the public hash functions
H(.),R, and the four values (ri,rs,S,C) which is
transmitted through the network. He should know
the secret random number K which is the same as
each signature process and message m.

First, the intruder should find a message m’ and
compute the hash value which is equal to the origi-
nal hash value such as H(ry,ro,m’) = H(r,re,m’).
Nerveless, he will face the difficulty of finding a hash
value; a hash function is computationally infeasible
to find any second input which has the same output
as any specified input, i.e., given x, to find a 2’ # x
such that h(z) = h(z'). At the same time, he could
infer that the random number K’ is same as K, and
he could only obtain the sender’s private key X;.

Attack 3. An opponent tries to impersonate the signer
to generate a valid signature of a message m’.

If an opponent wants to forge a valid signer’s sig-
nature for a random message m’, he could fix r1,ry
and computes a fake S’ to pass the verification pro-
cess. If he wants to find a legal S’, he will confront
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discrete logarithm problems. Because he must know
the correct value K, he should compute the K from
the r, = gK2 mod P. Second, he could fix S which is
obtained from the transmitted process and finds the
corresponded r1, and 7. However, he must know the
correct message m. Otherwise, he could find a hash
value H(rq,re,m') which is same as H(ry,ro,m).

Attack 4. An adversary without the special receiver B’s
private key Xp tries to decrypt the ciphertext C.

If an adversary wants to know the message m, he
should get the receiver’s private key Xp to decrypt
the ciphertext C. Also, he could solve the discrete
logarithm problems, and obtain the value K2. How-
ever, the difficulty is not easy to be solved. The rea-
son is just as those described above.

Attack 5. Suppose that either the difficulty of comput-
ing discrete logarithm problem or the factoring prob-
lem has been broken.

Given the ciphertext C, the adversary at-
tempts to find the solution of three vari-
ables 71,79, and S that satisfies the equation
ya = rf2r§[2(”’Tz’m)gst(““’m) mod P. He first
fixes two variables and finds the solution of the other
variable from the verification equation. Besides,
given y4,g,C, 1, and ro, finding S to satisfy verifi-
cation equation is under the factoring and discrete
logarithm assumptions. In another similar approach,
those are under the factoring, the discrete logarithm,
and hash function assumptions.

3.2 Performance Analysis

In this subsection, we will focus on the performance of
our scheme and to analyze the efficiency. For convenience,
we first define some notations to denote the performance
time: T}, is the time for multiplication; T}, is the time
for executing hash function; T¢,, is the time for exponen-
tiation with modulo P; and T3, is the time for inversion
modulo P. We only consider those heavy computational
cost of T}, Teap, Trmui, and Tip,.

And then we could dispute the computational cost over
two phases, signature and ciphertext generation phase,
and message recovery and verification phase. In the sig-
nature and ciphertext generation phase, the sender will
perform 37¢,p, 2050y, 214, 200 to achieve the processes
of this phase. In the message recovery and verification
phase, the verifier should perform 47T..,, 1T}, 4T to
complete the processes of this phase. In the dispute phase,
we will not take into consideration the computational
cost.

4 Conclusions

Our proposed scheme is based on Nyberg and Rueppel’s
scheme [27] and Hwang et al. [19] proposed scheme. Ny-
berg and Rueppel’s method could be applied to small
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message transmissions such as ID-based systems or key
agreement systems. The other one, Hwang et al.’s scheme,
could provide good security based on factoring and dis-
crete logarithm assumptions. We extend both schemes to
construct our algorithm. The proposed scheme is a pub-
licly verifiable authenticated encryption scheme based on
factoring and discrete logarithms. This scheme could en-
sure the security and authentication of the message by
solving two difficult problems.

In the future, some subjects, especially the mobile envi-
ronment, are worth considering in applications. In a mo-
bile environment, short response time and efficient com-
putation are very important. When a user requests a
service to a provider with a payment way, he will consid-
erably care about the transmitted time and cost. Since
it costs quite much for the computation of authentica-
tion encryption schemes, more efforts should be made to
improve the efficiency.
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