International Journal of Network Security, Vol.19, No.4, PP.613-622, July 2017 (DOI: 10.6633/1JNS.201707.19(4).15)

613

Linear Complexity of Quaternary Sequences
Over Z, Derived From Generalized Cyclotomic
Classes Modulo 2p

Zhixiong Chen! and Vladimir Edemskiy?
(Corresponding author: Zhiziong Chen)

School of Mathematics, Putian University, Putian, Fujian 351100, P. R. China'
Department of Applied Mathematics and Informatics, Novgorod State University, Veliky Novgorod 173003, Russia?

(Email: ptczx@126.com, Vladimir.Edemsky@novsu.ru)
(Received Mar. 31, 2016; revised and accepted June 1 & July 19, 2016)

Abstract

We determine the exact values of the linear complexity
(LC) of 2p-periodic quaternary sequences over Z, (the
residue class ring modulo 4) defined from the generalized
cyclotomic classes modulo 2p in terms of the theory of
Galois rings of characteristic 4, where p is an odd prime.
It is more difficult and complicated to consider sequences
over Z4 than that over finite fields due to the zero divisors
in Z4. Hence it brings some interesting twists. We prove
the main results as follows

2p, if p=-3 (mod 8),
2p—1, if p=3 (mod 8),
LC — P, if p=-1 (mod 16),
p+1, if p=1 (mod 16),
(p+1)/2, it p= -9 (mod 16),
(p+3)/2, if p=9 (mod 16),

which answers an open problem proposed by Kim, Hong
and Song.

Keywords: Cryptography; Galois Rings; Generalized Cy-
clotomic Classes; Linear Complexity; Quaternary Se-
quences; Stream Ciphers

1 Introduction

Due to applications of quaternary sequences in commu-
nication systems, radar and cryptography [12], it is of
interest to design large families of quaternary sequences.

Certain quaternary sequences were defined in the lit-
erature’ by using generalized cyclotomic classes mod-
ulo 2p for an odd prime p. Let g be an odd number
such that ¢ is a primitive root modulo p and modulo
2p simultaneously. We note that such g always exits,
see [14]. We denote by Zg, = {0,1,...,2p — 1} the

1The generalized cyclotomic classes modulo 2p are also used to
define binary sequences [3, 4, 7, 11, 26].

residue class ring modulo 2p. Put Dy = (¢2) = {¢*"
(mod 2p) : n = 0,1,...,(p — 3)/2} C Zyp, and Dy =
{g*>"*! (mod 2p) : n = 0,1,...,(p — 3)/2} C Zap. If we
write E; = {2u (mod 2p) : u € D;} for i = 0,1, we have
the following partition

ng:D()UDl UEoUElLJ{O,p}.

We remark that Dy U D; is exactly the set of all odd
numbers in Zoy, \ {p} and Ey U E; is exactly the set of all
even numbers in Zsg, \ {0}.

In terms of the generalized cyclotomic classes above,
Chen and Du [5] defined a family of quaternary sequences
(ey)u>0 with elements in the finite field Fy = {0,1,, 1+
a} as

0, if u=0 or ué€ Dy,

_ 1, ifUEDl,
Cu = 14+ a, if u=p or u€ Ey,
a, if ue k.

They determined the linear complexity of (e,),>0 in [5].
Later Ke, Yang and Zhang [15] calculated their autocor-
relation values.? In fact, before [5, 15] Kim, Hong and
Song [17] defined another family of quaternary sequences
(Su)u>0 with elements in Zs = {0,1,2,3}, the residue
class ring modulo 4, as follows

0, if u=0 or u € Dy,
N 1, if ue€ Dy,
Su = 2, if u=p or u€ Ey, (1)
3, if uwe k.

They derived the periodic autocorrelation function of
(Su)u>0. However, as we know, the question about the

2Ke and Zhang extended to define quaternary cyclotomic se-
quences of length 2p™ [16]. Chang and Li defined quaternary cy-
clotomic sequences of length 2pq [1]. Both are over the finite field
Fy.
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linear complexity of (s,),>0 is still open due to the phe-
nomenon of zero divisors in Z4. In this work, we will
develop a way to solve this problem using the theory of
Galois rings of characteristic 4. We note that there are
many quaternary sequences over Z, have been investi-
gated in the literature, see e.g., [2, 8, 9, 10, 21, 22, 25].

We recall that the linear complezity LC((sy)u>0) of
(Su)u>0 above is the least order L of a linear recurrence
relation (i.e., linear feedback shift register, or LFSR for
short) over Z4

Sut+L +C1Sutr—1+-..+cr—15ut1+crs, =0 for u >0,

which is satisfied by (sy)u>0 and where ¢, ¢a,...,cp €
Z4, see [23]. The connection polynomial is C(X) given by
1+ X +...+c . XE We note that C(0) = 1. Let

S(X) =50+ 51X + ...+ 89 1 X1 € Z4[X]

be the generating polynomial of (s,)y>0. Then an LESR
with a connection polynomial C'(X) generates (sy)u>0, if
and only if [23],

S(X)C(X)=0 (mod X% —1),
where C'(X) € Z4[X] satisfies C(0) = 1. That is,

LC((s4)) = min{deg(C(X)) : C(X) € Z4[X],C(0) =1,

S(X)C(X)=0 (mod XT —1)}.
(2)

Let r be the order of 2 modulo p. We denote
by GR(4",4) the Galois ring of order 4" of character-
istic 4, which is isomorphic to the residue class ring
Z4[X]/(f(X)), where f(X) € Z4][X] is a basic irreducible
polynomial of degree r [24, 19]. The group of units of
GR(4",4), denoted by GR*(4",4), contains a cyclic sub-
group of order 2" — 1. Since p|(2" —1), let 8 € GR*(4",4)
be of order p. Then we find that v = 35 € GR*(4",4) is of
order 2p 3. From Equation (2), we will consider the values
S(y¥) forv=0,1,...,2p—1, which allow us to derive the
linear complexity of (sy)u>0. Due to S(X) € Zy[X], we
cannot consider it in the same way as those in finite fields.
For example, 1 and 3 are the roots of 2X —2 € Z4[X], but
2X — 2 is not divisible by (X —1)(X — 3), i.e., in the ring
Z4[X] the number of roots of a polynomial can be greater
than its degree. So we need to develop some necessary
technique here. Indeed, the theory of Galois ring enters
into our problem by means of the following lemmas.

Lemma 1. Let P(X) € Z4[X] be a non-constant poly-
nomial. If £ € GR(4",4) is a root of P(X), we have
P(X) = (X — Q1(X) for some polynomial Q1(X) €
GR(4",4)[X].

Furthermore, if n € GR(4",4) is another root of P(X)
and n—¢ is a unit, we have P(X) = (X —&)(X —n)Q2(X),
where Q1(X) = (X — 1)Qa(X).

Lemma 2. Let v € GR*(4",4) be of order 2p, and let
P(X) € Z4[X] be any non-constant polynomial.

3In the context we always suppose that v € GR*(4",4) is of
order 2p.
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(X). If P(") =0 for all v € D;, where i = 0,1, then we
have

P(X)=P(X) [T (x =7
veED;

for some polynomial P(X) € GR(4",4)[X]. Simi-
larly, If P(v*) = 0 for all v € E;, where i = 0,1,
then we have

P(X)=Py(X) [T (X ="

for some polynomial Po(X) € GR(4",4)[X].

(II). If P(v") = 0 for all v € {p} U Dy U Dy, then we
have

P(X) = B(X) (X" +1)
for some polynomial P3(X) € GR(4™,4)[X]. Simi-
larly, if P(v*) =0 for allv € {0} U EyU E1, then we
have

P(X) = Py(X)(X? — 1)
for some polynomial Py(X) € Z4[X].

(III). If P(0) = 1, P(v") = 0 for v € Zsp \ {0,p}, and
P(+1) € {0,2}, then we have deg P(X) > 2p — 1.
Furthermore, if either P(1) = P(—=1) =0 or P(1) =
P(—1) =2, we have deg P(X) > 2p.

We give a proof of both lemmas in the Appendix for
the convenience of the reader.
2 Linear Complexity of (s,).>0

2.1 Auxiliary Lemmas
We describe a relationship among Dy, D1, Ey and FEj.
Lemma 3. Leti,j € {0,1}.
(I). Forv e D;, we have
vD; = {vu (mod 2p) : u € D;} = Diyjmod 25
and
2 {wu

vE; (mod 2p) : u € E;} = Eiyj mod 2-

(IT). For v € E;, we have
vD; 2 {yu (mod 2p) :u € D;} = Eitj mod 2,
and
vE; 2 {vu (mod 2p) :u € E;} =Eitjmod 2
if p= =1 (mod 8), and otherwise

vE; £ {vu (mod 2p) : u € E;} = Eiyj+1 mod 2-
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(ITI). If p = 41 (mod 8), we have
D;={(v+p) (mod 2p):ve€E E;},

and otherwise

Dit1moa2 ={(v+p) (mod2p):v e E;}.

(IV). If p==+1 (mod 8), we have
E;,={(v+p) (mod2p):ve D},

and otherwise

Eit1mod2 ={(v+p) (mod 2p):ve D}

(V). If p= =1 (mod 8), we have

E,={u+p:u€ Dju<ptU{u—p:u€ D;u>p}.

Proof.

(I). If v € D; for i = 0,1 and u € Dj for j = 0,1 then
we can write v = ¢'T2* (mod 2p),0 < k < (p — 3)/2
and u = ¢/t (mod 2p),0 <1 < (p—3)/2. So, vu =
g IR (mod 2p), which implies vu € Djyj mod 2-
Since [vD;| = |Djyj mod 2|, it follows that vD; =
Ditjmod2.- The equality vE; =
be proved similarly.

i+j+1 mod 2 can

(IT). Let v € E;. We write v = 2u (mod 2p),u € D;.
Therefore, by (I) and our definitions we have

vD; =2uD; = 2D j mod 2 = Fitj mod 2-

Now, we consider vE;. First, we have by (I) again
UEj = QU,E] = QEH_J‘ mod 2-

Second, for any w € 2E; 4 mod 2, We can write w =
4a (mod 2p) for a € D;yjmoa2. Clearly w is even
and w € Ey U Fy, so we get w = 2b (mod 2p) for
b € Dy U Dy. Then we have b = 2a (mod p).

For p = £1 (mod 8), in which case 2 is a quadratic
residue modulo p [14], we have b € Diyjmod2,
which leads to w = 2b (mod 2p) € Eitj mod 2, i-€.,
2Fi{imod2 € Fiyjmod2. Since 2E;; noq2 and
Ei+j mod 2 have the same cardinality, it follows that
vE; = 2E;4j mod 2 = Fitj mod 2-

The case of p = £3 (mod 8) follows in a similar way,
in which case 2 is a quadratic non-residue modulo p.

(III). Let p = £1 (mod 8), since 2 is a quadratic residue
modulo p [14], we can find when T runs through Dy
(resp. D1), p+ 20 modulo 2p runs through Dy (resp.
Dq). Since otherwise, if p 4+ 27y (mod 2p) € D,
for some Ty € Dj, then we write p + 20, = g'T2ko
(mod 2p) for some integer ko, from which we derive
20p = g'*?*0 (mod p). It leads to the result that 2
is a quadratic non-residue modulo p, a contradiction.
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So, D; = {(v+ p) (mod 2p)
(mod 8).

The equality D;11 mod2 = {(v+p) (mod 2p) : v €
E;} for p = 4£3 (mod 8) is proved similarly as the
first. Here, if T runs through Dy (resp. D;), then
p + 20 modulo 2p runs through D; (resp. Dy).

v € B} ifp =41

(IV). Comes from (III).
(V). In fact first, the set
{u+p:ueD,u<ptU{u—p:ue€ Di,u>p}

exactly contains | D] even numbers. Second, we sup-
pose that a € Ey for some

a€{u+p:ueDy,u<ptU{u—p:ué€ Dy,u>p}.

Write a = 2v (mod 2p) for some v € Dy. From the
definition of Dy, we see that v is a quadratic residue
modulo p. Then a is a quadratic residue modulo p
due top = +1 (mod 8), in which case 2 is a quadratic
residue modulo p [14]. However, a is of the form u+p
or u — p for some u € Dy, and a = u (mod p) is a
quadratic non-residue modulo p, a contradiction. So

{u+p:u € Dy,u<ptU{u—p:u € Dy,u>p} C Ey,

and both have the same cardinality.

For i = 0,1, let

Si(X)= > Xx*

ueD;

and

T(X) = S;(X?) = > X" (mod X* —1).
uekE;

According to Equation (1), the generating polynomial of
(Su)uzo is

S(X) = 2XP + S1(X) + 2T5(X) + 371 (X).  (3)
As mentioned before, we will consider the values S(y") for
a unit v € GR*(4",4) of order 2p and v =0,1,...,2p—1.
According to the definitions of Dy, D1, Ey and Eq, we will

describe S(v”) in the following lemma in terms of Sy(7)
(or S1()) due to the fact that in the ring GR(4",4)

SoM+ Sy = D, A=Y -y =1 (4
=0

u€DoUDy

Lemma 4. Let v € GR*(4",4) be of order 2p, and let
S(X) be the generating polynomial of (sy)u>0 described in
Equation (3).
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(I). If p=+3 (mod 8), we have

1—-285y(y), if ve Dy,
S(’Yv): —1—|—25’0(’}/), if ve Dy,
3, if ve FEyUFE;.
(IT). If p==+1 (mod 8), we have
0, if ve DyU Dy,
S(Y") =4 2—25(y), if ve Ey,
250(v), if veE.

Proof.
(I). Let p==£3 (mod 8). By Lemma 3(I) we first get

1—So(v),
So(7)s

Second, for any v € Ej; for j € {0,1}, write v = 27 for
v € Dj;. We see that p+ 20 € Dj;1 by Lemma 3(III)

if v € Dy,

Sl(’}/):{ if ve Dy.

and 7 = 4% = —4P*2Y by Lemma 3(I) we derive
S, (,yv) _ Sl( IJ-‘rQU — Z ,YU(P+QU)
u€eDq
— Z v, if T € Dy,
_ we Do
— Z ¥, if ve€ Dy,
weDy
which leads to
o —So(7), if ve Ey,
S1(v") = { —1+4 So(y), if ve Ey.

Similarly, by Lemma 3(I)-(IV), we have

—1+ So(y), if v e Dy,
o —So(y), if ve Dy,
Hh(y") = So(7), if ve FEy,
1—S0(’>/)7 if UeEl,
and
*So(’)’), if ve Do,
o ) —1+S0(y), if ve Dy,
hv") = 1—Su(y), if ve Ey,
So(7), if ve k.
Then putting everything together, we get the first
assertion.

The second assertion of this lemma can be proved in
a similar way.

O

So in order to determine the values of S(v"), it is
sufficient to calculate Sp(y). We need the parameter
[i,7] for i,57 € {0,1}, which is the cardinality of the set
(1 -+ Di) M Ej, i.e.,

[i, 4] = |(1+ Ds) N Ej),

where 1+ D; = {1+ u (mod 2p) : v € D;}.
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Lemma 5. With notations as before. We have

(p—5)/4, if p=1 (mod 8),

[0,0] = (p—3)/4, if p=7 (mod 8),

’ (p—1)/4, if p=5 (mod 8),
(p+1)/4, if p=3 (mod 8),

and

(p—1)/4, if p=1 (mod 8),

0.1]= ] @D/ i p=T (mod3),

’ (p—5)/4, if p=5 (mod 8),
(p—3)/4, if p=3 (mod 8),

Proof. Since g used above is also a primitive modulo p,
we write

Hy={¢*" (modp):n=0,1,...,(p—3)/2}
and
H, = {g"™" (modp):n=0,1,...,(p—3)/2}.
We find that for i = 0,1
{u (modp):ueD;} =H
and

{2u (mod p) : u € D;} = Hi1¢mod 2,

where £ = 0 if p = £1 (mod 8) and ¢ = 1 if p = £3
(mod 8), i.e., £ = 0 if 2 is a quadratic residue modulo p,
and ¢ = 1 otherwise [14]. Therefore,

(i, 7] = |(1 + Di) N Ej| = [(1 + Hi) N Hjtr mod 2|-

We conclude the proof by applying the values of |(1 +
H;) N H,| computed in [13]. O

With the values of [0, 0] and [0, 1], we prove the follow-
ing statement, which is a generalization of [6, Theorem
1].

Lemma 6. Let v € GR*(4",4) be of order 2p. Then we

have
(p—1)/4, if p=1 (mod 8),
5 (p+1)/4, if p=—-1 (mod 8),
(S0 =5+ (1 1)/4, it p=3 (mod &),
(p—1)/4, if p=-3 (mod 8).
Proof. By the definition of So(X) we have
(pis)/z 21 2m (pig)/z 2m  2(l—m)
(So()?= DY A7 HT = Y e,
Il,m=0 I,m=0

For each fixed m, since the order of ¢ modulo 2p is p— 1,
we see that [ — m modulo (p — 1) runs through the range

0,1,...,(p—3)/2if I does. So we have
(p—3)/2
= Y gD, (5)
m,n=0

Since g is odd, we see that ¢®* + 1 (mod 2p) is even
for any n. That is, g" +1 (mod 2p) € EyU E; U{0}. So
we consider g?" + 1 (mod 2p) in three different cases.
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Case 1. Let
No={n:0<n<(p-3)/2, ¢*"+1

In fact, the cardinality |No| of Ny equals [0,0]. For
each n € Ny, as the proof of Lemma 4 we obtain that
by Equation (4)

(p—3)/2
Z 9 > (7" +1) Z 2 = So(—1712)
vEDg
_ { —So(7), if p=+1 (mod 8),
Tl 14 80(y), if p=+£3 (mod 8).

Case 2. Similar to Case 1, we let
Ny ={n:0<n<(p-3)/2, ¢*"+1

Then the cardinality |N1| equals [0,1]. Now for each
n € N1, we obtain that

(p—3)/2 o
DT = N2 = 51(77) = Si (")
m=0 veDy
_ { —1+4+Sp(y), if p==+1 (mod 8),
B —So(v), i p=+£3 (mod 8).

Case 3. There is an n such that (¢?" +1) =0 (mod 2p)
if and only if p = 1 (mod 4). In this case, we have

n=(p—1)/4and Y070 2906 = (p—1)/2.
Let p = 1 (mod 8). Using Equation (5) we obtain
that

(So())? = INo|-(=So(M)+ N1 |- (=1+So (M) +(=1)/2.  LC((s4)us0) = {

Then we get the desired result by using the values
of[0,0] (=|No|) and [0,1] (= |N1]) in Lemma 5.

The assertions for p = —1,3,—3 (mod 8) can be ob-
tained in a similar way. O

With the help of Lemma 6 we now deduce the values
of Sp(7y). It is clear that Sy(y) € GR*(4",4) or S1(v) €
GR*(4",4) from Equation (4). Therefore, without loss of
generality we always suppose that Sp(y) € GR*(4",4).
(Of course, if one supposes that Sy(y) € GR*(4",4), then
S1(y) will be used in the context.)

Lemma 7. Let v € GR*(4",4) be of order 2p with

So(v) = ZueDo A* € GR*(4",4). We have
1, if p=+1 (mod 16),
_ p, if p=4£5 (mod 16),
S00=9 3 it p=+9 (mod 16),
2+4p, if p=+13 (mod 16),

where p satisfies the equation p? + 3p +3 = 0 over Zy.

Proof. Let p = 41 (mod 16). Then, by Lemma 6, we
obtain that (Sp(v))? = So(7y). Under given assumptions
about Sy(7), we have Sy(y) = 1. The other assertions of
this lemma can be proved in a similar way. O

(InOd 2p) S Eo}

(InOd 2p) S El}
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Lemma 8. Let v € GR*(4",4) be of order 2p with
So(7) =2 uep, V' € GR*(4",4), and let S(X) be the gen-
erating polynomial of (sy)u>0 described in Equation (3).

(I). For any odd prime p, we have

o | p+1, if v=0,
S(PY){ 2, if v=np.

(I1). If p==£3 (mod 8), we have

S(y") € GR*(4",4), for all v € Dy U D; U Ey U Ej.

(III). If p=£1 (mod 8), we have

|

Proof. (I) can be checked easily.
immediately from Lemmas 4 and 7.

0,
2,

v if vé& DygU Dy U Ey,

S(’}/ ) if ve FE.

(IT) and (III) follow
O

In the following subsections, we will derive linear com-
plexity of (sy)u>0 in Equation (2) by considering the fac-
torization of S(X).

2.2 Linear Complexity for the Case p =
+3 (mod 8)

Theorem 1. Let (s,)y>0 be the quaternary sequence over
Zy4 defined by Equation (1). Then the linear complexity
of (su)u>0 satisfies

2p, if p=-3 (mod 8),
2p—1, if p=3 (mod 8).
Proof. With notations as before.  That is, we use

S(X) the generating polynomial of (s,),>0 and let v €
GR*(4",4) be of order 2p with So(v) = > ,cp, 1" €
GR*(4",4). Suppose that C(X) € Z4[X] is a connection
polynomial of (s,,)y>0. We remark that min deg(C(X)) <
2p.

For p = £3 (mod 8), by Equation (2) and Lemma 8(IT)
we get

C(y")=0 forall ve€ DyUD;UEyUE;.

Now we consider the values of C(7°) and C(yP).* Let
s(X) and ¢(X) be the polynomials of degree < 2 such
that

S(X)=s(X) (mod X?—1)
and
C(X)=c¢(X) (mod X?—1).
If p = —3 (mod 8), we have S(—1) = S(1) = 2 by
Lemma 8(I). It follows that s(X) =2 or s(X) = 2X. So

by Equation (2) again, we see that
c(X) €{0,2,2X,2X + 2}
c(-1).

4In fact, C(y") = C(1) and C(4?) =
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and hence either C(—1) = C(1) =0 or C(—1) = C(1) =
2.

In terms of all values of C'(y") for v = 0,1,...,2p —
1 above, by Lemma 2(III) we have degC(X) > 2p.
Consequently, we get mindeg(C(X)) = 2p and hence
LC((sy)u>0) = 2p for this case.

Similarly if p = 3 (mod 8), we have S(1) = 0 and
S(—1) = 2 by Lemma 8(I), and hence s(X) = 1 — X.
Then we get

o(X)€{0,2,X +1,2X +2}

and hence C(—1) = C(1) =0, or C(—1) = C(1) = 2, or
C(—1) =0and C(1) = 2. Then by Lemma 2(III) we have
degC(X) >2p—1.

On the other hand, since s(X) = 1 — X, we see that
S(X) is divisible by X — 1 over Zg4, from which we derive

X% 1

SX) <7

=0 (mod X% —1).
Then X;p:ll is a connection polynomial of (sy)u>0. So
we get mindeg(C(X)) =2p—1, i.e., LC((sy)u>0) = 2p —
1. O

2.3 Linear Complexity for the Case p
+1 (mod 8)

Due to Lemma 8(III), it is more complicated to determine
the connection polynomial C'(X) with the smallest degree
when p = +1 (mod 8). For j = 0,1, define

[T (X =97 and a50X) = T (X =",

veD; veEE;

LX) =

where v € GR*(4",4) is of order 2p with Sp(vy) =
Y uep, V" € GR*(47,4). In particular, by Lemma 3(IV)
we have for j = 0,1,

A(X) = JT (X =),

veD;

Lemma 9. If p = £1 (mod 8), then I';(X) and A;(X)
are polynomials over Z4 for j =0, 1.

Proof. We only consider T'g(X) here, for T'1(X), Ao(X)
and A1(X) it can be done in a similar manner. It is
sufficient to show that the coefficients of I'g(X)

>

i1 <ig<...<im
1112500 yim € Do
forl<m<(p—1)/2.

Let 'yb be a term of the last sum and b = i1 +i2+. ..+,
(mod 2p), b £ 0 (mod p). By Lemma 3 for any n : 0 <
n < (p—1)/2 we have that ¢*"i; € Dg,j = 0,...,m.
Hence, X — ’yg%ij,j = 0,...,m are the factors in the
product [],cp (X —"). So, A9 g i = g g
also a term of this sum for any n =0,...,(p — 3)/2, i.e.,

G = (_1)7” ,yi1+i2+---+im c Z4

P AT T = Sp(4h)

618

is a part of this sum. Therefore, there must exist the
elements by, ...,b, such that

n

where

A=H{ala= (i1 +i2+...+4m) =0 (mod p) and i1 <
1o < oo < lm301,12, .. ylm € D()}|.

By Lemma 7 and the proof of Lemma 4 we have that
So(7%") € Z4. This completes the proof of Lemma 9. [

Since v? is a root of X? + 1 for any v € {p} UDyU Dy,
and 71 —y¥2 € GR*(4",4) for distinct vy, vy € {p}UDgU
Dy, it follows that

Xp+1=(X+1)P0(X)F1(X), (6)

from Lemma 2 and the definitions on I'p(X) and I'; (X).
Similarly, we have

XP — 1= (X — D)Aog(X)A; (X). (7)

Now, let us explore the expansion of
S(X) =2XP + 51(X) + 2Tp(X) 4 3T1(X).

Lemma 10. We have the polynomial factoring in the ring
Z4[X]

S1(X)+3T1(X) =
(XP = 1)To(X)Ur(X),

if p=4+1 (mod 16),
(X7 — 1)To(X)Ua(X) + 2(X7 1 1),
if p=49 (mod 16),
and
2XP + 2TH(X)
Lo(X)Ao(X) (X — DW(X) +2(XP +1),
B if p=-1,-9 (mod 16),
] To(X)Ao(X)Va(X) +2(XP + 1),
if p=1,9 (mod 16),
where U;(X), Vi(X) € Z4[X],i =1, 2.

Proof. Since p = £1 (mod 8), by Lemma 3(V) we obtain

Si(X)+3T(X)= ) X"+3 > X"

u€Dq ueFy
D IE D SETRED SRR D N
uw€Dy ueDy uw€Dy u€Dy
u<p u>p u<p u>p
=(XP43)[3> X"+ > X
uweDy uw€D]
u<p u>p
Write

M(X)=3> X"+ X"
<

u€Dq
u>p
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With the choice of v as before, if v € Dy, we have

YCOREIED SPLNT SRt
u€Dy u€Dy
u<p u>p
- _ 2: VWL_ EZ'VM
weDy weDy
u<p u>p
= =51(7) = -1+ 5(),
where we use v? = —1 and Equation (4). So for v € Dy,

by Lemma 7 we get

0, if p=+1
2, if p=49

(mod 16),

M(y") = { (mod 16),

from which, and by Lemma 2, we derive

Lo (X)Ur(X),
2+ Do(X)Uz(X),

) € Z4[X]. We complete the proof of

if p=+1
if p=49

_ (mod 16),
M(X) = { (mod 16),
where Uy (X)), Ua(X
the first statement.

Now, we consider the polynomial 2X? 4+ 2T5(X). Since
2XP + 2T(X) = 2(XP + 1) 4+ 2 + 2To(X), we only need
to consider 2 + 27T5(X).

We first consider the roots of 2 + 25¢(X). According
to the proof of Lemma 4, we see that p + 2 € Dy since
p = =£1 (mod 8). For any v € Ey with v = 27 (mod 2p),
where T € Dy, we obtain by Equation (4) and Lemma 7

u€Dg u€ Do
= 2425(7) =2+25(—"")

2+25(7")

So, by Lemma 2 we have

2+ 250(X) = Ao (X)G(X)

for some G(X) € Z4[X], then we have

2 +250(X?) = Ao(X?)G(X?).

Since Tp(X) = Sp(X?) (mod X2 —

[T x*—v)=

veEE)

= JI & =)x++%

u€ Do

= [l X =) —y)

u€ Dy

= [H&x- [T &=
u€ Do v€ Dy

- FO(X)AO(X)7

it follows that

1) and

H (X2 _ ,YZu)

u€eDg

Ao(X?) =

2+ 2T5(X) = 2+ 255(X?) = To(X)Ao(X)G(X?).
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On the other hand, from the fact that

0, if p=-1
9, if p=1

and To(1)Ao(1) € GR*(4",4), we write

- Hh(X)

for p=—1 (mod 16) or p = —9 (mod 16). Otherwise, we
write Vo(X) = G(X?). Putting everything together, we
complete the proof of the second statement. O

G(X%) =(X

Lemma 11. Let S(X) be the generating polynomial of
(Su)u>0 described in (8). We have in the ring Z4[X]

(X — D)To(X)D1 (X)W1 (X),
if p=-1 (mod 16),
Lo (X)) (X)Wa(X), ( )
if p=1 (mod 16),
SX) =90 (x - 1)FO(X)P1(X)A2?)(X)W3(X)7
if p= -9 (mod 16),
Lo (X)T1(X) Ao (X)W (X),
if p=9 (InOd 16),
where Wi(7¥) # 0,i = 1,2 for v € EgU Ey and W;(v") #

0,7 =3,4 forv € Fj.
Proof. Let p = —1 (mod 16). By (6) we have
2(XP41) = 2(X+1)To(X)T'(X) = 2(X—1)Tp(X)T (X).
Then according to Lemma 10, we write

S(X) = (X = DTo(X)H(X),
where
H(X) = Uy (X)(X?—

We check that

1)/(X ~ 1)+ Ao (X)Vi (X) 42T (X).

—0, if ve Dy,
H(*)< #0, if ve Eyp,
%0, if ’UGEl.

For v € Dy, we have S(v) = 0 by Lemma 8. Since
(v — 1)To(y¥) € GR*(4",4), we have H(r") = 0 by

Lemma 1.
For v € Ey, we have ((v")P — )/(’y” -1) =
2r ( v) #

0 and
Ao(?) =0, so that H(y") =
For v € Ej, since S(v")

H(y") #0.

So we have by Lemma 1

Lemma 8, we have

H(X) =T (X)Wi(X)

for some W1(X) € Z4[X] and Wy (") # 0 for v € Ep U

E,. Then we get the factorization of S(X) for p = —1
(mod 16).

Another assertions of this lemma can be proved in a
similar way. O



International Journal of Network Security, Vol.19, No.4, PP.613-622, July 2017 (DOI: 10.6633/1JNS.201707.19(4).15)

Theorem 2. Let (Su)uZO be the quaternary sequence over
Z4 defined by Equation (1). Then the linear complexity
of (su)u>0 satisfies

B P, if p=—-1 (mod 16),
LOUsu)uzo) = { p+1, if p=1 (mod 16).
Proof. Let p=—1 (mod 16). Since
S(X) = (X = DIo(X)M (X)W1 (X)

by Lemma 11, together with Lemma 8(I) we have
Wi (v¥) # 0 for v € Ey U Ey U {p}. Then we see that

S(X)(X + 1)Ag(X)A(X)=0 (mod X% —1).

That is, (X+1)Ao(X)A1(X) is a connection polynomial of
degree p of (sy)y>0. So the minimal degree of connection
polynomials of (sy)y>0 is < p.

Let C(X) € Z4[X] be a connection polynomial of
($u)u>0. Due to

ged((X — )T (X)) (X), (X + 1)Ao(X
we have

Wi (X)C(X) =0

JAL(X)) =1,

(mod (X +1)Ag(X)A1(X))

by Equations (2), (6), (7) and Lemma 11. So we deduce
Wi(v*)C(v¥) =0 for v e EyUE; U{p}.

Since W1 (7¥) # 0 for v € Ey U Ey U {p}, if W1 (
GR*(4",4) then we get C(y¥) = 0, and if Wy(y")
2n,m € GR*(4",4), then we have either C(7*) = 0 o
C(y’)=2. Le., 2C(y¥) =0 for v € Ey U Ey U {p}.

By the definition of C(X) =1+ X + ..., ie., 2C(z)
is non-constant, then by Lemma 1 we have that 2C(x) is
divisible by (X + 1)A¢(X)A1(X), ie., degC(X) > p and
hence LC((sy)u>0) = p for this case. We prove the first
statement.

Let p=1 (mod 16). From that

S(X)(X? = 1)Ag(X)A(X) =0

we see that (X2 —1)Ag(X)A;(X) is a connection polyno-
mial of (sy)u>0 of degree p+ 1.

For any connection polynomial C(X
ilar way presented above gives

Wa(X)C(X) =0 (mod (X2 — 1)Ao(X)A1(X)).
X) and ¢(X)

v) e

(mod (X2 — 1)),

) of (8y)u>0, asim-

As in the proof of Theorem 1, denote by s(
the polynomials of degree < 2 such that

S(X)=s(X) (mod X% —1)

and

C(X) =c(X)
As earlier, we can obtain that ¢(X)
hence 2¢(X) = 0 and 2C(X) = (X2 — 1)M(X) for some
M(X) € Z4]X]. Since by Lemma 11 Wa(y¥) # 0 for
v € Eg U Eq, it follows that 2C (") = 0 and M(y¥) =
0 for v € Ey U E;. Therefore, M(X) is divisible by
Ao(X)A1(X) by Lemma 1, i.e., degC(X) > p+ 1 and
hence LC((sy)u>0) = p + 1 for this case. O

(mod X2 —1).
€{0,2,2X,2X + 2},
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Theorem 3. Let (sy)y>0 be the quaternary sequence de-
fined by FEquation (1). Then the linear complezity of
(Su)u>0 satisfies

(p+1)/2,
(p+3)/2,

Proof. The proof can follow that of Theorem 2 in a similar
way. Here we give a sketch.

Let p = —9 (mod 16). On the one hand, (X+1)A;1(X)
is a connection polynomial of (s,),>0 of degree (p+1)/2
by Equation (2).

On the other hand, for any connection polynomial
C(X) of (s4)u>0, we have

(mod 16),
(mod 16).

if p=-9

LC((sso) = { s

W3(X)C(X) =0 (mod (X + 1)A,(X)).

Now since W3(v¥) # 0 for v € E; U {p}, it follows that
2C (") = 0 for v € UEy U {p}. Therefore, by Lemma 2
again 2C(x) is divisible by (X +1)A1(X), i.e., deg C(X) >
(p+1)/2 and hence LC((sy)u>0) = (p+1)/2 for this case.

The case of p = 9 (mod 16) follows the way of p = 1
(mod 16) in Theorem 2 and we omit it. O

3 Final Remarks and Conclusions

We determined the exact values of the linear complexity
of 2p-periodic quaternary sequences over Z, defined from
the generalized cyclotomic classes modulo 2p by consider-
ing the factorization of the generating polynomial S(X)
in Z4[X]. Tt is more complicated to study this problem
than that in finite fields. Besides the autocorrelation con-
sidered in [17], this is another cryptographic feature of
the quaternary cyclotomic sequences of period 2p.

A direct computing of the linear complexity has been
done for 3 < p < 1000 by the Berlekamp-Massey algo-
rithm adapted by Reeds and Sloane in [20] for the residue
class ring to confirm our theorems. Below we list some
experimental data.

1. p =3, (su)u>o = (0,0,2,2,3,1), then C(X) =
1+ X+ X2+ X34+ X4+ X5 and LC((sy)u>0) = 5(= 2p—1).

2. p =35, (Suu>o = (0,0,2,1,3,2,3,1,2,0), then
C(X)=1+3X' and LC((sy)u>0) = 10(= 2p).

3. p=17, (Su)u>o = (0,0,2,1,2,1,3,2,2,0,3,0,3,1),
then C(X) = 1+ X%+ X3+3X* and LC((sy)u>0) = 4(=

(p+1)/2).
4. p = 17, O(X) = 1+ X + 3X'7 + 3X'8,
(( wuz0) = 18(=p + 1).
=31, C(X) = 143X, LC((su)uz0) = 3L(= p).

6. p— 41, C(X) = 14+ 2X? + 3X?% +2X° + 2X6 +
3X7+3X8 +3X9+X10+2X11 +3X12+X13 +X14+
X154 2X16 42X+ X1942X20 4+ 3X22 LO((80)u>0) =
22(= (p+3)/2).

We hope that the procedures in this paper used to
derive the linear complexity can be extended to quater-
nary cyclotomic sequences with larger period (for exam-
ple, 2p™).

We finally remark that it is interesting to consider the
k-error linear complexity of the sequences in this work.
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From [18], it is also possible to use the sequences to define
quaternary interleaved sequences of larger period.
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Appendix

Proof of Lemma 1.

It is well known that if ¢ € GR(4",4) is a
root of the polynomial P(X) € Z4[X] then

PX) = (X — §Q:1(X) for some polynomial
Q1(X) € GR(4",4)[X]. Let n be another root
of P(X ) and &€ —n € GR*(4",4), then we
have (€& —n)Qi(n) = 0, ie, Qi1(n) = 0. So,

Qu(X) = (X
nomial Q2(X)
P(X)=

— 7)Q2(X) holds for some poly-
€ GR(4",4)[X] and we derive

(X =X —n)Q2(X).

Proof of Lemma 2.

(I). By the choice of v we have an expansion (XP —
D/(X = 1) = [[}2(X = 4%), hence p =
[121(1=47)(1+47) . So, 7/ —4" € GR*(47,4)
when j,n € {0,...,2p — 1} and j Z n (mod p).
Therefore, if P(y/) = 0 for all j € D; or for
all j € Ej,i = 0,1, then P(X)_is divisible by
HjeDi (X —97) or HjeEi (X —47) by Lemma 1.
The first assertion of Lemma 2 is proved.

(IT). This assertion follows from (I).

(III). We consider two cases.
Let P(1) =0 or P(—1) = 0. Suppose P(—1) =
0, in this case by (IT) we have that

P(X)=(X?+1)P3(X)
and 2P5(X) # 0 since P(0) = 1. From the
equality P(X) = (X? 4+ 1) P3(X) for X = 4",

v € Eg U E; we deduce 2P3(v?) = 0, therefore
2P5(X) is divisible by (X? — 1)/(X — 1) and
deg P(X) > 2p — 1. Furthermore, if P(1) =
0 then 2P;(X) is divisible by (X? — 1) and
deg P(X) > 2p.

Let P(1) # 0 and P(—
rive P(1) = 2, P(—
all j € Do U D.

1) # 0. Then, we de-
1) = 2 and P(y?) = 0 for
By (I) we have P(X) =
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(X)(XP+1)/(X+ 1),

2Q(X) # 0. Since P(—1)
Q(—1) = 2 and Q(X) =
F(X) € Z4[X] or

Q(X) € Z4|X] and
= 2 it follows that
(X + 1)F(X) + 2,

PX)=XP+1)F(X)+2(XP+1) /(X +1).
From the last equality and conditions of this
lemma we obtain 2F (") = 0 for v € Ey U Ey U
{0}, therefore 2F(x) is divisible by P — 1 and
deg P(X) > 2p.

Remark 1. The polynomial P(X) is not obliged to be
divisible by X?P —1 when P(y7) =0 for j =0,1,...,2p—
1. For example, P(X) = X% — 1+ 2(X? +1).
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