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Abstract

Named Data Networking (NDN) paradigm introduces
a novel security communication model where any router in
the network can store mass data, which is convenient for
consumers to obtain data from any nearby router. How-
ever, such a radical change causes new challenges for NDN
access control since the data publisher loses control over
the published data. In most of the existing access con-
trol mechanisms in NDN, publishers are required to be
always online to authenticate consumers, also revocation
and user privacy is considered scarcely. Focusing on those
problems, the work of this paper is proposing a new ac-
cess control system in NDN, which comprises the frame-
work and algorithm, security definition and proof. The
basic of this paper is a decentralized ciphertext-policy at-
tribute based encryption (CP-ABE) scheme under prime
order groups, which solves the above problems effectively.
In this new scheme, indirect revocation can be combined
with the in-network storage technique in NDN properly.
Privacy is guaranteed by using the partially-hidden ac-
cess structure to realize recipient anonymity. Finally, it
is proved to be static security.

Keywords: Access Control; CP-ABE; NDN; Privacy-
reserving; Revocable

1 Introduction

In current Internet, consumers are mainly interest in
accessing and consuming content, irrespective of where
the content comes from and who publishes the content.
It is difficult for the traditional TCP/IP network to meet
the new requirements, such as supporting massive content
distribution, mobility, security and so on. Therefore, re-
searchers consider changing the network architecture rad-
ically. Information Centre Networking (ICN) [30] is a can-
didate of future Internet which employs a content-oriented
mechanism instead of host-oriented mechanism. NDN [31]
is an emerging ICN project, as the same, it treats content

as core element. NDN relies on in-network storage which
makes the same content distribute to multiple locations
in the network, so it is convenient for consumers to get
content from any neighbor router.

Considering the particular architecture of NDN, espe-
cially the in-network storage, access control is very im-
portant for the security in NDN. Once data is published
in the network, it will be stored in any router where it
passes by. So the publishers face the risk of losing control
of published data. Therefore, more and more researchers
pay attention to access control in NDN [28].

However, most existing NDN access control schemes
need publishers always online to authenticate consumers,
which is impractical and leads to bad effects on in-network
storage of routers. What’s more, in these schemes, revo-
cation is not considered and even the publisher-always-
online problem is not resolved. Using Attribute-based En-
cryption (ABE) can overcome this problem [2,32]. How-
ever, a trusted central authority (CA) is needed in such
schemes, which has all the keys of the system, it is preju-
dicial to system security. In addition, the access structure
included in ciphertext also reveal the sensitive information
of users.

To address the problems above, a new access control
model in NDN is constructed and an efficient NDN access
control scheme is proposed. This scheme is decentralized,
revocable and privacy-preserving without breaking the in-
network storage mechanism of NDN. For publishers, they
can develop the access policy by themselves; and for con-
sumers, they can easily get the data from nearby routers;
for both of them, their sensitive privacy information in-
cluded in access structure will be hidden. In general, the
system proposed in this work has the following goals:

Decentralization. A secure access control system in
NDN is presented based on a CP-ABE scheme [23]
which has multiple attribute authorities (AAs) but
without a central authority (CA), so that it is more
practical. Also, the scheme is on the base of prime
order groups with high efficiency.
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Revocability. An indirect revocation approach is pro-
posed for the above scheme based on periodically
updating attribute-based keys of the non-revoked
consumers. Both backward and forward security is
achieved.

Privacy-preserving. Anonymous access structures are
used to make the sensitive information hidden,
namely the attribute values are hidden. So this
scheme realizes recipient anonymity and privacy-
preserving.

The structure of this work arranged as follows. In Sec-
tion 2 are some works about access control in NDN and
ABE schemes. Some preliminaries are presented in Sec-
tion 3. The system model, security requirements, security
assumptions and security game are all given in Section 4.
The formal algorithms of this scheme are described in
Section 5. Sections 6 and 7 analyzes security and perfor-
mance respectively. Finally, conclusion and prospect are
in Section 8.

2 Related Works

2.1 Access Control in NDN

Differ from the IP network, in NDN, requesting and
publishing content are both based on content name rather
than IP address. In order to retrieval content effectively,
there are two kinds of packets in NDN as shown in Fig-
ure 1. The interest packet carries the requirement of the
consumer, while the data packet carries content.

Interst Packet Data Packet

Name Name

Metalnfo
(content type,
freshness period, ...)

Selectors
(order preference, publisher filter,
execlude filter, ...)

Nonce Content

Signature
(signature type, key locator,
signature bits, ...)

Guriders
(scope, interst lifetime)

Figure 1: Packets in NDN architecture

In NDN, the publisher signs a packet for its integrity
and authenticity, but fine-grained access control is also
required. Thanks to in-network storage, routers can sat-
isfy corresponding requirements in interest packets irre-
spective of whether the interests are from authorized or
unauthorized consumers. So access control in NDN can-
not be implemented by a single entity. Therefore, Jacob-
son et al. [31] mentioned that access control in NDN can
be achieved based on encryption. Data encryption is an
effective way of access control, but the traditional encryp-
tion cannot be used in NDN efficiently, since the number
of consumer increases, and the encrypted copies of each
data will also increase proportionally.
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The existing access control schemes in NDN are showed
in Table 1. In schemes [7,9, 11,26, 29], an always on-
line publisher is required for authenticating consumers,
but it is impractical and affects the in-network stor-
age mechanism in NDN. Revocation is not considered in
schemes [9,11,17,29], and in schemes [25], although it
solves the problem of user revocation, a proxy server is
also required to be always online, and the formal algo-
rithm and security proof are not given. The access control
mechanisms without effective revocation can’t be used in
practice. An effective revocable access control scheme ac-
commodates the in-network storage mechanism in NDN
has not been reported.

2.2 ABE Schemes

In 2005, the concept of ABE first appeared in the
scheme of fuzzy identity-based encryption [24]. Using
ABE, publishers can share data with specific consumers
without their public keys and identities [27]. Two more
practical ABE schemes were constructed on the first
ABE scheme, key-policy ABE (KP-ABE) [10, 19] and
ciphertext-policy ABE (CP-ABE) [3,14]. This paper con-
siders publisher developing and performing access control
policy, so CP-ABE is used because the access structure
is included in ciphertext. Recently, the original ABE has
been improved, and various practical ABE schemes have
been proposed which can achieve multi-A A, revocation,
hidden access structure and so on.

Chase et al. proposed the first multi-authority ABE
scheme [5], then some multi-authority CP-ABE schemes
had been presented [16,22], but the CA in these schemes
has all the keys of the system. Then Chase and Chow [6]
presented a scheme where CA is not needed, but it is only
constructed on AND structure. Subsequently, a fully de-
centralized CP-ABE scheme without CA [15] is presented
in 2011. In 2015, an improved large-scale decentralized
multi-authority CP-ABE scheme is proposed [23], which
is based on prime order groups and it is more efficient in
practice.

Revocation is a challenge problem in ABE-based ac-
cess control system [18]. Directly revocation is applied
in [1], while in [4] an indirectly revocation is proposed.
Effectively revocation is added in KP-ABE scheme in the
indirect mode [12].Cui and Deng used the indirectly re-
vocation technique into a decentralized CP-ABE scheme
to realize fine-grained revocation [8]. In NDN; the cipher-
text updating caused by directly revocation cannot be
completed synchronously in each cache of NDN routers.
Therefore, the indirect revocation mechanism is more
suitable for NDN.

The first CP-ABE scheme with anonymity proposed
in 2008 [21], where the access policy only supports AND
gates structure. Recently, a CP-ABE scheme with anony-
mous access structure is proposed [13], which can be ex-
pressed as any LSSS [20] matrix and fully security.

Based on Rouselakis’s work [23], combining with in-
network storage strategy in NDN, this paper proposes a
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Table 1: Summary of the access control schemes in NDN

Schemes Based on Revocation Always-online Publisher
Chen et al.[5] Encryption Re-encryption Need
Wood et al. [29] Proxy re-encryption Not consider Need
Tan et al.[7] Encryption Considered Need
Hamdane et al. [11] Encryption & Credential Not consider Need
Ghali et al. [9] Interest-based Not consider Need
Li et al. [17] Signature-based Not consider Not need
Silva et al. [25] A‘gcrlbute encryptlgn & Proxy re-encryption Proxy is Needed
roxy re-encryption

new access control system for NDN using decentralized
CP-ABE, which is revocable and privacy-preserving.

3 Preliminaries

3.1 Access Structure

Definition 1 (Access Control [13]). Let {Pi,...,P,} be
a set of all parties. A collection A C 2{P1 Pr} 4 mono-
tone if VB,C: if B € A and B C C, then C € A. An
access structure is a collection A of non-empty subsets of
{Py,...,P,}, ie., A C 21PPa\ Iy} Authorized sets
are the sets in A, and unauthorized sets are the sets not
in A.

In this work, the parties represent attributes in our
scheme. And we only consider monotone access structure,
which means that consumers will not lose their previous
decryption privileges if they get more attributes.

3.2 Linear Secret Scheme

(LSSS) [20]

Definition 2 (Linear secret sharing scheme (LSSS) [13]).
Let U denote a set of parties, U is the attribute universes
i our context. Let A be a matrixz of size | X n. Let
p: {l,...,1} = U be a function that maps a row to a
party for labeling. A secret sharing scheme [] over a set
of parties U is a linear secret-sharing scheme over Z, (p
is a prime) if:

Sharing

1) The shares of a secret s € Z,, for each attribute form
a vector over Zy.

2) For each access structure A on U, there exists a ma-
trizr A € Z;X”, called the share-generating matrix for
1. Foralli=1,...,1, the function p labels the rows
of A with attributes from U, i.e., the it" row of A
is labeled by p(i). When we consider the column vec-
tor v = (8,72,...,1Tyn), where s € Zy, is the secret to
be shared, and ra,...,r, € Zp are randomly chosen,
then A = AU € Zé“ is the vector of | shares of the
secret s according to [[. The share lambda; = A;U
belongs to party p(i).

As addressed in [13], each secret-sharing scheme (not
only the linear ones) should satisfy the reconstruction re-
quirement (each authorized set can reconstruct the se-
cret) and the security requirement (any unauthorized set
cannot reveal any partial information about the secret).
More concretely, let S € A be an authorized set, let
I be the set of rows whose labels are in S and define
I = {ilp(i) € S} c {1,...,1}. Then there exist con-
stants {¢; € Z,} such that, if {\;} are valid shares of
any secret s according to ], then > ., c;\i = s, ie,
> icr CiAi = (1,0,...,0). These constants {)\;} can be
found in time polynomial in the size of share-generation
matrix A. But for unauthorized sets, no such {\;} con-
stants exist.

3.3 Bilinear Groups and Complexity As-
sumption

Our scheme is constructed on bilinear groups of
prime order, and its security is proved based on ¢-
Decisional Parallel Bilinear Diffie-Hellman Exponent 2 (g-
BPBDHE2).

Let G and G be two multiplicative cyclic groups of
prime order p, where the group operation is efficiently
computable in the security parameter. Let g be a gener-
ator of G and e : G Xx G — Gp be a bilinear map that
satisfies the following properties:

1) Bilinearity: for all g, f € G and a,b € Z,, it is true
that e(g”, f*) = e(g, f)*.

2) Non-degeneracy: e(g,9) # la,.

3) Computability: The group operations in G and the
bilinear map e : G x G — Gp are both efficiently
computable.

Definition 3 (¢-BPBDHE2 [23]). G is a bilinear group
of order p and g is a generator of G. The q-BPBDHE2
problem in group G is defined as follows: Choose random
values s,a,b1,ba,...,by € Z; and R € Gr, and given

D =((p,g9,G,e, g°, {gal}i€[2q],i;£q+1,{gbjul}(i,j)G[Qq’Q]vi#thl,

salb;

{9" Yiela 9 7" Yajinelartaa.izi)
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The assumption states in G that no polynomial-
time distinguisher can distinguish the distribution
(D,e(g,g)saq+l) from the distribution (D, R) with more
than negligible advantage.

4 Access Control System in NDN

4.1 Access Control System Model

This paper considers a NDN environment consisting of
AAs, data publisher, NDN routers and data consumers.
The system model of this NDN access control system is
showed in Figure 2.

1) Attribute Authorities (AAs): Each AA creates a
pair of public-private key in setup phase using pub-
lic parameters, and excepting this, no other global
coordination is needed. Each AA is independent
from other AAs and manages different attributes.
In this scheme, each AA can control any number
of attributes, while each attribute can be managed
only by one AA. While receiving a request for the
attribute-related key from a consumer, AA responds
the key under current time period. Additionally, at
the beginning of each time period, they update the
attribute-related keys for the non-revoked consumers
based on a revocation list.

2) Data publisher: A data publisher can develop ac-
cess policy by himself, and then encrypts data ac-
cording to this policy and the current time period,
and specifies how long (i.e., the current time period)
the content can be cached in routers through “fresh-
ness period” in data packet. The attribute policy
is sent with ciphertext but the attribute values are
always hidden.

3) NDN routers: They can provide data storage
service by its own storage strategy, and give con-
sumers data packets according to their interest pack-
ets. Moreover, they can also delete the data packets
according to the “freshness period” in data packets.

4) Data consumers: Each consumer with a GID is
represented by an attribute set. Consumers can ask
the AAs for attribute-related keys under the current
time period. A consumer can obtain the encrypted
data from his neighbor router or the publisher, and
then according to the access structure in ciphertext,
if he has an attributes set matching the access struc-
ture and all the attribute-related keys are under the
right time period can decrypt the ciphertext. No one
can learn about the specific access structure.

4.2 Definition of the
Scheme

Access Control

This scheme includes the following five parts:
GlobalSetup, AASetup, KeyGen & KeyUpdate, Encrpt
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and Decrpt. Revocation is an important part in access
control system. In the ABE-based access control system,
revocation occurs when a consumer leaves from the sys-
tem by himself, a leaker was deleted by system, a con-
sumer’s attribute expired, or an attribute in the system
was abolished. In our scheme, the attribute-based keys
of the non-revoked consumers should be updated peri-
odically, and the period is static and determined by the
system requirements, for example updated every month.
The publisher encrypts the data under his own policy and
the current time period. Each attribute is comprised of
two parts, name and value. In addition, a revocation list
for each attribute value is needed in the system, which
stores the GIDs of all the revoked consumers associated
with the attribute value, and is stored by the correspond-
ing AA.

GlobalSetup(1®) — GP : k is the security parameter,
GP is the output representing public global parameters.
The attribute name universe U, AA universe Uy, global
identifier universe GZD and a publicly computable func-
tion F' ( F' : U — Uy map each attribute name to a unique
authority) are all included in GP and 6 € Up.

AASetup(GP,0) — {apke,aske} : AA(O € Up) runs it
which takes in GP and generates its public-secret key pair
(apke, asky).

KeyGen & KeyUpdate(GP, GID, u, v,, Time, rl,,,
aske) — {SK&pe, }: The consumer asks for an
attribute-related key from the corresponding authority 6,
and € runs this algorithm which takes in the consumer’s
global identifier GID(GID € GID), aname u of attribute
and its value v, , the current time period Time, a revo-
cation list rl,, related to v, and askg of . It generates
a key SKLpe,. for this consumer.

Encrpt(GP,M, (A, p, T), Time,{apky}) — CT: Pub-
lisher runs this algorithm, which takes in the content M,
the current time period Time, the access structure de-
veloped by the publisher (A, p,7) and a public key set
{apkg}of the corresponding authorities. It outputs the ci-
phertexts CT, and the part of access structure (A, p) are
passed with CT, but the attribute values 7 are always
hidden.

Decrpt(GP,CT, {SKg?B?vu}) — M: when a consumer
obtains an encrypted data, he runs this algorithm, which
takes in CT and an attribute-related key set {SKZ{7¢, }
of the consumer GID corresponding to different at-
tributes value. The consumer checks which attributes are
used to match the access structure, and then employs
these keys to decrypt the ciphertexts, but never know the
specific access structure.

4.3 Security Requirements

1) Effective access control:
Publishers publish their sensitive content to NDN
and have an expressive access policy for published
content, so that the specific consumers can decrypt
it. Each consumer can obtain the encrypted data
packet from the neighbor router or the publisher, but
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Encrypted Data Packet
Name

Time

Interest Packet(m)

714

Interest Packet(m)

Encrypted content

= s s = s =

Signature NDN Router

Encrypted Data Packet

NDN Router Encrypted Data Packet

Consumer,,

Figure 2: Architecture of our NDN access control system

only the authorized consumers can decrypt it.

2) Collusion resistance:
Sometimes, although an unauthorized consumer can-
not decrypt the ciphertext alone, several of them may
decrypt it by collaborating with each other, which is
called collusion attack. This access system is required
to against this sort of attack.

3) Back security and forward security:
This access control system is required that both back-
ward security and forward security are guaranteed.
That is, if the private key is compromised, the ci-
phertext encrypted in the last time period and next
period are not affected.

4) Privacy-preserving:
In many applications, some specific attributes carry
sensitive information, but the access structure in-
cluded in ciphertext is public. So, it is required that
the access structure should not reveal consumer’s
sensitive information to realize user privacy.

4.4 Security Model

This scheme is improved the CP-ABE scheme in [23]
basically, and its security is proved based on g-
Decisional Parallel Bilinear Diffie-Hellman Exponent 2 (g-
BPBDHE2) [23], and a static (or non-adaptive) security
model is also used. As defined in [23], in the static se-
curity model, the adversary will send all queries to the
challenger the first time after knowing the public param-
eters. Furthermore, the adversary is allowed to destroy a
set of AAs for the purpose of malicious attacks, and the
adversary selects these AAs after knowing the public pa-
rameters and remain unchanged during the course of the
game. The formalized security game is specified below:

Global Setup: Challenger runs GlobalSetup(1*) — GP
and gives GP to adversary.

Adversary’s Queries: Then the adversary responds
with:

o A set Cy C Uy of corrupt AAs chosen by
the adversary and their respective public keys
{apky}occ, which can be created in a malicious
way but in correct type.

e A set Ny C Uy of the non-corrupt AAs which
is disjoint from Cy C Uy. And the adversary
queries their public keys.

e A sequence {(S;,GID;),Time}™, for query-
ing the secret keys, in which GID; is a con-
sumer’s global identity and §; C U is an
attribute set. The adversary queries a pair
{(8i,GID;), Time} means that he asks for the
secret keys for the consumer GID; under the
current time period Time, and the consumer’s
attribute set is S;. That is, the identities
{GID;} are distinct and all the keys are come
from a non-corrupt AA, i.e ,F(S;)NCy = @.

e Two messages Mg, M; with equal length and
a challenge access structure (A,p,7) (A is a
LSSS matrix of access structure, p is a function
mapping the rows in A to attribute names). It
is required for each GID;, the access structure
(A, p, T) cannot be satisfiede by S; USc¢,, where
Sc,is a collection of all the attributes managed
by corrupt AAs. So, the adversary cannot de-
crypt the challenge ciphertext by combining a
secret key given to him with the keys from the
corrupt AAs to win the game.

Challenger’s Replies: The challenger throws a random
coin 8 € {0,1} and replies with:
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e The public keys {apko}oen, corresponding to
the non-corrupt authorities Np.

e The secret keys {(SK&R s,) )i, correspond-
ing to {(S;, GID;), Time}™ .

e The challenge ciphertext Encrypt(GP, Mg,
{apke} {A, p, T}) — CTx, in which {apky}
is the set of all the corresponding AA’s public
keys.

Guess: The adversary guesses 3’ for 8 as output.

The advantage of the adversary in the game is defined
as Pr[8 = 8']—1/2, that is the probability of the adversary
guessing correctly.

Definition 4. The scheme is statically secure if no poly-
nomial time adversary has a non-negligible advantage to
win the above security game.

5 Construction

The detailed algorithms of this scheme are constructed
as follows,

GlobalSetup(1*) — GP : Tt takes the security parame-
ter k as input. First, it chooses a bilinear group
G which order is a prime p and generator is g.
Three Hash functions are used in this algorithm,
Hy : {0,1}* —» Z,, H1 : Z} — G, Hy : U — G,
Hy maps time period to elements of Z,, H; and
Hs maps global identities GID and attribute names
to G respectively. Finally, it defines F' : U — Up.
GP={p,G,g,q,Hy, Hy, Hy,U,Uy, F'} are global pa-
rameters as output. If not specified, GP is given as
an input in the following algorithms.

AASetup(GP, 0) — {apkg, aske}: In this algorithm, each
AA (0 € Up) chooses two random exponents ag, yg €
Z,. Tt keeps asky = {ag,ys} as its secret key. The
AA publishes its pulic key apks = {e(g, g)*¢, g¥° }.

KeyGen&KeyUpdate(GP, GID, 0, u, v,, Time, rl,, ,
aske) — {SK&PES,, }:+ AA runs this algorithm and
takes in the consumer’s global identifier GID, the
attribute name w and the corresponding attribute
value v, the current time period Time, the revo-
cation list related to v, and the authority’s secret
key to create or update a key for the consumer. The
attribute is managed by the specific authority, i.e.,
uw € F71(0). It first chooses a v € Z, randomly
and generates the attribute-related key under the
current time period as output: SKLIR, = {K =
geeHo(Time) i1 (GID || Time)ve Hy(u)?, K' = g*7}.

Encrpt(GP,M, (A, p, T), Time, {apks}) — CT :
Publisher runs this algorithm, takes in a con-
tent M with sensitive information, an access policy
(A, p,T) with A € ZLX”, where p is a function
mapping the rows in A to the attribute names and

T = (tp), - +tow)) € ZL is the corresponding
attribute values, the current time period Time
and the public key sets {apkg} of the related AAs.
Also, the function is defined as 6 : [I]] — Up as
0(-) = F(p(-)), that is, mapping the rows of A to
AAs.

It chooses vector ¥ = (s,v2, - ,v,)%, ¥ =
roa I\T - T =

(s' 05, -, v)t and & = (O,wa, -+ ,wy)', & =

(0,wh, - ,w)T at first, where s, vy, -+, v,
! / / / /

s’ vy, L0, € Zp and wa, - Wy, Wh, LWy, € Ly

are chosen randomly. According to LSSS, let A\, de-
note the share of s, i.e. A\, = A7, and w, denote
the share of 0, i.e. w, = A,d, where A, is the z-th
row of A.

For each z(z € [l]) of A, choose 7, 1, € Z, randomly.
The ciphertext is computed as:

Co =Me(g,9)° Cp = e(g,9)°

Vo Cio = e(g,9) e(g, g) e HoTimartoe
CQ,a: = g_Tmtp(z)
Cs0 = gypm)’“mtp(z)ng
Cuo = Ha(p(x))™
Cl . =elg.9)elg.9)

ch . = g*rétp(m)

Qp(z) Hyp (Time)r; tp(z)

I Ya(a)Tht w’
C5 , = g¥r)T=te(@) g

Cln = Ha(p())™
It outputs ciphertext CT as:

CT = ((A’ 10)7 Co, C((l)v {01736}7 {Ci,w}v {02,m}a {Céz}a
{CB,m}a {Cé,x}a {04,90}7 {Czll,x})

Finally, the publisher signs the data packet and pub-
lish it or waits for the consumer’s request.

Decrpt(GP,CT, {SKg}”D””fUu}) — M : When a consumer

obtains the encrypted data packet, after verifying
the signature of publisher to ensure the integrity
and authenticity of the content. Then, the consumer
runs this algorithm calculates min 4,y from (A4, p),
in which ming4 ,y is the minimum subsets matches
(A, p). It then checks if there is a £ € min(, ) that
satisfies

Co =1 (Ol -e(K,Cs,) - e(HA(GID || Time), C3 ,)-
€L
e(K',Cy )™

Where > ., csA; = (1,0,---,0). If no element
in ming,4 ,) makes the above equation holds, which
means the consumer is unauthorized, then outputs
1, that is, it is failed to decrypt. Otherwise, the
consumer calculates constants ¢, € Z, such that
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Zwe]
[[(Crz - e(K. Con) - e(Hi (GID || Time), Cs )

x

e(K',Caz))™

¢z Az = (1,0,...,0) and computes:

=e(g,9)°

Since A\, = A,v and w, = A,w, such that
(1,0,...,0) - v = s and (1,0,...,0) - w = 0. Then
M can be recovered as M = Cy/e(g, g)°.

In the construction, each available AA updates the
consumer’s attribute-related key periodically. It
means that all consumers should contact AAs to get
new private keys periodically. This can be extremely
complex if the number of users is large. To avoid
establishing the secure channel, let each AA encrypt
the new key for the non-revoked consumer with its
GID and the previous time period, and pass the en-
crypted key to the consumer.

6 Security Analysis

6.1 Correctness
Theorem 1. This scheme is correct.
Proof. If there is a £ € min 4 ,),
C’Lx ce(K, Céx) ~e(H1(GID || Time),Cf;J)
e(K',Cl )

= e(g,9) - eg, g)*e@ Ho(Time)rityq) .
e(g*r Mo H (GID || Time)¥»@ Hy(p(x)),
g "ste@) - e(Hy (GID || Time), g
e(g"®, Ha(p(x))'™)
, ) e(g’g)%m)HO(TWE)T;%(m).

yp(x)r;,tp(w)gw; )

= e g
g,9 ) Qp(e)Ho(Time)ryt (o

@

(

(9,

e(Hy(GID || Time), g) Ve Tetot) .

e(Hs(p(w), g) ="'

-e(H,(GID || Time), g)Ve"etee .

(Hi(GID || Time), 9)“ - e(g, Ha(p()))""trt)
(

= e(g,9) - e(H\(GID | Time), g)*

e

Then calculates ¢, € Z, such that ) _, c. A, = (1,0,

11 (e(g.9)* e(HL(GID || Time), g)*=)

zel
= (g, g)>==e1 2% e(Hy(GID | Time), g)%eer -

e(g,9)* = C}
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Similarly, calculates
[[(Crz - e(K,Con) - e(Hi(GID || Time), Cs )
zeL
6(K/, 04,23))01 = e(ga g)‘S
Finally, M can be recovered as
Co/ H e(g,9)*e(H (GID || Time), g)<=)%
zel
= CO/e(gag)S =M
O

6.2 Static Security

In this scheme, publisher can develop his own ac-
cess policy at will for the sensitive information. Each
AA can publish attribute-related keys for the consumers.
Each consumer can obtain the published data packet from
neighbor router conveniently without affecting in-network
storage mechanism, and only the authorized consumers
can decrypt the content, while unauthorized consumers
can get none of useful information from the acquired data
packet.

The static security of this scheme will be proved from
q-DPDDHE2 assumption under the static security model.
First, the following lemma will be proved.

Lemma 1. Supposing that the scheme in [23] is a stat-
ically secure scheme, then this scheme is a static secure
one.

Proof. Assuming there is a polynomial-time 2/ who has
advantage € against this scheme in the static security
game. Then how to build a simulator % that has ad-
vantage € against the scheme in [23] is as follows. Let ¢
be the challenger in [23]. O

GlobalSetup: The challenge € sends the global param-
eters GP = {p,G,g, Hy, H1, Hy,U,Uy, F'} to the sim-
ulator B. % passes GP to the adversary <.

Adversary’s Queries: The adversary &7 chooses a set
Co C Uy of corrupt AAs and generates the related
public keys in the scheme [23] as {apkj}gcc,. For
each 6 € Cy, A sets the keys of corrupt AAs in our
scheme as apky = {apk)}. o/ responds to % with:

e A set of corrupt AAs Cyp C Uy and {apke }oecc, -
e A non-corrupt AAs set Ny C Up.

e A sequence {(S;, GID;), Time}, with the fol-
lowing restrictions: if ¢ # j, then GID; #
GIDj, S; € U and F(Sz) N Cy=2. A pair
{(Si, GID;), Time} means that o7 requests the
secret key for the consumer with global identity
GID; under the current time period Time, the
consumer’s attributes set is .S;.
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e Two messages Mg, M; with equal length, and a
challenge access structure (A, p). Sc, is a col-
lection of all the attributes managed by corrupt
AAs. For each i € [m], the attribute in S; can-
not be combined with the attribute in S, (i.e.,
Se, U S;) to satisfy (A, p).

Challenger’s Replies: When the simulator 2 receives
the above responds, it sends Cy, {apke}ecc,, No,
{(S:;, GID;), Time}™,, Mo,M; and (A, p) to € for
requesting the corresponding public keys, secret keys
and challenge ciphertext in the scheme in [23]. Then,
% replies the public keys {apk, = (e(g,9)*%, g¥?)}
for all @ € Np, the secret keys SK;p g =
{(gaeHl(GIDi>y9F<i)tagt>i68i}’ for all ¢ € [m]7
the challenge ciphertext CT' = (Cy = Mge(g, 9)°,
{Cro = elg,9)*e(g, 9)%@™}, {Cow = g7},
{C3,p = g¥r@ 2@}, {Cyp = F(P(x)t”}xe{l,z,...,l})~
Then # generates the public keys, the secret keys
and challenge ciphertext in our scheme as follows:

e For ecach 6 € Ny, % sets the public keys as
{apko = (e(g,9)*, 9"*)}.

e For each ¢ € [m] and u € §;, a random
value t is chosen randomly by %, the cur-
rent time period Time, then calculates K =
goeHo(Time) if (GID || Time)¥e Ho(u)Y, K' =
g’+7. Finally, & sets the attribute-related keys
as SK&me, = {K = goothTme g (GID ||
Time)¥ Ho(u)?, K' = g"7}.

e For + € {1,2,...,l}, £ calculates Cy =

Me(g,9)*, C; = e(g,9)%, Cra = elg,9)™
6(97g)aK)(m)HO(Tlme)thp(m), C’Q7m = gfrmtp(m)’

Cao = gle@r=te@g¥s, Cyy = Ha(p(x))'™,
cr, (g, 9)-e(g, g)wio HalTime i,
Céz = g—T;tp(m)7 Céw = gy"(ﬂc)r;tp(l‘)gw;7
Ci. = Ha(p(z))™=. B sets the challenge

ciphertext as

CcT :((A’ p)’ Co, C(l)v {Ol,x}v {O{,x}7 {02,:16}7
{C2.21{C3.0 1. {C3 .} {Cua}, {CL )

Finally, % sends {apks = (e(9,9)*,9%)},
{SKELTEe o, bty and the challenge ciphertexts CT to
o

Guess: &7 guesses ' € {0,1} as output. Then % out-
puts 3.

And in [23], the following lemma has been proved.

Lemma 2. If the g-DPBDHE?2 holds, the scheme in [25]
1s statically security in random oracle model.

Theorem 2. If the -DPBDHE2 holds, then this scheme
1s statically security in the random oracle model.

Proof. Tt can be proved directly from Lemma 1 and
Lemma 2. O
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6.3 Collusion Resistance

Theorem 3. This scheme can against the collusion at-
tack by the unauthorized consumers.

Proof. It can be against the collusion attacks by com-
bining a consumer’s key components together by dis-
tinct global identity GID. Furthmore, when encrypt-
ing a message, besides specifing a access stucture, the
data publisher also needs to specify the current time pe-
riod, and a consumer whose attribute-related key sat-
isfies the structure and under the current time pe-
riod can decrypt the ciphertext. Since the time is
same for each consumer, so that the revoked consumers
may decrypt the newly created ciphertext by com-
bining his key with the updated information of non-
revoked consumers, so it is necessary to prevent the con-
sumers from collusion. Therefore, SKg}%fv“ ={K =
geetoTime) i1 (GID || Time)¥ Hy(u)', K' = g"7} are
generated as the attribute-related key.The time period
and a consumer’s global identity are bound together as
H{(GID || Time) which is different from each other but
related to his or her own identity. O

6.4 Back Security and Forward Security

Theorem 4. This scheme can guarantee back security
and forward security.

Proof. The attribute-related keys and ciphertexts are up-
dated periodically, and the value of parameter Time is
different for each time period. Therefore, the ciphertext
encrypted in previous time period cannot be decrypted
with the updated private keys of the current time period,
which ensures the backward security. In this time period,
the re-encrypted ciphertext in this time period cannot be
decrypted with the attribute-related keys distributed in
previous time period, which guarantees the forward secu-
rity. O

6.5 Privacy-preserving

Theorem 5. The scheme can realize recipient anonymity
to protect privacy of users.

Proof. In the access policy (A, p,T), A is the access ma-
trix, p is a function mapping the rows in A to attribute
names, 7 is the concrete attribute value. In our scheme,
the attribute value T is always hidden, but the rest of
the access structure (A, p) is sends with the ciphertext.
No one can learn the specific access structure in the ci-
phertext, so even legitimate consumers don’t know which
attributes are used to decrypt the data. Therefore, no one
knows who can decrypt the ciphertext to realize recipient
anonymity, and thus it protects the user privacy. O

7 Characteristics Comparison

The scheme in [23] is a large-universe multi-authority
CP-ABE scheme based on prime order groups which re-
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duces the computational complexity observably. Based
on the scheme in [23], this paper combine the indirect
revocation method and the NDN architecture to realize
revocation in NDN. Meanwhile, this scheme is preserving-
privacy through using the partially hidden structure tech-
nique. As shown in Table 2, a comparison of char-
acteristics of this paper with those in [8, 13, 23] is de-
scribed. [23] is the basic scheme we implement and im-
provement, the scheme in [8] is a multi-authority CP-ABE
scheme with indirectly revocation, and the scheme in [13]
is an anonymity one. From Table 2, we can observe our
scheme is fully functional, it is a decentralized CP-ABE
scheme supporting both revocation and anonymity. Also
the prime order groups brings it efficient and practical
features.

We use |U| denote the size of attribute universe. The
number of attribute authorities is denoted by |Uy|, an
LSSS access structure with an [ x n matrix is represented
by I, the number of attributes in the consumer’s key is
denoted by |S|, and the number of rows used in decryp-
tion is denoted by |I|. Table 3 summarizes the efficiency
of our scheme and the other schemes.

In contrast to the basic scheme [23], the public and
private key size in this paper are not changed, but since
the need of redundant ciphertexts for hidden structure,
the ciphertext length and bilinear operation for decryp-
tion are twice as much as the basic scheme. This work is
built on prime order groups, and the paring operation in
prime order group is significant faster than that in com-
posite order groups [23], so the computation overhand is
acceptable.

8 Conclusion

This paper designs a new access control system in
NDN including the system model, working principle, se-
curity definitions and properties in NDN. A new scheme
of multi-authority revocable NDN access control based
on CP-ABE is implemented by specific security assump-
tion, which solves revocation problem of access control in
NDN effectively and protects the privacy of consumers.
The attribute-related keys are updated indirectly in each
time period, and the keys are renewed periodically by
using both the freshness period in the data packet and
the in-network caching mechanism of NDN. The revoked
consumers cannot obtain the update keys so that user
revocation is achieved. Meanwhile, thanks to the decen-
tralization, attribute revocation is easy to be done by the
corresponding AAs which control the revoked attributes
without any interaction to other AAs. As the access con-
trol policy itself will reveal the consumer’s sensitive in-
formation, we introduce the method of partially hidden
access control structure, which will not increase the con-
sumer’s key length and guarantee the consumer’s privacy.
Finally, the security is proved under the static security
model.
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