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Abstract

Secure data deduplication, which can reduce the amount
of storage cost in the cloud by eliminating duplicate data
copies, has been widely used in industry and academia.
At the same time, as the outsourced cloud storage server
is not fully credible, it will cause data destruction when
the user puts the the encrypted data in the cloud. There-
fore, we present a secure and efficient cloud data dedupli-
cation scheme supporting dynamic data public auditing.
Compared with the prior systems, our system has two ad-
vantages. Firstly, the proposed scheme has a high perfor-
mance in terms of data equality test by using the decision
tree, as the server can reduce the time complexity of dedu-
plication equality test from linear to logarithmic over the
whole data items in the database. Secondly, the proposed
scheme can reduce the computation cost of searching a
data block from linear to logarithmic by using relative
index of a node and also support data modification, in-
sertion, append and deletion procedure.

Keywords: Cloud Storage; Deduplication; Public Audit-
mng

1 Introduction

Cloud computing is a pay-per-use model that provides
available, convenient, and on-demand network access to
configurable computing resource sharing pools (resources
including networks, servers, storage, applications and ser-
vices). These resources can be quickly provided with very
little management effort or little interaction among the
service provider.

Among them, cloud storage is a networked storage
model that data is stored in a virtual storage pool, usually
maintained by the third party. Cloud storage provides
customers with a lot of benefits, including cost savings
and simplified convenience, and so on. These benefits
make more and more customers store their personal data
in the cloud. The analysis shows that the amount of data

will reach 40 trillion gigabytes in 2020, of which 70% are
stored in the cloud. Among these remote stored files,
most of them are identical. Data deduplication, a spe-
cial data compression method, has been widely used in
cloud to optimize storage space by reducing the amount
of data storage [5, 14, 20]. Nevertheless, the problem,
that the same file encrypted by different users lead to dif-
ferent ciphertexts, makes cross-user deduplication impos-
sible. The convergence encryption(CE) can implement
this, because the key is derived from the file, regard-
less of who performs the encryption algorithm. However,
existing solutions in use unfortunately have either secu-
rity or privacy issues. Such as offline dictionary attacks
as the keys are derived deterministically from the file F’
(i.e., Ka(= Kp) = H(F)), where H is a conventional
hash function used to map any length of messages into a
fixed-length value.

At the same time, the users put the data in the cloud
and need to consider the data security. Because the Cloud
Service Provider (CSP) may take the initiative to delete
the data that the client does not frequently access, so it is
necessary for users to ensure the integrity of data in the
cloud. In other words, any change about the data in the
cloud without the consent of the user, such as data loss,
corruption, modification, or disclosure, should be detected
by the user. However, as the user’s computing power is
limited, the user decides to authorize the task of audit-
ing to a Third Party Auditor (TPA), which enables that
the user can efficiently perform integrity verifications even
without the local copy of data. TPA replaces the user to
perform the integrity of data and do not need to download
the entire file.

We also consider that the user may want the cloud
to protect their data to prevent unauthorized users from
accessing. So we use a key distribution mechanism to
process the convergence key [16, 26].

In this paper, we propose a secure and efficient cloud
data deduplication scheme supporting public auditing.
Our main contributions can be summarized as follows.

e A secure and efficient cloud data deduplication
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scheme is achieved [13, 24], and can reduce the com-
parison times of the equality-testing algorithm from
linear to nearly logarithmic.

e An auditing entity can help clients audit the integrity
of data stored in the cloud even without the local
copy of data files [9]. At the same time, the compu-
tational cost of searching the data block can reduce
efficiently from linear to logarithmic. In addition, the
scheme supports the dynamic operation of data.

e A scheme of data deduplication by using a key en-
capsulation mechanism [16, 26], which means that
the key of the file is re-encrypted with the attribute,
and the user can decrypt the ciphertext only if the
user has a private key associated with the attribute.

In Section 2, we give the relevant knowledge of dedu-
plication and auditing. In Section 3, we give the bilinear
pairings, computational Diffie-Hellman problem, Path-
PRV-CDA2, modified Merkle Hash Tree, Boneh-Lynn-
Shacham signature and equality test over deduplication
decision tree. Section 4 gives system structure and the
threat model. Our detailed scheme is shown in Section 5.
The dynamic operation of the modified MHT tree will
be showed in Section 6. The Section 7 gives the security.
The Section 8 gives the performance analysis. We make
a conclusion in Section 9.

2 Related Works

In this section, we will elaborate on the work related to
our scheme from two aspects.

2.1 Secure Deduplication

Convergent encryption, which can not only guarantee the
confidentiality of data, but also achieve data deduplica-
tion. Specifically, each data file will be encrypted with
a so-called convergence key that derived from the cryp-
tographic hash value of the file contents. This gives rise
to the same data file to be encrypted to get the same
ciphertext, which makes it possible to reduce the re-
dundant data. Bellare et al. [5] proposed a novel cryp-
tographic primitive called Message-Locked Encryption
(MLE), where the formal definition and security model
of deduplication is given. However, both of them do not
meet semantic security because of content-guessing at-
tack. If the adversary wants to specify a distribution of
plaintexts, the tag that is deterministic from the mes-
sage will leak unnecessary information. To strengthen
the security, Abadi et al. [1] proposed a modified prim-
itives, named random Message-Locked Encryption (R-
MLE) which can support an equality-testing algorithm
defined on the ciphertexts. However, the equality-testing
algorithm is very inefficient, which is the only problem. To
enhance the security of deduplication and protect the data
confidentiality, Bellare et al. [4] proposed an improved

deduplication scheme, which can resist the online brute-
force attack by running an oblivious pseudo-random func-
tion (OPRF). In the scheme, users generate the key by the
aid of a secret parameter which is produced by a third-
part key server. To prevent the data from being leaked
to the third-part server, Bellare and Keelveedhi extended
their prior work and proposed a new primitive named In-
teractive Message-Locked Encryption (iMLE) [3]. In their
model, security depends on whether the message is related
to the public parameter or not. After that, Jiang et al. [13]
introduced a new primitive called pR-MLE2, which gen-
erates a key that does not depend on the third party, and
can resist content-guessing attack. The most important is
that the time of deduplication test is reduced from linear
to logarithmic.

2.2 Integrity Auditing

Ateniese et al. [2] put forward the concept of provable
data possession (PDP), which makes sure that the cloud
server owns indeed the data and does not need to down-
load all the data. PDP implements mainly through ran-
domly extracting a set of data blocks from the cloud
server. Zhang et al. [28] proposed a secure provable data
possession scheme, which can resist forgery attack and re-
play attack, under the Chosen-Target-CDH problem and
the CDH problem. Proof of retrievability (POR) [19] is
also a part of the data integrity verification. Compared
with PDP, POR can also achieve the recovery of data.
Ling et al. [17] proposed an efficient and secure one time
password authentication scheme for wireless sensor net-
works. Xu and Chang [25] recommended to use the poly-
nomial commitment to reduce the communication cost
of [19]. Stefanov et al. [21] made a protocol to the frequent
changes in the authentication file system. Hsien et al. [10]
presented a survey of data integrity based on public au-
ditability and provided the approach to analyze security
and efficiency. Hwang et al. [11] proposed a scheme with
a mechanism to locate the problematic data blocks when
the cloud data as a whole fails the auditing. Ming et
al. [27] implemented a more secure and efficient audit-
ing mechanism in the cloud. Cao et al. [8] showed that
there are two flaws in one scheme for cloud storage audit-
ing with verifiable outsourcing of key updates. However,
these protocols only adapt to the static operation of the
data and do not support the dynamic one. Liu et al. [18]
considered dynamic data update when the data is shared
with multiple users, but only described the inserted oper-
ation. The scheme [12, 23] supports the dynamic opera-
tion of the data, the time of integrity verification is O(m).
The computational complexity of integrity verification is
proportional to the amount of data in the cloud. When
the amount of the data in the cloud increases, the compu-
tational complexity will increase linearly. Garg et al. [9]
improved it by using Relative Index and Time Stamped
Merkle Hash Tree (RZTS — —MHT ), which can guaran-
tee that it can not only support the dynamic operation of
the data, but the computation cost of searching the node
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can reduce from linear to sub-linear.

3 Preliminaries

In this section, we give bilinear groups and computational
Diffie-Hellman problem, Path-PRV-CDA2. At the same
time, in order to achieve the integrity of the data, we give
the modified Merkle Hash Tree (MHT), Boneh-Lynn-
Shacham (BLS) signature and equality test over dedupli-
cation decision tree.

3.1 Bilinear Pairings

Suppose that G and Gp are the multiplication cycle
groups of prime order p. When the map e: G x G — G
satisfies the following properties, we say that e is a bilin-
ear map [6, 22]:

1) Bilinearity: For all u,v € G,a,b € Z,, we can de-
duce that e(u®,v®) = e(u,v)%;

2) Non-degeneracy: e(g,g) # 1;

3) Computability: For all u,v € G, we can compute
e(u,v) in an efficient algorithm.

3.2 Computational Diffie-Hellman Prob-
lem

The Computational Diffie-Hellman problem (CDH) [6] is
that, given g,g¢% ¢® € G, it is difficult to compute g2,
where a,b is the random number in Z and g is the gen-
erator of G.

3.3 Path-PRV-CDA2

In the decision tree, the user interacts with the server,
calculates 1 bit path decision and sends it to the server.
The definition of Path-PRV-CDA2 [13] is based on the
definition of PRV-CDAZ2 [1].

3.4 Modified Merkle Hash Tree

Modified MHT [9] is a binary search tree, where each
node stores two parts of information, one is the hash value
of the data block and the other is the relative index of
the node. Apart from the leaf nodes, the hash value of
each node is the concatenation of the hash value of its
child nodes. By verifying the hash value of root node, we
can assure the integrity of data. In modified MHT, the
relative index of leaf nodes is set to 1. Suppose that the
index value of a node’s two child nodes is 7, and 7y, then
its index value is r, + 7.

Figure 1 shows a modified MHT with 8 leaf nodes. For
example, if the auditor wants the cloud server to prove the
integrity of the data block d[3], the cloud server will give
the auditor the Auxiliary Information (AI) as AI(d[3]):

[ [reena] [Hesn] [Aena] [Aasha] [eeha] [raena] [Fisn]

TTTITTTE

Data blocks

Figure 1: Modified merkle hash tree (MHT)

{(He, L), H(d[3]), (H(d[4]), R), (Hp, R)}. Now the audi-
tor verifies the integrity by using the root node Hy as
follows:

Compute Hp < (H(d[3]) || H(d[4])).
Compute Hs < (He || Hp).

Finally compute root Hr < (H4 || Hp).

3.5 Boneh-Lynn-Shacham Signature

Boneh-Lynn-Shacham Signature (BLS) [7] is a short sig-
nature scheme, which is used for authentication the signer
of a message. Its security is based on the CDH problem.
BLS signature can aggregate multiple signatures about
many blocks of message into a single signature. There-
fore, BLS signature of n data blocks (d[1],d[2],--- ,d[n])
in file F' are generated as follows:

¢ = I H )"
i=1

H :{0,1}* — G is a hash function and G is a prime or-
der group having generator g. The BLS signature specif-
ically contains three parts in the following;:

Let k € Z, be the private key and g* is the public key.
Generate a signature ¢ for file F: ¢ — H(F)F.

Input the file F
e(d, g)=e(H(F),g").

and signature ¢,  verify

3.6 Equality Test Over Deduplication
Decision Tree

Jiang et al. [13] proposed an interactive deduplication
decision tree in Figure 2. Generally speaking, the user
requests the server to return the tag of current node. The
user checks whether there is a copy, if it is, users just get
a link related to file from the cloud without uploading the
encrypted data. Otherwise, the user uploads the data to
the cloud. In general, give h(F'), some relevant informa-
tion and 1-bit path decision b = B(g""*(¥))(B(z) denotes
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g'hh(ﬁ;) % gmh(F.)

' B(g““ﬁq b =

Figure 2: Deduplication decision tree
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Figure 3: The system model

the bitwise exclusive or of the digest of z). If b = 0, the
server moves it to the left child node. Else if b = 1, the
server moves it to the right child node. The algorithm
can be described as follows.

e User <+ Server: The user owns file F, and requests
the cloud server to return the tag 7; of the current
node, 7; = (g™, ¢g""F)). (In general, if the node is
the root one in the tree, and the corresponding tag
is 7= (g7, g"0h)).

e User: The user detects whether the cloud has the
same one as himself. That is to say, the user verifies

whether the equation g“h(F*);g”h(Fi) holds.

e User — Server: When the equation is established, it
means that the user finds a duplication. Otherwise,
he calculates b = B(g""*)) € {0,1} and gives it to
the server.

e Server: When the server gets 0, the user moves the
node to the left child. Otherwise, the node is trans-
ferred to the right child. The user then continues
to interact with the server and finds that one of the
following cases occurs. One is that, when the server
traverses the entire tree, it does not find the same
data as the user. The other is that, the server finds
a copy of the data.

4 Problem Formulation

4.1 System Architecture

In our system, we include four entities: the user, Cloud
Service Provider (CSP), Third Party Auditor (TPA) and
attribute authority (AA). The relationship among them
is shown in Figure 3.

e The user has a lot of files and will generally put them
in the cloud to save their own storage and reduce the
computing cost.

e Cloud Service Provider (CSP) is a system that pro-
vides file storage and business access capabilities
truthfully. Users often pay the cloud to enjoy this
service.

e The Third Party Auditor (TPA) helps the user detect
the integrity of the outsourced file in the cloud, since
the cloud may delete files that is rarely used by the
user or that has been corrupted to save storage.

e The attribute authority (AA) is an entity which can
send the user a key related to the user’s attribute to
encapsulate the encryption key.

Our system contains two phases: data deduplication
phase and public auditing phase.

1) Data deduplication phase: At this stage, the user
detects whether CSP has the same file. We mainly
have two situations to consider.

e When CSP has already stored the data, users
do not have to upload the file and only obtain
a link to the file.

e The user uses the message locked encryption to
encrypt the file and uploads it to the cloud.
After that AA employs the key encapsulation
mechanism to encapsulate the key.

2) Public auditing phase: We introduce it mainly in four
parts. They are BlockSigGen, Challenge, GenProof
and VerifyProof, respectively.

e Keygen(1*): The user inputs a security pa-
rameter A and outputs key pair (k, g*). Here, k
is the private key, ¢” is the public key.

e BlockSigGen(k, H(ctq:)),w): The user in-
puts k, the hash value of encrypted file block
H (cty(;)), a random number u, and outputs the
signature of the block is ¢;. The set of signa-
tures for each encrypted block is represented as
0={¢i},ie{1,2,---,n}

e Challenge: TPA replaces the user to detect the
integrity of data in the cloud. TPA takes several

blocks of file randomly and sends them to the
CSP.
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e GenProof(ctr,d,C): When CSP received the
challenge information C from TPA, CSP inputs
encrypted File ctp, all signature set 6, challenge
information C to produces the proof P;. Fi-
nally, CSP sends the proof to TPA.

e VerifyProof(C, P;,g*): TPA inputs the chal-
lenge Information C, proof Pf, public key g,
and verifies the results. If it holds, it indicates
that the data stored in the cloud is complete.
Otherwise, we conclude that the data has been
tampered or even lost.

4.2 Threat Model

We consider some threats about the users’ data in the
following.

e The user authorizes the task of auditing to TPA to
ensure the integrity of data in the cloud. Although
TPA is credible, he will be curious about the data
stored in the cloud.

e CSP may delete data that is occasionally accessed by
the user, or CSP may damage the data due to their
own processing error without informing the user.

e The previous administrator in the cloud could break
into and corrupt the integrity of data. And if the
certificate of legitimate user is lost, the other users
will use the certificate to destroy the data or even
delete the data.

5 Our Detailed Construction

In this section, we construct a secure and efficient cloud
data deduplication scheme supporting dynamic data pub-
lic auditing. Our scheme mainly includes four entities
which has been showed in Figure 3. Firstly, AA defines
the set of public attributes [15] and sends the user a key re-
lated to the attribute. The key which is used to re-encrypt
the convergence key to implement the key encapsulation.
Then, the user sends a tag to CSP to decide whether the
cloud stores the file or not.

5.1 Data Deduplication Phase

This phase intends primarily to detect whether the cloud
has the same data by using the equality test over dedu-
plication decision Tree.

e The user has the file F, and the tag of F, is 7, =
(g7, g""MF)). After that, the user requires CSP to
return the tag 7, = (g", ¢g"*"¥?)) of current node.
The user then detects whether there exists the same
file by checking g”'h(F*);g”‘h(F’?), where 7; and r,
are selected randomly. If the equation is verified to
be equal, it means that there is a duplicate one stored

in the cloud, it is unnecessary for the user to upload
the file.

e Otherwise, the user sends b (b = B(g""")) € {0,1})
to CSP, if b = 0, CSP moves the node to the left, oth-
erwise it moves the node to the right. The algorithm
terminates when CSP has traversed the entire tree
and can not find the same data. Therefore, the user
is authorized to upload the ciphertext to the cloud.
Specifically, the user computes kr = Hash(pp, F),
ctrp = Encyp(kp, F), and gives ctp to CSP, where
Enc(-) is the symmetric encryption algorithm, pp is
the public parameters. The convergent keys kr is en-
crypted with the key associated with the attribute.
The user can get the convergence keys to decrypt the
ciphertext only if he has the attribute.

5.2 Public Auditing Phase

TPA replaces the user to check the integrity of data in the
cloud and returns the results to the user. Detailed details
are as follows.

e KeyGen: The user first randomly selects the private
key k € Z, and the public key n = g*. After that,
the user divides the encrypted file into n blocks.

e BlockSigGen: Generally speaking, the user gener-
ates BLS signature for each encrypted block ctgp;) of
the file is ¢; = (H(ctqp)) - ua))*, where ctqy =
Encpp(kapi, di]), i € {1,2,--- ,n} and a random ele-
ment u € G. Here H(ctgy;)) indicates the hash value
of the encrypted file block. The user generates a
MHT and a root nodes Hp with H(ctyy)) as a leaf
node for all ¢ € {1,n} (Hpg is the root node of the
encrypted data block). The signature for the root
node is expressed as p = H(R)*. After that, the user
sends {ctr, 6, p} to CSP for storage.

e Challenge: In order to ensure that their files are
intact, the users upload the files to the cloud and
delegate the task of verifying the integrity of data to
TPA. Then TPA randomly extracts a portion of the
file from CSP, and CSP responds to the extracted
data. TPA randomly selects ) and b;, and sends
C < (i,b;)icq to CSP, where Q = {ry,r2, -+ ,11} €
[1,n] and i € Q.

o GenProof: When receives the challenge message C,
CSP starts to search ith node in the hash tree (i €
C). We determine whether the search node exists
in the hash tree by validating the root node. For
example, we need to search for file block d[4], CSP
can use all the auxiliary information on the path of
the search node. The auxiliary information(Al) is
expressed as: [(He,2,L), (H(d[3]),1,L),(Hp,4, R)],
where L represents the position of node on the left,
R is represented as the position of the node on the
right. SIB specifies the number of sibling nodes on
the left. When the detection of the node passes, CSP
continues to search for the other nodes on the hash
tree. Otherwise CSP terminates the auditing and
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computes:

¢<—ﬁq§fieG.

=71
and
Tk
p [ v:Dli] € G.
i:'rl
After that, Py is sent to TAP by CSP, Py =
{1, ¢, (H(ctq,), AL(i)icq, p, SIB). Here AI(i) is the

auxiliary information of 7 on the path from the node
H (ctgp;)) to the root node.

e VerifyProof: TPA establishes the root node of the
tree and verifies the root node by detecting whether
the following equation holds or not:

e(H(R),g") = e(p, 9)- (1)

Here, H(R) is the hash value of the root of the en-
crypted data block. Finally, TPA sends the verifi-
cation results to the user. On authentication verifi-
cation successes, TPA proceeds the auditing process
and verifies whether the following equation holds or
not:

e( [T H(ctaw)" - u*, g*) = e(4,9) (2)

i:T‘l

That is to say,

: uuagk)

Tk
e( [T H(ctam)"

i:Tl

T
:6( H H(Ctd[i])bi

i:Tl

bict i k
s u d[]ag)

Tk
=¢( H (H (ctgpy) - utai)®, g*)
"
=e( H ((H (ctap) - uctamn)Fybi gy

’i:T‘l

:e( H ¢fl ) g)

=

If the validation process passes, the file that the user
stores in the cloud is complete. Otherwise the user’s
file is compromised.

6 Data Dynamic Procedures

Data dynamic operation [9] is very important in
data auditing, which includes data modification proce-
dure (DMP), data insertion procedure (DIP), data
append procedure (DAP) and lastly data deletion
procedure(DDP). Data dynamic procedures which al-
low the user to update the selected file when a file block
changes.

6.1 Data Modification Procedure

When the user wants to modify the ith file block, the
user generates a new signature for this data block as

¢ = (H(ctyy) - um"d[i/J)k7 and produces a new file
tag as T = (gr,grh(F,)), and then the user sends
(M, i, ct(d[i']), H(ctyy), ,7) to CSP, where M is denoted
as DMP. Cloud storage server replaces ct(d[i]) with
ct(d[i,]), replaces ¢ with ¢, replaces 7 with 7 , replaces
H(ct ;7)) with H(ctyp;r)), and then generates a new hash
of the root node H(R') by reconstructing M7 with ith
modified file block. Then the user authenticates the root
by using (H(ctyy), AI(i))i, p), produces p = H(R)*
with secret key k£ and sends it to the cloud for storage. In
this way, the user completes the modification operation
of the data block.

6.2 Data Insertion Procedure

When the user wants to insert the file block, the user
first generates a signature for the inserted file block as
¢* = (H(ctqy-)) - u=1)* and computes the tag as
™ = (9", ¢""¥")). Assume that the insertion file block is
(1,1, ct(d[i*]), ¢s, 7*) and sends them to the CSP, where
I is denoted as DZP. When a new node is inserted,
the hash value of the node at that location becomes
(H(ct(d[i])) || H(ct(d[i*]))) and the index value of it will
also change, too. Specific detail is shown in [9]. The
user establishes MHT to authenticate the root node us-
ing AI(I), H(ct(d[i])) in Equation (2), if the certification
holds, it means that CSP performs the insert operation
honestly.

6.3 Data Deletion Procedure

DDP is similar to DZP. Assuming that we want to delete
a data, then the hash value of the node is transferred, the
corresponding index of the node changes, too.

6.4 Data Append Procedure

DAP is similar to the data insertion.

7 Security Analysis

In this part, we will analyze the security of our scheme.
The Theorem 1 is reduced to that of Garg and Bawa’s
scheme [9], which has been proved to be secure in random
oracle model. We show that our scheme is Path-PRV-
CDA2 secure in Theorem 2. Finally, we give an analysis
to show that the auditing is sound in Theorem 3.

Theorem 1. As Garg and Bawa’s scheme [9] is secu-
rity, then an adversary C has an negligible advantage € to
generate a forgery for a data block tapyy:

¢ > (1/gs + 1)e)e
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Table 1: Functionalities and features comparison of deduplication and auditing

Schemes | Ciphertext deduplication | No additional key server | Auditing | Block dynamic operations
[1] v v X X
9 - - v v
[13] v/ vV X X
[15] N X N X
23] - - v v
Ours vV vV Vv Vv

and in polynomial time:
t(: Z t+ tsm (qH + 2115)

where tgy, is time for one scalar multiplication in G and
e is base of natural logarithm.

Proof. Assuming the attacker A has already known
(g,9% g°), our purpose is to solve the CDH problem by
using a subroutine B, B is maintained by .A.

Parameter Query: The adversary C makes queries to B
about the relevant system parameters , and B re-
sponds it in the following, B chooses r € Z, as its
own private key, generates ¢g" € G as the public key,
and sends (r,g", G) to the adversary, where r keeps
secret.

Hash Query: The adversary C can make a Hash Query,
B responds it as below. The adversary C also makes
alist Ly: {ctq), wi, ki, e}, which is initially empty.

o If there has been a query on ctgp;) in the Ly, B
responds with H (ctqp)) = w;.

e Otherwise, B flips a coin ¢ € {0,1}, when ¢; = 0,
the probability of it is . And when ¢; = 1, the
probability of it is 1 — 4.

e B chooses a element k; € Z, randomly,

computes w; (")~ Dg(g)* and puts
{Ctd[i],wi, ki 1} to list L.

Sign Query: The adversary makes a signature inquiry
about the data block ctyp;), and B replies to him as
follows:

e If ¢; =0, B halts.

e Otherwise, if ¢; = 1, then B responds with o;
(6(g)*)(¢(9)%"). Here w; = ¢(g)*, therefore

g; = wf”.

e Assume that the adversary C has created a
forged signature o for the data block cty,
Then if ¢; = 1, B halts. when ¢; = 0, B replies
to the adversary with H(ctqu) = g°¢(g)* and
o
Then we can derive that:

9°" = a3/ (9" b (9" )o(rk)).

Only B can calculate g?° in the polynomial time.

Next, we show the probability that the CDH problem
can be solved by B. B wants to succeed mainly based on
the following three cases:

e Fi: Any sign of an adversary C does not make B stop
the game;

e Fs: The adversary C generates a genuine oy on data
block ct(d[k]);

e Fs5: The adversary C produces a forged signature on
data block ct(d[k]) and B does not abort.

The probability of B succeed is
P[Ey N EyN E3] = P[Ey] - P[Ey || E1]P[Es || E1 N E3]

From Garg and Bawas scheme in [9], we can calculate the
probability of B succeed is €

€ > (1/qs + 1)e)e.

Since our scheme is based on the same difficult problem
as Garg and Bawa’s scheme, And the advantage of the
attacker to break our scheme is the same as the attacker
break the Garg and Bawa’s scheme. So, our scheme is
also secure in CDH problem. O

Theorem 2. Our pR-MLE2 scheme is Path-PRV-
CDAZ2 [1] secure.

Proof. Given two sequences v = (vy,---,v,) and v
(v}, ,v,), we consider the information that the adver-
sary C can get through the two sequences. And if the tree
path of two files is same, we recognize that they are the
same one. We consider it in two cases.

One is when both of them have the same tree path, v
is in the deduplication list, v’ is also in the deduplication
list. Then, the adversary C can not get any information
from the two sequences.

The other is that v and v have the same order relation.
v is in the deduplication list, v’ is not in the deduplication
list. The user gives the path bit to the server. In both
cases, the information obtained by the adversary is same,
and the number of bits leaked does not exceed the height
of the tree. So it is Path-PRV-CDA2 [1] secure. O



International Journal of Network Security, Vol.20, No.6, PP.1074-1084, Nov. 2018 (DOI: 10.6633/IJNS.201811-20(6).08) 1081

Table 2: Number of challenged blocks up to 90% of corrupted blocks

Number of corrupted blocks(z) | Number of challenged blocks(t)
6250 23
12500 12
18750 10
25000 7
31250 5
37500 4
43750 4
50000 3
56250 2

Theorem 3. Assuming the hash function is collision-
resistant, when clients and CSP follow the Modified
Merkle tree-based protocol, a dishonest CSP cannot pass
through the verification.

Proof. Suppose that the user needs to verify the ith
file block, the malicious CSP transfers part of the
user’s data and has two ways to cheat the user. One
way is to return a forged message. The server may
try to find an cty, # ctq, satisfying that H(ctq;) =
H(ctq,). However, under the collision-resistant assump-
tion, CSP cannot generate invalid data and the cor-
responding integrity path that the client can use to
compute the correct metadata H(R). The other way
is that CSP may ignore the verification without giv-
ing the correct Py = {u, ¢, (H(ctq,), AL(1)icq, p, SIB},
but to return another valid pair of data Py =
{w*, ¢, (H(ctq,), AI(j)jeq,p*, SIB*} to the user.
In the phase of VerifyProof, TPA found that

e( [ Hctay)® - u*", g*) # e(4,9)

Jj=r1

In other words, any malpractice by CSP will be detected
by a fully trusted TPA at the VerifyProof stage. There-
fore, based on the Equation (2), CSP cannot use another
data path pair to pass through the verification success-
fully. O

8 Performance Analysis

In this section, we will conduct our performance analysis
including three aspects, the probability of malpractice at
CSP, the computation cost, and communication overhead.

8.1 Probability of Detecting Malpractice
at CSP

The solution [9] is to take the sampling method, that is,
it divides the file F' into n chunks and then randomly ex-
tracts ¢ from n data blocks to detect the probability of
detecting malpractice at CSP. Suppose that CSP changes

x data block in n data blocks, then the probability of ran-

domly sample a corrupted block is Z. If the probability
of detecting malpractice at least one block in challenge

phase is P, then

x T
(1=

)l n—t+1

P:If(lf%)(lf

t—1

:1_H(1_nii)

=0

)

n—1

3)

In order to know more clearly the relationship among
P, z,t,n, we simplify the Equation (3) and finally get

)t

x
t—1

2

Suppose the data owner divides the 1G B file into 62, 500
blocks, each one of which is 16kb. We will show the num-
ber of blocks(t) required in challenge message to detect
the number of blocks corrupted by considering the proba-
bility of malpractice detection (P = 0.9) in Table 2. Also
with the number of corrupted data blocks increasing, the
data blocks in the challenge decreasing. When CSP mod-
ifies 10% of total outsourced blocks(n), then CSP needs
only 23 random blocks in the challenge set to detect a
server malpractice with 0.9 probability.

T
n—t+1

1—(1- ) <P<(1-

8.2 Computation Cost

As is shown in Table 3. Hash is represented as a hash
function, which can map a message from any long bit
string to a fixed length. Mwul represents a multiplication
on group G. FExp is expressed as a exponentiation op-
eration. Pair is represented as a pairing operation. m
represents the total number of files in the cloud, each file
is divided into n blocks. ¢t is the number of challenged
blocks.

In Table 3, Jiang et al. [13] and Abadi et al. [1] used
deduplication to reduce the redundant data in the cloud.
Although the computational cost of Jiang et al. [13] is
2Exzp + Mul + Hash + 2(Hash + Exp) - O(logm), which
is a litter higher than Abadi et al. [1], the time of dedu-
plication reduced greatly from linear O(m) to logarith-
mic O(logm). Wang et al. [23] and Garg et al. [9]
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Table 3: Computation cost of deduplication and auditing

Schemes Deduplication ‘ | Auditing .
User CSP Time CSP TPA Time
(1] ZEiI;{—ZSA:UZ 2Pair - O(m) O(m) — - _
9 B a - +(t t—Ef)pM ul QPT;&J\Z zif;xp O(log(n))
3 +2(3}Efsphiﬂé§;f. g?lf)z; m) 0 Oflogm) - - -
o | o D om e e o
= - - - +(t t—Ef)pMuz QPﬁZti(i;r]\;l)pr O(n)
Ours +2(2}}Efsph++ f‘é ;L; )+ g Zf)’g‘ i 0 Oflogm) t_Ef)pMul 2Pai7; + zlExp O(log(n))

Table 4: Communication cost of deduplication and auditing

Phases

Communication cost

Data deduplication

User <+ CSP :l+k

Delegation of audit task

User — TPA : 2|G]

Challenge phase

TPA — CSP : 1|2, + 283

Responding proof

CSP — TPA: |G|+ |Z,| + (t +2) x 256

can detect the integrity of data in the cloud. Although
Li et al. [15] can achieve both deduplication and au-
dit, it makes the computation cost of auditor’s become
2Pair + tExp + tMul + tHash, which is much higher
than Garg et al. [9]. And when the file is encrypted, a
fully trusted key server is needed. Therefore, we imple-
ment both by adopting the method of Jiang et al. [13]
and Garg et al. [9], which can not only reduce the time
complexity from linear to logarithmic by using a decision
tree, but also make the time of searching node vary from
linear to sub-linear by using the Merkle Hash Tree with
a relative index.

8.3 Communication Cost

As is showed in Table 4, | Z,| and |G| are expressed as the
size of element in Z,, and G, respectively. ¢ is the number
of blocks challenged. [ represents as the size of file tag. k
represents as the size of decision bit.

Communication costs are mainly divided into four
phases. The first phase is to perform the data deduplica-
tion test between the user and CSP which includes that
CSP sends the tag to user and user returns the decision
bits to CSP. The second phase is to authorize the integrity
of data to the third parties, therefore the communication
costs equals the size of keys, root signature and which is
one time for every audit. The third phase is that TPA
sends the challenge message to the CSP, which needs to
extract ¢ element subset () randomly and select random

element {b;};co € Z, to the CSP, and the fourth phase
is the CSP response to the challenge phase. We can ob-
tain that @ can be represented as 283 bits in [9], when
the size of file < 10247 B and 2 < err < 80(err is error a
probability).

9 Conclusions

In this paper, we have presented a novel approach to
realize a secure and efficient data deduplication scheme
supporting dynamic data public auditing. The proposed
scheme can not only save the storage cost in the cloud,
but also use the auditor to verify the integrity of data in
the cloud. It is significant to reduce the time to detect
the redundant data and the calculation cost of searching
the block of file. In addition, our scheme also supports
the dynamic data operations, such as data insertion, data
deletion, data modification and data append.
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