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Abstract

Secure group communication is becoming more and more
important in internet. In order to provide a secure and
reliable communication among the members of a confer-
ence over a public network, all group members must have
the ability to establish a common secret key. We call this
kind of the public key distribution system is a conference
key distribution system (CKDS). Our protocol bases on
the two-party Diffie-Hellman protocol to build intermedi-
ate keys from each subgroups gradually until the entire
conference key is obtained. The process of forming the
entire conference key will constructed a ripple structure
which reduce the times of encryption and decryption than
butterfly scheme key distribution systems. Our protocol
promote the efficiency of a conference key distribution
system.

Keywords: Conference Key; Key Authentication; Secure
Group Communication

1 Introduction

A public key distribution system called public key distri-
bution system (PKDS) is developed firstly [4]. However,
this system provides only one pair of communication par-
ties to share a particular pair of encryption and decryp-
tion keys [3,9,11,13,14,21,30]. The public key distri-
bution system is applied in a conference key distribution
system (CKDS) to permit any legitimate parties to share
the same encryption and decryption keys. Hence, a con-
ference key distribution system (CKDS) [2,29] is a scheme
which generates a conference key and then spreads this
key to all legitimate participants for establishing a secure
communication.

Imgresson et al. [16] proposed a conference key dis-
tribution system (CKDS) without authentication on a
ring network. For authenticate legitimate members us-

ing member’s identification information (such as mem-
ber’s name and address) in cryptosystems, Shamir and
Fiat proposed identify-based signature schemes [5], and
Okamoto proposed an identity-based scheme [23]. An
identity-based system applies to generating a conference
key with authentication [23], called an identity-based con-
ference key distribution system (ICKDS). Koyam and
Ohta [17] applied Identity-based CKDS (ICKDS) on a
ring network, complete graph network, and a star net-
work. Many conference key schemes had been proposed
for various enterprise organizations [1,6-8, 15, 20, 25, 27,
31]. In this paper, we will propose a new hierarchical ap-
proach, the ripple scheme, to improve a conference key
distribution.

The remaining of the paper is organized as follows.
Section 2 gives a brief overview of the butterfly scheme.
The proposed method is described in Section 3. Sections
4, 5, and 6 discuss the encryption and decryption cost,
performance comparisons, and security analysis. Section
7 closes the paper with the conclusion.

2 Review of The Butterfly Scheme

In the butterfly scheme [26], the users generate a share
keys for small subgroups, and furthermore these sub-
groups form larger subgroups and establish new subgroup
keys by previous subgroup keys. These steps of key gen-
eration are repeated until the whole group constructs a
share key for all users. The butterfly scheme is shown in
Figure 1.

The initiation phase: Each user u; chooses a random

secret integer oy € Z7, where Z; denotes the non-

zero elements of the integers mod a prime p.

A conference key generation and distribution phase:
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Figure 1: The butterfly scheme

1) In the first pairing, the members of a pair ex-

change g%/, where x? = «y. For example, u;

sends gz[l) to ug, and ug sends gf’3g to uy. Then

0 0
the users us;_1 and uy; compute x]l = g¥2i-1%2;
= ¢%?9-1%%  where le € Z,. Therefore, the
members of a pair have established a conven-
tional Diffie-Hellman key exchange.

2) In the second pairing, we may pair the pairs u}

= {ugj_1,us;} into a second level of pairs. For

Instance, uf = {uf, u5}, and a general rule u} =

{ud; 1,uj;}. Consequently, the second level of

pairings consists of 4 users in a pair. Each user

u%j_l and u%j exchange gméfl and gméf. Every
2

. 1 1.
member in uj can compute :r? = g¥2-1727,

3) In the third pairing, consisting of 8 users may
be formed. Each user ugj_l and ugj exchange

2 2 3
g©2i-1 and ¢g®2s. Then, every member in uj” can

. 2 2 .
compute :v‘; = g®2i-1"2i, Reasoning from above
the principle, we may produce a general rule, u;?

k=1 k-1 ko akl gkl
= {u2j71,u2j } and ri = g1

3 The Proposed Scheme

We propose a different hierarchical approach to improve a
conference key distribution. In our scheme, the users form
keys for small subgroups using Diffie-Hellman scheme [4],
and these subgroups act as single entities and chose a
user as their manager to establish subgroup key that form
larger subgroups and establish new keys using the man-
ager’s key chosen by in the previous subgroup keys. The
process repeats until the entire group has formed a key
that was shared by all members. For simplicity, we sup-
pose the ripple scheme for establishing a group key for
8 users as shown in Figure 2. Our scheme describe as
follow.

I
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usery
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Figure 2: The Ripple scheme

The initiation phase:

Each user; chooses a random secret integer z; € Z5,
i€{1,2,3,4,5,6,7,8}.

A conference key generation phase:

1)

In the first round, the mem-
bers of a pair exchange g,
i € {1,2,3,4,5,6,7,8} to establish a con-
ventional Diffie-Hellman key as their subgroup
key (SK for short). Thus the users form keys
for small subgroups, and these subgroups
as single entities. For example, user; sends
g*t to usery, and usery sends ¢g*2? to useri.
Then, user; and users establish a subgroup
key SKi2 = ¢”**2 mod p. Therefore, the
userg,_1 and wusersgy calculate a subgroup
key SKop_1yeor = ¢g@-2@%) mod p |
k €{1,2,3,4}, respectively.

In the second round, to form larger subgroups
and establish new subgroup keys. The new sub-
group key is formed by the manager’s key which
is selected from each subgroup. For example,
usery and users form a small subgroup which
subgroup key SKis is g*1*2 mod p. And imme-
diately they select a group manager user;. As
the same way, users and usery get a small sub-
group key SK34 = ¢*3"+ mod p, and then select
a group manager users. Afterwards, they take
the manager’s key ¢”* and ¢g”3 to form a larger
subgroup key SKi234 = ¢***3 mod p for {usery,
userq, users, usery}. Obviously, {users, userg}
and {usery, userg} can separately get SKss =
g***6 mod p and SKrg = ¢*"®® mod p. They
also select the manager users and usery to from
SKs678 = g7 mod p.

Finally, the conference key SKioss5678 =
g***5 mod p is formed by the manager user;



International Journal of Network Security, Vol.20, No.6, PP.1221-1226, Nov. 2018 (DOI: 10.6633/IJNS.201811_20(6).23) 1223

DH13 — gmlxg) EB g$1$3

USET] users g*1* = DHy3 ® g™ ™3
DHip = g*1%s @ g*1*2 o o

USET] users g*17 = DHyo @ g"172
DH34 — 93?1335 @ g$3$4 ,

users > usery g*1* = DHgy ® g73%4
DH56 — gaflﬂfs @ gacsac(,- ‘

users ~ userg  gM" = DHs © g™
DH57 _ g.’L'l.’L's P gm5m7

users - usery g*1% = DHys7 & g75*7
DH78 — gmlms @ g:E7:E8

usery > userg g*1% = DHrg @ g77"8

Figure 3: The conference key distributes to each member

and users from {usery, users, users, usery} and
{users, userg, userr, users}.

The conference key distributes to each member
phase:

8)

4 Encryption

The group manager user; and users possess the
conference key (for short CK).

user; send DHy3 = ¢*'%5 P g™'*s to users.
As the same time, user; also sends DHis =
g P g™ to users.

T1Ts5

users gets the conference key g by comput-

ing DH12 @ gmla02 .

users gets the conference key g by
DHy 56 g*+*s. Then DHsy = g**%s @ g¥3%4 is
computed by users and sends it to usery.

Z1T5

usery, gets the conference key g¢*'*5 by
DHjs4 €D g™
As the same way, users send DHsg and DHsy

to userg and usery, respectively.
userg gets the conference key by D Hsg @ g™5%s.

usery gets the conference key by D Hjy7 @ g*>*7
and send DHrg to users .

userg gets the conference key by D Hyg @ g™7*5.

and Decryption

Costs

As indicated in the previous section, our protocol is su-
perior to the others with respect to exponentiation oper-
ations. With respect to conference key generation time,
the total cost is 22 exponents and 12 XOR. We describe

as follow.

The conference key generation phase:
Table 1 is the cost of the conference key generation
phase.

D

3)

The first round: FEach wuser; and wuser;_q
establishes a secret key SK(g;_1)(2;) based on
Diffie-Hellman key exchange. There are 16 ex-
ponents in this round.

The second round: There are 2 expo-
nentiation to form SKjo34 secret key for
{usery, users, users, usery}. As the same way,
to construct SKsg7s secret key requires 2 expo-
nents.

The third round: To construct SK7is345678
(i.e. conference key) requires 2 exponents.

The conference key distributes to each member
phase:

Figure 3 describes the conference key distributes
to each member. Obviously, user; will generates
DH;; = g***5@g** and send to user;, the pair
of (i,7) € {(1,3),(1,2),(3,4),(5,6)}. Finally,
user; get conference key g”1%3.

Therefore, if n members require n x 2 +
Zéigfnfl 2 exponents and 2logon XOR to con-
struct a conference key. In tree based conference
key distribution systems require 2nlogn. Our
protocol is more efficient obviously.

5 Performance Comparison

In this section, we shall compare the computational com-
plexity of our scheme with that of the butterfly scheme.
To analyze the computational complexity, we first define
the following notations.
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Table 1: The Cost of the Conference Key Generation Phase

Round Operation Exponents per user; | Times of exponents

user; compute g user;

1 1€{1,2,3,4,5,6,7,8} |i€{1,2,3,4,56,7,8} 8
SK (2i—1)(2i) = g7 ) user;

i€{1,2,3,4,5,6,7,8}+ |i€{1,2,3,4,5,6,7,8} 8

SKiz3q = g1 @9) user,, users 2

2 SKsgrs = g@s)@7) users, usery 2

3 SK12345678 = g(ml)(m5) USET1, USEr;y 2

’ Total \ \ \ 22

Tyhur: the time for computing modular multiplication.

Texp: the time for computing modular exponentia-
tion.

Txor: the time for computing exclusive OR.
n: the number of participants in the conference.

In the conference key generation stage of our scheme,
n members generate an entire conference key. Each mem-
ber chooses a random secret key x; and computes the
corresponding public key g¥i. Then, the members of a
pair exchange their secret g%, i € {1,...,n} to construct
a conventional Diffie-Hellman key as their subgroup key.
Obviously, round 1 requires 2n X Tgxp. In the sec-
ond Round, § subgroup keys form larger subgroups by a
convention Diffie-Hellman key, which require § x Tgpxp.
As the same way, round i requires 5%+ X Tgxp. Total
computational complexity in this stage is required 3n-2n

1

X(%)( 0gy 1) x Trxp.

After generating the entire conference key (CK), each

member enters the conference key distribution stage.
1T n

Usery computes DHy (x 1) = CK @y 22 and send

to user(s 11 Then user(z 11) obtains the confer-
1T n

ence key by DHy(z 1) Dy AR

way, userzii computes DH(%+1)7(%+2%+1) = CK®

xr
glErEn

As the same

and send to USET (34 2 41). User(%+2%+1)

also gets the conference key by DH(%+1),(%+2%+1)
@ g E 3" Therefore, round 1 requires 4 x Txor. The
round 2 requires 8 x Txor and round i requires 201 x

Txor. Total computation complexity in the key distri-
bution stage is required (2(1"g2 Mt _4)x Txor.

In the computational complexity of the butterfly
scheme, each user u; chooses a random secret integer o
and the members of a pair exchange :c? to get the Diffie-
Hellman key u]1 in the first round. Therefore, round 1
requires 2nxX Tgxp. In the round 2, the members form
uf = {uy;_,up;} and require nx Tgx p. The round i re-
quires nX Tgx p. Therefore, the butterfly scheme requires
n(logon+1)x Texp.

According to Table 2, our scheme is more efficient than
the butterfly scheme obviously.

6 Security

The security level of the proposed CKDS is based on Dis-
crete Logarithmic Problem. Assume p is a large prime
and g is a generator for Z;. If b € X is publicly known,
it is still hard to find the a such that b = ¢* mod p. In
our scheme, we extend two party Diffie-Hellman key ex-
change to construct a conference key, that is, two users
such as user; (with private key x; and public key b; =
g”! mod p) and usery (with private key x, and public
key by = ¢g*? mod p) can calculate the shared key SK
= ¢®1*2 mod p. Any user except user; and users can
not calculate SK even they know z; and x5. Although
the Diffie-Hellman key exchange exits a Man-in-Middle
attack, many solutions [10,12,18,22,24, 28] are proposed

to solve this problem.

7 Conclusions

In this paper, we show a different group key that the users
produce a group key by the two-party Diffie-Hellman pro-
tocol. Our new scheme is more efficient than the butterfly
scheme [26].
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