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Abstract

Recently, Guo et al. proposed a secure and efficient
mutual authentication and key agreement protocol with
smart cards for wireless communications. There are two
main contributions of their scheme: confidentiality of the
session key and updating the password efficiently. They
claimed that their scheme could withstand various known
types of attacks: user anonymity, withstanding the insider
attacks, the replay attacks, and the offline dictionary at-
tacks. However, we find some weaknesses of their scheme
in this article. We show that their scheme is vulnerable to
on-line password guessing with smart cards under stolen
attacks and the denial of service attacks.
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1 Introduction

The most widely applied to verify the legitimate users
in wireless communications is the user authentication
schemes [5,9, 13,17, 22,26]. Many user authentication
schemes are designed to verify the users for single server
environment [2,8,18,21]. However, more and more re-
mote users need more services in various clouds or differ-
ent servers. In other word, the remore users in internet
and wireless communications will be operated in a multi-
servers or multi-clouds [4,11,16]. In the conventional user
authentication schemes, the remote users not only need
to login to various cloud servers with repetitive registra-
tion, but also need to remember the various remote user
ID (identity) and password pairs [3,6,10,12].

In 2012, Ramasamy et al. proposed a remote user
authentication scheme for smart cards [20]. However,
Thandra et al. showed that their scheme is insecure [23].

In 2016, Thandra et al. also proposed a secure and effi-
cient user authentication scheme [23]. However, Pan et al.
shown that their scheme is vulnerable to denial of service,
online and offline password guessing, and user imperson-
ation attacks [19]. In 2016, Wei et al. proposed a user au-
thentication scheme [25]. However, Tsai et al. also shown
that their scheme is vulnerable to password guessing, de-
nial of service, and privileged insider attacks [24]. In 2017,
Liu et al. thus proposed an efficient and secure user au-
thentication scheme with smart cards [15]. However, Liu
et al. shown that their scheme was also vulnerable to the
replaying attacks [14].

Recently, Guo et al. proposed a secure and efficient
mutual authentication and key agreement protocol with
smart cards for wireless communications [7]. There are
two main contributions of their scheme: confidentiality
of the session key and updating the password efficiently.
They claimed that their scheme could withstand various
known types of attacks: user anonymity, withstanding the
insider attack, the replay attacks, the offline dictionary at-
tacks. However, we find some weaknesses of their scheme
in this article. We show that their scheme is vulnerable to
on-line password guessing with smart cards under stolen
attacks and the denial of service attacks.

The rest of this paper is organized as follows. In Sec-
tion 2, we briefly review Guo et al.’s mutual authentica-
tion and key agreement protocol. In Section 3, we ana-
lyze and show that some security flaws exist in Guo et
al.’s user authentication scheme. Finally, we present our
conclusions in Section 4.

2 Review of Guo et al.’s Scheme

In this section, we briefly review Guo et al.’s mutual au-
thentication and key agreement protocol with smart cards
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for wireless communications [7]. There are four partici-
pants in Guo et al.’s mutual authentication and key agree-
ment protocol: Users (U;,i =1,2,--- ,m for short); Card
reader (CR for short); Base stations (BS for short) and
cluster head (CHj,j =1,2,--- ,n for short). The scheme
consists of four phases, namely, the registration phase, the
login phase, the authentication phase, and the password
change phase.

2.1 The Registration Phase

In the registration phase, the base station B.S makes a
smart card for a new user (U;). The registration phase is
executed as follows:

1) The new user U; firstly chooses a random number y;,
his/her identity ID; and password pw,.

2) U; computes pwr, = h(pw; | v;) and sends
{ID;,pwr;} to the base station BS through a secure
channel.

3) After getting message {ID;, pwr;} from the user U,
base station computes X; = h(ID; || s) & pwr; and
Bi = h(h(ID; || s) || pwr;).

4) The base station issues a smart card for user U; by
storing {X;, B;, h(-)} into the memory of the smart
card.

5) After getting his/her smart card, user U; stores y;
into the memory of the smart card.

2.2 The Login Phase

In this phase, the user (U;) wants to login to the base
station BS; for obtaining some services; the user (U;)
firstly attaches his/her smart card to a device reader and
inputs his/her identity I D} and password PW/. The login
phase is executed in the following:

1) Then card reader computes

pwr; = h(pw; || i),
)/i/ = Xl@pwrgv
B; = h(Y | pwr}),

and checks whether computed B] equals stored B;.
If true, proceed to next, otherwise ‘rejects’ user Uj,
then, user U; chooses Doy, and submits it to the
card reader.

2) The card reader further chooses a random number
N7 and computes

P
R, =

h(Y{ | IDcu, || N1 || pwry)
Nl @pr;,

and sends {ID;,IDcy,, P;, R;, X;} to the base sta-

tion.
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2.3 The Authentication Phase

Upon receiving the authentication request message
{ID;,IDcy,, P, R;, X;} from user U;, the base station
BS executes this authentication phase in the following:

1) The base station computes

Y;* = h(ID;| s),
pwr; = Y ®X;,
Ny = pwr!® R;
Py = WY || IDcu; || NY || pwry).

2) BS checks whether computed P} equals sending P;

or not. If it holds good, base station further chooses
a random number N, and computes

Zi =
D;

pwr} @ Na,
h(Y; || N2 || IDcn, || ID; || NY).

3) BSsends {ID;,IDcr,, Zi, D;} to the user U;. Again
base station computes

N3 = Ny;& Ny,

Vi = h(Dcnu, || Scnu;),

E; = V,®Ns,

Ai = WY || Ns | pwry),

Li = AoV,

Gi = h(Scu; | Ns || Ai | ID; || IDcuy)

4) BS sends {Ej;, L;,G;,ID;,IDcy,} to the cluster
head CH;. After that, the following computations
are performed:

a. After getting reply
{ID;,IDcy,, Z;,D;}  from base station,
the card reader computes Nj = Z; & pwr}, D;
= WY/ || Ny || IDcy, || ID; || N1) and checks
whether computed D equals sending D; or not.
If it holds good, then computes Ni = N; @ N,
A, = (Y] || N} || pwr}) and session key SK =
WD, | IDew, | N || 4D,

b. After receiving
{Ei,Li,Gi,ID;,IDcy,;}  from base sta-
tion, cluster head CH computes V* =
h(IDCH H SCH ) V*@El, A* LiGB‘/;*
wnd G = WS, |3 145 11D, | 1Den)
and checks weather computed G equals send-
ing G; or not. If true, then it computes session
key SK = h(ID; || IDcw, || N3 || A7)

message

message

Now, both parties (user U; and cluster head C'H )
agree with common shared session key SK and can
communicate securely to each other by a shared se-
cret session key SK in future.
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3 Cryptanalysis of Guo et al.’s
Scheme

In this section, we will analyze Guo et al.’s mutual authen-
tication and key agreement protocol with smart cards for
wireless communications [7]. Guo et al. claimed that their
scheme resisted different possible attacks, including smart
card stolen attacks, impersonation attacks, privileged in-
sider attacks, replay attacks, off-line password guessing
attacks, theft attacks, session key recovery attacks, de-
nial of service attacks, and cluster head capture attacks.
In this section, we show that Guo et al.’s user authenti-
cation scheme is vulnerable to off-line password guessing
with smart cards under stolen attacks.

3.1 Off-line Password Guessing with
Smart Cards under Stolen Attacks

Guo et al. claimed that an attacker is hard to derive user’s
password PW; if the attacker gets the user’s smart card
and a login message {1 D;, [ Doy, P;, Ri, X;} between the
user U; and base station BS. In this section, we will show
that Guo et al.’s scheme is vulnerable to off-line password
guessing with smart cards under stolen attacks.

The attacker is able to intercept from the public
channel. Thus, the attacker obtains a login message
{ID;,IDcH;, P;, Ri, X;} between the user U; and base
station BS. The attacker may guess the user’s password
PW,; as follows:

1) The attacker guesses the user’s password PW’.
2) The smart card computes pwr; as follows:
pwry = h(PW'[|y;),
here y; is obtained from the smart card.
3) The smart card computes Y, and N7 as follows:

Y! =

3

N, =

Here, X; and R; are intercepted from the last login
message between the smart card and the base station.

X; @ pwrr,
R; ® pwr.

4) The attacker computes P, as follows:
B} = h(Y/|[I Do, ||Ny[[pwrs)-

Next the attacker checks if P/ is or not equal to Pj;
here P; is intercepted from the last login message
between the smart card and the base station. If it’s
hold, the guessed password is correct, otherwise, the
attacker guess other password and checks it again as
the above steps.

The attacker could repeat the above step to re-guess
the other password. If it is true, this implies that
the guessing password PW/ is correct. Therefore,
Guo et al.’s user authentication scheme is vulnerable
to the off-line password guessing with smart cards

under stolen attacks.
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3.2 The improvement of Guo et al.’s
Scheme

The main weakness of Guo et al.’s user authentication
scheme is that the attacker could repeat to guess the pass-
word with smart card. To improve the weakness of Guo
et al.’s scheme, the smart card in this scheme should set
up the timer. If the user input the incorrect password 3
times, the smart card must initiate the registration of the
user.

4 Conclusion

In this article, we have reviewed Guo et al.’s mutual au-
thentication and key agreement protocol with smart cards
for wireless communications [7] and cryptanalyzing its se-
curity. Because the user password chosen is easy to re-
member, we showed that Guo et al.’s user authentication
scheme cannot withstand the off-line password guessing
with smart cards under stolen attacks. We also propose
an improvement of Guo et al.’s Scheme in this article.
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