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Abstract

This paper investigates a new device-to-device (D2D)
paradigm to evaluate system security at physical layer
for the D2D link in which the energy harvesting-assisted
node can communicate to satisfy quality of service (QoS)
and help the conventional system with D2D capability
against to eavesdropper. To cope with high security, the
D2D deploys the lower layer with using cooperative jam-
ming to eliminate impacts of illegal users. Considering
relay node with capability of wireless energy harvesting,
this paper attempts to investigate secure performance in
case of power splitting fractions is controlled to improve
the secrecy capacity. In particular, this work analyzes the
secrecy capacities for direct connection, namely D2D links
and traditional connections. As an important achieve-
ment, simulation results show the performance to deploy
our proposed scheme to remain secure requirements in
each D2D link in terms of the expected secrecy capacity.

Keywords: Device-To-Device; FEnergy Harvesting; Power
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1 Introduction

Device to device (D2D) equipment has been examined
as an inspiring solution to the frequency and channel re-
source shortage of the base station in cellular networks
and inefficiency in its utilization [11-13,16]. It can be
shown that D2D can be combined to traditional cellular
network, in which D2D can support more service assur-
ance in a dense users circumstance, in which the two user
equipment unit (UE) can be able linked with other UE
in the pair of D2D users directly under assigned D2D
link of the cellular resource to reduce processing at core
equipment. Such D2D link can be self-operated without
added controlling signal through the normal base station
(BS). In theory, several kinds of gain such as the proxim-
ity gain, the recycle gain, the hop gain, and the paring
gain are included in D2D communication permits fast ad-

mission to the allocated spectrum under required inter-
ference levels. Several applications including peer-to-peer
file sharing, high resolution services, video on demand,
and content-aware applications are goals of design in the
distinctive D2D networks. In current research works and
literature, D2D links and cellular UEs can be enabled for
spectrum sharing mode selection in a wireless network as
studied work in [16] and [13]. Resource optimization in
time frequency hopping based D2D networks was devel-
oped in [12]. To minimize the total transmission power,
power allocation schemes are investigated in D2D com-
munications with aims of the quality-of-service (QoS) re-
quirement of users in [11].

To consider security of D2D wireless networks, physical
layer security is proposed as an approach which based on
the information theoretic assessment to examine the secu-
rity performance, especially in green communications can
be extended to secure requirement [1]. In particular, D2D
protocol with security analysis is designed suitable for
Public Safety (PS) users with out-of-coverage users con-
sidering on sharing encryption keys [8] and J. S Chen et
al. in [2], in which system model including source node,
destination node, and an unwanted eavesdropper was es-
tablished. As typical example, the authors in [10] pro-
posed a D2D security architecture can be applied in the
LTE system and several propositions on D2D security is-
sues. Such solutions can be introduced as authentication
and key management, secure routing, access control, and
physical-layer security.

Moreover, potential overhearing attacks from third
parties can be degraded wireless communication in the
natural transmission environment and result in reliable
problem of the private information transmitted over re-
laying networks [15], it denotes as eavesdroppers. Some
other physical-layer security (PLS) methods have been
implemented in relaying system model to guarantee se-
cure data transmission [17]. The authors of [9] considered
the secrecy rate maximization problem in the multiple-
input single-output (MISO)-assisted relaying network by
improving the transmit covariance matrix with two con-
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Figure 1: Secure D2D system model

ditions of the transmit power and the interference tem-
perature. In [18], some multi-user scheduling policies are
given to develop the PLS for cognitive radio networks
against two kinds of the attackers, namely coordinated
and uncoordinated ones. Two sub-optimal procedures us-
ing a full or partial orthogonal projection were planned
to maximize the available relay node of a cognitive users
is investigated in [3].

In this paper, D2D link is experienced in energy har-
vesting (EH) capability and the physical-layer security
method is added to protect the confidential signal to
against malicious eavesdropping and energy harvesting
based protocols are investigated in [4-7]. The authors
in [5-7] presented two-way relating network while the
work in [4] proved that the relay can be forwarded sig-
nal thanks to harvesting wireless power from the source
node. In principle, simultaneous wireless information and
power transfer (SWIPT) to bring electromagnetic wave
to energy bearing for assigned users. To integrate EH to
D2D network, D2D scheme in each link will be operated
under wireless energy support including energy transfer
phase and information processing phase. The main duty
is careful calculation of power fraction to satisfy the se-
crecy capacity of the D2D system.

The rest of this paper is organized as follows. In Sec-
tion II, we will interpret our system model. In Section III,
we formulate our closed-form expression and develop the
probability of strictly positive secrecy capacity (SPSC)
to examine secure performance problem. The asymptotic
analysis is illustrated in Section IV, and Section V con-
cludes the paper [14].

2 System Model

In this paper, Figure 1 shows a wireless-powered device to
device (D2D) system in underlay cellular network under
security consideration. In such model, the representative
nodes are considered: A D2D user denoted as source (S),
a base station (BS), a D2D user stands for destination
(D) and an eavesdropper (E) in the coverage area of D2D
links, and D node can be able harvest energy in the D2D
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link, N denotes as traditional user (non-D2D user). It is
assumed that S; E, N and D are furnished with a single
antenna. It is noted that D assumed no external power
supply, and only relies on harvested energy from S for
transmitting signal. The considered system applies power
splitting (PS) protocol in the energy-aware receiver at D
to process information and energy signal. It is assumed
that all links are modeled as independent and identical
Rayleigh fading. We denote hgp is channel of link from
node a to node b while P, stands for power at node a.
In particular, each D2D user is controlled by base station
in initial period, and then D2D can be freely communi-
cate each other in next period. It is also assumed that
the channel state information is available. In case imper-
fect channel estimation, the system performance will be
reduced but it is beyond of scope of this paper. In con-
ventional principle, the characteristic of the channel state
information can be assessed by training sequence and ana-
log feedback. The harvested power can be obtained at D
(D2D user) is:

Pp = pnPs|hsp|?

where with (0 < p < 1) is power splitting coefficient, 0 <
1 < 1 is energy conversion efficiency of energy harvesting
protocol. The harvested power can be obtained at N (non-
D2D user) is:

Py = pnPs|hsy|’

The information signal received at D is expressed by

yp = /o(vV/PshspXs+np)+/PvhypXn + ne

where Xg is the transmitted symbol at S, and n. is the
power splitting (PS) factor, and, denotes as the signal
processing noise at D, which is also modeled as AWGN
with zero mean and a variance of Ny . It is noted that
the power splitting factors satisfy condition p+¢ = 1. It
worth noting that N node can be made interference to the
nearby nodes. It is noted that Ep = pnPs|hsp|*T is the
energy harvested from S and stored in battery to use for
next processing, in which T is the symbol duration.
Next, we compute the received signal at E by

ye =V PshspXs + v/ Pnhne XN +np

where ng is the AWGN with zero mean and a variance of
Np.

Thus, by considering the signal-to-interference-plus-
noise ratio (SINR) at D and E node, they are expressed
as

©Ps|hspl?
Py|hnpl? 4+ ¢No + Ny

©Ps|hspl|?
onPs|hsn|?|hnpl? + ¢ No + No

YD

and

_ Ps|hgp|? _ Ps|hsp|?
Pnlhne|> 4+ No  pnPslhsn|?|hye|* + No

VE
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3 Probability of Strictly Positive
Secrecy Capacity (SPSC)

Regarding secure performance, we evaluate this expres-
sion as

CS = max{RD — RE, 0}

in which, the instantaneous achievable rates can be shown
as

Rp =logy(1 +7p)

and
RE =logy(1+ k)

In such D2D system, SPSC is defined as the probability
of the secrecy capacity is greater than zero.

PSPSC = PI‘(CS > 0)

It is required high security in D2D, we assume that vp >
YE, then the secrecy rate can be re-expressed as

1+
Cs = log, <1+ZZ) = log,

pnlhsn|?lhnp|*+¢lhsp|?
pnlhsn|?|hnD|?
|hse|2+pnlhsn|?|hnE|2
pnlhsnP[hnE]?

Therefore, the expression of is expressed by

1
Pr <log2 (11—-1§> >O>

pnlhsn|?lhnp P +olhsp|?
pnlhsn|?|hND|?

Pr(Cs > 0)

= Prlog, |hsE[2+pnlhsn|?|hnE|? >0
pnlhsn?|hnE]?
Y1 Y;
= Pr(X>—-)=1—-Pr(X < —
(6> Py =1-prx <

We denote X = (p‘hsp|2, Y, = ‘hND‘2|hSE|2 and Yy =
|hxe|?. The CDF of X can be expressed as:

1 x
—exp(—
VQsp ©sp

fx(x) = )

and
Fx(z)=1—exp(—

@QSD>
It can be expressed PDF and CDF of Y1 as follow [14]:

71
fyl(y) /Ef\hSE\Q(%)f|hND\2(I)d$
0

o0
11 /1 Ly 1
= — — [ Zexp(—Z2 - _—— &
Qsk QND0 z P Qsgx  Qnp
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Besides, we have

Fy,

—~

Jihsel?(2) finy o2 (x)dzdz

O —sle

=]

0
:f IhSEP(;)f\hNDP(x)dx
(

8

% Qi‘E ))- QND eXp(_ﬁx)dl‘

[a—
|
@
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o]
0

1 1
s exp(——QND x)dx

o\go\go

1
T Qsp

)exp(—p—2)dx

QND

- f mexp(

—1—mfexp

_ ¥ ¥
=1-2 \/ QSEQND K1(2 \ QseQinp )

in which K;(.) is Bessel function with second kind of first
order.
In next step, the PDF of Y =

1 1
-7 rQsg  QOnD (E))dl‘

= I is formulated as [14]:

Py ) = [ 2, () fon (@)

0
o0
_ 2 yr
T QseQNDONE fxexp( QNE )KO( \V QSEy?ZND )dl‘
Q Q
= Y, QSEI\EIENDy 2 eXp(?QySEJ\flva )W*%’O

in which W) ,(.) is Whittaker function.
Finally, it can be obtained SPSC formula as

Q
(QgngfD )

Pr(Cs > 0)

Y
/fX ) fy (y)dzdy
0

(1 —exp(—w%y»fy( )y

0\8 0\8

= €exX d
/ p(— <pQSD y) fy (y)dy
0
1 Oyve 1
= expl— 2A d
where A = exp(my;;%) O(Yg;ligﬁp)

4 Simulation

In this section, empirical parameters will be adopted to
examine the secrecy performance of D2D system. The
D2D system distributes between D2D users and non-D2D
user. In this section, numerical results are presented. Un-
less otherwise explicitly specified, the parameters are set
as transmit SNR equals to 20 (dB), channel gains equal
tol,7=0.9,and a = hsp/hsEk.

In Figure 2, we plot the secrecy capacity versus a. In
this observation, we can figure out that the secrecy capac-
ity increases when more power is allocated for the energy
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Figure 3: SPSC versus « as considering impact of power
splitting fractions

harvesting -assisted node. In Figure 2, we present an-
alytical and simulation results for SPSC vs. «. It can
be seen that analytical results are obtained to meet with
line for Monte Carlo simulation. One can see that simula-
tion results are approximate same with analytical results,
which validates the accuracy of the analytical expression
derived.

Figure 3 examines impact of power splitting fraction
on SPSC performance. It can be shown that SPSC with
a higher p is outperformed by that with a lower p. The
main reason is that a higher p leads to a lower portion
of the received power is separated ratio for information
decoding and more power is harvested. As a result, a low
received SINR is resulted at D, which leads to a lower
capacity at D.

Similarly, Figure 4 shows SPSC performance versus
power splitting coefficients. When increasing p leads to
reducing power for information processing and result in
lower SPSC performance. As a result, the careful calcula-
tion of p need be required for high secure D2D networks.
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Figure 4: SPSC versus power splitting fractions

5 Conclusion

This paper has considered the secrecy performance in
D2D networks with wireless-powered node system. By
considering energy harvesting-assisted node can simulta-
neously receive information and energy from the source
through power splitting protocol, the probability of
strictly secrecy capacity has been studied. Exact expres-
sion of probability of strictly positive secrecy capacity
have been derived. Numerical results show that under the
condition that the energy harvesting together to become
the exact probability of strictly positive secrecy capacity.
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