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Abstract

Using smart cards, remote user authentication and key
agreement can be simplified, flexible, and efficient for cre-
ating a secure distributed computers environment. Ad-
dition to user authentication and key distribution, it is
very useful for providing identity privacy for users. In
this paper, we propose novel user authentication and key
agreement schemes with privacy protection. We first pro-
pose a single-server scheme and then apply this scheme to
a multi-server environment. The main merits include: (1)
the privacy of users can be ensured; (2) a user can freely
choose his own password; (3) the computation and com-
munication cost is very low; (4) servers and users can au-
thenticate each other; (5) it generates a session key agreed
by the server and the user; (6) our proposed schemes are
nonce-based schemes which does not have a serious time-
synchronization problem.

Keywords: Network security, privacy protection,session
key, smart card, user authentication

1 Introduction

For obtaining permitted services by service providers in a
network environment, the user must legally login to the
provider’s server. In general, the user transmits a message
of user authentication to the server, and then the server
must be able to verify the identity of the user and give
him the right of using permitted services. Typically, the
user passes a password as a secret token to the server. The
server first checks if the user’s identity and the password
are matching. The server rejects the user’s request if his
identity or the password is not matching. If the password
is matching, the server give the user the right for using
the permitted services.

In 1981, Lamport [11] first proposed a password au-
thentication scheme at the both ends of the communi-
cation. Since then, many schemes have been proposed
to point out its drawback and improve the security and
efficiency of Lamport’s scheme [11]. Only passing a pass-

word for authenticating between the user and the server
is not enough, since it is less safety and is easily tapped
by the adversary. Before two parties can do secure com-
munication, a session key is needed for protecting sub-
sequence communications [1, 8, 9, 21]. Also, using smart
cards [8, 9, 21], remote user authentication and key agree-
ment can be simplified, flexible and efficient for creating
a secure distributed computers environment. It is also
useful for providing identity privacy for the users [21].
In 2004, Juang proposed two efficient authentication and
key agreement schemes [8, 9] for single server, and multi-
server environments. But both Juang’s schemes [8, 9]
have no ability of anonymity for the user. Yang et. al. [21]
proposed user identification and key distribution scheme
with the ability of privacy protection but we point out it
is less efficient because of using public-key cryptosystems.

For basically security and efficient requirements, the
following criteria are important for remote user authen-
tication and key agreement schemes with smart cards
8, 9, 21].

C1. Privacy protection: When the user authenticates
successfully to the server, the adversary can not de-
rive the user’s identity.

C2. Freely chosen password: Users can freely chosen
and change their passwords for protecting their smart

cards.

C3. Low computation and communication cost:
Since capacity and communication constrains
of smart cards, they may not offer a powerful

computation capability and high bandwidth.

C4. Mutual authentication: Servers and users can

authenticate each other.

C5. Session key agreement: Servers and users must
negotiate a session key for subsequent communica-

tions.

In this paper, we propose two efficient user authen-
tication and key agreement schemes with the ability of
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privacy protection. One is only for a single server environ-
ment and the other is suitable for a multi-server environ-
ment. Compared with our proposed multi-server scheme
and Yang et al.’s scheme [21], our scheme is more efficient
since our scheme only uses the symmetric cryptosystems
and hashing functions. Our proposed schemes satisfy all
above five criteria. In addition, Yang et. al.’s scheme [21]
has a serious time-synchronization problem, since their
scheme is timestamp-based. Our proposed schemes have
not this problem at all since our schemes are based on
nonces.

The remainder of this paper is organized as follows:
In Section 2, a brief review of related user authentication
and key agreement schemes is given. In Section 3, we
present our single server scheme with privacy protection.
In Section 4, a multi-server scheme with privacy protec-
tion is given. In Section 5, we make a discussion. Finally,
a concluding remark is given in Section 6.

2 Review

2.1 Notation

We first define the notation used in this paper. Let
“X — Y : Z” denote that a sender X sends a mes-
sage Z to a receiver Y, Eji(m) denote the ciphertext of
m encrypted using the secret key k of some secure sym-
metric cryptosystem [17], Dj(c) denote the plaintext of
¢ decrypted using the secret key k of the corresponding
symmetric cryptosystem [17], ¢||” denote the conventional
string concatenation operator and @ denote the bitwise
exclusive-or operator. Let h be a public one-way function
[16].

2.2 Juang’s Single Server Authentication
Scheme

In [8], Juang proposed a user authentication and key
agreement scheme using smart cards with much less com-
putational cost and more functionality. The major draw-
backs of this scheme are that it does not provide the user
anonymity functionality and it is not suitable for multi-
server environments. Let S denote the server, U; denote
user i. Also, let x be the secret key kept secretly by the
server S. Let ID; be a unique identification of U;.
The scheme is as follows.

Registration Phase: Assume U; submits his identity
ID; and his password PW; to the server for registration.
If the server accepts this request, he will perform the fol-
lowing steps:

Step 1: Compute U/s secret information v; = h(ID;||x)
and w; = v;  PW;.

Step 2: Store ID; and w; to the memory of a smart card
and issue this smart card to U;.
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Login and Session Key Agreement Phase: After
getting the smart card from the server, U; can use it when
he logins in the server. If U; wants to login to S, he
must attach his smart card to a card reader. He then
inputs his identity ID; and his password PW; to this
device. Assume that Ny is a nonce chosen by U; and No
is a nonce chosen by S; for freshness checking. Assume
that ruy is a random number chosen by U; and rsj is a
random number chosen by S; for generating the session
key k; = h(rsg||rug||vi). The following protocol is the ith
login with respect to this smart card.

Step 1: Uz — S Nl,IDZ,Evl(T'UZ,h(IDZH Nl)),
Step 2: S — U, : E,,(rs, Ny + 1, Na);

Step 3: U; — S : Ek% (NQ + 1).

2.3 Juang’s Multi-Server Authentication
Scheme

In [9], Juang proposed a user authentication and key
agreement scheme using smart cards for multi-server en-
vironments with much less computational cost and more
functionality. The major drawback of this scheme is
that it does not provide the user anonymity functional-
ity. There are three kinds of participants in this scheme:
users, servers and a registration centre. In this scheme,
assume that the registration centre can be trusted. The
registration centre examines the validity of login users and
then issues a smart card to eligible users. The user only
has to register at the registration center once and can use
services provided by various servers. Let RC denote the
registration centre, S; denote server j, and U; denote user
i. Let UID; be a unique identification of U; and SID; be
a unique identification of ;. Also, let « be the secret key
kept secretly by RC, and w; = h(z||SID;) be the secret
key shared by S; and RC. The shared secret key w; can
be computed by RC and sent to S; after he registered at
RC.

The proposed scheme is as follows.

Registration Phase: U; submits his identity UID; and
his password PW; to RC for registration. RC' then per-
forms the following steps:

Step 1: Compute U;’s secret information
h(z||UID;) and p; = v; & PW,.

(o =

Step 2: Store UID; and p; to the memory of a smart
card and issue this smart card to U;.

Step 3: Compute the shared secret key wv;; =
h(v;||SID;) between U; and S;, and send the en-
crypted secret key Ey, (v;;, UID;) to each S;. Upon
receiving Ey; (vij, UID;), S; stored it in his en-
crypted keys table.

Login and Session Key Agreement Phase: After
getting the smart card from RC, U; can use it to login
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into S;. Assume that N is a nonce chosen by U; and N
is a nonce chosen by S; for freshness checking. Assume
that ruy is a random number chosen by U; and rsy is a
random number chosen by S; for generating the session
key sk = h(rsg||rug||vi;). The following protocol is the
kth login with respect to his smart card.

Step 1: Uz — Sj : Nl, UIDZ',E%J. (ruk,h(UIDZHNl)),
Step 2: S; — U; : By, ;(rsg, N1+ 1, Na);
Step 3: Uz — Sj : Eskk (N2 + ].)

Shared Key Inquiry Phase: In Step 3 of the registra-
tion phase, RC will send the encrypted shared secret key
Ew, (vij,UID;) to each S;. Upon receiving the message,
he will store it in his encrypted shared key table. If he
do not want to manipulate this table, the shared key can
be inquired from RC' when it is needed. The following
protocol can be inserted between Step 1 and Step 2 of the
login and session key agreement phase when S; needs the
shared key.

Step 1’ Sj — RC': N3,UIDZ,SID],
Step 17: Ey, (vij, N3+ 1).

2.4 Yang et al.’s User Authentication and
Key Distribution Scheme

Yang et al. proposed a user authentication and key
distribution with user anonymity [21] based on fac-
toring, discrete logarithm and hash functions. The
major drawbacks of this scheme are that it has a
time-synchronization problem, and the computation and
communication cost is still high. There are three kinds
of participants in this scheme: a Smart Card Producing
Center (SCPC), service providers (servers) and users.
Let U; denote user ¢, P; denote service provider j. This
scheme consists of two phases: (1) the key generation
phase and (2) the anonymous user identification phase.
Their proposed scheme is as follows:

The key generation phase: The SCPC does the fol-
lowing to set up system parameters.

1) Chooses two large primes p and ¢, computes n = pq,
randomly selects a number e and computes d, where

ed = 1mod ¢(n) and ¢(n) = (p—1)(¢ — 1).

2) Chooses an element g € Z* which is a generator of
both Z7 and Z;.

3) Publishes (e,n,g) as public system parameters and
keeps (d, p, q) secret.

4) Sends to each registered user U; or service provider
P; a secret token S; = (ID;)% mod n, where ID; is
the identity of U; or P;.

The anonymous user identification phase: If U;
wants to request a service from P;, they then performs
the following steps:
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Step 1: U; Sends the service request to P; for requesting
services from P;.

Step 2: Upon receiving the request, P; chooses a random
number k and computes z = ngj_l mod n and sends
z to Uj.

Step 3: Upon receiving z, U; chooses a random number
t and does the following computations:

a = 2z2°IDjmodn,
K = al mod n,

z = ¢“ modn,

5 = gtSf(zHT) mod n,

y = FEx,;,[UD;),

where T is the current timestamp and Kj;; is the
common session key. U, then sends (z,s,y,T') to P;.

Step 4: Upon receiving the message in Step 3, P; checks
the timestamp 7. If it is old, he aborts the pro-
tocol. Otherwise, he then obtains the common ses-
sion key K;; = ¥ mod n and then decrypts y as
ID; = Dk,;(y) and verifies

:cID?uHT) 2 s° mod n.

If the verification passes, then the service request is
granted.

3 Single Server Authentication
and Key Agreement with User
Anonymity

In this section, we propose an efficient single server user
authentication and key agreement scheme with privacy
protection. The concept used in this section will be used
in the next section to construct an efficient multi-server
user authentication and key agreement scheme with pri-
vacy protection. Let ID; be a unique identification of
user 7. Also, let 2 be the master secret key kept secretly
by the server S.

3.1 The Proposed Scheme

The proposed scheme is as follows.

Registration Phase: Assume U; submits his identity
ID; and his password PW; to the server S for registration.
If S accepts this request, he will perform the following
steps:

Step 1: Compute U;’s secret information a; = h(z||ID;)
and §; = «o; & PW;. Compute the pseudo iden-
tification number A;1 = h(a;||ID;||1) and records
(k=1,Xi1,ID;) in an identification table.
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Step 2: Store ID;, A; 1, k=1, and 3; to the memory of
a smart card and issue this smart card to U; or send
them secretly to U;.

User Authentication and Session Key Agreement
Phase: If U; wants to log into S anonymously, he must
attach his smart card to a card reader. He then inputs his
identity ID; and his password PW; to this device. The
following protocol is the kth login with respect to this
smart card.

Step 1: U; — S : N1, ik, Eo, (rug, A(Ny||rug||Aik));
Step 2: S — U : Na, Ey, (rsg, h(rsg||N1||N2));
Step 3: U; — S : Eg, (Na +1).

In Step 1, U!s smart card first computes «; =
Bi @ PW; and sends his pseudo identification A; =
h(a;||ID;||k), a nonce Np and the encrypted message
Eq, (rug, h(N1||rug||Ai k) to S. The encrypted message
includes the kth random value ruy, which is used for gen-
erating the kth session key ski, and the authentication
tag h(Ni||rug||Ai k), which is for verifying the identifica-
tion of U;.

Upon receiving the message in Step 1, S first searches
the pseudo identification A;j in the identification table
to retrieve ID;. He then computes «; = h(z||ID;) and
decrypts the message Eq, (rug, h(Ny||rug||Ai k) and ver-
ifies if the authentication tag h(Ni||rug||Aix) is valid. If
it is valid, S sends a nonce N> and the encrypted message
Eq, (rsg h(rsk||N1||N2)) back to U;. The encrypted mes-
sage includes the random value rsy chosen by S, which is
used for generating the kth session key skj.

Upon receiving the message in Step 2, U, decrypts the
message by computing Dy, (Eq, (7sg, h(rsk||N1||N2))). He
then checks if the authentication tag h(rsg||N1||N2) is in
it for freshness checking. If yes, U; computes the next
pseudo identification A; x+1 = h(a;||ID;||k + 1), the kth
session key sky, = h(rsg||ruk|lo), and updates (A; k41, b+
1) and sends the encrypted message Fgf, (N2 + 1) back to
S.

After receiving the message in Step 3, S decrypts the
message by computing Dk, (Esg, ( N2 + 1)) and checks
if the nonce Ny 4 1 is in it for freshness checking. He
then computes X\; p+1 = h(a;||[ID;||k + 1) and updates
(k + 1, X k+1,ID;) in the identification table. Then U;
and S can use the session key skj, in secure communication
soon.

3.2 Security Analysis

Identity protection: Compared with Juang’s scheme
[8], our proposed single-server scheme can achieve the
ability of identity privacy. @ The adversary can not
derive the user’s identity ID; or the secure key «; from
Aie = h(a;||ID;||k). When the user wants to login,
he first inputs his correct password. If the password is
matching, then the smart card computes o; = h(z||ID;)
and sends message N1, \i i, Eq, (rug, h(N1||rug)|Aik)) to
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the server. The adversary can not know the user identity
since this message does not include the plaintext about
the user identity ID;.

Mutual authentication: The server and the user must
achieve authentication each other. That means the server
must verify the user’s identity. Similarity, the user must
also confirm whether the server is legal. The goal of mu-
tual authentication is to create an agreement session key
skr = h(rsg||ruk||a;) between the user and the server
2, 8, 9].

Let A and B denote the user and the server, respec-
tively. Let A &M%, B denote the player A shares a session
key ski with the player B. Thus, the mutual authenti-
cation is between the player A and the player B if there

exists a session key ski, and A believes A S B and

B believes A <% B A strong mutual authentication
should include the statement:

A believes B believes A <*:. B and B believes A be-
lieves A <™, B

In Step 1 of the user authentication and ses-
sion key agreement phase, after B receives the
message Eq, (rug, h(N1||ruk|[Aix)), he will compute
D, (B, (rug, h(N1||rug||Aix))) with using the shared
key «a; of A and B. Then B can check if this mes-
sage contains authenticator h(Ni||lrug|lAix). If yes,
B chooses a random number rs; and sends message
No, Eo, (rsk, h(rsg||N1||N2) to A. B then computes the

kth session key sk = h(rug||rsi||a;) and believe A Sk,
B.

In Step 2 of the wuser authentication and ses-
sion key agreement phase, upon receiving the mes-
sage N, Eq, (rsg, h(rsk||N1||N2)), A decrypts the message
Dy, (Eq, (rsk, h(rsg||N1||N2)) and confirms if this message
contains the authenticator h(rsg||N1||N2). If yes, A gen-
erates a session key skp = h(rug||rsg|la;) and believe

A &% B Since N; is chosen by A, A will believes B

believes A <& B.

In Step 3 of user authentication and session key
agreement phase, after B received Fg, (N2 + 1), he will
decrypt this message Eg, (N2 + 1) with the kth session
key skp and get No + 1. Then B checks if Ny which
is sent by him is correct. If yes, B believes A believes

Ak B

Session key agreement: The session key sk = h(ru;
[|Irsi ||ai) is not known to anybody but S and U; since the
random values ru;, rs; are encrypted by the secret key «;..

Withstanding attacks: We prove our scheme can resist
to following attack.

1) The man-in-middle attack [18]: Since either ends of
communicators can verify that the message is sent by
the peer though the authenticators. The adversary
has no way to forge a message, so this attack can be
prevented on our scheme.
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Table 1: Efficiency comparison between our single server scheme and other related scheme

Our scheme Juang’s scheme [8]
D1 128 bits 128 bits
D2 384 bits 256 bits
D3 2 Hash 1 Hash
D4 | 6 Sym + 7 Hash 6 Sym + 3 Hash

D1: Password length

D2: Communication cost of authentication for cryptographic parameters
D3: Computation cost of registration

D4: Computation cost of authentication

Hash: Hashing operation Exp: Exponential operation

Sym: Symmetric encryption or decryption

The dictionary attack [1]: For computing the ses-
sion key k;, the adversary must know ru;,rs; and
«;, where the entropy of ru;,rs; or «; is very large.
The shared key «; is only kept by the user and the
server, so the session key are not be computed by the
adversary.

The replay attack [19]: Replay attack is simply re-
playing the message to the user or the server. For
instance, the user just logins one time to server, but
the adversary replays these authentication messages
to the server for getting the permission of extra lo-
gins. To avoid these kind of attacks, our proposed
scheme use nonces N1, Na, No + 1 to resist them.

The modification attack [20]: The modification at-
tack is a disturbance attack. The purpose of this
attack is that both the server and the user can not
normal communicate each other. The server and the
user consider they have the same session key k;, but
they have different session key &/ in fact. Our pro-
posed scheme can also resist this attack. Upon the
message N1, Ni i, Ea, (rug, h(N1||rug)|Aix)) in Step 1
of the user authentication and session key agreement
phase, the adversary can not add or modify this mes-
sage since the adversary does not has the share key
«;. If the adversary modify the message, the server
will reject this message since the authentication tag
is invalid. In the other hand, the user have the same
process to prevent this attack.

The stolen-verifier attack [3]: For achieving the abil-
ity of user anonymity, we use a pseudo identification
Aik = h(a;||ID;||k) to communicate with the server.
If the \; ; is known by the attacker, the attacker is
still difficult to derive the user’s real identification
ID; since the shared key «; is protected by the se-
cure one-way hash function A () and the entropy of «;
is very large.

The insider attack [14]: The weak password PW;
used in our scheme is only for protecting the corre-
sponding smart card from being used by illegal users.
If a user uses PW; to access several servers for his

convenience, the insider of the server can not imper-
sonate the user to access other servers if this server
do not have the corresponding smart card. We can
replace f3; = a; @ PW,; with o; ® h(b@® PW;) and use
the checking method mentioned in [14] for protect-
ing the weak password being known by the server.
But this approach will need the user to remember
the random number b and input it after getting the
smart card. The most important assumption for the
server is protecting his master secret key z secretly.
If this master secret key x is compromised, then the
total system is insecure.

3.3 Performance Considerations

We evaluate the efficiency of our scheme and Juang’s
scheme in Table 1. First, we assume the block size of se-
cure symmetric cryptosystems is 128 bits and the output
size of secure one way hashing functions is 128 bits. Be-
cause both our proposed single-server scheme and Juang’s
scheme are based on symmetric key cryptosystem, the
performance is very well. In our scheme and [8], the
password length only 128 bits is required. Our proposed
scheme needs 384 bits for the user authentication. Both
ours and Juang’s scheme [8], the computation cost for reg-
istration is only needed one hash operation. The compu-
tation cost are aggregated operation numbers, including
encryption operations, decryption operations or hashing
operations. The encryption and encryption operations
may be asymmetric or symmetric cryptosystem. In the lo-
gin and session key agreement phase of our scheme, three
symmetric key encryptions, three symmetric key decryp-
tions and seven hash operations are required. In that of
Juang’s scheme [8], only three symmetric key encryptions,
three symmetric key decryptions and three hash opera-
tion are required. The computation cost of the login and
session key agreement is not including cost of generating
session key. Although our proposed scheme has a little
high communication and computation cost than Juang’s
scheme [8], but our scheme have more complete function-
ality.

The functionality comparison between our proposed
scheme and related scheme is given in Table 2. Compared



International Journal of Network Security, Vol.7, No.1, PP.120-129, July 2008

Table 2: Functionality comparison between our single
server scheme and other related scheme

Our scheme Juang’s scheme [8]
C1 Yes No
C2 Yes Yes
C3 Very low Very low
C4 Yes Yes
Ch Yes Yes
C6 Yes Yes
C1: Privacy protection
C2: Freely chosen password
C3: Communication and computation cost
C4: Mutual authentication
Cb: Session key agreement
C6: No serious time-synchronization problem

with Juang’s scheme [8], our scheme can completely sat-
isfy the listed properties but Juang’s scheme [8] have no
ability of privacy protection since it only transmits user
identity to server for initial authentication.

4 Multi-Server Authentication
and Key Agreement with User
Anonymity

There are three kinds of participants in our multi-server
protocol: a key distribution centre, service providers
(servers) and users. Let K DC denote the trusted key
distribution centre, U; denote user i, S; denote service
provider j. Let UID; be a unique identification of U;
and SID; be a unique identification of service provider
j. Also, let = be the master secret key kept secretly by
the key distribution centre K DC' and §; = h(z||SID;) be
the secret key shared by S; and K DC. The shared secret
key 0; can be computed by K DC' and sent secretly to S;
after he registered at KDC.

4.1 The Proposed Scheme

The proposed scheme is as follows.

Registration Phase: Assume U; submits his identity
UID; and his password PW; to K DC for registration. If
K DC' accepts this request, he will perform the following
steps:

Step 1: Compute U,’s secret information «;
UIDIL) and ﬁi =o; D PWIL

hz ||

Step 2: Store UID;, and 3; to the memory of a smart
card and issue this smart card to U; or send them
secretly to Uj.

Shared Key Inquiring Phase: If U; wants to use the
services provided by Sj, he must inform S; to query the
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shared key v;; from K DC in advance. KDC will com-
pute 7, ; = h(a; ® SID;),where «; is shared key with U,
and then sends 7; ; to S;. They will perform the following
steps:

Step 1: Uz — Sj : Nl,UID,L,

Step 2: S; — KDC : N{,SID;, Es,(UID;, h(UID; ||
SID; [| N1));

Step 3: KDC — Sj : E(;j(’}/i,j,h(UIDi || SIDJ || N{ ||
Yi,i);
Step 4: S; — U; : E,, (N1 +1).

In Step 1, U; sends a nonce N7, his identification UID;
to S for informing S; to query the shared key ; ; from
KDC.

Upon receiving the message in Step 1, S first checks
if U; had logined before. If not, he sends a nonce
N7{, his identification SID; and the encrypted message
Es, (UID;, h(UID;||SID;||N7)) to KDC.

Upon receiving the message in Step 2, K DC' decrypts
the message Es, (UID;, h(UID;|| SID;||N7)), and checks
if the verification tag h(UID;||SID;||N{) is valid and
the nonce N7 is fresh. For checking the freshness of
the nonce Nj, KDC can keep a recently used nonces
table. If yes, he then sends the encrypted message
E(;j ('Yi,jv h(UIDAlSIDJHN{H’yZJ)) back to Sj.

Upon receiving the message in Step 3, S; decrypts the
message Es, (vij, W(UID; ||[UIDj|| Ni||vi,;)) and checks
if the verification tag h(UID;||UID;||N1||v: ;) is valid. If
yes, he records (UID;, 1, Ai j1 = h(vi ;||[UID;||SID;||1),
7i,;) in a key table and then sends the encrypted message
E,, (N1 +1) back to U;.

Upon receiving the message in Step 4, U; decrypts the
message E., (N1 + 1) and checks if Ny 4 1 is in it for
freshness checking. If yes, then the pseudo identification
registration in S; has been finished.

User Authentication and Session Key Agreement
Phase: If U; wants to logs into S; anonymously, he must
attach his smart card to a card reader. He then inputs his
identity UID; and his password PW; to this device. The
following protocol is the kth login for U; with respect to
S;.

Step 1: Uz — Sj . NQ,)\iy‘j’k’E’yi’j (ruk,h(N2||ruk||)\i7j,k))'

Step 2: S; — U; : N3, E,, (rsg,h(rsg||Na||N3));
Step 3: U; — S : Egi, (N3 +1).

In Step 1, U/s smart card first computes «; = (3;® PW;
and 7v;; = h(w|[SID;) and sends his pseudo identi-
fication A; ;x, a nonce Ny and the encrypted message
E,, ; (rug, h(Na||rug |[Xijk)) to S;. The encrypted mes-
sage includes the kth random value ruy, which is used
for generating the kth session key ski, and the authen-
tication tag h(Na||rug||Ai &), which is for verifying the
identification of U;.
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Upon receiving the message in Step 1, S; first searches
the pseudo identification A;;, in the key table. He
then decrypts the message E., (rug, h(Na||rur|[Aijx))
and verifies if the authentication tag h(Na||rug||Ai &) is
valid using the shared key +; ; in the matched entries. If
yes in some entry, the corresponding valid user identifi-
cation UID; is found. If it is valid and the nonce Ny
is fresh, S; sends a nonce N3 and the encrypted message
E,, , (rsg,h(rsi||N2||N3)) back to U;. The encrypted mes-
sage includes the random value rsj chosen by S;, which
is used for generating the kth session key ski, and the
nonce N3, which is for freshness checking.

Upon receiving the message in Step 2, U; decrypts the
message by computing D., . (E,, ; (rsgh(rsg||N2||N3))).
He then checks if the authentication tag h(rsy||Na||N3) is
in it for freshness checking. If yes, U; computes the next
pseudo identification A; j k41 = h(7v:;||UID;||SID;||k +
1), the kth session key skj, = h(rsg||rux||vi,;), and records
SIDj, \; ;. in a table and sends the encrypted message
Egr, (N3 + 1) back to S;.

After receiving the message in Step 3, S; decrypts the
message by computing Dk, (Esg, ( N3 + 1)) and checks
if the nonce N3 + 1 is in it for freshness checking. He
then computes A; j x+1 = h(7vi;||UID;||SIDj||k + 1) and
updates (UIDZ, k+ ]., )\i7j’k+1 = h("}/z’jHUIDZHSIDJ ||k’ +
1), vi,;) in the key table. Then U; and S; can use the
session key skj in secure communication soon.

4.2 Security Analysis

Identity protection: Similarity, our proposed multi-
server scheme can offer wuser identity protection.
So the adversary can not know the user identifi-
cation. In the user authentication and session key
agreement phase, the wuser first sends a message
Na, Xi jk, By, (rug, M(Na||rug||Xiix)) to the server.
Because this message does not include user identification
UID;, the adversary can not know the user identification.

Mutual authentication: In Step 1 of the user authenti-
cation and session key agreement phase, after S; receives
the message E,, ;j(rug, h(No||rug||Xijk)), S; will com-
pute D, (B, ; (rug, h(Nz|[rux||Xijx))) using the share
key 7;; of U; and S;. Then S; can check if this au-
thenticator h(Na||ruk||Xi ;%) is valid. If yes, S; chooses
a random number rs; and can computes the kth session

key sk = h(rug||rsk||v:,;) and believes U; S, S;.

In Step 2 of the wuser authentication and ses-
sion key agreement phase, upon receiving the message
N3, E,,  (rsg,h(rsk||N2||N3)), U; decrypts the message
D, . (E,, ,(rsg h(rsi||N2||N3)) and confirms if this mes-
sage contains the authenticator h(rsy||Nz2||N3). If yes, U;
generates a session key sky = h(rug||rsi||v:,;) and believe

U; ELLN S;. Since Ny is chosen by U;, U; will believes S;
believes U; Sk, S;.

In Step 3 of the user authentication and session key
agreement phase, after S; receiving Esg, (N3 + 1), he will
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decrypt this message Fgi, (N3 + 1) with the kth session
key skj and get N3 4+ 1. Then S; checks if N3 which
is sent by him is correct. If yes, S; believes U; believes

U S S
Session key agreement: The session key
sk = h(rugl|rsg|lvi;) is known to nobody but S;

and Uj;, since the random values rug,rs; are randomly
chosen by the user and the server and are encrypted by
the shared key ; ;.

Withstanding attacks: We prove our scheme can resist
to following attack:

1) The man-in-middle attack [18]: Our proposed multi-
server scheme also can resist to the man-in-the-
middle attack. If the message is modified by the ad-
versary, either ends of the communication will find
out and reject this message. Since our proposed
scheme can accomplish strong mutual authentica-
tion, our scheme can resist this attack.

2) The dictionary attack [1]: For deriving the session
key skz, the adversary must know rug, s, and ; ;
but the shared key 7;; is only kept secretly by the
user, the server and K DC'. The adversary can not
get the session key sk, since ru; and rs; are ran-
domly chosen and protected by the shared key ~; ;
and the entropy of ruy,rsy or v; ; is very large.

3) The replay attack [19]: The replay attack is sim-
ply replaying the message to the user or the server.
Our multi-server scheme also provide an ability to
avoid this attack. Our proposed scheme uses nonces
N, N3, N3 + 1 to resist the replay attack.

4) The modification attack [20]: Upon the message
Na, Niik, By, (tug, M(Na||rug|[Aij k) in Step 1 of
the user authentication and session key agreement
phase, the adversary can not alter this message since
the adversary does not has the share key ; ;. If the
adversary modify the message, the server will reject
this message. In the other hand, the user also can
observe the original message whether is changed by
the adversary. So this attack on our scheme can be
prevented.

5) The stolen-verifier attack [3]: In our proposed multi-
server scheme, we use a pseudo identification A; ; =
h(%i || UID;||SIDj||k) for user anonymity. With-
out knowing v; ; = h(e;||SID;), the attacker can not
get the user’s real identification UID; since the en-
tropy of v; ; is very large. Our proposed multi-server
scheme can withstand the stolen-verifier attack.

6) The insider attack [14]: The function of the weak
password PW; in our multi-server scheme is the same
with that in our single server scheme. The most im-
portant assumption for K DC' is protecting his master
secret key x secretly. If this master secret key x is
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compromised, then this multi-server system is inse-
cure. The most important assumption for the server
S; is protecting his shared key table «; ; secretly. If
his shared key table is compromised, then this server
is insecure.

4.3 Performance Considerations

In this subsection, we present a efficiency comparison
among our proposed scheme, Yang et al.’s scheme [21]
and Juang’s scheme [9]. The comparison is given in Table
3. We also assume that n in Yang et al.’s scheme [21]
that has the same assumption with Lin et al.’s scheme
[13] is of 1024 bits in order to make the discrete loga-
rithm problem infeasible. Moreover, we also assume both
the output size of secure one-way hashing functions and
the block size of secure symmetric cryptosystems are 128
bits. In our scheme and Juang’s scheme [9], the memory
needed in the smart card is 256 bits. In [21], However,
the memory needed in the smart card is 1024 bits since
their scheme based on the intractability of the discrete
logarithm problem. The communication cost of the user
authentication of our scheme and Juang’s scheme [9] is
384 and 256 bits respectively. In [21], the communica-
tion cost for the authentication is 5 x 1024 bits. In our
scheme and Juang’s scheme [9], the computation cost of
registration is one hash operation. In that phase, that is
two exponentiation operations in Yang et. al.’s scheme.
In our scheme, the computation cost of the shared key in-
quiring phase is needed three symmetric key encryptions,
three symmetric key decryptions, five hash operations and
one exclusive-or operation. In Juang’s scheme [9], that
is needed two symmetric key encryptions, two symmet-
ric key decryptions, two hash operations. That phase of
Yang et al.’s scheme [21] is not required. The computa-
tion cost of anonymous user identification in our scheme
is three symmetric key encryptions, three symmetric key
decryptions and seven hash operations. The computation
cost of user identification in Juang’s scheme [9] is three
symmetric key encryptions, four symmetric key decryp-
tions and three hash operations. The computation cost
of anonymous user identification in Yang et al.’s scheme
[21], nine exponential operations, one symmetric key en-
cryptions, one symmetric key encryptions, and two hash
operations are required. Note that the computation cost
of our scheme, Juang et al.’s scheme[9] and Yang et al.’s
scheme([21] do not accounted cost of generating session
key.

We summarize the functionality and complexity of re-
lated scheme in Table 4. Our scheme can satisfy all listed
functions and has low communication and computation
cost. In comparison with Yang et al.’s, our proposed
scheme have low communication and no time synchro-
nization problems since using symmetric key cryptosys-
tems and nonces to prevent replay attack, respectively. In
comparison with Juang’s scheme [9], our scheme provides
an ability of privacy protection which is not provided by
Juang [9].
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5 Discussions

For practical implementation, the smart cards used in our
schemes can be issued by the trusted key distribution cen-
ter and assumed to be tamperproof devices. For protect-
ing U/s smart card from being used by an illegal user, a
weak password PW; can be chosen and used to protect it.
Its role is like the personal identification number (PIN)
used in the current banking system. If some illegal user
uses the smart card by wrong passwords exceeding some
fixed times, the operating system of the smart card will
block the login procedure.

Using the factoring method proposed in [12], factoring
a 512-bit moduli can be done in less than ten minutes on
a US$10K device and factoring a 1024-bit moduli can be
done in a year on a US$10M device in 2003. Differently
from the schemes [21] using public-key cryptosystems,
only symmetric cryptosystems and one-way hashing func-
tions are used in our proposed schemes. Our approach
provides another choice for better efficiency and no need
to base on any assumed hard number theoretical prob-
lem, e.g., the factoring problem or the discrete logarithm
problem. In practical considerations, one-way hash func-
tions can be easily constructed by symmetric cryptosys-
tems [15]. This approach can reduce the needed memory
in smart cards for storing cryptographic programs.

In Step 1 of our proposed schemes, the pseudo iden-
tification A;r = h(|[ID;||k) in Section 3 or A;jr =
h(7v ;||{UID;||SID;||k) in Section 4 for the kth transac-
tion is used for protecting the privacy of user i. After the
server receiving the pseudo identification A; , or A; ; 1, he
will search this entry in the key table and find the corre-
sponding real identification. By sending the transaction
value k£ in Step 1 of our proposed schemes, all possible
pseudo identification )\27 i OF )\27 ;.1 can be easily computed
on-line and then compared with the received pseudo iden-
tification A;  or A; j 1 by the server for saving the storage.

In our scheme, for improving the repairability men-
tioned in [7, 14], the secret value a; = h(z||UID;) stored
in each U;’s smart card can be replaced with the new
formula o; = h(z||UID;||j), where j is the number of
times that U; has revoked his used secret key «;. But this
approach will need the key distribution center to record
the number j in his database or U; needs to send the
number j to the server in the authentication phase. The
password changing procedure proposed in [7, 14] can be
directly used in our proposed schemes for changing users’
passwords.

Like the schemes in [8, 9], we do not provide the per-
fect forward secrecy in our proposed schemes, since it
may cause a result of lower performance and increased
communication and computation cost. If this property is
required, the Diffie-Hellman algorithm [4] can be directly
applied to our schemes as in the schemes [8, 9]. Yang
et al’s scheme [21] has a serious time-synchronization
problem, since their scheme is based on time-stamps.
For example, when receiving the message (z, s,y,T) from
the user, the server would believe the user is legal if
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Table 3: Efficiency comparison between our multi-server scheme and other related schemes

Our scheme Yang et al.’s scheme [21] Juang’s scheme [9]
E1l 256 bits 1024 bits 256 bits
E2 384 bits 5 x 1024 bits 256 bits
E3 1 Hash 2 Exp 1 Hash
E4 | 6 Sym + 5 Hash None 4 Sym +2 Hash
E5 | 6 Sym + 7 Hash | 9 Exp + 2 Sym + 2 Hash 7 Sym + 3 Hash
E1: Memory needed in the smart card
E2: Communication cost of the authentication for cryptographic parameters
E3: Computation cost of the registration
E4: Computation cost of the shared key inquiring
E5: Computation cost of the user authentication and key agreement

Hash: Hashing operation Exp: Exponential operation
Sym: Symmetric encryption or decryption

Table 4: Functionality comparison between our multi-server scheme and other related schemes

Our scheme | Yang et al.’s scheme [21] | Juang’s scheme [9]
C1 Yes Yes No
C2 Yes Yes Yes
C3 Very low High Very low
C4 Yes Yes Yes
Ch Yes Yes Yes
C6 Yes No Yes
C1: Privacy protection
C2: Freely chosen password
C3: Communication and computation cost
C4: Mutual authentication
Cb: Session key agreement
C6: No serious time synchronization problem

T' —T < AT where T is the receiving time of the server
and T is the sending time of the user. Our proposed
schemes solve this serious problem, because we use nonces
to prevent the replay attacks.

In [5, 10], two robust user authentication and key
agreement schemes were proposed. The major benefit of
these two schemes is even the secret token stored in the
smart card is derived by the attacker, the offline pass-
word guessing attack fails. For preventing this kind of
attack, public key cryptosystems must be used [4]. In
our proposed scheme, only symmetric cryptosystems and
one-way hashing functions are used. The basic assump-
tion in our proposed scheme is that the smart card is
tamper-resistant. Our proposed schemes can not prevent
this kind of attack when the card is lost and the secret
token can be derived from this lost card.

In our proposed scheme, the pseudo identification in-
formation (k = 1, A1, ID;) must be stored in the server
for getting the real identification information of users.
Even if this table is compromised by the attacker, this
scheme is also secure. Only the identification of the user
can be derived by the attacker. In [6], no any table is nec-
essary in the server side, but this scheme does not provide

the user privacy protection mechanism.

6 Conclusions

In this paper, we have proposed two user authentication
and key agreement schemes with privacy protection for
single server and multi-server environments. Regarding
the single-server scheme, it is more simple and efficient.
Regarding the multi-server scheme, users only need to reg-
ister one time and can use all provided services by service
providers. Both our proposed schemes have the ability of
privacy protection. Our schemes also have low commu-
nication and computation cost for user authentication by
only using symmetric cryptosystems and one-way func-
tions. Also, our schemes successfully solve the serious
time-synchronization problem in a distributed computers
environment since our proposed schemes are nonce-based.
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