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Abstract

Recently, Chai et al. proposed a threshold password au-
thentication scheme that ¢ out of n server nodes could
efficiently carry out mutual authentication with a user
while preserving strong security requirements in the mo-
bile ad hoc networks. In this article, we will show that
their scheme suffers from a number of security vulnerabil-
ities by passive attacks.
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1 Introduction

Due to rapid advancement of wireless and mobile com-
munication technologies, mobile ad hoc networks have re-
ceived a great deal of attention over the past years. In an
ad hoc network, it provides the advantages of easily con-
nect nodes as long as they are within the radio transmis-
sion range and increasing flexibility for communications.
However, if a user node wants to request some services
from other server nodes, there might cause some security
issues that should be taken into consideration. For ex-
ample, how to prevent an unauthorized user to access the
resources? How to enhance the availability of the system
in the mobile ad hoc network if some server nodes are
compromised?

Recently, Chai et al. [1] proposed a (t,n) threshold
password authentication scheme [2, 3] to address above
issues. Moreover, their scheme provides the following ad-
vantages: (1) mutual authentication between user and
server node; (2) user can freely change the password with-
out registration again; (3) no password tables stored in

server nodes; (4) attacker cannot derive the password even
if user’s mobile device is lost; (5) attacker cannot imper-
sonate the legal user to login the server. However, in this
article, we show that Chai et al.’s scheme suffers from a
number of security problems by passive attacks.

The organization of this article is as follows. In Section
2, we will briefly review the Chai-Cao-Lu scheme. In Sec-
tion 3, we will show our attacks on Chai-Cao-Lu scheme.
Finally, Section 4 is our conclusions.

2 Review of Chai-Cao-Lu Scheme

This section briefly reviews the main ideas of Chai-Cao-
Lu scheme. The notations used throughout this article
are the same as Chai et al. used in the original scheme
and shown in Table 1.

Before the threshold authentication, a set up process
would be performed by a trusted authority T'A. Firstly,
T A selects a random polynomial f(-) over Z, of degree
t — 1 that satisfying f(0) = x and computes f(i) = ay,
where z is the primary shared secret and ¢+ = 1,--- ,n.
Then, T' A sends z; to the corresponding S; over a secret
channel and discards x. After being set up, there are
three phases in Chai-Cao-Lu scheme, registration phase,
login phase and authentication phase, respectively. The
detailed phases are briefly described as follows.

e Registration phase — U; first sends his ID; and
h(PW;) to £ over a secret channel. Then, the server
computes B; = h(ID;)* mod p and sends B; to the
dealer (one of the servers and assume that it is an
honest server). After collecting all the B;, the dealer
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Table 1: Notations used in this article

U; | User
ID; | U;’s identity
PW; | U;’s password

£ | A collection of n servers
Aserverinf,i=1,---,n

x | Primary secret key shared by all servers in £
x; | Secret key hold by S;

Two secure large primes, where p = 2¢ + 1

T | Timestamp

A public and secure one-way hash function
¢ ¢C{17"'7n}5 |¢|:t

Lf:]_[je¢7j¢i % is the Lagrange coefficients

|| | Concatenation symbol

can compute:

(1B +npwy),

i€d

= R(ID;)E o BTy n(PW),
= h(ID;)* + h(PW;) mod p,

6 =

where z = f(0) = >, (#:L7). Subsequently, the
dealer issues the ticket (contains ID;, 8, p, q, h(-))
to U; through a secure channel and U; can store the
ticket in his login device.

e Login phase — In this phase, U; inputs his I D; and
PW,; and the login device will compute these values,
B, E, D and C, as follows:

B = p—h(PW;) mod p,

E = B"=h({ID;)* mod p,
D = h(ID;)" mod p,

C = WT|EIB) mod p,

where r is a random number € Z7 and T is the cur-
rent timestamp of the login device. Next, U; sends
the login message M = (ID;,T, D, C) to ¢.

e Authentication phase — After receiving the message
M, S;(i € ¢) checks ID; and T, if the format of
ID; is incorrect or time interval between T and re-
ceiving time is invalid, the login request will be re-
jected. Otherwise, S; computes E! = D% mod p
and B} = h(ID;)* mod p and sends (E/, B}) to the
dealer. After collecting all (E!, B}), the dealer can
compute E' = [[;c4 E;L’Q mod p = h(ID;)* mod p

0

and B" = [[.c, B:-Ll mod p = h(ID;)* mod p and
checks the validity of C 2 h(T||E'||B’). If it does
not hold, the login request is terminated. Otherwise,
the login request is accepted and the dealer will send
(ID;,C",T") to U for achieving mutual authentica-
tion, where C' = h(B'||E’||T") and T" is the current
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timestamp of the dealer. Finally, U; can check the
validity of ID; and T’ and further check the validity
of C' L h(B||E||T"). If it holds, mutual authentica-

tion between U; and / is achieved. Otherwise, a new
login request will be restart by the login device.

3 Cryptanalysis of Chai-Cao-Lu
Scheme

In this section, we will show the cryptanalysis of Chai-
Cao-Lu scheme. Their scheme could not withstand the
passive attack that an attacker could monitor on the com-
munication channel between dealer and S;(i € ¢) and
discovers some valuable information about the messages
transmitted over the communication channel. Then, the
attacker can derive user’s secret token and easily imper-
sonate a legal user to login the server. We describe the
cryptanalysis as follows.

In authentication phase, after S;(i € ¢) checks the
validity of ID; and T, S; will compute B, and E! and
sends them to the dealer. Meanwhile, an attacker can
un-intrusively monitor on the communication channel be-
tween dealer and S; to collect S;’s secret token B with-
out disturbing the communication. After that, as long
as there are at least ¢ out of n secret token B, are ob-
tained to the attacker, the attacker could easily derive
the user’s secret token h(ID;)® by computing [ [, B;L?.
Unfortunately, since the attacker knows h(ID;)”, he can
impersonate a legal user to login the server. Besides, if a
victim user’s mobile device is lost, the attacker can easily
derive the password h(PW;) by computing 8 — h(ID;)*
and even the victim user’s password can be changed freely
by the attacker.

Also, in their scheme, assume there are only ¢ —1 server
nodes send their B} to the dealer and the dealer would
compute the last B. to perform the authentication with
a registered user. Thus, the attacker cannot derive the
secret value h(ID;)* from collecting these t — 1 secrets
in first authentication process. But it is still insecure
to resist passive attack because the value of S;’s B; is
changeless in every authentication process. So, when the
user login to the system again, the attacker would con-
tinually collect the secret token B until to t secrets are
collected and the secret value h(ID;)* would be derived.
Due to this kind of attacks, the simple solution is that all
messages transmitted between dealer and S; should be en-
crypted for achieving integrity in ad hoc networks, that
is, there must establish a secure tunnel between dealer
and 5; so that the former can securely get all the piece of
secret information sent by the latter participants.

4 Conclusions
In this article, we have shown the Chai-Cao-Lu scheme is

vulnerable to the passive attack that the attacker could
collect secrets by monitoring the communication channels
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between nodes in an ad hoc network and further derives
the legal user’s secret token to damage the security of
system.
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