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ABSTRACT

The Internetconsistsof about13,000AutonomousSystems(AS’s) thatexchangerouting informationusingthe Border
Gateway Protocol(BGP). The operatorsof eachAS must have control over the flow of traffic throughtheir network
andbetweenneighboringAS’s. However, BGPis a complicated,policy-basedprotocolthatdoesnot includeany direct
supportfor traffic engineering.In previous work, we have demonstratedthat network operatorscanadaptthe flow of
traffic in an efficient and predictablefashionthroughcareful adjustmentsto the BGP policies running on their edge
routers.

�
Nevertheless,many detailsof the BGP protocol and decisionprocessmake predictingthe effects of these

policy changesdifficult. In this paper, we describea tool that predictstraffic flow at network exit pointsbasedon the
network topology, the import policy associatedwith eachBGP session,and the routing advertisementsreceived from
neighboringAS’s. Wepresenta linear-timealgorithmthatcomputesanetwork-wideview of thebestBGProutesfor each
destinationprefix givena staticsnapshotof the network state,without simulatingthe complex detailsof BGP message
passing.We describehow to constructthis snapshotusingtheBGProutingtablesandrouterconfigurationfiles available
from operationalrouters.We verify theaccuracy of our algorithmby applyingour tool to routingandconfigurationdata
from AT&T’ s commercialIP network. Our routepredictiontechniqueshelpsupporttheoperationof largeIP backbone
networks,whereinterdomainroutingis animportantaspectof traffic engineering.
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1. INTR ODUCTION

Traffic engineeringinvolvesadaptingthe operationof a network accordingto the prevailing traffic conditionsin order
to improve performanceand useresourcesefficiently. In practice,traffic engineeringinvolvesadjustingthe resource
allocationpoliciesfor pathselection,buffer management,andlink schedulingat the individual routersin the network.
For example,if sometraffic is experiencinghigh delayor packet lossdueto a congestedlink, operatorscanadjustthe
configurationof theroutingprotocolto divert partof thetraffic to otherpaths.Alternatively, anoperatormaybeableto
improveperformanceby reconfiguringthebuffer managementpolicy at therouter;oneapproachmight beto selectively
markor discardpackets(e.g.,by tuning theRandomEarly Detection(RED) parameters)to encouragesomeof theTCP
sendersto reducetheir transmissionratesbeforethebuffer becomesfull.

�
If the link carriesmultiple classesof traffic,

theoperatorcanalsoreconfigurethelink-schedulingparametersto devotemorebandwidthto someportionof thetraffic.

Selectingtheappropriatevaluesfor theseparametersrequiresanaccurate,up-to-dateview of theofferedtraffic, net-
work topology, androuterconfiguration,which awell-designednetwork monitoringinfrastructurecanprovide. Effective
traffic engineeringalsodependsontheability to predicttheoutcomeof possiblechangesto therouterconfiguration.Eval-
uating“what-if ” scenariosrequiresnetwork managementtools that simulatethe network protocolsandmechanisms

�����
or explicitly modeltheir effectson the traffic.

�
In somecases,suchascapturingthe influenceof RED parameterson

TCPtraffic over anentirenetwork, simulationmaybetheonly feasiblealternative. In contrast,predictingtheeffectsof
routingchangesdoesnot requirea complex simulationof themessagesexchangedin theroutingprotocol.Nevertheless,
deriving a closed-formanalyticexpressionfor theoptimalparametersettingsmayprove difficult. Instead,we provide a
way to exploremany differentparametervaluesto allow operatorsto selecta goodconfigurationthatmakesefficientuse
of network resources.

Most of therecentresearchandstandardswork on traffic engineeringhasfocusedon theInterior Gateway Protocols
(IGPs),suchasOSPF(OpenShortestPathFirst) or IS-IS (IntermediateSystem-IntermediateSystem),which control the
selectionof pathswithin asingleAutonomousSystem(AS).

�	��

Becausenetwork operatorsmanageall of theroutersthat

participatein the IGP for a givennetwork, they have completecontrolover intradomainrouting. For example,network



operatorscanconfigurethe link weightsthatcontrol theselectionof shortestpathsin OSPFor IS-IS routing. However,
mostof thetraffic carriedby a largeIP backbonenetwork traversesmultiple AS’s, which makesinterdomainroutingan
importantaspectof traffic engineering.Additionally, the links betweenAS’s arecommonpointsof congestion,largely
becausethe control of theselinks is sharedbetweentwo or more(sometimescompeting)parties. Carefulcontrol over
interdomainroutingis importantfor improving end-to-endperformanceandmakingefficientuseof network resources.

In this paper, we focuson traffic engineeringin thecontext of theexisting interdomainroutingprotocol—theBorder
Gateway Protocol(BGP).

�
�����
Thus,our traffic engineeringsolutionsdo not requireany modificationsto theexisting IP

infrastructure.However, BGPis acomplex, policy-basedprotocolwith a largenumberof configurationoptions.Because
changesto BGP routing policiescanaffect routing stability andthe flow of traffic in the Internetasa whole, network
operatorsshouldunderstandthepotentialimpactof changesin routingpolicy before reconfiguringtheoperationalrouters.
In this paper, we describehow to predictthe influenceof configurationchanges,basedon a snapshotof thestateof the
network. This allows a network operatorto evaluatepossiblechangesto BGPpoliciesandcomparetheir impacton the
flow of traffic. Specifically, we presentthreemaincontributions:

� Network-wide model: We proposea modelof the network staterequiredto predict the influenceof changesin
BGPpoliciesonpathselection.ThemodelincorporatestheBGProutesadvertisedby neighboringdomainsandthe
BGPimport policiesconfiguredby network operators.Themodelspecifiestheinputsto existing toolsthatcapture
theinfluenceof theIGPconfiguration.

�
� Route prediction algorithm: We presenta linear-time, centralizedalgorithmthat computesthebestBGProutes

chosenby thevariousroutersin theAS basedon theroutingpoliciesandBGPadvertisements.We show thatsuch
analgorithmcanpredictrouteswithoutsimulatingthepassingof BGPmessagesbetweenrouters.Additionally, we
provethatour algorithmaccuratelyrepresentstheBGPdecisionprocessimplementedon IP routers.

� Prototype implementation: We describehow we populatedour network modelusingthedataavailablefrom the
routersin AT&T’ s commercialIP network. We describea prototypeimplementationof our tool that accurately
predictstheeffectsof BGPimport policy changeson pathselection.

Wepresentthesetopicsin threeseparatesectionsafterabrief backgroundsectionthatdescribestheBGPprotocoland
decisionprocess.Thepaperconcludeswith a summaryof our approachanda discussionof futureresearchdirections.

2. BORDER GATEWAY PROTOCOL

In this section,we first presentan overview of the BorderGateway Protocol(BGP) andthe attributesassociatedwith
BGPadvertisements.Next, we describetheBGPdecisionprocess,which governstheselectionof thebestroutefor each
destinationprefix at eachrouter. Finally, we briefly explain how a routerconstructsa forwardingtablebasedon its best
BGProuteandtheIGP parameters.

2.1.BGP Protocol

Internetroutingandforwardingoperateatthelevelof prefixes, whichrepresentblocksof contiguousIP addresses.A prefix
is representedby a

���
-bit addressanda masklength. For example, ��� ��� ������� ����� � specifies

��!�"
addressesrangingfrom

��� ��� �#� ��� � to ��� ��� ����������!�! . NeighboringAS’s exchangeroutinginformationby configuringa BGPsessionbetweena pair
of edgerouters.Thetwo routersestablishasessionandexchangeupdatemessagesasthey acquirenew informationabout
how to reachindividualdestinationprefixes.For a givenprefix,a routersendsanadvertisementto inform its neighborof
a new routeto thedestinationprefix or a withdrawal to indicatethat therouteto thatprefix is no longeravailable. Each
advertisementincludesanASpath thatidentifiesthelist of AS’senrouteto theorigin AS thatannouncedthedestination
prefix; for this reason,BGP is calleda path-vectorprotocol. Beforeacceptingan advertisement,the receiving router
discardsany routesthatcontainits own AS numberin theAS pathto preventtheformationof routingloops.

Routeadvertisementsincludeseveral otherattributes. The next hop attribute indicatesthe IP addressof the router
associatedwith next hop alongthe pathto the destination.The origin type identifieshow the origin AS learnedabout
the route—within the AS (e.g.,static configuration),EGP(a now-defunctdistance-vectorprotocol),or injection from
anotherroutingprotocol.A neighborAS mayincludea multipleexit discriminator(MED) in therouteadvertisementto



encouragethe recipientto selecta particularexit point for sendingtraffic to the neighboringAS; typically, this is done
by advertisingdifferentMED valuesat differentinterconnectionpointsbetweenthetwo AS’s. An internalBGP(iBGP)
messagemay includea local preferenceattribute to aid the recipientin rankingthepathslearnedfrom differentrouters
in the AS. The communityattribute providesa genericmechanismfor taggingroutesto aid in specifyingandapplying
routing policies. For example,an AS might assigndifferentcommunityvaluesto a pathdependingon whetherit was
learnedfrom a customeror apeer.

BGProutingdependsheavily on locally-configuredpolicies.A BGP-speakingroutermayreceivemultiple routesfor
the samedestinationprefix. Upon receiving a routeadvertisement,the routerappliesimport policiesto filter unwanted
routes(e.g.,advertisementsfor routesto prefixesin theprivateaddressspaceandotherso-called“martian” addresses)or
to alter theattributesassociatedwith theroute. Network operatorsconfigureimport policiesto influencepathselection.
Ultimately, therouterinvokesa decisionprocessto selectexactly one“best” routefor eachdestinationprefix amongall
theroutesit hears.Therouterusesexport policiesto manipulatetheattributesof its bestrouteanddeterminewhetherto
advertisethis routeto neighboringAS’s. Network operatorsoftenuseexport policiesto limit the distribution of routes
to certainneighboringAS’s, basedon the commercialrelationshipbetweenthe two institutions. For example,routes
learnedfrom a peeror upstreamprovidershouldnot bereadvertisedto anotherpeeror upstreamprovider.

�
���$�%�
Network

operatorsspecifyimportandexport policiesusingdiversesetof configurationcommands.

A largebackbonenetwork typically hasmultiple BGP-speakingrouters,multiple BGP sessionswith eachneighbor
AS, and BGP sessionswith several different neighboringAS’s. For example, two large AS’s that exchangerouting
informationmight have have BGPsessionswith eachotherat multiple geographiclocations,suchastheEastandWest
Coastsof theUnitedStates.In additionto exchangingBGPmessageswith neighboringdomains,anAS mayuseiBGP
to distributeroutinginformationamongits routers.Thesimplestapproachis to have aniBGP sessionbetweeneachpair
of routers(i.e., a full iBGP mesh),but most large networks have a hierarchicalconfigurationusing routereflectorsor
confederationsto achievebetterscalability.

�
&
An iBGPsessionoperatesin thesamefashionasanexternalBGP(eBGP)

session,with the exceptionthat routeslearnedfrom one iBGP neighborarenot advertisedto anotheriBGP neighbor.
Every routermustselecta singlebestroutefor eachdestinationprefix amongtheadvertisementsfrom thevariouseBGP
andiBGP neighbors.Becausethebestroutethata routerselectsis dependenton its locationin thenetwork, eachrouter
will not necessarilyselectthesamebestroute.

2.2.BGP DecisionProcess

A BGP-speakingroutermaylearnmultiplepathsto thesamedestinationprefixfrom eBGPandiBGPneighbors.Although
the selectionof a bestpathdependson the attributesin the BGP advertisements,the completedetailsof the decision
processarenot partof theprotocolspecification.Nevertheless,routervendorsadhereto a defactostandard.

�
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After

certainroutesareremovedfrom consideration(e.g.,becausethey have a loop in theAS path,have anunreachablenext
hop,or werefilteredby theimport policy), therouterappliesa sequenceof stepsto narrow thesetof candidateroutesto
a singlechoice,asfollows:

1. Highestlocal preference: Preferrouteswith thehighestlocal preference,wherelocal preferenceis assignedby the
importpolicy andis conveyedvia iBGP.

2. ShortestASpath: Preferrouteswith theshortestAS pathlength,asconveyedin theBGPadvertisement.

3. Lowestorigin type: Preferrouteswith the lowestorigin type (IGP is preferableto EGP which is preferableto
INCOMPLETE),asconveyedin theBGPadvertisementor resetby theimportpolicy.

4. LowestMED: For routeswith thesamenext-hopAS( , preferrouteswith thesmallestMED value,asconveyedin
theBGPadvertisementor resetby theimportpolicy.

5. eBGPover iBGP: Preferrouteslearnedvia eBGPover routeslearnedvia iBGP, sinceleaving the AS directly is
preferableto forwardingtraffic throughtheAS to anotherrouter.)

If therouteris configuredwith the *,+�-�*�.�/10 213�4�5�*�6 7,084�719 directive, theMED valueis comparedacrossall advertisedroutes.
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Figure 1. Flow of traffic from ingressroutersto theegresslinks. Eachnoderepresentsa routerwithin theAS. Routerswith thesame
shadinghave thesameclosestegresspoint.

6. LowestIGP metric: Preferrouteswith thesmallestintradomain(InteriorGatewayProtocol)metricto reachthenext
hop,sincethis enableseachrouterto selectits “closest”exit point.

7. Oldestroute: Prefertheroutethatwasreceivedearliest,sincethis routeis morelikely to bestable.

8. Lowestrouter ID: Prefer the route learnedfrom a router with the lowest router identifier, as conveyed during
establishmentof theBGPsession.

Routervendorstypically provideconfigurationoptionsto disableoneor moreof thesesteps.In ourwork, weassumethat
step: is disabledto ensurethattheBGPdecisionprocessdoesnotdependontheorderor timing of theupdatemessages.

�
Thenetwork operator’sconfigurationof theimportpoliciesaffectsthedecisionprocessin severalimportantways:filtering
of unwantedroutes,assignmentof localpreference,andpossibleresettingof theorigin andMED attributes.

Over time, eachrouterreceiveseBGPmessagesfrom neighboringdomains,aswell asiBGP advertisementsfor the
bestroutesseenatotherroutersin theAS. In themeantime,theroutersalsoparticipatein anIGPthataffectstheselection
of the bestpath,as well as the path throughthe domainto reachthe BGP next hop. Figure 1 shows a collection of
routersthat selectdifferentroutestoward a destinationprefix reachablevia AS’s A andB. Eachrouterselectsa route
with the“closest”egresspoint, basedon theIGP configuration(in step

"
of thedecisionprocess).Eachrouterforwards

packetsbaseda combinationof information from BGP and the IGP. The forwarding tabledetermineshow the router
directsanincomingpacket to theappropriateoutgoinglink(s). For example,considera routerthatwould forwardtraffic
for destinationprefix 192.0.2.0/24to the outgoinglink Serial2. The routeremploys the BGP decisionprocessto select
an AS pathandnext-hop IP addressof the borderrouter. The routerlearnshow to reachthis next-hop addressvia the
intradomainroutingprotocol(e.g.,OSPFor IS-IS).Basedon theIGP weights,theroutercomputesa shortestpathto the
BGPnext hopandidentifiestheoutgoinglink, Serial2,alongtheshortestpath.Theroutercombinesthesetwo piecesof
informationto constructtheforwardingtableentry. Whena packetarrives,therouterperformsa longest-prefixmatchon
thedestinationaddress(say, 192.0.2.147)to determinetheappropriateoutgoinglink. Thenext routerrepeatstheprocess
anddirectsthetraffic to thenext steptowardthedestination.

3. NETWORK-WIDE MODEL

This sectionpresentsa modelthatdescribesthe influenceof BGPimport policy changeson theflow of traffic basedon
a staticsnapshotof thenetwork state.We divide the probleminto four modules,asshown in Figure2: (1) eacheBGP
sessionappliesimport policiesto therouteslearnedfrom neighboringdomains;(2) theBGPdecisionprocessdetermines
the setof bestroutesto eachdestinationprefix; (3) for eachingressrouter, the IGP configurationand the underlying
network topologydictatethe selectionof the closestegresspoint andthe paththroughthe domain;and(4) the offered
traffic is joinedwith thepathsto computethetotal loadoneachlink in thedomain.Therestof thepaperfocusesprimarily
on thefirst two modulesin Figure2; previouswork describesthelasttwo modules.

�
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Figure 2. Modelingtheimpactof BGPpolicies,IGP weights,andnetwork topologyon theflow of traffic. In this paper, we focuson
themodulesinsidetheshadedbox.

3.1.Routing Choices

The modulesinsidethe shadedbox focuson the aspectsof BGP routing that do not dependon the IGP configuration
or the network topology. The first moduleconsidersthe routeslearnedvia eBGPsessionswith neighboringdomains.
Two neighboringAS’s exchangemessagesover aneBGPsessionbetweentwo routers.A borderroutermayoftenhave
eBGPsessionswith many differentneighboringAS’s,or evenmultipleeBGPsessionswith thesameAS. A neighborAS
sendsrouteadvertisementsover aneBGPsessionto advertisereachabilityto a givenprefix. Thesetof all eBGP-learned
routesfor a givenprefix constitutesthe routingchoices, shown asoneof theinputsto thefirst modulein Figure2. Each
advertisedroutehasfour attributes—theAS path,theorigin type,theMED, andtherouterID. TherouterID is actually
associatedwith the eBGPsession;assuch,all routeslearnedvia the sameeBGPsessionhave the samerouterID. For
simplicity, we incorporatetherouterID asanattributeof theindividual routes,sincetherouterID playsarole in theBGP
decisionprocess.

3.2. Import Policy

EacheBGPsessionhasan import policy that appliesto all routeadvertisementsheardon that session.Someaspects
of import policy, suchas route filtering, do not relatedirectly to traffic engineering. Import policies allow network
operatorsto reassignsomeroute attributesbasedon a regular expressionmatchon the AS pathassociatedwith each
routeadvertisement,or by theadvertisedprefix itself. Assigningdifferentlocal preferencevaluesto differentroutesis a
convenientwayto controltheflow of traffic, sincethefirst stepof theBGPdecisionprocesscomparesthelocalpreference
valuesof routingadvertisements.We modelthe import policy associatedwith eacheBGPsessionasa list of mappings
thatidentify whichroutesshouldreceiveaparticularvalueof localpreference,origin type,or MED. Eachmappingrefers
to routingadvertisementsbasedon thedestinationprefixor a regularexpressionon theAS path.For example,theimport
policy at onerouterfor a giveneBGPneighbormightbeexpressedby thefollowing mappings:

;
192.0.2.0/24,10.0.0.0/8<>= local-pref80;
ˆ65000$<?= local-pref110;
* <@= local-pref100

This importpolicy assignsa localpreferenceof 80 to any routefor prefixes �1� ��� �#� ��� �A�B� � and � �#� �#� �#� �A� C . Any remaining
routewith a one-hopAS pathof 65000is assigneda local preferenceof 110. Any routethatdoesnot matchthesetwo
rulesis assigneda localpreferencevalueof 100.All routesretaintheir initial valuesfor origin typeandMED.

3.3.NewRouting Choices

The first modulein Figure2 captureshow the import policy manipulatesthe routing choiceslearnedfrom neighboring
domains.Thisproducesnew routingchoicesthatareasubsetof theoriginal routingchoicesandcanberepresentedin the
samefashion.A routein thesetof new routingchoicesincludesthelocalpreferenceattributeandmayhavenew valuesfor
theorigin typeand/orMED. Thenew routingchoicesareaninput to thesecondmodule,whichemulatestheoperationof
theBGPdecisionprocessat thevariousroutersin thenetwork. Thismodulecapturestheeffectsof distributingtheeBGP-
learnedroutesto thevariousroutersin thedomainvia iBGP, without consideringtheinfluenceof theIGP parameterson
theBGPdecisionprocess.We discussthis modulein moredetail in Section4.



3.4.EgressPoints

The outputof the secondmoduleis the setof egresspointsassociatedwith eachprefix. Eachegresspoint in the set
correspondsto the eBGPsessionresponsiblefor advertisingthis route. The routersthat selectthis egresspoint direct
their traffic towardtheedgerouterassociatedwith this session.In reality, eachpacket thatusesthis eBGP-learnedroute
eventuallytraversessomeegresslink from theedgerouterto therouterin theneighboringdomain.More generally, each
eBGPsessionis associatedwith oneor moreegresslinks at the router. For example,a routermay have parallel links
connectingto a routerin theneighboringdomain,asshown by therightmostrouterconnectingto AS B in Figure1. In
addition,a singleegresslink maybeassociatedwith morethanoneeBGPsessionat therouter. For example,therouter
may have a link that connectsto a sharedmedium,suchasa FDDI ring or ATM switch,at a public Internetexchange
point (IXP), wheremultipleAS’s meetto exchangeBGProutesandIP traffic. Oneof thefunctionsof thethird operation
in Figure2 is to associateeachegresspoint (aneBGPsession)with agroupof egresslinks (associatedwith thatsession),
basedon thenetwork topology.

3.5. IGP Configuration

The third modulein Figure2 computesthe shortestpath(s)betweeneachpair of routersin the domain,basedon the
topologyandthe settingsof the IGP weightsandareas.IGP parametersaffect both the BGP decisionprocess(in step
6) andthe path(s)betweeneachpair of routersin the AS. In the eventwheremultiple routeadvertisementsareequally
goodthroughthefirst five stepsof theBGPdecisionprocess,the routerwill selecta bestroutebasedon which hasthe
shortestIGP cost.Therefore,thethird modulerequiresknowledgeaboutIGP costsof internallinks. Whenmodelingthe
selectionof the closestegresspoint, we assumea full-meshiBGP configuration,whereevery routerreceivesa copy of
thebestroutefrom eachof its iBGP neighbors.In practice,theuseof routereflectorsor confederationsmaylimit route
advertisementdistribution,but webelieveourmodelcanbeextendedto supporttheseconfigurations.TheIGPparameters
alsodeterminetheshortestpath(s)throughthenetwork from the ingressrouterto its closestegresspoint. For example,
theOSPFandIS-IS protocolsassignanintegerweightto eachunidirectionalinternallink andcomputetheshortestpath
route(s)asthesumof thelink weights.

3.6.Traffic Volumes

The shortest-pathcomputationdetermineshow traffic that entersat a particularingresspoint traversesa path through
the domainto a certainegresspoint en route to the destinationprefix. Combiningthis path information with traffic
measurementsfrom theingresspoints

�%D
providesanestimateof thetotal loadon eachlink in theAS.

�
Thelastmodule

sumstraffic volumesover eachof the links. Theseestimatesof link load can be usedto evaluateand comparethe
influenceof differentconfigurationsof theBGPimport policiesandIGP parameterson theflow of traffic. Thenetwork
operatormayhaveanobjectivefunctionthatquantifiesthe“goodness”of aparticularsolution.For example,theobjective
functionmight reflecttheutilizationof themostheavily loadedlink. An operatoror network optimizationtool couldthen
experimentwith variousBGPpoliciesandIGP weightsto find a goodsolutionbasedon thisobjective function.

4. NETWORK-WIDE ROUTING PREDICTION

In this section,wedescribeanalgorithmfor predictingthesetof bestroutesbasedonanetwork-wideview of therouting
choices,aftermanipulationby theimport policies.First,we presenta linear-timealgorithmthatcomputesthebestroutes
without simulatingthe complex exchangeof updatemessageson eBGPandiBGP sessions.For simplicity, we initially
focusonthecasewheretheMED attributeis comparedacrossall routes,irrespectiveof thenext-hopAS.Next, weexplain
how limiting thecomparisonof theMED attributeto therouteswith thesamenext-hopAS makesroutepredictionmore
complicated.Then,wepresentanextensionto ouralgorithmthatcapturestheinfluenceof MEDson theselectionof best
routes.We deferseveralof thetheoremsandproofsto theAppendix.

4.1.Centralized Algorithm for RoutePrediction

Eachrouterselectsits bestroutebasedontheBGPadvertisementsreceivedfrom its eBGPandiBGPneighbors.A change
in thebestroutemaytriggera new updatemessageto otherroutersin thedomainwhich, in turn,mayaffect their routing
decisions.In this section,we show thata deterministic,centralizedalgorithmcancomputethesetof bestroutesselected
by the routersthroughoutthe AS oncethe internaldistribution of routesconverges. Assumewe have an AS with a set



of E edgerouters,FHGJI1K � L K ��L ����� L K�MON , whereeachrouter K�P hasa setof (eBGP-learned)routesQRP for thedestination
prefix S , after the routeshave beenmanipulatedby the import policies. We focuson theroutingdecisionfor a single S
sincethepath-selectionprocessfor eachprefixproceedsindependently. Ourgoalis computetheset T of bestroutesfrom
the sets I1QRP
N in a deterministicfashion. First, we show that it is possibleto computeT basedonly on the sets I,QRP	N .
Next, we presentan algorithmthatfirst determinesthe locally-best(eBGP-learned)route UBPWVXQRP at eachrouter K�P and
thencomputesT by identifying thebestof the I U PYN acrossall of the E edgerouters.Therunningtime of our algorithmis
linearin thetotal numberof eBGP-learnedroutes.

SinceBGPis a message-passingprotocolthatsendsincrementalroutingupdates,we mustfirst establishthat theset
of bestroutesZ asdeterminedby the BGP decisionprocessis independentof the orderingof arrivalsof the eBGPand
iBGPupdatemessagesin thenetwork.

THEOREM 4.1. Giventhe updatesreceivedfor a destinationprefixup to time [ for all edge routers, the bestroutesas
determinedby theBGPdecisionprocess,Z , are independentof theorderof theupdatemessages.

Proof. At eachrouter, theBGPdecisionprocessranksroutesbasedontheattributesfor eachadvertisedroute.Theranking
of routesin thedecisionprocessis independentof arrival timesandorder—thebestrouteto a prefixwill only change if
thenewly receivedrouteis rankedhigherthanthecurrentbestroute. Thus,for any two advertisements,theBGPdecision
processwill rankthosetwo advertisementsin thesamefashion,regardlessof which orderthey arrived.Eachedgerouter
determinesthebestBGProutelocally. If thelocally-bestroutewaslearnedvia eBGP, therouterreadvertisesthis routeto
its iBGPneighbors,includingtheotheredgerouters.Thus,aswell ashearingeBGPadvertisements,anegressrouterhears
additionalbestrouteadvertisementsfrom its iBGPneighbors.However, by thesameargument,iBGPadvertisementscan
beinterleavedanywherein thearrival of eBGPadvertisementswithout affectingthebestroute,sincetherankingthatthe
BGPdecisionprocessappliesis independentof theorderin which thesemessageswerereceived. \

An importantconsequenceof the theoremis thatany orderingof the eBGPandiBGP messageswould producethe
samefinal selectionof thebestroutes.Our algorithmmodelsa simpleorderingthatconsistsof two steps:(i) eachrouter
K�P receivesandprocessesall of its eBGP-learnedroutesandselectsthe bestof theseroutes U P usingthe BGP decision
process,and(ii) all routersreceive theroutes I U P	N via iBGP andrepeattheBGPdecisionprocessto computetheir final
bestroute.It is importantto notethat theroute U P is not necessarilyin T becausesomerouteslearnedfrom otherrouters
maybebetter. Thatis, someroutersmaychangetheirbestroutein thesecondstep.Theseroutersdonotneedto sendtheir
new bestrouteto others,sinceiBGP-learnedroutesarenot exchangedwith otheriBGP neighbors.Hence,themessage
passingterminatesafterthesecondstepunderourmessageordering.In theend,someroutersK P havea bestroute U P V]T
andotherroutersmustselecttheir bestroutefrom T basedon thelaterstepsin thedecisionprocess(i.e., theIGP metric
andtherouterID), ascapturedin thethird modulein Figure2.

Thefirst stepof thealgorithmidentifiestheroute U P for eachedgerouter K P . WhentheMED attributecanbedirectly
comparedacrossall routes,computingU P for eachrouter K P is relatively simple. For computingU P , the local preference,
AS path,origin type,MED, androuterID attributesform anorderingon thesetof (eBGP-learned)routesQ P at router K P .
Thepartsof theBGPdecisionprocessbasedon the“eBGPvs. iBGP” (step5) andthe“lowestIGP metric” (step6) are
not relevanthere,sinceall of theroutesin Q^P werelearneddirectlyvia eBGPat router K�P . ComputingU P involvesiterating
throughthe routesin QRP andcomparingeachrouteto the currentbestroute. More formally, for two routes_ L�` VaQRP ,
where_cbG ` , thealgorithmeliminatesadvertisement_ if:

LOCALPREF de_Ofhg LOCALPREF d ` f or (1)

ASPATHLENGTH de_Ofhi ASPATHLENGTH d ` f or (2)

ORIGIN de_Ofhg ORIGIN d ` f or (3)

MED de_Ofhi MED d ` f or (4)

ROUTER ID de_Ofhi ROUTER ID d ` f (5)

The secondstageof the algorithmusesthe locally-bestroutes I,U P
N to computeT . This involvesiteratingthroughthe
routes I,U P N andcomparingeachrouteto thecurrentsetof bestroutesbasedon theattributesin Equations1–4;notethat
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Figure3. Multi-exit discriminatorspreventanedgerouterfrom achieving anorderingof routesbasedonly on locally-learnedroutes.

this doesnot includetherouterID tie-breakingstepin Equation5. If a route_ hasa betterrankingthantheexisting best
routes,thenthe setof bestroutesis resetto containthe singleroute _ . If the _ hasthe sameranking,then _ joins the
existingsetof bestroutes.Otherwise,_ is discarded.

Together, thetwo partsof thealgorithmhavea runningtime thatis linearin thetotal numberof eBGP-learnedroutes
for thedestinationprefix. In AppendixA, wepresentaseriesof proofsthatdemonstratethecorrectnessof ouralgorithm.
In TheoremA.1, we show thateliminatingroutesfrom QRP basedon Equations1–5for eachrouter K1P doesnot eliminate
any routesthatappearin T , asdeterminedby theBGPdecisionprocess.TheoremA.2 shows thatouralgorithmdoesnot
eliminateany routesthatappearin T whenit eliminatesroutes I U P	N basedon routecomparisonacrossall edgerouters.
Finally, TheoremA.3 shows thatevery routeadvertisementthat is eliminatedfrom Z will alsobeeliminatedfrom T by
our predictionalgorithm. In proving thesethreetheorems,we show that the sets T and Z areequal,which provesthat
our predictionalgorithmproducesthesamesetof routesthatwould beproducedby theseparateapplicationof theBGP
decisionprocessat eachrouterbasedon thearrival of eBGPandiBGP updatemessages.

4.2.The Troublewith MEDs

The resultsin the previous subsectionapply to the casewherethe BGP decisionprocesscomparesall routeattributes
acrossall advertisedroutes.Network operatorscommonlyconfigureroutersto treatMEDs in this way to provide extra
control over which routesarechosenby the BGP decisionprocess.For example,operatorssometimesreassignMED
valuesusingBGPimport policies,becauseMED comparisoncanbeusedasa way to preferonerouteoveranotherafter
the AS path lengthcomparisonstep. In othercases,the network operatormay configureimport policiesthat resetthe
MED attribute(e.g.,usingthe j�k�lnmok�l�poq�rns directive)onall eBGPsessionsto preventneighboringdomainsfrom influ-
encingtheBGPselectionprocess.In thesetwo cases,all attributescanstill becomparedacrossall routeadvertisements.
However, in somecases,network operatorslimit theMED comparisonto routeswith thesamenext-hopAS. Operators
commonlyusethis functionalityto achievecertaintraffic engineeringobjectives,suchas“cold-potato”routing,whereby
theneighboringAS usesMEDs to signalwhichegresspoint shouldbeusedto carrythetraffic.

Limiting MED comparisonto routeswith thesamenext-hopAS makestherankingof routesnon-transitive. A lower-
ranked routeat routerA may be a better route than the bestrouteat routerB, which may, in turn, be betterthan the
locally-bestrouteat routerA. Consideragainthe examplein Figure3, whereAS3 learnsroutesfor a prefix from both
AS1 andAS2. AS3 receivestherouteadvertisementt from AS1 for somedestinationprefix at routerA andtheroutesu

and v from AS2 at two differentedgeroutersA andB. Assumethat the threerouteshave the samelocal preference,
AS pathlength,andorigin type. Supposethat routerA prefersroute

u
becauseit hasa smallerrouterID than t ; since

therouteswerelearnedfrom differentnext-hopAS’s,MEDs donot play a role in thedecision.Therefore,locally at A,
u

is thebesteBGP-learnedroute;locally at B, v is thebest(andonly) eBGP-learnedroute.However, supposethat v hasa
smallerMED valuethan

u
; then,routerA wouldpreferv over

u
. Yet,A wouldprefer t over v sincet is aneBGP-learned

routeand v is aniBGP-learnedroute. In summary, A prefers
u

over t (dueto routerID), v over
u

(dueto MED), and t
over v (dueto “eBGPvs. iBGP”).

Ultimately, the selectionof the bestrouteat routerA dependson the order of the comparisonsbetweenthe routes.
This dependency makesthe outcomeof the BGP decisionprocessdependenton the orderin which thesemessagesare
received. To avoid this problem,routervendorsrecommendenablingthe w�x�y{z�k�l�k�pBm|q�}~q�j loq�r��1mok�z feature.

�%

This

forcesa routerto repeatthecomparisonof all routesafter receiving a new advertisementor withdrawal message,rather
thansimply comparingagainstthecurrentbestroute.This removesthedependency on theorderof messagearrivals.



However, thenon-transitivity of MED comparisonsstill causesproblemsfor thealgorithmwe presentin Section4.1.
Givena local rankingof theeBGP-learnedroutesQRP at eachrouter K�P , we canno longerguaranteethat T will besome
subsetof thebestroutesI,UBP	N selectedlocally at thevariousedgerouters(i.e.,TheoremA.1 no longerholds).In thenext
subsection,wediscussrevisionsto thealgorithmfrom Section4.1suchthatnetwork-wideroutepredictionstill produces
thesamesetof bestroutesastheseparateapplicationof theBGPdecisionprocessat eachrouterto thesequenceof BGP
updatemessages.

4.3.Algorithm Revisions

Becausetheuseof MEDsmakesroutecomparisonnon-transitive,thealgorithmmusttakecarenot to eliminateany routes
thatcouldpotentiallybecomethebestrouteafter theMED comparisonstep. Thealgorithmshouldaccountfor the fact
that local eliminationof routesfrom Q P shouldnot go pastthe MED stepin the decisionprocess.At this point, the
algorithmmustdeterminewhetherthebestrouteateachrouteris betterthanthebestrouteatsomeotheredgerouter. The
bestroutethatremainsat a particularrouteris theonethatwould would beconsideredto bethelocally-bestroute.From
a high-level,our algorithmfor selectingthebestrouteto a prefixat eachegressrouterproceedsin threesteps:

1. Eliminateroutingchoiceslocallyateach routerbasedonstepsupto andincludingMED(Equations1–4): Construct
aninitial setof candidatesfor bestroutesto adestinationprefixateachrouterbasedonthehighestlocalpreference
valueheardglobally for thisroute.Fromthisset,eliminatethosethatdonothavetheshortestAS pathlengthamong
all routesin this set,andsoforth. At theend,eachrouter K�P hasoneor morelocally-bestroutesthatdiffer only in
their routerID attributes.

2. Eliminateroutesthat are alwaysworsethanthebestroutesat otherrouters: For eachK1P , comparethelocally-best
route U P to the locally-bestrouteat otherrouters. If UBP is worsethanoneor moreof theserouteswith regardto
Equations1– 3, eliminateall of theroutesat router K1P . At theendof this step,all routesthatcannotcompetewith
regardto localpreference,AS pathlength,andorigin typehavebeeneliminated.

3. Selecta local bestrouteat oneedgerouterandpropagatetheeffectsof thischoicegloballyacrossall edgerouters:
While therearestill routerswith oneor morecandidatebestroutes,pick oneof theseroutersK1P andselectthebest
eBGP-learnedroute U P at thatrouter(basedon therouterID tie break).If this routeis “worse”thanthelocally-best
routeat oneor moreotherrouters,basedon the MED comparison(Equation4), eliminatethis route. Otherwise,
assignthis routeto T andeliminateall otherroutesat K P aswell asall otherroutesthathave thesamenext-hopAS
thatdo nothave thesameMED value;this router K P doesnot requirefurtherinspection.

Thefirst two stepseliminateroutesthatcouldnotpossiblybelongto thesetof bestroutesT . Thethird steppropagates
the effectsof the otherroutesonestepat a time. At the point whereMED comparisonis applied,we mustdetermine
if thereareotherpotentialbestroutesat otheregressroutersthat are“better” thanthe locally-bestroute. Considerthe
examplein Figure3. The first two stepsof the algorithmhave alreadybeenapplied,leaving threeroutes t ,

u
, and v .

We selectrouterA andits locally-bestroute
u

, which is rankedaheadof t basedon the routerID. However, whenwe
compareto the locally-bestrouteat routerB, we find that v is a betterroute; thus,we eliminate

u
from consideration.

Now therearetwo routerseachwith oneroute. We selectrouterA againandpropagatethe effectsof the route t . No
otherroutehasthesamenext-hopAS, sothis routedoesnot eliminateany otherroutesandis not eliminateditself; thus,
we include t in T . Then,weselectrouterB andadd v to T . Thealgorithmterminateswith T�G{I1t L v�N .

Essentially, wehavealteredthealgorithmfrom Section4.1to eliminateroutesbasedonEquations1–4,ratherthanon
Equations1–5.Therefore,TheoremA.1 still applies,sinceany routeadvertisement̀ thatis betterthananadvertisement
_ basedon Equations1–3 would alsobe eliminatedby the BGP decisionprocess.In AppendixA.2, we show that, in
thecaseof therevisedalgorithm,routesthatareeliminatedby globalcomparisonof routesmustnot bein thesetof best
routes.This is morecomplicatedbecausewemustshow thatouralgorithmnevereliminatesa routeprematurely—thatis,
ouralgorithmnevereliminatesa routethatcouldeventuallybeselectedasa globallybestroute.

5. PROTOTYPE IMPLEMENT ATION

In thissection,wedescribetheprototypeimplementationof a tool thatappliesimportpoliciesto theeBGP-learnedroutes
andcomputesthe setof bestroutesfor eachdestinationprefix. We describehow to obtainimport policiesandrouting
choicesfrom a Ciscorouterandexpressthis datain termsof themodelwe presentedin Section3. We alsodescribehow
we appliedthisdatato verify thecorrectnessof thealgorithmwepresentedin Section4.
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Figure4. Excerptfrom a BGProutingtabledump(i.e.,outputof /���3�-���5c¢ �15 ).

5.1.Routing Choices

We extract the routing choicesfrom the BGP routing table,alsoknown as the Routing InformationBase(RIB), from
theroutersthat connecttheAT&T network to otherlargeproviders. A simplescript connectsto eachrouterandissues
a commandto dump the RIB (e.g., j,£�¤�¥¦q1y§wAx�y in Cisco IOS

�


). Figure 4 shows exampleoutput with two routes

for 10.0.0.0/8andtwo routesfor 10.23.0.0/16.Eachentryshows attributesthatarelearnedvia a BGPadvertisementor
assignedby theexisting import policy, suchasthenext-hopIP address(192.0.2.10),MED (2130),local preference(80),
AS path(65000183),andorigin type(“i” for IGP); theweightparameteris aCisco-proprietaryattribute.The“i” nearthe
beginningof anentry indicatesthat theroutewaslearnedvia iBGP from anotherrouterin theAT&T network. The“ i ”
symbolidentifiestherouter’s “best” routefor this prefix. For example,this routerprefersthesecondrouteto 10.0.0.0/8
becauseit hasa largerlocal preference(100vs. 80). TherouterfavorstheeBGP-learnedrouteto 10.23.0.0/16sincethe
localpreference,AS pathlength,origin type,andMED werethesamefor bothroutes.

Usingrouting tabledumpsto reconstructtheroutingchoicesfor eachprefix presentsseveral limitations.
�

TheRIB
recordstheroutesafter theapplicationof thecurrentimport policy. However, the import policy mayhave filteredsome
routingadvertisements.Sincewe do not try to modelchangesin thefiltering policy, this is not a significantlimitation.
The import policy may alsohave manipulatedthe BGP attributes(i.e., local preference,origin type, andMED) of the
remainingroutes.Thus,wecannotnecessarilydeterminethevaluesof theseattributesthataccompaniedthecorresponding
BGPadvertisement.Nevertheless,becauseimportpoliciesoftenreassigntheseattributesfor traffic engineeringpurposes,
we canusethe dataavailablefrom the routing tablesto evaluatenew import policiesthat assignnew local preference
values.Similarly, we canevaluatepoliciesthateitherresettheorigin typeor MED (basedon the prefix or AS path)or
retaintheexisting values.In constructingthe routingchoicesfor eachprefix, we focuson therouteslearnedvia eBGP;
eachof the iBGP-learnedroutesexistsasaneBGP-learnedroutein the tableof anotherrouter. For eacheBGP-learned
route,we extracttheprefix,AS Path,origin type,andMED attributes.

In order to accuratelypredict the outcomeof the BGP decisionprocess,our algorithm must know the router ID
associatedwith eachroute. Theneighbor’s routerID, a 32-bit unsignedintegerwith a default valuethatdependson the
implementationof theneighbor’s router, is transmittedin theOPENmessagethat initiatestheestablishmentof theBGP
session.TherouterID couldbetherouter’s loopbackaddressor thehighestIP addressacrossall of theinterfaceson the
router. Alternatively, theoperatorin theneighboringAS might explicitly configureanarbitraryrouterID (e.g.,usingthe
wAx�y¨p�¤�©�l�k�p#�#q z command,

�%

in CiscoIOSparlance).EachBGPsessionis associatedwith exactly onerouterID.

For Ciscorouters,the j,£#¤B¥ªq�y§w�x�y¨}�k«q,x�£Aw�¤�pOj commanddescribeswhich routerID is associatedwith eachses-
sion

�%

; this commandalsoprovidesa varietyof informationaboutevery BGPsessionat that router. Figure5 shows an

excerptof the output. In this example,the ¬�­�®¯}#k«q1x�£Aw#¤�p is 192.0.2.10andthe p�k,mo¤�l�k�p�¤�©�l�k�p±°,² is 71.169.232.8.
In the AT&T network, a script archivesthe output from j,£#¤�¥¦q1y¨w�x�y³}#k«q1x�£Aw#¤�p«j on a daily basis. For every eBGP
session,we obtainthe correspondingrouterID andincludeit asan attribute for every routeassociatedwith thateBGP
session.

5.2. Import Policies

Routervendorsoffer awidevarietyof configurationcommandsfor specifyingimportpolicies.Thecommandsappliedto
arouterarepreservedin aconfigurationfile thatcanbearchivedfor backupandanalysis(e.g.,for Ciscorouters,the j,£�¤�¥
p�©A}A}~q1}Ax#��r�¤�}�´Oq,x commandoutputsthis file). A CiscoIOS configurationfile is divided into a numberof sectionsthat
capturetheconfigurationstateof variousaspectsof therouter, includingtheinterfacesandtheroutingprotocol.Figure6
showsanexampleof a BGPsessionconfigurationfor a routerin AS 7018.TherouterhasaBGPsessionwith IP address
192.0.2.10in AS 65000. The second}�k«q,x�£Aw�¤�p statementspecifiesthat the inboundroutemapcalled °1µA®#¶�·A¸ should



BGP neighbor is 192.0.2.10, remoteAS 10,externallink
Index 1, Offset0, Mask0x2
Inboundsoft reconfigurationallowed
BGPversion4, remoterouter ID 71.169.232.8
BGPstate= Established,tableversion= 27,up for 00:06:12
Last read00:00:12,hold time is 180, keepalive interval is 60
seconds
Minimum timebetweenadvertisementrunsis 30 seconds
Received19messages,0 notifications,0 in queue
Sent17messages,0 notifications,0 in queue
Inboundpathpolicy configured
Routemapfor incomingadvertisementsis testing
Connectionsestablished2; dropped1
Connectionstateis ESTAB, I/O status:1, unreadinputbytes:0
...

Figure5. Excerptfrom /���3�-n��5�¢ ��5�¹B7B�����,¢�3�6�/ output.
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Figure6. Exampleof a CiscoIOS importpolicy.

be appliedto all advertisementsheardon this BGP session.This routemaphastwo clausesthat implementthe import
policy outlinedin Section3.2. Thefirst clauseassignsa local preferenceof 80 for advertisedroutesto 192.0.2.0/24and
10.0.0.0/8,asdefinedin access-list199.Thesecondclauseassignsa localpreferenceof 110to routeswith anAS pathof
65000(i.e.,a one-hoppathto AS 65000).All remainingroutesareassignedthedefault local preferencevalue,100.

Our parsingmechanismlooks for }#k#q,x�£Aw#¤�p statementsto determinewhich routemapis associatedwith the BGP
session.Eachroutemapconsistsof oneof moreclausesthat y#k�pBmèq,l or z�kB}�é certainrouteadvertisements.Ouralgorithm
ignoresthe z�k�}�é clausessincethesecorrespondto filtering operationsandrepresentseachy#k�pBm|q,l clauseasa mapping
from eithera list of prefixesor AS pathregularexpressionto anattributeassignment(asdescribedin Section3.2). The
mOê�lOr,£ statementindicatesthe routesfor which a particularmappingis applicable(i.e., the list of prefixesor AS path
regularexpression),andthe j�k�l statementspecifiestheattributeassignmentthattheimportpolicy appliesto thoseroutes.
For example,thefirst clauseof the °,µA®#¶�·�¸ routemapin Figure6 is representedas:

;
192.0.2.0/24,10.0.0.0/8<>= local-pref80

After parsingthe routemap,our algorithmcreatesan additionalmappingthatassignsa default local preferenceof � ���
andretainstheexistingvaluesof theorigin typeandMED attributes,consistentwith thebehavior of Ciscorouters.

5.3.RoutePrediction

For eachrouter, our routepredictiontool obtainsasetof eBGP-learnedroutes(describedin Section5.1) from therouting
table,aswell asa setof mappingsthatexpresstheimport policiesfor all eBGPsessions(describedin Section5.2). The
tool thenparsestheBGPneighborinformationto obtainamappingfrom next-hopIP addressto routerID for eachsession,
andapplieseachmappingto theappropriatesetof routingchoicesto produceanew setof routingchoicesfor thatprefix.
Thetool thenappliesthepredictionalgorithmdescribedin Section4 to determinethesetof bestroutesto eachdestination
prefix. We appliedtheexisting importpoliciesfor theAT&T network to theroutingchoicesobtainedfrom routingtables
of eachof AT&T’ sborderroutersandverifiedthatour tool producesthesameattributesfor local preference,origin type,
andMED for everyeBGP-learnedroute.We arein theprocessof testingtheimplementationof our predictionalgorithm
on this data.

We canoptimizeour routepredictiontool by takingadvantageof thefact thatmany of thedestinationprefixeshave
exactly the samerouting choices.In March 2002,we observedthat the AT&T BGP tableshave over � ��� L ����� prefixes
but just over

�B� L ����� uniquerouting choices(we notea similar result in previouswork
�
). As such,computingthe best

routefor every uniquesetof routingchoice, ratherthanfor every individualprefix,canreduceroutepredictionoverhead
by asmuchasa factorof 5. Additionally, operatorstypically experimentwith smallchangesto the import policies. For
example,anoperatormight changeor addoneclausein the routemapassociatedwith a singleeBGPsession.Thereis



no needto reapplythe import policiesfor routeslearnedvia othersessionsor to repeatthepredictionalgorithmfor the
unaffecteddestinationprefixes.We planto extendourprototypeto incorporatetheseenhancements.

6. CONCLUSION

In this paper, we have presenteda model and an algorithm for predicting the effects of BGP import policy on path
selection.We presenteda model(summarizedin Figure2) thatexpressestheinfluenceof BGPimport policies,theBGP
decisionprocess,theIGP parameters,andtheofferedtraffic on thedistributionof traffic acrosslinks in thenetwork. Our
routepredictionalgorithmaccuratelydeterminesthebestroutesasdeterminedby theBGPdecisionprocess,givenonly a
snapshotof thenetwork state.Thealgorithmhasa runningtime thatis linear in thenumberof eBGP-learnedroutesand
applieswhentheMED attributeis comparedeitheracrossall routesor only for routeswith thesamenext-hopAS.Finally,
we have describedhow to obtainthedataneededto run our algorithmfrom productionroutersandbuilt a prototypethat
demonstratesthatour algorithmcorrectlypredictsthebestBGProutes.

In futurework, we intendto integrateour prototypewith existing toolsthatcapturetheinfluenceof theIGP configu-
rationon thepathselectionprocess.We arealsoinvestigatinghow to accountfor theinfluenceof routereflectorson the
selectionof the bestBGProuteat eachrouterin the network. In addition,we plan to incorporatetraffic measurements
from theoperationalnetwork to demonstratehow a changein import policy affectstraffic loadon network links. In pre-
viouswork, wedemonstratedwaysfor operatorsto changetheflow of traffic in anefficientandpredictablemanner.

�
We

envision that,in thefuture,our tool will generaterecommendationsfor possiblemodificationsimport policiesaccording
to specifiedtraffic engineeringgoals.Together, thesepiecesprovide a usefultraffic engineeringframework for network
operators.

APPENDIX A. CORRECTNESSTHEOREMS

In this section,we prove thecorrectnessof thenetwork-wideroutepredictionalgorithmfrom Section4. In SectionA.1,
we prove the correctnessof our algorithmin the casewherethe BGP decisionprocesscomparesMEDs acrossall ad-
vertisedroutes.SectionA.2 presentsa proof of correctnessin the casewhereMEDs arecomparedonly acrossrouting
advertisementsfrom thesameneighboringAS.

A.1. Routing Prediction Without MEDs

We first show that the first stageof our predictionalgorithm doesnot eliminateany local routing choicesthat would
not beeliminatedby theBGPdecisionprocess.Next, we show that thesecondstageof our algorithm,which compares
acrossall network-wideroutingchoices,doesnoteliminateany routesthattheBGPdecisionprocesswouldnoteliminate.
Furthermore,we show thatevery routethat theBGPdecisionprocesseliminatesis alsobeeliminatedby our algorithm,
thusprovingthatouralgorithmproducesthesameresultsastheBGPdecisionprocess,giventhesamesetof eBGP-learned
routes.

THEOREM A.1. Local routing prediction never eliminatesa route that the BGP decisionprocesswould selectas a
globallybestroute. Formally, ë�_OPìV]QRP L de_«P?bG§U Pèíî_OP �VïZðf .
Proof. Theproof is by contradiction.Assumethat thereexistssome_OPÄbGªU P that is in thesetof globally bestroutes,Z .
Then,it mustbethecasethatroute_«P is betterthan U P accordingto Equations1–5.However, if oneof theseconditionsis
true,thentheBGPdecisionprocesswouldhaveeliminated_OP in favor of U P . Thus,_OP cannotbein Z . \

Thus,we haveshown thattheapplicationof localdecisionruleswould never eliminatea routethattheBGPdecision
processwouldhaveselectedasagloballybestrouteto thatprefix. Wenow show thatglobalcomparisonof thelocally-best
routesI U PYN resultsin aset T thatcontainsevery routethatbelongsin thesetof bestroutesZ .

THEOREM A.2. Let Z bethesetof bestroutesasdeterminedby theBGPdecisionprocess.Then,ëA_«PñV�QRP L dò_OP �V�T¯í
_«P �VóZèf . That is, if our algorithmeliminatesa routingchoicefromsomerouter K�P , thenthat routecouldnot havebeena
routethatBGPwouldhaveselectedasa globallybestroute.



Proof. The proof is by contradiction. Assumethat thereis some_«PïV{Z that is eliminatedby our algorithm. Since
TheoremA.1 showedthatsuchaneBGP-learnedroutewould not beeliminatedlocally, _«P musthave beeneliminatedin
thesecondstageof thealgorithmby anotherroute ` thatis betteraccordingto Equations1–4.However, if this is thecase,
thentheBGPdecisionprocesswould alsoeliminate_«P in favor of ` . Thus,_OP cannotbein Z . \

Wehavenow shown thatgivenastatic,network wideview of theeBGP-learnedroutes(afterapplicationof theimport
policies),our algorithmdeterminesa setof bestroutes T that entirely containsthe setof bestroutes Z that would be
selectedby thedistributedcollectionof routersin theAS.To provethatouralgorithmproducesthesamesetof bestroutes
asthe BGP decisionprocess,we mustnow show the converse—thatif a routeis eliminatedby applicationof the BGP
decisionprocess,thenouralgorithmdoesnot includethis routein T .

THEOREM A.3. Any route that is eliminatedby the BGP decisionprocessmustalso be eliminatedby applicationof
network-wideroutingprediction.Thatis, ëA_ P VôQ P L dò_ P �V]Zõíö_ P �VïTÀf .
Proof. The proof is by contradiction.Assumethat thereexists some_«PRV¯T where_«P �VaZ . Thenit mustbe the case
that,for somerouter, a differentroutingchoice ` waschosenasa bestrouteto a prefix,whereour algorithmwould have
selected_«P . This, however, implies that theroutingchoice ` , which appearsin Z , waseliminatedfrom T . However, we
know from TheoremsA.1 andA.2 thatthis cannotbetrue. \

We have shown that if BGP is configuredusing ê�÷B¥#ê�éOj���r�¤1m#y#ê�p�kA�1mOk�z , then our network-wide route prediction
algorithmproducesa setof routesthatareconsistentwith the routesthatwould have beenchosenby theBGPdecision
process,givensometime-orderingof all routeadvertisementmessages.Thus,if BGPis configuredto determinethebest
routeto a destinationprefix independentof BGPmessagearrivals,our algorithmproducesthesamebestroutesasthose
which would resultfrom theapplicationof theBGPdecisionprocessto a seriesof BGPmessagesat eachegressrouter.

A.2. Routing Prediction With MEDs

In this section,we show that the revisedalgorithmpresentedin Section4.3 producesthe sameresultsasthe BGP de-
cisionprocessin thecasewhereroutersareconfiguredto compareMEDs only acrossthe routeslearnedfrom thesame
neighboringAS.

THEOREM A.4. (THEOREM A.2 REVISITED). Let Z bethesetof bestroutesasdeterminedbytheBGPdecisionprocess.
Then,ë�_OP@VøQRP L de_«P �V�T§íù_OP �V�Zèf . That is, if a routingchoiceis eliminatedfromanyrouter K�P , thenthat routecould
not havebeena routethatBGPwouldhaveselectedasa globallybestroute.

Proof. Theproof is by contradiction.Assumethatthereis some_ P VúZ thatis eliminatedby ouralgorithm.Then,it must
be the casethat the routewaseliminatedby the applicationof Equations1–4 for eBGP-learnedroutes(locally at each
router),an advertisementfromanotheregressrouterwith a lower MED value, basedon Equation5, or locally basedon
routerID (Equation5), or by a routelearnedfrom anotherrouter.

TheoremA.1 showedthatsucha routevia eBGPcouldnot beeliminatedlocally andstill appearin theselectionof
bestroutes;if we considerthesameargumentfor theapplicationof Equations1–4,thenit cannotbethecasethata route
eliminatedbasedon theseequationscaneverappearasa bestroutein Z .

If theroutewaseliminatedby a routelearnedat anotherrouterwith a lowerMED value,thenit mustbethecasethat
this routewould have beeneliminatedby theBGPdecisionprocesswhensucha routewasheardby iBGP. Therefore,a
routingchoiceeliminatedin this fashioncannotappearin thesetof bestroutesZ .

If theroutingchoice_ P waseliminatedlocally by ` VôQ P accordingto Equation5, thenit mustbethecasethat ` was
oneof thebestroutesat thegloballevel (i.e., ` VõTÀf . A router K P cancontributeatmostoneglobally-bestroute.As such,
_ P cannotbeanelementin Z .

Similarly, suppose_«P waseliminatedby aroutelearnedby anotherrouter. Then,it mustbethecasethatsomerouting
choice ` exists for which Equations1–4aretrue. By the sameargumentasbefore,however, theBGP decisionprocess
wouldalsoeliminatesuch_OP from Z . As such,if a routeis eliminatedusingouralgorithm,thatroutemustnotbein Z . \



Note that TheoremA.3 still holds. Therefore,in the casewhere w�x�yûz�k�l�k�p m|q1}~q�j,loq�r��1m«k�z is enabled,our revised
algorithmproducesthesameresultsastheBGPdecisionprocessunderarbitrarymessageordering.
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