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ABSTRACT

The Internetconsistsof about13,000AutonomousSystemgqAS’s) that exchangerouting informationusingthe Border
Gatavay Protocol (BGP). The operatorsof eachAS musthave control over the flow of traffic throughtheir network
andbetweemeighboringAS’s. However, BGPis a complicated policy-basedorotocolthatdoesnot includeary direct
supportfor traffic engineering.In previous work, we have demonstratedhat network operatorscan adaptthe flow of
traffic in an efficient and predictablefashionthrough careful adjustmentgo the BGP policies running on their edge
routers! Neverthelessmary detailsof the BGP protocol and decisionprocessmake predictingthe effects of these
policy changedifficult. In this paper we describea tool that predictstraffic flow at network exit pointsbasedon the
network topology, the import policy associatedvith eachBGP sessionandthe routing adwertisementseceved from
neighboringAS’s. We present lineartime algorithmthatcomputesa network-wideview of thebestBGProutesfor each
destinationprefix given a staticsnapshotf the network state,without simulatingthe complex detailsof BGP message
passing We describehow to constructhis snapshotisingthe BGP routingtablesandrouterconfiguratiorfiles available
from operationatouters.We verify the accurag of our algorithmby applyingour tool to routingandconfigurationdata
from AT&T’ s commerciallP network. Our routepredictiontechniqueselp supportthe operationof large IP backbone
networks,whereinterdomainroutingis animportantaspecbf traffic engineering.
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1. INTRODUCTION

Traffic engineeringnvolvesadaptingthe operationof a network accordingto the prevailing traffic conditionsin order
to improve performanceand useresourcesfficiently. In practice,traffic engineeringnvolves adjustingthe resource
allocationpoliciesfor pathselection,buffer managementandlink schedulingat the individual routersin the network.
For example,if sometraffic is experiencinghigh delayor pacletlossdueto a congestedink, operatorscanadjustthe
configurationof the routing protocolto divert part of the traffic to otherpaths. Alternatively, an operatormay be ableto
improve performancey reconfiguringthe buffer managemenpolicy at the router;oneapproachmight beto selectively
mark or discardpaclets(e.qg.,by tuning the RandomEarly Detection(RED) parametersjo encouragesomeof the TCP
sendergo reducetheir transmissiomatesbeforethe buffer becomedull.? If thelink carriesmultiple classef traffic,
theoperatorcanalsoreconfigurehelink-schedulingparameterso devote morebandwidthto someportionof thetraffic.

Selectingthe appropriatevaluesfor theseparametersequiresan accurateup-to-dateview of the offeredtraffic, net-
work topology androuterconfigurationwhich awell-designechetwork monitoringinfrastructurecanprovide. Effective
traffic engineeringlsodepend®ntheability to predictthe outcomeof possiblechangeso therouterconfiguration Eval-
uating“what-if” scenariogequiresnetwork managementools that simulatethe network protocolsand mechanisms*
or explicitly modeltheir effectson thetraffic.5 In somecasessuchascapturingthe influenceof RED parameter®n
TCPtraffic over an entirenetwork, simulationmay be the only feasiblealternatve. In contrast predictingthe effectsof
routing changesloesnot requirea complec simulationof the messageexchangedn the routing protocol. Nevertheless,
deriving a closed-formanalyticexpressiorfor the optimal parametesettingsmay prove difficult. Insteadwe provide a
way to explore mary differentparametewaluesto allow operatorgo selecta goodconfigurationthatmakesefficientuse
of network resources.

Most of therecentresearctandstandardsvork on traffic engineerincghasfocusedon the Interior Gatavay Protocols
(IGPs),suchasOSPF(OpenShortestPath First) or I1S-1S (IntermediateSystem-Intermediat8ystem) which control the
selectionof pathswithin asingleAutonomousSystem(AS).># Becausaetwork operatorsnanageall of theroutersthat
participatein the IGP for a givennetwork, they have completecontrol over intradomainrouting. For example,network



operatoranconfigurethe link weightsthat control the selectionof shortestpathsin OSPFor 1S-IS routing. However,
mostof thetraffic carriedby alarge IP backbonenetwork traversesmultiple AS’s, which makesinterdomainroutingan
importantaspecbf traffic engineering.Additionally, the links betweenAS’s arecommonpointsof congestionjargely
becausedhe control of theselinks is sharedbetweentwo or more (sometimesompeting)parties. Careful control over
interdomairroutingis importantfor improving end-to-engperformanceandmakingefficient useof network resources.

In this paper we focuson traffic engineeringn the context of the existinginterdomainrouting protocol—theBorder
Gatevay Protocol(BGP)?~!! Thus,our traffic engineeringsolutionsdo not requireary modificationsto the existing IP
infrastructure However, BGPis acomple, policy-basedorotocolwith alarge numberof configurationoptions.Because
changedo BGP routing policies can affect routing stability andthe flow of traffic in the Internetasa whole, network
operatorshouldunderstandhe potentialimpactof changesn routingpolicy before reconfiguringheoperationatouters.
In this paper we describehow to predictthe influenceof configurationchangesbasedon a snapshobf the stateof the
network. This allows a network operatorto evaluatepossiblechangeso BGP policiesandcomparetheirimpacton the
flow of traffic. Specifically we presenthreemaincontrikbutions:

o Network-wide model: We proposea modelof the network staterequiredto predictthe influenceof changesn
BGPpolicieson pathselection.Themodelincorporateshe BGP routesadwertisedby neighboringdlomainsandthe
BGPimport policiesconfiguredoy network operatorsThe modelspecifiegheinputsto existing toolsthatcapture
theinfluenceof the IGP configuratior?’

¢ Route prediction algorithm: We presenta lineartime, centralizedalgorithmthat computeghe bestBGP routes
choserby thevariousroutersin the AS basedn therouting policiesandBGP adwertisementsWe shav thatsuch
analgorithmcanpredictrouteswithout simulatingthe passingof BGP messagebetweerrouters.Additionally, we
provethatour algorithmaccuratelyrepresentshe BGP decisionprocessmplementedn IP routers.

e Prototype implementation: We describehow we populatedour network modelusingthe dataavailablefrom the
routersin AT&T’ s commerciallP network. We describea prototypeimplementatiorof our tool that accurately
predictsthe effectsof BGPimport policy change®n pathselection.

We presenthesetopicsin threeseparatasectionsafterabrief backgroundectionthatdescribeshe BGP protocoland
decisionprocessThepaperconcludeswvith a summaryof our approactandadiscussiorof futureresearchdirections.

2. BORDER GATEWAY PROTOCOL

In this section,we first presentan overview of the Border Gatavay Protocol(BGP) andthe attributesassociatedvith
BGP adwertisementsNext, we describethe BGP decisionprocesswhich governsthe selectionof the bestroutefor each
destinatiorprefix at eachrouter Finally, we briefly explain how a routerconstructsa forwardingtablebasedon its best
BGProuteandthelGP parameters.

2.1.BGP Protocol

Internetroutingandforwardingoperatetthelevel of prefixeswhichrepresenblocksof contiguoudP addressesA prefix

is representetby a 32-bit addresanda masklength. For example,192.0.2.0/24 specifies256 addressesangingfrom

192.0.2.0 t0 192.0.2.255. NeighboringAS’s exchangerouting informationby configuringa BGP sessiorbetweenra pair

of edgerouters.Thetwo routersestablisha sessiorandexchangeupdatemessageasthey acquirenew informationabout
how to reachindividual destinatiorprefixes. For a givenprefix, a routersendsanadvertisemento inform its neighborof

a new routeto the destinatiorprefix or a withdrawal to indicatethatthe routeto that prefix is no longeravailable. Each
adwertisementncludesan ASpaththatidentifiesthelist of AS’s enrouteto theorigin AS thatannouncedhe destination
prefix; for this reason,BGP is called a path-vector protocol. Before acceptingan adwertisementthe receving router
discardsary routesthatcontainits own AS numberin the AS pathto preventtheformationof routingloops.

Routeadwertisementsnclude several other attributes. The next hop attribute indicatesthe IP addressf the router
associateavith next hop alongthe pathto the destination. The origin typeidentifieshow the origin AS learnedabout
the route—withinthe AS (e.g., static configuration),EGP (a now-defunctdistance-ector protocol), or injection from
anothemrouting protocol. A neighborAS mayincludea multiple exit discriminator (MED) in the routeadvertisemento



encouragehe recipientto selecta particularexit point for sendingtraffic to the neighboringAS; typically, this is done
by adwertisingdifferentMED valuesat differentinterconnectiorpointsbetweernthe two AS’s. An internalBGP (iBGP)
messagenay includea local prefeenceattribute to aid the recipientin rankingthe pathslearnedfrom differentrouters
in the AS. The communityattribute providesa genericmechanisnfor taggingroutesto aid in specifyingandapplying
routing policies. For example,an AS might assigndifferentcommunityvaluesto a path dependingon whetherit was
learnedfrom a customeror apeer

BGProutingdependseaily onlocally-configuredoolicies. A BGP-speakingoutermay receve multiple routesfor
the samedestinationprefix. Uponreceving a routeadwertisementthe routerappliesimport policiesto filter unwanted
routes(e.g.,adwertisementsgor routesto prefixesin the privateaddresspaceandotherso-called'martian” addressesjr
to alterthe attributesassociatedvith the route. Network operatorsonfigureimport policiesto influencepathselection.
Ultimately, the routerinvokesa decisionprocesgo selectexactly one“best” routefor eachdestinationprefix amongall
theroutesit hears.Therouterusesexport policiesto manipulatethe attributesof its bestrouteanddeterminewhetherto
adwertisethis routeto neighboringAS’s. Network operatorsoften useexport policiesto limit the distribution of routes
to certainneighboringAS’s, basedon the commercialrelationshipbetweenthe two institutions. For example,routes
learnedirom a peeror upstreanprovider shouldnot bereadwertisedto anothepeeror upstreanprovider.'> '3 Network
operatorspecifyimport andexport policiesusingdiversesetof configurationcommands.

A large backbonenetwork typically hasmultiple BGP-speakingouters,multiple BGP sessionsvith eachneighbor
AS, and BGP sessionswith several different neighboringAS’s. For example,two large AS’s that exchangerouting
informationmight have have BGP sessionsvith eachotherat multiple geographidocations,suchasthe Eastand West
Coastsf the United States.In additionto exchangingBGP messagewith neighboringdomainsan AS may useiBGP
to distribute routinginformationamongits routers.The simplestapproachs to have aniBGP sessiorbetweereachpair
of routers(i.e., a full iIBGP mesh),but mostlarge networks have a hierarchicalconfigurationusing route reflectorsor
confederationso achieve betterscalability!® An iBGP sessioroperatesn the samefashionasanexternalBGP (eBGP)
sessionwith the exceptionthat routeslearnedfrom one iBGP neighborare not adwertisedto anotheriBGP neighbor
Every routermustselecta singlebestroutefor eachdestinatiorprefix amongthe adwertisement$rom the variouseBGP
andiBGP neighbors.Becauséhe bestroutethata routerselectss dependenbnits locationin the network, eachrouter
will notnecessarilygelectthe samebestroute.

2.2.BGP DecisionProcess

A BGP-speakingoutermaylearnmultiple pathsto thesamedestinatiorprefixfrom eBGPandiBGP neighbors Although
the selectionof a bestpath dependon the attributesin the BGP adwertisementsthe completedetailsof the decision
processarenot partof the protocolspecification.Neverthelesstoutervendorsadhereto a de factostandard*~16  After
certainroutesareremovedfrom consideratior(e.g.,becausehey have aloop in the AS path,have anunreachablaext
hop, or werefiltered by theimport policy), the routerappliesa sequencef stepsto narrav the setof candidateoutesto
asinglechoice,asfollows:

1. Highestlocal prefelence Preferrouteswith the highestlocal preferencewherelocal preferencés assignedy the
import policy andis corveyedvia iBGP.

2. ShortestASpath: Preferrouteswith the shortestAS pathlength,ascorveyedin the BGP adwertisement.

3. Lowestorigin type: Preferrouteswith the lowestorigin type (IGP is preferableto EGP which is preferableto
INCOMPLETE),ascorveyedin the BGP adwertisemenbr resetby theimport policy.

4. LowestMED: For routeswith the samenext-hop AS*, preferrouteswith the smallestMED value,asconveyedin
the BGP adwertisemenbr resetby theimport policy.

5. eBGPover iBGP: Preferrouteslearnedvia eBGPover routeslearnedvia iBGP, sinceleaving the AS directly is
preferableto forwardingtraffic throughthe AS to anotherrouter

*If therouteris configuredwith thealways-compare-med directive,the MED valueis comparedacrossall adwertisedroutes.



Figure 1. Flow of traffic from ingressroutersto the egresdlinks. Eachnoderepresenta routerwithin the AS. Routerswith the same
shadinghave the sameclosestegresspoint.

6. LowestiGP metric Preferrouteswith thesmallesintradomain(interior Gatavay Protocol)metricto reachthenext
hop, sincethis enablesachrouterto selectits “closest”exit point.

7. Oldestroute Prefertheroutethatwasrecevedearliest,sincethis routeis morelikely to bestable.

8. Lowestrouter ID: Preferthe route learnedfrom a router with the lowest router identifier, as corveyed during
establishmenof the BGP session.

Routervendorsypically provide configurationoptionsto disableoneor moreof thesesteps.In ourwork, we assumehat
step?7 is disabledo ensurehatthe BGPdecisionprocessioesnotdependntheorderor timing of theupdatemessages.
Thenetwork operatorsconfiguratiorof theimportpoliciesaffectsthedecisionprocessn severalimportantways:filtering
of unwantedroutes,assignmenof local preferenceandpossibleresettingof the origin andMED attributes.

Over time, eachrouterreceveseBGPmessagefrom neighboringdomains,aswell asiBGP adwertisementgor the
bestroutesseenatotherroutersin the AS. In themeantimetheroutersalsoparticipatein anlGP thataffectstheselection
of the bestpath, aswell asthe paththroughthe domainto reachthe BGP next hop. Figure 1 shows a collection of
routersthat selectdifferentroutestoward a destinationprefix reachablevia AS’s A andB. Eachrouter selectsa route
with the “closest” egresspoint, basedon the IGP configuration(in step6 of the decisionprocess) Eachrouterforwards
paclets baseda combinationof informationfrom BGP andthe IGP. The forwardingtable determineshow the router
directsanincomingpaclet to the appropriateoutgoinglink(s). For example,considera routerthatwould forwardtraffic
for destinationprefix 192.0.2.0/240 the outgoinglink Serial2. The routeremplagys the BGP decisionprocesso select
an AS pathandnext-hop IP addresof the borderrouter The routerlearnshow to reachthis next-hop addreswia the
intradomainrouting protocol(e.g.,OSPFor IS-1S). Basedon the IGP weights,the routercomputesa shortespathto the
BGP next hopandidentifiesthe outgoinglink, Serial2,alongthe shortespath. The routercombineghesetwo piecesof
informationto constructthe forwardingtableentry. Whena paclet arrives,therouterperformsa longest-prefixnatchon
thedestinatioraddresgsay 192.0.2.147})o determinethe appropriateoutgoinglink. Thenext routerrepeatghe process
anddirectsthetraffic to the next steptowardthe destination.

3. NETWORK-WIDE MODEL

This sectionpresentsa modelthat describeghe influenceof BGP import policy changen the flow of traffic basedon
a staticsnapshobf the network state. We divide the probleminto four modules,asshowvn in Figure2: (1) eacheBGP
sessiorappliesimport policiesto therouteslearnedirom neighboringdomains;(2) the BGP decisionprocesgletermines
the setof bestroutesto eachdestinationprefix; (3) for eachingressrouter, the IGP configurationand the underlying
network topology dictatethe selectionof the closestegresspoint andthe paththroughthe domain;and (4) the offered
traffic is joinedwith the pathsto computehetotalloadon eachlink in thedomain.Therestof the paperfocusegprimarily
onthefirst two modulesin Figure2; previouswork describeshelasttwo modules’
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Figure 2. Modelingthe impactof BGP policies,IGP weights,andnetwork topologyon the flow of traffic. In this paperwe focuson
themodulesinsidethe shadedox.

3.1.Routing Choices

The modulesinside the shadedbox focus on the aspectof BGP routing that do not dependon the IGP configuration
or the network topology The first moduleconsiderghe routeslearnedvia eBGP sessionswith neighboringdomains.
Two neighboringAS’s exchangemessagesver aneBGPsessiorbetweentwo routers. A borderroutermay often have
eBGPsessionsvith mary differentneighboringAS’s, or evenmultiple eBGPsessionsvith the sameAS. A neighborAS
sendgouteadwertisementsver aneBGPsessiorto adwertisereachabilityto a givenprefix. The setof all eBGP-learned
routesfor a given prefix constituteghe routing choices shavn asoneof the inputsto the first modulein Figure2. Each
adwertisedroute hasfour attributes—theAS path,the origin type,the MED, andtherouterID. TherouterID is actually
associatedvith the eBGPsession;assuch,all routeslearnedvia the sameeBGPsessiorhave the samerouterID. For
simplicity, we incorporateherouterID asanattributeof theindividual routes sincetherouterID playsarolein theBGP
decisionprocess.

3.2.Import Policy

EacheBGPsessiorhasanimport policy that appliesto all route adwertisementdeardon that session. Someaspects
of import policy, suchas route filtering, do not relate directly to traffic engineering. Import policies allow network
operatorso reassignsomeroute attributesbasedon a regular expressionmatchon the AS path associatedvith each
routeadwertisementor by the adwertisedprefix itself. Assigningdifferentlocal preferencesaluesto differentroutesis a
corvenientwayto controltheflow of traffic, sincethefirst stepof the BGP decisionprocesompareshelocal preference
valuesof routing adwertisementsWe modelthe import policy associateavith eacheBGPsessiorasa list of mappings
thatidentify which routesshouldreceve a particularvalueof local preferencegrigin type,or MED. Eachmappingrefers
to routingadwertisementbasedon the destinatiomprefix or aregularexpressioron the AS path. For example theimport
policy at onerouterfor a giveneBGPneighbormightbe expressedy thefollowing mappings:

{192.0.2.0/2410.0.0.0/8 — local-pref80
{"650004 — local-pref110
{*} — local-pref100

Thisimport policy assignsalocal preferencef 80to ary routefor prefixes192.0.2.0/24 and10.0.0.0/8. Any remaining
routewith a one-hopAS pathof 65000is assigned local preferenceof 110. Any routethat doesnot matchthesetwo
rulesis assignedhlocal preferencevalueof 100. All routesretaintheir initial valuesfor origin typeandMED.

3.3.New Routing Choices

The first modulein Figure2 captureshow the import policy manipulateshe routing choiceslearnedfrom neighboring
domains.This producesew routingchoiceshatarea subsebf theoriginal routingchoicesandcanberepresenteth the
samefashion.A routein thesetof new routingchoicesncludesthelocal preferenceattributeandmayhave new valuesfor

theorigin typeand/orMED. Thenew routingchoicesareaninputto the secondnodule which emulateshe operationof

theBGPdecisionprocesatthevariousroutersin the network. This modulecaptureghe effectsof distributingtheeBGP-
learnedroutesto thevariousroutersin thedomainvia iBGP, without consideringheinfluenceof the IGP parametersn

the BGP decisionprocessWe discusghis modulein moredetailin Section4.



3.4. EgressPoints

The outputof the secondmoduleis the setof egresspoints associatedvith eachprefix. Eachegresspoint in the set
correspondso the eBGPsessiorresponsiblefor adwertisingthis route. The routersthat selectthis egresspoint direct
their traffic towardthe edgerouterassociatedvith this sessionIn reality, eachpaclket thatusesthis eBGP-learnedoute
eventuallytraversessomeegresdink from the edgerouterto therouterin the neighboringdomain.More generally each
eBGPsessioris associatedvith oneor more egresslinks at the router For example,a router may have parallellinks
connectingo a routerin the neighboringdomain,asshowvn by the rightmostrouterconnectingo AS B in Figurel. In
addition,a singleegresdink may be associatedvith morethanoneeBGPsessiorat the router For example,therouter
may have a link thatconnectgo a sharedmedium,suchasa FDDI ring or ATM switch, at a public Internetexchange
point (IXP), wheremultiple AS’s meetto exchangeBGP routesandIP traffic. Oneof the functionsof thethird operation
in Figure2 is to associateachegresspoint (aneBGPsessionwith agroupof egresdinks (associatedvith thatsession),
basedn the network topology

3.5.1GP Configuration

The third modulein Figure 2 computeghe shortestpath(s)betweeneachpair of routersin the domain,basedon the
topology andthe settingsof the IGP weightsandareas.|GP parametersffect both the BGP decisionprocesgin step
6) andthe path(s)betweeneachpair of routersin the AS. In the eventwheremultiple route adwertisementgare equally
goodthroughthefirst five stepsof the BGP decisionprocesstherouterwill selecta bestroutebasedon which hasthe
shortesiGP cost. Therefore thethird modulerequiresknowledgeaboutlGP costsof internallinks. Whenmodelingthe
selectionof the closestegresspoint, we assumea full-meshiBGP configuration,whereevery routerreceivesa copy of
the bestroutefrom eachof its iBGP neighbors.In practice the useof routereflectorsor confederationsnay limit route
adwertisementlistribution, but we believe our modelcanbeextendedo supportheseconfigurationsThelGP parameters
alsodeterminethe shortestpath(s)throughthe network from the ingressrouterto its closestegresspoint. For example,
the OSPFandIS-IS protocolsassignanintegerweightto eachunidirectionalinternallink andcomputethe shortespath
route(s)asthe sumof thelink weights.

3.6. Traffic Volumes

The shortest-patitomputationdetermineshow traffic that entersat a particularingresspoint traversesa paththrough
the domainto a certainegresspoint en route to the destinationprefix. Combiningthis path informationwith traffic
measurementisom theingresspoints” providesan estimateof the total load on eachlink in the AS® Thelastmodule
sumstraffic volumesover eachof the links. Theseestimatesof link load can be usedto evaluateand comparethe
influenceof differentconfigurationof the BGP import policiesand IGP parametersn the flow of traffic. The network
operatomayhave anobjective functionthatquantifieshe“goodness’of a particularsolution. For example the objective
functionmightreflecttheutilization of the mostheavily loadedink. An operatoror network optimizationtool couldthen
experimentwith variousBGP policiesandIGP weightsto find a goodsolutionbasedn this objective function.

4. NETWORK-WIDE ROUTING PREDICTION

In this sectionwe describeanalgorithmfor predictingthe setof bestroutesbasedn a network-wide view of therouting
choicesaftermanipulationby theimport policies. First, we present lineartime algorithmthatcomputeghe bestroutes
without simulatingthe complex exchangeof updatemessagesn eBGPandiBGP sessionsFor simplicity, we initially
focusonthecasewheretheMED attributeis comparedicrossall routes,rrespectve of thenext-hopAS. Next, we explain
how limiting the comparisorof the MED attribute to the routeswith the samenext-hop AS makesroutepredictionmore
complicated Then,we presentainextensionto our algorithmthatcapturegheinfluenceof MEDs on the selectionof best
routes.We deferseveral of thetheoremsandproofsto the Appendix.

4.1. Centralized Algorithm for Route Prediction

Eachrouterselectdts bestroutebasenthe BGPadwertisementseceivedfrom its eBGPandiBGP neighbors A change
in the bestroutemaytriggera new updatemessageo otherroutersin thedomainwhich, in turn, may affect their routing

decisions.In this section,we shav thata deterministic centralizedalgorithmcancomputethe setof bestroutesselected
by the routersthroughoutthe AS oncethe internaldistribution of routescorverges. Assumewe have an AS with a set



of n edgerouters,R = {r1,72,...,r,}, Wwhereeachrouterr; hasa setof (eBGP-learnedjoutes.4; for the destination
prefix d, afterthe routeshave beenmanipulateddy the import policies. We focuson the routing decisionfor a singled

sincethe path-selectioprocesgor eachprefix proceedsndependentlyOur goalis computethesetB of bestroutesfrom

the sets{.4;} in a deterministicfashion. First, we shawv thatit is possibleto computeB basedonly on the sets{.A4;}.

Next, we presentan algorithmthatfirst determineghe locally-best(eBGP-learnedjoute f; € A; at eachrouterr; and
thencomputes3 by identifying the bestof the { f;} acrossall of then edgerouters.Therunningtime of our algorithmis

linearin thetotal numberof eBGP-learnedoutes.

SinceBGP is a message-passimgotocolthat sendsncrementalouting updateswe mustfirst establishthatthe set
of bestroutesC asdeterminedby the BGP decisionprocessds independenbf the orderingof arrivals of the eBGPand
iBGP updatemessagem the network.

THEOREM 4.1. Giventhe updatesreceivedfor a destinationprefix up to time¢ for all edge routers, the bestroutesas
determinedy the BGP decisionprocess(, areindependenof the order of the updatemessges.

Proof. At eachrouter, theBGPdecisionprocessanksrouteshasecntheattributesfor eachadwertisedroute. Theranking
of routesin the decisionprocesss independentf arrival timesandorder—the bestrouteto a prefixwill only changg if

thenewly receivedouteis rankedhigherthanthecurrentbestroute Thus,for arny two adwertisementsheBGP decision
processwill rankthosetwo adwertisementin the samefashion regardlesof which orderthey arrived. Eachedgerouter
determineshebestBGProutelocally. If thelocally-bestroutewaslearnedvia eBGR therouterread\ertiseghis routeto

its iBGP neighborsincludingtheotheredgerouters.Thus,aswell ashearingeBGPadwertisementsanegressouterhears
additionalbestrouteadwertisement$rom its iBGP neighbors However, by the sameargumentiBGP adwertisementgan
beinterleavedanywherein the arrival of eBGPadwertisementsvithout affectingthe bestroute,sincetherankingthatthe

BGP decisionprocessappliesis independentf theorderin whichthesemessagewerereceved. O

An importantconsequencef the theoremis thatarny orderingof the eBGPandiBGP messages/ould producethe
samefinal selectionof the bestroutes.Our algorithmmodelsa simpleorderingthat consistsof two steps:(i) eachrouter
r; recevesandprocessesll of its eBGP-learnedoutesandselectsthe bestof theseroutesf; usingthe BGP decision
processand(ii) all routersreceve theroutes{f;} via iBGP andrepeatthe BGP decisionprocesgo computetheir final
bestroute. It isimportantto notethattheroute f; is not necessarilyn B becausesomerouteslearnedfrom otherrouters
maybebetter Thatis, someroutersmaychangeheirbestroutein thesecondstep.Theseroutersdo not needto sendtheir
new bestrouteto others,sinceiBGP-learnedoutesarenot exchangedvith otheriBGP neighbors.Hence,the message
passingerminatesafterthe secondstepunderour messagerdering.In theend,someroutersr; have abestroute f; € B
andotherroutersmustselecttheir bestroutefrom B basedn the later stepsin the decisionprocesgi.e., the IGP metric
andtherouterID), ascapturedn thethird modulein Figure?2.

Thefirst stepof the algorithmidentifiestheroute f; for eachedgerouterr;. Whenthe MED attribute canbedirectly
comparedacrossall routes,computingf; for eachrouterr; is relatively simple. For computingf;, the local preference,
AS path,origin type,MED, androuterID attributesform anorderingon the setof (eBGP-learnedjoutesA; atrouterr;.
The partsof the BGP decisionprocesdasedon the“eBGPvs. iBGP” (step5) andthe “lowestIGP metric” (step6) are
notrelevanthere sinceall of theroutesin A; werelearneddirectly via eBGPatrouterr;. Computingf; involvesiterating
throughthe routesin A; andcomparingeachrouteto the currentbestroute. More formally, for two routesp, q € A;,
wherep # ¢, thealgorithmeliminatesadwertisemenp if:

LOCALPREF(p) < LOCALPREF(q) or Q)
ASPATHLENGTH(p) > ASPATHLENGTH(q) or 2
ORIGIN(p) < ORIGIN(g) or 3
MED(p) > MED(q) or (4)
RoUTERID(p) > ROUTER ID(q) (5)

The secondstageof the algorithmusesthe locally-bestroutes{ f;} to computeB. This involvesiteratingthroughthe
routes{ f;} andcomparingeachrouteto the currentsetof bestroutesbasedon the attributesin Equationsl—4; notethat
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Figure 3. Multi-exit discriminatorgreventanedgerouterfrom achiezing anorderingof routesbasednly onlocally-learnedoutes.

this doesnotincludetherouterID tie-breakingstepin Equation5. If aroutep hasa betterrankingthanthe existing best
routes,thenthe setof bestroutesis resetto containthe singleroutep. If the p hasthe sameranking,thenp joins the
existing setof bestroutes.Otherwisep is discarded.

Togetherthetwo partsof the algorithmhave arunningtime thatis linearin the total numberof eBGP-learnedoutes
for thedestinatiomprefix. In AppendixA, we present seriesof proofsthatdemonstratéhe correctnessf our algorithm.
In TheoremA.1, we shawv thateliminatingroutesfrom A; basedon Equationsl-5for eachrouterr; doesnot eliminate
ary routesthatappeaitin B, asdeterminedy the BGP decisionprocessTheoremA.2 shavs thatour algorithmdoesnot
eliminateary routesthatappeaiin B whenit eliminatesroutes{ f;} basedon routecomparisoracrossall edgerouters.
Finally, TheoremA.3 shaws that every routeadwertisementhatis eliminatedfrom C will alsobe eliminatedfrom B by
our predictionalgorithm. In proving thesethreetheoremswe show thatthe sets8 andC are equal,which provesthat
our predictionalgorithmproduceshe samesetof routesthatwould be producedby the separatepplicationof the BGP
decisionprocessat eachrouterbasednthearrival of eBGPandiBGP updatemessages.

4.2.The Troublewith MEDs

The resultsin the previous subsectiorapply to the casewherethe BGP decisionprocesscomparesall route attributes
acrossall adwertisedroutes. Network operatorscommonlyconfigureroutersto treatMEDSs in this way to provide extra
control over which routesare chosenby the BGP decisionprocess.For example,operatorssometimegeassignMED
valuesusingBGP import policies,becauseMED comparisorcanbe usedasaway to preferonerouteover anotherafter
the AS pathlengthcomparisorstep. In othercasesthe network operatormay configureimport policiesthat resetthe
MED attribute(e.g.,usingtheset metric O directive)onall eBGPsessionso preventneighboringdomainsrom influ-
encingthe BGP selectionprocessin thesetwo casesall attributescanstill be comparedacrossall routeadwertisements.
However, in somecasesnetwork operatordimit the MED comparisorto routeswith the samenext-hop AS. Operators
commonlyusethis functionality to achieve certaintraffic engineeringpbjectives,suchas“cold-potato”routing, whereby
theneighboringAS usesMEDs to signalwhich egresspoint shouldbe usedto carrythetraffic.

Limiting MED comparisorto routeswith the samenext-hop AS makesthe rankingof routesnon-transitive A lower-
ranked route at router A may be a better route thanthe bestroute at router B, which may; in turn, be betterthanthe
locally-bestroute at router A. Consideragainthe examplein Figure 3, whereAS3 learnsroutesfor a prefix from both
AS1andAS2. AS3receiestherouteadwertisementx from AS1 for somedestinatiorprefix at router A andthe routes
B and~ from AS2 at two differentedgeroutersA andB. Assumethatthe threerouteshave the samelocal preference,
AS pathlength,andorigin type. SupposehatrouterA prefersroute 5 becauseét hasa smallerrouterID thana; since
therouteswerelearnedirom differentnext-hopAS’s, MEDs do not play arole in thedecision.ThereforeJocally atA, 3
is the besteBGP-learnedoute;locally at B, « is the best(andonly) eBGP-learnedoute. However, supposéghaty hasa
smallerMED valuethang; then,routerA would prefery over 5. Yet, A would prefera over+ sincea isaneBGP-learned
routeand- is aniBGP-learnedoute. In summaryA prefersg over o (dueto routerID), v over 8 (dueto MED), anda
over-y (dueto “eBGPvs.iBGP").

Ultimately, the selectionof the bestrouteat router A dependon the order of the comparisondetweerthe routes.
This dependeng makesthe outcomeof the BGP decisionprocessdependenbn the orderin which thesemessageare
received. To avoid this problem,router vendorsrecommencenablingthe bgp deterministic-med feature!® This
forcesarouterto repeathe comparisorof all routesafterreceving a new adwertisemenbr withdrawval messagesather
thansimply comparingagainsthe currentbestroute. This removesthedependengon the orderof messagarrivals.



However, the non-transitvity of MED comparisonstill causegproblemsfor the algorithmwe presenin Section4.1.
Givenalocal rankingof the eBGP-learnedoutes.4; at eachrouterr;, we canno longerguaranteehat 53 will be some
subsebf thebestroutes{ f;} selectedocally atthe variousedgerouters(i.e., TheoremA.1 no longerholds). In the next
subsectionyve discusgevisionsto thealgorithmfrom Section4.1 suchthatnetwork-wide routepredictionstill produces
the samesetof bestroutesasthe separatapplicationof the BGP decisionprocessat eachrouterto the sequencef BGP
updatemessages.

4.3. Algorithm Revisions

Becausé¢heuseof MEDs makesroutecomparisomon-transitve, thealgorithmmusttake carenotto eliminateary routes
that could potentiallybecomethe bestrouteafterthe MED comparisorstep. The algorithmshouldaccountfor the fact
that local elimination of routesfrom A; shouldnot go pastthe MED stepin the decisionprocess. At this point, the
algorithmmustdeterminevhetherthe bestrouteat eachrouteris betterthanthebestrouteat someotheredgerouter The
bestroutethatremainsat a particularrouteris the onethatwould would be consideredo bethelocally-bestroute. From
ahigh-level, our algorithmfor selectingthe bestrouteto a prefix at eachegressrouterproceedsn threesteps:

1. Eliminateroutingchoicedocally atead routerbasecbnstepsupto andincludingMED (Equationsl—4). Construct
aninitial setof candidategor bestroutesto a destinatiorprefix at eachrouterbasednthe highestiocal preference
valueheardgloballyfor thisroute. Fromthis set,eliminatethosethatdo nothave theshortesiAS pathlengthamong
all routesin this set,andsoforth. At theend,eachrouterr; hasoneor morelocally-bestroutesthatdiffer only in
theirrouterID attributes.

2. Eliminateroutesthat are alwaysworsethanthe bestroutesat otherrouters. For eachr;, comparehelocally-best
route f; to the locally-bestroute at otherrouters. If f; is worsethanone or more of theserouteswith regardto
Equationsl- 3, eliminateall of theroutesatrouterr;. At the endof this step,all routesthat cannotcompetewith
regardto local preferenceAS pathlength,andorigin type have beeneliminated.

3. Select local bestrouteat oneedge routerand propagatethe effectsof this choiceglobally acrossall edge routers:
While therearestill routerswith oneor morecandidatebestroutes pick oneof theseroutersr; andselectthe best
eBGP-learnedoute f; atthatrouter(basedntherouterID tie break).If thisrouteis “worse”thanthelocally-best
routeat one or more otherrouters,basedon the MED comparisonEquation4), eliminatethis route. Otherwise,
assigrthis routeto B andeliminateall otherroutesatr; aswell asall otherroutesthathave the samenext-hop AS
thatdo not have thesameMED value;this routerr; doesnot requirefurtherinspection.

Thefirst two stepseliminateroutesthatcouldnot possiblybelongto thesetof bestroutes3. Thethird steppropagates
the effectsof the otherroutesone stepat a time. At the point whereMED comparisons applied,we mustdetermine
if thereare otherpotentialbestroutesat otheregressroutersthat are “better” thanthe locally-bestroute. Considerthe
examplein Figure 3. Thefirst two stepsof the algorithm have alreadybeenapplied,leaving threeroutesa, 3, and~y.
We selectrouter A andits locally-bestroute 8, which is ranked aheadof o basedon the routerID. However, whenwe
compareto the locally-bestroute at routerB, we find that+y is a betterroute; thus, we eliminate from consideration.
Now therearetwo routerseachwith oneroute. We selectrouter A againand propagatdhe effectsof the routea. No
otherroutehasthe samenext-hop AS, sothis routedoesnot eliminateary otherroutesandis not eliminateditself; thus,
weincludea in B. Then,we selectrouterB andadd~y to B. Thealgorithmterminatesvith B = {a,v}.

Essentiallywe have alteredthe algorithmfrom Sectiond.1to eliminateroutesbasedn Equationsl—4,ratherthanon
Equationsl-5. Therefore,TheoremA.1 still applies sinceary routeadwertisement; thatis betterthananadwertisement
p basedon Equations1-3would also be eliminatedby the BGP decisionprocess.In AppendixA.2, we show that, in
the caseof therevisedalgorithm,routesthatareeliminatedby global comparisorof routesmustnot bein the setof best
routes.This is morecomplicatechecauseve mustshow thatour algorithmnever eliminatesa routeprematuely—thatis,
our algorithmnever eliminatesa routethatcould eventuallybe selectedasa globally bestroute.

5. PROTOTYPE IMPLEMENT ATION

In this sectionwe describehe prototypeimplementatiorof atool thatappliesimport policiesto theeBGP-learnedoutes
andcomputeghe setof bestroutesfor eachdestinationprefix. We describehow to obtainimport policiesandrouting
choicesfrom a Ciscorouterandexpresshis datain termsof the modelwe presentedn Section3. We alsodescribehow

we appliedthis datato verify the correctnessf thealgorithmwe presentedn Section4.



Network Next Hop Metric LocPrf Weight Path

* 10.0.0.0/8 192.0.2.10 2130 80 0 65000 183 i
*>3 192.205.32.162 2130 100 0 65000 183 i
*> 10.23.0.0/16 192.0.2.10 0 110 0 65000 i
* i 192.205.32.162 0 110 0 65000 i

Figure 4. Excerptfrom a BGProutingtabledump(i.e., outputof show ip bgp).

5.1. Routing Choices

We extract the routing choicesfrom the BGP routing table, alsoknown asthe Routing Information Base(RIB), from
theroutersthat connectthe AT&T network to otherlarge providers. A simplescript connectgo eachrouterandissues
a commandto dumpthe RIB (e.g.,show ip bgp in CiscolOS'®). Figure 4 shavs exampleoutputwith two routes
for 10.0.0.0/8andtwo routesfor 10.23.0.0/16.Eachentry shavs attributesthatarelearnedvia a BGP adwertisemenbr
assignedy the existing import policy, suchasthe next-hop IP addres$192.0.2.10)MED (2130),local preferenc&80),
AS path(65000183),andorigin type (“i” for IGP);theweightparameters a Cisco-proprietarattribute. The“i” nearthe
beginning of anentryindicatesthatthe routewaslearnedvia iBGP from anotherouterin the AT&T network. The*>"
symbolidentifiestherouter’s “best” routefor this prefix. For example,this routerprefersthe secondrouteto 10.0.0.0/8
becausét hasa largerlocal preferenc€100vs. 80). Therouterfavorsthe eBGP-learnedouteto 10.23.0.0/1&incethe
local preferenceAS pathlength,origin type,andMED werethe samefor bothroutes.

Using routing tabledumpsto reconstructhe routing choicesfor eachprefix presentseveral limitations! TheRIB
recordsthe routesafter the applicationof the currentimport policy. However, theimport policy may have filtered some
routing adwertisements Sincewe do not try to modelchangesn thefiltering policy, this is not a significantlimitation.
The import policy may also have manipulatedhe BGP attributes(i.e., local preferenceprigin type, and MED) of the
remainingroutes.Thus,we cannomnecessarilgleterminghevaluesof theseattributesthataccompaniethecorresponding
BGPadwertisementNeverthelesshecausémport policiesoftenreassigrtheseattributesfor traffic engineeringpurposes,
we canusethe dataavailable from the routing tablesto evaluatenew import policiesthat assignnew local preference
values. Similarly, we canevaluatepoliciesthat eitherresetthe origin type or MED (basedon the prefix or AS path)or
retainthe existing values. In constructingthe routing choicesfor eachprefix, we focuson the routeslearnedvia eBGP;
eachof the iBGP-learnedoutesexists asan eBGP-learnedoutein thetableof anotherrouter For eacheBGP-learned
route,we extractthe prefix, AS Path, origin type,andMED attributes.

In orderto accuratelypredictthe outcomeof the BGP decisionprocess,our algorithm must know the router ID
associateavith eachroute. The neighbors routerID, a 32-bit unsignedntegerwith a default valuethatdependsn the
implementatiorof the neighbors router, is transmittedn the OPENmessag¢hatinitiatesthe establishmentf the BGP
sessionTherouterID couldbetheroutersloopbackaddres®r the highestiP addresscrossall of the interfaceson the
router Alternatively, the operatorin the neighboringAS might explicitly configureanarbitraryrouterID (e.g.,usingthe
bgp router-id command.® in CiscolOS parlance) EachBGP sessioris associateavith exactly onerouter|D.

For Ciscorouters,the show ip bgp neighbors commanddescribesvhich routerID is associatedvith eachses-
sion'®; this commandalso providesa variety of informationaboutevery BGP sessiorat thatrouter Figure5 shavs an
excerptof the output. In this example,the BGP neighbor is 192.0.2.10andthe remote router ID is 71.169.232.8.
In the AT&T network, a scriptarchivesthe outputfrom show ip bgp neighbors on a daily basis. For every eBGP
sessionwe obtainthe correspondingouterID andincludeit asan attribute for every route associatedvith thateBGP
session.

5.2.Import Policies

Routervendorsoffer awide variety of configurationcommandgor specifyingimport policies. Thecommandsppliedto
arouterarepreseredin aconfiguratiorfile thatcanbearchivedfor backupandanalysiqe.g.,for Ciscorouters theshow
running-config commandoutputsthisfile). A CiscolOS configurationfile is dividedinto a numberof sectionsthat
capturethe configurationstateof variousaspect®f therouter, includingtheinterfacesandthe routing protocol. Figure6
shavs anexampleof a BGP sessiorconfigurationfor arouterin AS 7018. Therouterhasa BGP sessiorwith IP address
192.0.2.10n AS 65000. The secondheighbor statemenspecifiesthat the inboundroute map called IMPORT should



BGP neighboris 192.0.2.10remoteAS 10, externallink router bgp 7018

Index 1, OffsetO, MaskO0x2 neighbor 192.0.2.10 remote-as 65000
Inboundsoftreconfiguratiorallowed neighbor 192.0.2.10 route-map IMPORT in
BGPversion4, remoterouter ID 71.169.232.8 !

BGP state= Establishedtableversion= 27, up for 00:06:12 route-map IMPORT permit 1
Lastread00:00:12,hold time is 180, keepalve interval is 60 match ip address 199

seconds set local-preference 80

Minimum time betweeradwertisementunsis 30 seconds !

Receved 19 messaged) notifications,0 in queue route-map IMPORT permit 2

Sentl7 messaged9) notifications,0 in queue match as-path 99
Inboundpathpolicy configured set local-preference 110
Routemapfor incomingadwertisementss testing !

Connectiongstablishe@; droppedl ip as-path access-list 99 permit ~65000$

Connectiorstateis ESTAB, /O status:1, unreadnput bytes:0 access-list 199 permit ip host 192.0.2.0 host 255.255.255.0
access-list 199 permit ip host 10.0.0.0 host 255.0.0.0

Figure5. Excerptfrom show ip bgp neighbors output. Figure 6. Exampleof a CiscolOS import policy.

be appliedto all adwertisement$fieardon this BGP session.This route maphastwo clausegshatimplementthe import
policy outlinedin Section3.2. Thefirst clauseassignsa local preferenceof 80 for adwertisedroutesto 192.0.2.0/24and
10.0.0.0/8asdefinedin access-lisfi99. Thesecondtlauseassignsalocal preferenceof 110to routeswith anAS pathof
65000(i.e.,aone-hoppathto AS 65000).All remainingroutesareassignedhe defaultlocal preferencevalue,100.

Our parsingmechanismooks for neighbor statement$o determinewhich route mapis associatedvith the BGP
sessionEachroutemapconsistof oneof moreclauseghatpermit or deny certainrouteadwertisementsQuralgorithm
ignoresthe deny clausessincethesecorrespondo filtering operationsandrepresentgachpermit clauseasa mapping
from eithera list of prefixesor AS pathregularexpressiorto an attribute assignmenfasdescribedn Section3.2). The
match statemenindicatesthe routesfor which a particularmappingis applicable(i.e., the list of prefixesor AS path
regularexpression)andtheset statemenspecifiegheattributeassignmenthattheimport policy appliesto thoseroutes.
For example thefirst clauseof the IMPORT routemapin Figure6 is representeds:

{192.0.2.0/2410.0.0.0/8 — local-pref80

After parsingthe route map, our algorithmcreatesan additionalmappingthat assignsa default local preferenceof 100
andretainsthe existing valuesof the origin typeandMED attributes,consistentvith thebehaior of Ciscorouters.

5.3. Route Prediction

For eachrouter, our routepredictiontool obtainsa setof eBGP-learnedoutes(describedn Section5.1) from therouting

table,aswell asa setof mappingshatexpresstheimport policiesfor all eBGPsessiongdescribedn Section5.2). The

tool thenparseshe BGP neighborinformationto obtainamappingfrom next-hoplP addresgo routerlD for eachsession,
andapplieseachmappingto the appropriatesetof routingchoicesto producea new setof routingchoicesfor that prefix.

Thetool thenappliesthe predictionalgorithmdescribedn Sectiord to determinghe setof bestroutesto eachdestination
prefix. We appliedthe existing import policiesfor the AT&T network to therouting choicesobtainedfrom routingtables
of eachof AT&T’ sborderroutersandverifiedthatour tool produceghe sameattributesfor local preferenceoprigin type,

andMED for every eBGP-learnedoute. We arein the proces®f testingtheimplementatiorof our predictionalgorithm

onthis data.

We canoptimizeour route predictiontool by taking advantageof the factthat mary of the destinationprefixeshave
exactly the samerouting choices.In March 2002, we obseredthatthe AT&T BGP tableshave over 100, 000 prefixes
but just over 20, 000 uniquerouting choices(we notea similar resultin previouswork!). As such,computingthe best
routefor every uniquesetof routing choice ratherthanfor everyindividual prefix, canreduceroute predictionoverhead
by asmuchasafactorof 5. Additionally, operatorgypically experimentwith smallchangego theimport policies. For
example,an operatomight changeor addoneclausein the route mapassociatedvith a singleeBGPsession.Thereis



no needto reapplythe import policiesfor routeslearnedvia othersession®r to repeatthe predictionalgorithmfor the
unafecteddestinatiorprefixes.We planto extendour prototypeto incorporateheseenhancements.

6. CONCLUSION

In this paper we have presentedca model and an algorithm for predictingthe effects of BGP import policy on path
selection.We presented model(summarizedn Figure2) thatexpressesheinfluenceof BGPimport policies,the BGP
decisionprocessthe IGP parametersandthe offeredtraffic onthedistribution of traffic acrosdinks in the network. Our
routepredictionalgorithmaccuratelydetermineshe bestroutesasdeterminedy the BGP decisionprocessgivenonly a
snapshobf the network state. The algorithmhasa runningtime thatis linear in the numberof eBGP-learnedoutesand
applieswhenthe MED attributeis compareckeitheracrossll routesor only for routeswith the samenext-hopAS. Finally,
we have describechow to obtainthe dataneededo run our algorithmfrom productionroutersandbuilt a prototypethat
demonstratethatour algorithmcorrectlypredictsthe bestBGP routes.

In futurework, we intendto integrateour prototypewith existing toolsthat capturethe influenceof the IGP configu-
ration on the pathselectionprocess We arealsoinvestigatinghow to accountfor theinfluenceof routereflectorson the
selectionof the bestBGP route at eachrouterin the network. In addition,we planto incorporatetraffic measurements
from the operationahetwork to demonstraténow a changein import policy affectstraffic load on network links. In pre-
viouswork, we demonstratedvaysfor operatorgo changetheflow of traffic in anefficientandpredictablenannert We
ervision that,in the future, our tool will generateecommendationfor possiblemodificationsimport policiesaccording
to specifiediraffic engineeringgoals. Togetherthesepiecesprovide a usefultraffic engineeringramework for network
operators.

APPENDIX A. CORRECTNESSTHEOREMS

In this section,we prove the correctnes®f the network-wideroute predictionalgorithmfrom Section4. In SectionA.1,
we prove the correctnes®f our algorithmin the casewherethe BGP decisionprocesscomparesMEDs acrossall ad-
vertisedroutes. SectionA.2 presents proof of correctnesin the casewhereMEDs are comparednly acrossrouting
adwertisementérom the sameneighboringAS.

A.1l. Routing Prediction Without MEDs

We first show that the first stageof our predictionalgorithm doesnot eliminateany local routing choicesthat would
not be eliminatedby the BGP decisionprocess.Next, we showv thatthe secondstageof our algorithm,which compares
acrossall network-wideroutingchoicesdoesnot eliminateary routesthatthe BGP decisionprocesavould noteliminate.
Furthermorewe shaw thatevery routethatthe BGP decisionprocessliminatesis alsobe eliminatedby our algorithm,
thusproving thatouralgorithmproduceshesameresultsastheBGPdecisionprocessgiventhesamesetof eBGP-learned
routes.

THEOREM A.l. Local routing prediction never eliminatesa route that the BGP decisionprocesswould selectas a
globally bestroute Formally, Vp; € A;, (p; # fi = pi ¢ C).

Proof. The proofis by contradiction.Assumethatthereexistssomep; # f; thatis in the setof globally bestroutesC.
Then,it mustbethe casethatroutep; is betterthan f; accordingto Equationsl—5. However, if oneof theseconditionsis
true,thenthe BGP decisionprocessvould have eliminatedp; in favor of f;. Thus,p; cannotbein C. O

Thus,we have shovn thatthe applicationof local decisionruleswould never eliminatea routethatthe BGP decision
processvould have selectedsaglobally bestrouteto thatprefix. We now shav thatglobalcomparisorof thelocally-best
routes{ f;} resultsin asetB thatcontainsevery routethatbelongsin the setof bestroutesC.

THEOREM A.2. Let(C bethesetof bestroutesas determineddy the BGP decisionprocess.Then,Vp; € A;, (p; ¢ B =
p; ¢ C). Thatis, if our algorithmeliminatesa routing choicefrom somerouterr;, thenthat routecould not havebeena
routethat BGPwould haveselectedhsa globally bestroute



Proof. The proof is by contradiction. Assumethat thereis somep; € C thatis eliminatedby our algorithm. Since
TheoremA.1 shavedthatsuchan eBGP-learnedoutewould not be eliminatedlocally, p; musthave beeneliminatedin
the secondstageof thealgorithmby anotherouteq thatis betteraccordingo Equationsl—4. However, if thisis thecase,
thenthe BGP decisionprocessvould alsoeliminatep; in favor of ¢. Thus,p; cannotbein C. O

We have now shavn thatgivenastatic,network wide view of theeBGP-learnedoutes(afterapplicationof theimport
policies), our algorithm determinesa setof bestroutesB that entirely containsthe setof bestroutesC thatwould be
selectedy thedistributedcollectionof routersin the AS. To prove thatouralgorithmproduceghe samesetof bestroutes
asthe BGP decisionprocesswe mustnow show the corverse—thatf a routeis eliminatedby applicationof the BGP
decisionprocessthenour algorithmdoesnotincludethis routein .

THEOREM A.3. Anyroutethatis eliminatedby the BGP decisionprocessmustalso be eliminatedby application of
network-wideroutingprediction. Thatis, Vp; € A;, (p; ¢ C = p; ¢ B).

Proof. The proofis by contradiction. Assumethat thereexists somep; € B wherep; ¢ C. Thenit mustbethe case
that, for somerouter, a differentrouting choiceq waschoserasa bestrouteto a prefix, whereour algorithmwould have
selectedp;. This, however, impliesthatthe routing choiceq, which appearsn C, waseliminatedfrom B. However, we
know from TheoremsA.1 andA.2 thatthis cannotbetrue. O

We have shavn that if BGP is configuredusing always-compare-med, then our network-wide route prediction
algorithmproducesa setof routesthatare consistentith the routesthat would have beenchoserby the BGP decision
processgivensometime-orderingof all routeadwertisementnessagesrhus,if BGPis configuredto determinghe best
routeto a destinatiorprefix independentf BGP messagarrivals, our algorithmproduceghe samebestroutesasthose
whichwould resultfrom the applicationof the BGP decisionprocesdo a seriesof BGP messageat eachegressrouter

A.2. Routing Prediction With MEDs

In this section,we shaw that the revised algorithm presentedn Section4.3 produceghe sameresultsasthe BGP de-
cision processn the casewhereroutersare configuredto compareMEDSs only acrossthe routeslearnedfrom the same
neighboringAS.

THEOREM A.4. (THEOREM A.2 REVISITED). LetC bethesetof bestroutesasdeterminedythe BGP decisionprocess.
Then,Vp; € A;, (p; ¢ B = p; ¢ C). Thatis, if arouting choiceis eliminatedfrom anyrouterr;, thenthat routecould
not havebeena routethat BGPwould haveselectedasa globally bestroute

Proof. The proofis by contradiction. Assumethatthereis somep; € C thatis eliminatedby our algorithm.Then,it must
be the casethat the route was eliminatedby the applicationof Equationsl—4 for eBGP-learnedoutes(locally at each
router),an advertisementrom anotheregressrouterwith a lower MED value basedon Equation5, or locally basedon
routerID (Equation5), or by aroutelearnedirom anotherouter

TheoremA.1 shaovedthat sucha routevia eBGPcould not be eliminatedlocally andstill appeaiin the selectionof
bestroutes;if we considerthe sameargumentfor the applicationof Equationsl—4,thenit cannotbethe casethataroute
eliminatedbasedn theseequationsanever appeamsa bestroutein C .

If theroutewaseliminatedby aroutelearnedat anotherouterwith alower MED value,thenit mustbethe casethat
this routewould have beeneliminatedby the BGP decisionprocessvhensucharoutewasheardby iBGP. Thereforea
routingchoiceeliminatedin this fashioncannotappeain the setof bestroutesC.

If theroutingchoicep; waseliminatedlocally by g € A; accordingo Equation5, thenit mustbethe casethatq was
oneof thebestroutesatthegloballevel (i.e.,q € B). A routerr; cancontributeat mostoneglobally-bestroute. As such,
p; cannotbeanelementn C.

Similarly, suppose; waseliminatedby aroutelearnedby anotherrouter Then,it mustbethe casethatsomerouting
choiceq existsfor which Equationsl—4 aretrue. By the sameargumentasbefore,however, the BGP decisionprocess
would alsoeliminatesuchp; from C. As such,if arouteis eliminatedusingour algorithm,thatroutemustnotbein C. O



Note that TheoremA.3 still holds. Therefore,in the casewherebgp deterministic-med is enabledour revised
algorithmproduceghe sameresultsasthe BGP decisionprocesainderarbitrarymessagerdering.
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