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Abstract: We demonstrate the transfer of information encoded asabrbit
angular momentum (OAM) states of a light beam. The transmiind
receiver units are based on spatial light modulators, wigcdpare or
measure a laser beam in one of eight pure OAM states. We shatw th
the information encoded in this way is resistant to eavgguimy in the
sense that any attempt to sample the beam away from its aKidevi
subject to an angular restriction and a lateral offset, lwftivhich result

in inherent uncertainty in the measurement. This gives greréxental
insight into the effects of aperturing and misalignmenttef beam on the
OAM measurement and demonstrates the uncertainty resdijofor OAM.
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1. Introduction

Optical encoding is now being applied to free-space comoatiain links. Such links have been
demonstrated at both the classical [1] and single photaei [8). Most of these links rely on

modulation of intensity (or photon number), frequency, olapisation of the light. Here we

encode the data on the orbital angular momentum of the ligtitshow that this leads to an
improved security that can be implemented at both the dakand single photon level.

Light beams can carry both spin and orbital angular momer{DAM) associated, respec-
tively, with circular polarisation and the helicity of tmgdhasefronts [3, 4]. As identified by
Allen et al., a beam comprisinghelical phasefronts, described by a phase ternfibgp car-
ries an OAM oflh per photon, wherecan take any integer value [5].

Light's spin has long been used in quantum-mechanical expets [6, 7]. The quantum
nature of OAM was demonstrated by Mair al. [8], who observed entanglement of OAM
between down-converted pairs of photons, and Lescl. [9] developed an interferometric
device that can sort single photons according to their OAtical spin can be described in
the two-dimensional basis of right and left circular padation with an angular momentum of
+hper photon, respectively. It is therefore a suitable ptajsigalisation of a qubit. By contrast,
OAM has an infinite number of eigenstates, correspondinpedaitfferent values of, and the
number of bits the OAM of a single photon can represent isfloee, in principle, unlimited.
This makes OAM a promising parameter onto which classicguantum information may be
encoded [10].

Light carrying OAM can be described in terms of Laguerre-§&an (LG) modes [5] which
contain an expil @) phase term describing an on-axis phase singularity ofgtinénin addition
to the numbel, LG modes are characterised by their radial indexd their waist sizey. Here
we use LG modes witp = 0; for| =£ 0, their intensity cross-sections consist of one brighg rin
with no on-axis intensity. For a given waist si#g, the radius of the ring scales witfl. Al
optical systems have finite apertures and it is only this thstricts the maximum value of
that may be used.

It is important to consider how the rapid modulation of onesetable impacts on other
properties. We have recently observed a relationship fokG#ates that links a restriction in
angular positionQAg, to a spread in OAMAI [11]. The distribution of-states is predicted from
a discrete Fourier-transform of the azimuthal dependemdbeoaperture function. The key
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implication is that the error-free measurement of the OAM Gifht beam requires a measure-
ment aperture without any angular restriction. This hadizapons for the integrity/security of
a data link based on OAM: a potential eavesdropper with awexcplaced some distance from
the beam axis and spanning an angular range of less tlhaarthot measure with certainty the
OAM of the beam.

In this paper we report a free-space optical link that useM@&transmit and receive data.
We operate the link over 15 meters and demonstrate that taerelzoverable by most eaves-
droppers is corrupted.

2. Optical setup

We encode and measure optical OAM via phase holograms. Pludegrams are typically
designed to incorporate a spatially dependent phase agitamdn the range 0 to72 To convert

a plane-wave input to a helical phase front therefore regquér hologram pattern described
by I ¢ mod 2. Invariably such holograms are only partially efficiensuking in a number of
different diffraction orders, all of which are collinear.

Our transmitter unit is based on a HeNe laser, a computdralted phase hologram
implemented using a reflective spatial light modulator (SLBbulder Nonlinear Systems,
512x 512 pixels) and a telescope. We chose an “alphabet” camgistf the valued =
—16,—12, —8,—4,4,8,12 16; this separation ihvalues is compatible with our chosen method
of compensating for small perturbations in alignment. Idiidn, the cross-talk between chan-
nels is decreased while keeping the size of the beams whilkimperture of the system. The
corresponding beams are generated by a set of pre-caltiiakegram patterns. The SLM is
illuminated with a 6mm-diameter collimated beam from a Hédéer. The afocal telescope ex-
pands the reflected beam to approximately 4cm diameterriag®ye-safe intensity levels. As
discussed above, the hologram patterns are designed tateper-axis such that the specified
first-order beam comprising the desired LG mode is superaegp@n the residual zero-order
beam, i.e. a fundamental Gaussian. This fundamental Gaulkseam provides a reference sig-
nal at the = 0 detector from which the system can be aligned.

The receiver unit comprises a similar telescope, SLM and @@By detector. The beam
from the transmitter is collected by the telescope and rediic 6mm diameter and reflected
from the SLM, programmed with the analysing-hologram pattH the | value of the beam is
minus thd value of the hologram then the resulting beam has planaeghasts and therefore
can be focussed through a pin hole. Changingd tredue of the analysing hologram allows the
beam to be analysed for its OAM. Hologram designs can be tefineh that a single hologram
can test for a number of OAM states simultaneously [12]. Qalysing hologram is designed
to diffract the light into nine beams, each with a differealitity, arranged in a & 3 grid. The
helicity of the incident beam results in one of the nine belmang a high on-axis intensity,
thereby establishing its OAM state. All nine beams are irdagrgo the CCD array, from which
we determine the on-axis intensity of each beam. The exjeeitizth configuration is shown in
Fig. 1.

The analysing hologram in the receiver unit is calculatethassum (modulo &) of two
phase patterns: a vertical phase grating with a centralaiitibn of order 4, blazed such that
the power is equally distributed in the -1st, Oth and +14tafition order, and a similarly blazed
horizontal phase grating with a central dislocation of orti2 This gives eight diffraction or-
ders corresponding to the chosen alphabet. To compensai@édl perturbations in alignment
associated with atmospheric turbulence etc., we define #esarement axes relative to the
observed position of the centria= 0 channel. The choice of every fourdthvalue avoids the
overlap of thel = 0 alignment spot with the rings resulting from non-diffedtlight of the
transmitted “alphabet” modes. Using a different alphabéts an example, Fig. 2 shows how
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the design of an analysing hologram can be derived from tdividual holograms that sep-
arate modes horizontally and vertically. The hologramgtess covered in more detail in ref.
[13].

Figure 3 shows typical images recorded by the CCD array amddiresponding on-axis in-
tensities associated with each of the channels.| h® component confirms correct alignment
of the system and the additional component identifies thesitnitted OAM state.

We are able to measure accurately the OAM states up to a tisgiemrange of 15m. When
used over longer ranges the integrity of the beam helicithegraded and the contrast between
channels is gradually reduced. We believe that this detjradarises from atmospheric tur-
bulence, which introduces aberrations degrading the pétaseture, and hence the purity of
the OAM state. The range and reliability of conventionakfspace optics (FSO) systems is
limited by many factors also including turbulence, buitgisway [14] and fog [15]. The range
of a conventional FSO system can be significantly improvedsiyg adaptive optics to correct
for the aberrations introduced by the atmosphere [16]. Adapptics can also be used within
our system by correcting for the aberrations introduceti¢d+0 component of the beam.

Helical beams are also highly sensitive to aberrations énrttedium through which they
are propagating. Beams with1l are extremely resilient to distortion since the on-atiage
singularity simply cannot disappear. Beams With> 1 are in general unstable to perturbation
(especially astigmatism), daN singularity collapsing to I 1=1 singularities [17]. Within our
communication system, which relies on higstates, this collapse is triggered by atmospheric
aberration and sets a limitation to the operating range.d¥ew we believe that the same aber-
ration correction optics as used in conventional FSO systeith give similar benefits to our
own.

The use of CCD arrays and SLMs is convenient for the purpdsegralemonstration, but it
places severe limitations on the bandwidth of the optic&l. [The CCD array could be replaced
with an array of discrete photodiodes aligned to monitothexis intensity of each beam. The
need to modulate the SLM could be removed by using a statmghain pattern in the trans-
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Fig. 2. Some examples of phase-hologram designs (top) and schespaéisentation of the
corresponding far-field diffraction patterns under plane wave illuminatmttom). The
phase-hologram patterns are represented in grey-scale. (a) htatigshiftedl=1 beam.

(b) Setting the phase at each point in the hologram pattern for the hotigattéted | = 1
beam to either 0 orr (whichever is closest) gives three horizontally separated beams with
I=-1, 0 and +1. (c) Similarly, we can obtain three vertically separated dedth |= -3,

0 and +3. (d) The sum of the two phase patterns that create the horizartellyertically
separated beams gives a3array of beams with= -4, -3, ..., +3, +4.
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Fig. 3. A subset of results from transmitting a data set using OAM. We
have used a data transmission set corresponding to the azimuthal indices
—16,—12 —8,-4,0,+4,+8,+12 +16. We have defined a matrix of detectors by
measuring the intensity at specific points on the CCD image.
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mitter similar to that used in the receiver. Rather thamgcéis a “fan-out”, the same hologram
design could then combine the beams from various laser giotie a single transmitted beam
with chosen helicity. Each laser diode could then be moddlait its full bandwidth giving
multi-channel transmission (“OAM multiplexing”).

3. Security advantages

The security of conventional free-space communicatioomspgromised by atmospheric scatte-
ring, allowing the beam to be covertly intercepted using@ditional receiver. For this reason,
security has to rely on mathematical encryption of the data.method using OAM to encode
the data offers an inherent security enhancement as itfisutifto read the data without po-
sitioning the detector directly in the path of the intendedeiver. The OAM data is extremely
difficult to recover from the light that is scattered by thenasphere since the time dependent
scattering process randomises the phase structure of #re. héght scattered from optical
components, although not subject to temporal variatiostjlishighly complex and recovery of
the original OAM data is non-trivial. Even if positioned Wih the beam there are several ways
in which an eavesdropper may have difficulty in establiskirsystem to measure the OAM.

As discussed in the introduction, the width of an angulartape through which a beam
passes and the light's associated OAM are conjugate vasapld their measurement precision
is related by an uncertainty relationship [11]. Within owmamunication system, this mani-
fests itself as an inherent uncertainty in the measurenfeDAM when the angular extent of
the beam during the measurement is restricted. Figure 4ssttmweffect of inserting different
segment masks into the path of bl laser beam, each mask transmitting segments of size
360, 270, 180 and 90 of the beam, respectively. The detected OAM values are stiown
each mask along with the theoretical values, obtained flerpbwer spectrum of the Fourier
transform of the azimuthal aperture function. For the cds®a@ngular restriction, the receiver
measures the value of OAM with high probability. Reducing #perture size increases the
spread in the measured OAM as predicted from the Fouriesfivam of the aperture function.
This shows that if a measurement covers only a restrictedlantange of the beam the preci-
sion of the OAM measurement is degraded. Given sufficiers imd/or signal it would still be
possible to infer the true value of OAM from the mean of the suead distribution. However,
in situations where the signal to noise is more marginal cthrdidence with which the mean
value of OAM can be estimated is decreased. Clearly, thismiatl corruption of data due to
beam obstruction also applies equally to the intended imti@s it does to the eavesdropper.
Consequently for reliable data transfer it is essentidl i line of sight between transmitter
and receiver is not obstructed, a requirement that is alsvamt to conventional FSO systems.
In the extreme case of encoding on a single photon, the sim&@4M means that the proba-
bility of error-free measurement is small. Such a singletph@ystem could be implemented
by using a single-photon source as reported by Shitles [18].

Another way in which the eavesdropper could be compromisdyy ialignment error with
respect to the transmitter. Due to the finite diameter of tikection optics, a lateral misalign-
ment results in an aperturing of the beam and hence a braagsiniilar to that observed in the
case of the angular restriction discussed above. Altesglgtian angular misalignment of the re-
ceiver means that the detected beam is no longer describeedibgle value of OAM, but rather
a superposition of different OAM states centred about thgiral value [19]. Figure 5 shows
the effect of angular misalignment of &l beam between detector and receiver, comparing
the measured results to those predicted by a decomposititire aletected beams in terms
of cylindrical harmonics. Combining an angular misaligmneith a small lateral displace-
ment is mathematically more complex. In essence the beamarimomentum, acting about
the measurement axes gives rise to an addition extrinsiglangiomentum, indistinguishable
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Fig. 4. Spread — or uncertainty — in the measured valugdd?(various apertures inserted
into the path of al=1 beam. The beam immediately after the aperture is shown in the
left column. The measured spreadlimalues (dark bars) compares well with the power
spectrum of the aperture functiong@®((light bars).
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Fig. 5. Spread in the values bffor various angular misalignments of &l beam @ is
the angular misalignment as a fraction of the beam divergence. Theuneglresults (dark
bars) are compared to those predicted by a decomposition of the detectend in terms
of cylindrical harmonics (light bars).

from the intrinsic OAM [20]. The effect on the measurementoidoth broaden the angular
momentum distribution and displace the mean value. In sitcht®ns, the OAM content of
the beam is extremely difficult to infer and the security of timk is enhanced. Obviously, to
take full advantage of this security enhancement, the OAMesused for encoding need to be
closely spaced. The channel separatioflof 1, as used in the experiments shown in Fig. 5,
offers a higher degree of security than the configuratioedasAl = 4 as shown in Fig. 3.

The corruption of intercepted OAM data due to potential aperg of the beam and uncer-
tainty in alignment result in an optical communication systfor which data integrity is only
maintained, in practice, along the line of sight betweendnaitter and intended receiver. This
is in complete contrast to a communication system based @asunement of the spin angular
momentum (i.e polarisation state), where the intrinsicreabf the spin angular momentum
means that its measurement and associated data is unchangedular restriction, a lateral
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shift or angular misalignment of the measurement axis.

4, Conclusions

We have demonstrated that OAM can be used to encode data lasker deam for transmitting

information in free-space optical systems. We have showh ttiis system offers a level of

security that does not depend on mathematical or quantuaianéal encryption methods. We
believe that our technique is compatible with current FSshitégues like wavelength-division

multiplexing, the use of adaptive optics for the correctidmtmospheric effects and quantum
cryptography with single photons. Our work has also broughtnany interesting questions,
some of which we discuss in this paper, and which need to beddtressed before our ideas
can be realised in a commercial FSO system.
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