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A. Generating the Verification Condition

Assume there are m procedure calls in P, then P can be divided into
m + 1 basic segments (subprograms without procedure calls):
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where S ; is the d + 1-th basic segment and g, is the d-th procedure
call.

For each d € [m], let the d-th procedure call in P be the #,-th
statement (we also extend the index d to —1, 0 and m + 1 such that
t_y =ty = 0and t,,; = n+ 1). Note that & requires that a portion
of the state C,,, satisfies the precondition of the call, and a portion
of the state C,, satisfies the postcondition of the call. We denote the
two required portions Cy,; | Call; and C,, | Returngy, respectively,
where Call; C R;,—; and Returng C R;, are two sets of records.

Let all the location variables appearing in P be LVars. We call
a location variable v dereferenced if v appears on the left-hand side
of a dereferencing operator “.” in P. We call a location variable v
modified if v appears in a statement of the form v.pf := u or v.df := j
in P. Then we can extract the set of dereferenced variables Deref
and the set of modified variables Mod. Note that a modified variable
is always dereferenced, i.e., Mod C Deref. For each basic segment
S 4, let the dereferenced and modified variables within the segment
be Deref,, and Mod,,, respectively.

For the d-th procedure call, let the pre- and post-condition
associated with the procedure be zﬁ;’m(ﬁ,z’, &) and zﬁ;"ost(ret, 0,72,0),
respectively. Since & is a normal execution, we have C,,_;
T(zﬁj,’rg(v},zfl,cﬁd), Cally) and C,, E T(lpz{m(u, Uy, 23 Cy), Returny)
(assume the procedure call returns a location to u), where v; and
7y are the actual parameters of the procedure call, ¢; are the com-
plimentary variables with fresh names.

Now we are ready to define the verification condition corre-
sponding to P. We first derive a formula expressing that & does
not involve null pointer dereference:

NONULLDEREFERENCE = /\ v # nil

veDeref

For each i € [n], Figure [l shows the effect of each statement
on the verification condition generated. Each statement’s strongest
post condition is captured in the logic, and for procedure calls,
the heaplet manipulated by the procedure is carefully taken into
account to update the heap at the caller. The conjunction of these
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[u:=v]
@i = u=0vAR; =Rj_| A FieldsUnmod(PF U DF,i,i— 1)
[u:=nil ]

@i = u=nil AR; = Ri_1 A FieldsUnmod(PF U DF,i,i— 1)

[u:=vpf]

wi = vER_1 ANu=pfi () AR; = Ri—;
A FieldsUnmod(PF U DF,i,i— 1)
[upf:=v]
$i = u€ R Apfi =pfisifo = ub AR = Riy
A FieldsUnmod(PF U (DF \ {pf}),i,i — 1)
[Jj=udf ]
¢i = UER I ANj=dfi () AR; =Ri_y
A FieldsUnmod(PF U DF,i,i— 1)
Ludf =1
i =u € Ry /\dfl :djhl{jh u} AR; = Ri_1
A FieldsUnmod((PF \ {df}) U DF,i,i— 1)
[ j:=aexpr ]

@i = j=aexpr AR; = Ri_1 A FieldsUnmod(PF U DF,i,i - 1)
[u:=new |
@i = new; # nil A u = new; A new; ¢ Ri—1 AR; = Ri—1 U {new;}
A /\ (pfi = pfi_i{nil « new;}) A /\ (df; = dfi_1{0 « new;})
»f df
[ freeu ]
@i = u € Ri_1 AR; = Ri_1 \ {u} A FieldsUnmod(PF U DF,i,i— 1)
[ assume bexpr |
@i = bexpr A R; = Ri—1 A FieldsUnmod(PF U DF,i,i— 1)
= f(0,2) ]
@i = T (B 2.¢2), Callg)li = 11 A T(Wf 5 (1,72, c2), Returng)[i]
A (Ri—1 \ Cally) N Returng = O A R; = (R;i—1 \ Cally) U Returny
where d is the index such that 7; = i

[u

[j:=9@2]
@; is defined in the same way as the above case,
except replacing u with j.

where FieldsUnmod(F, i, j) is short for A\g,jger(field; = field ;).

Figure 1. Formulas capture modification by statements



formulas captures the modification made in &:
MoDIFICATION = /\ ©i
i€[n]

Finally, we can define two formulas to capture the pre- and post-
conditions:

PrE

T(l//pr(', RO)[O]
Post = T(Ypost, Ry)ln]

Now the validity of {/,,.} P {t/,s} can be captured by the following
formula:

Yve = (PRE A NONULLDEREFERENCE A MODIFICATION) — PosT

B. Proof of Theorem 6.1

Proof. We prove the soundness by contradiction. Assume the
Hoare-triple {¢r.} P {poy} is not valid. Assume P consists of
n statements, then there is an execution &, which can be repre-
sented as a state sequence (Co, ..., C,) where each C; = (R;, s;, h;),
such that (Cy, Ry) satisfies ,,,[0], (Cy,R,) satisfies ,,4[n], and
the whole execution is memory error free. Then by the defini-
tions of Pre, Post and NoNuLLDEREFERENCE, and Theorem 6.1,
& E Pre A NoNULLDEREFERENCE A Post. Now it suffices to show
that & E MobiricaTion, in which case & dissatisfies ¥yc. The con-
tradiction will conclude the proof.

Since MODIFICATION = A\, i, We just need to prove & | ¢,
for each i € [n], by case analysis on the type of the i-statement in
P.

[u:=v]
@i = u=vAR; =Ri_y A FieldsUnmod(PF U DF,i,i— 1)
The variable assignment makes u points to where v points to.
Hence u = v. Since the heap is unmodified from C;_; to C;,

the heap domain remains the same (R; = R;_), and all the field
functions remain the same (FieldsUnmod(PF U DF,i,i — 1)).

[u:=nil ]
¢ = u=nil ANR; = Ri_ A FieldsUnmod(PF U DF,i,i — 1)
The variable assignment makes u points to nil, so u = nil.
Similar to the above case, the heap is also unmodified from C;_;
to C,'.
[u:=vpf]
Qi = VE Ri—l Au pr;-il(l)) /\R,‘ = Ri—l
A FieldsUnmod(PF U DF,i,i — 1)
The dereferencing on v implies that v points to a valid location at
timestamp i—1, i.e., v € R;_;. Moreover, the assignment makes u
points to the pffield of v at timestamp i—1, formally u = pf;_, (v).
Similar to the above case, the heap is also unmodified from C;_;
to C,‘.
[upf:=v]
Qi = uc Ri—l /\pfz pr;-il{l) «— M} /\R,‘ = Ri—l
A FieldsUnmod(PF U (DF \ {pf}),i,i — 1)
Similar to the above case, u points to a valid location at times-
tamp i — 1 (u € R;_;). the mutation makes the pf field at times-
tamp i updated from that at timestamp i — 1: pf; = pf;_ | {v < u}.
Moreover, the heap domain is unmodified, so R; = R;_;. The
other field functions also remain the same, which is captured
by FieldsUnmod(PF U (DF \ {pf}),i,i — 1).
[j=udf ]
i = u€R A j=dfi_ ;(u) AR =R,
A FieldsUnmod(PF U DF,i,i — 1)

Similar to the u :=v.pf case.

[udf =]

Y = u € R /\dfl :dfi—l{j(_u}/\Ri =R
A FieldsUnmod((PF \ {df}) U DF,i,i — 1)

Similar to the u.pf := v case.

[j:=aexpr]

@i = j=aexpr AR; = Ri_y A FieldsUnmod(PF U DF,i,i— 1)

The statement assigns the value of aexpr, which is expressible
in our logic, to j. Hence j = aexpr. The rest is similar to other
variable assignment cases.

[u:=new ]

@i = new; # nil A u = new; A new; ¢ Ri_y AR; = Ri_y U {new;}

A N\ @f; = pfi il — new) A /\ (df, = dfi_ {0 — new))
rf df

This statement makes u points to a freshly allocated location,
namely new; in &. So it is clear that new; # nil A u = new;.
Since the heap domain at timestamp 7 is an extension of that at
timestamp i — 1 by adding new;, we know that new; ¢ R,_i AR; =
Ri_1 U {new;}. By default, for new;, each pointer field initially
points to nil, each data field initially stores 0. The remaining
portion of the heap is exactly the same as C;_;. Hence A\, (pf; =
Pfioynil & newi}) A Ay (df; = df;_ {0 < new}).
[ free u |

@i = u€R_| ANR; = Ri_y \ {u} A FieldsUnmod(PF U DF,i,i— 1)

This statement removes the location pointed by u from the heap.
So the old heap contains this location, and the new heap can be
obtained by subtracting it from the old heap: u € R;i.y AR; =
R;_1 \ {u}. Since the domain is shrinked, the field function can
be simply unchanged.

[ assume bexpr |

@i = bexpr AR; = Ri_; A FieldsUnmod(PF U DF,i,i—1)

The assumed condition bexpr, which can be expressed in our
logic, must be true. The heap is simply unmodified.

[u:=f(@2) ]
@i = TS, (0.2.¢1), Callg)li = 11 A T (W, (u, 8.2, ¢2), Returng)[i]
A (Ri—l \ C(llld) N Returnd =0A R,' = (Ri—l \ C(llld) U Returnd
where d is the index such that 7; = i

As assumed, this call is the d-th procedure call in P, and
C,_; satisfies the associated precondition by the heaplet de-
fined by Call;, and C; satisfies the associated postcondition
by the heaplet defined by Return;. Then formally we have
T(wl‘fm(ﬁ’, Z,¢y), Cally)[i — 11 A T(@”ﬁast(”» U, 7, ¢)), Returny)[i] be-
ing satisfied by &.

Due to the framing property of the separation semantics, the
portion of C;_; that is not required by 1, remains unchanged,
and is disjoint from Refurn, (since the returned location is
assigned to u, the variable ret can be replaced with u). This
property can be expressed as (R;_1 \ Call;) N Return; = O AR; =
(Ri_1 \ Cally) U Returny.

[j:=9@2 ]
¢; 1s defined in the same way as the above case,
except replacing u with j.

The proof is also similar to the above case.



C. Formulas Defined in Section 6.2

Let u be a location variable in LVars and let i be an timestamp
such that 1 < i < n. For each recursive definition rec® whose

.. . d S
A-eliminated version defined as rec(x) Y defre (x,,0) and whose

reach set defined as reach™(x) Y reachdef "*“(x), we can derive a
formula UnroLp™ (i, 1) for unfolding both rec? and its correspond-
ing reach set on u at timestamp i, provided that u is allocated at
the current timestamp (1 € R;). Note that in def "““(x, £, ), x will
be renamed as u, and 7 will not be renamed as they are program
variables, but ¢ are existentially quantified and should be replaced
with fresh variable names. Due to the restrictions on the recursive
definitions, every v is unique and can be determined by dereferenc-
ing u on the corresponding pointer fields, say pf"““’. Hence we can
replace each v in U distinctly as u_rec_v_i. Let the renamed formula
be def(u, 7, Uyes), then we can derive

UNFOLDAT““ (i, u) = ( reach(*“ (u) = reachdef;" (u) ) A (u ER —

( (rec,-(u) & defi*“(u, t_:ﬁfmh)) A /\ (pfl.r"”"’(u) = u_rec_u_i) ) )
velf
Now the footprint unfolding is just unfolding u« at the beginning
and end of each program segment (for the d-th segment, the times-
tamp #; and 74,1 — 1, respectively):

rec

UnroLp)“(u) = UNFOLDAT'*

rec

(t7,u) A UNFOLDAT““(tz41 — 1,u)

The formula FieLbUNcHANGED,(u) describes that, in the d-th
procedure call, if the location u is not nil, then for each field pf
(or df), pf;,~1(u) and pf; (u) are the same if u itself is not affected
during the call:

FiELDUNCHANGED (1) = ( (u # nil Au ¢ Callg) —

(/\ 0foymr @ = 21, 00) A\ (@100 =, ) )
rf df

Finally, to define RECUNCHANGED] “(u), we first define a formula

expressing that a recursive definition and its corresponding reach
set on a location are unchanged between two timestamps:

UNCHANGEDBETWEEN““ (1, i,1') =
reci(u) = recy (u) A reach’*“(u) = reachly(u)

For each non-footprint location variable u and for each recursive
predicate rec?, the formula RECUNCHANGED, just captures the fact
that rec(u) and reach’(u) are unchanged in two cases: in the d-th
segment of the program (between timestamp ¢, and #,,; — 1), they
are unchanged if reach set is not modified; or in the d-th procedure
call (between the timestamp #;, — 1 and #,) if the reach set is not
affected during the call. Moreover, it also incorporates the fact that
the reach set on u contains u itself. Formally,

RECUNCHANGED] “ (1) =

( (reach,rsc(u) N Mod;,; = 0) — UNCHANGEDBETWEEN"““(u, 14, 1441 — 1) )

A ( (reac ,’;’"(u) N Cally = 0) — UNCHANGEDBETWEEN®“ (1, t; — 1,1,) )

A (u # nil - ( reach{:"(u) n reach;;ihl (u) ))

. b PF
D. Transforming —y2% to y*

Note that —42 is mostly expressible in the quantifier-free theory
of arrays, maps, uninterpreted functions, and integers: Loc can
be viewed as an uninterpreted sort; each pointer field pf can be
viewed as an array with both indices and elements of sort Loc; each
data field df can be viewed as an array with indices of sort Loc
and elements of sort Int; each integer set (or multiset) variable S

can be viewed as an array with indices of sort /nt and elements
of sort Bool (or Int). Moreover, each array update operation of
the form array{elem « key} can be viewed as a read-over-write
operation in the array property fragment, and each set-operation
(union, intersection, etc.) can be viewed as a mapping function
applying a Boolean operation (A, V, etc.) to the range of arrays.

The only construct in —y3% that escapes the quantifier-free
formulation is the < relation between integer sets/multisets; but
this can be captured using the array property fragment, which is
decidable.

For each atomic formula of the form S| < §,, if S| and S, are
sets of integers, we can be replace the formula with a universally
quantified formula as follows:

Vi i, (1 <ip = (58251 VvV =Si[i]))

Similarly, if §| and S, are integer multisets, we can replace the
formula with

Vi, ir. (i) < = (S2[i] =0V S[i] =0))

The formula §; < §, where S| and S, are sets of integers can also
be translated to

Vi. (S]] > i<k)A(Sqlil > k<D))

where k is an additional existential integer variable, serving as the
pivot for splitting S, and §,. Similarly, when S| and S, are integer
multisets, the formula is translated to

Vi, ((S1[i]1>0—=i<k)A(Sali]>0—> k<i))

Moreover, the negation of the above relations between sets/mul-
tisets can always be expressed using two existential integer vari-
ables ki, k, that witness the violation of the inequality. For instance,
S1 £ 8, canbeexpressed ask; € S| Aky € Sy ANky < k.

We thus obtain a formula " whose satisfiability is decidable.
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