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Abstract

A primary concern of excessive reuse of test datasets in machine learning is that it can lead
to overfitting. Multiclass classification was recently shown to be more resistant to overfitting
than binary classification (Feldman et al., 2019a). In an open problem of COLT 2019, Feld-
man, Frostig, and Hardt ask to characterize the dependence of the amount of overfitting bias with
the number of classes m, the number of accuracy queries k, and the number of examples in the
dataset n. We resolve this problem and determine the amount of overfitting possible in multi-
class classification. We provide computationally efficient algorithms that achieve overfitting bias
of ©(max{+/k/(mn), k/n}), matching the known upper bounds.

Keywords: Overfitting, dataset reuse, multiclass classification

1. Introduction

Training multiple machine learning models on the same training set leads to overfitting. A common
method to overcome this is to divide the dataset into a training set, and a holdout (or test) set, where
the model’s accuracy on the holdout set is used as an indicator of the true generalization capability
of the model (James et al., 2013). However, even the holdout dataset is used multiple times, and
this leads to overfitting of models even when a holdout dataset is used (Blum and Hardt, 2015). In
essence, training over the same dataset again and again can lead to the fake illusion of learning, all
the while only making the performance over the true data distribution worse for future instances. As
benchmark datasets such as MNIST, ImageNet, and others are trained by more and more machine
learning algorithms in an adaptive fashion, where new models can be dependent on the previous
models and their performance on the dataset, overfitting is an increasingly growing concern.

It was recently shown that for binary classification, after & interactive rounds with the test dataset
it is possible to overfit the dataset by achieving an accuracy O(+/k/n) larger than the true accuracy
of the algorithm (Dwork et al., 2015¢). To counter this, several alternative mechanisms were pro-
posed, such as addition of noise to the true accuracy of the predictions in each round (Dwork et al.,
2015b) or revealing the accuracy of prediction in a round only if it beats all previously achieved
accuracies (Blum and Hardt, 2015). Zrnic and Hardt (2019) showed improved bounds on the per-
formance when the adaptive analyst satisfies certain constraints. This line of word broadly falls in
the field of adaptive data analysis (Dwork et al., 2015b,c,a; Bassily et al., 2016).

However, datasets such as MNIST, CIFAR10, and ImageNet have been largely immune to over-
fitting, even when the feedback obtained is the true accuracy (Recht et al., 2018, 2019; Yadav and
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Range of k& | Previous work (Feldman et al., 2019a) Our results
0 A _1 <0 k. — 1.4 k.
k=o0(m) Q(\/m2n> <acc(k,n,m) — - _O< mn) acc(k,n,m) m+@< mn)
poly(n, k, m) run time poly(n, k,m) run time
k= 0(m) acc(k,n,m):%—i—@(%) acc(k,n,m):%—i—@(%)
~ " 'n’ 1 poly(m, k) - exp(k) run time poly(n, k,m) run time

Table 1: Results on the overfitting bias of accuracy query based algorithms.

Bottou, 2019). Recht et al. (2019) also noted that adaptivity has negligible effect on overfitting.
Feldman et al. (2019a) noted that even if these datasets are not very large, they are multiclass clas-
sification problems, where the number of possible labels is large. They considered the problem
of largest overfitting possible for a multiclass classification problem, generalizing the binary re-
sults stated above, where in addition to k, and n, they consider the role of the number of classes,
henceforth denoted by m. In other words, they studied the following problem:

Given n, k, and m, by how much can adaptive algorithms overfit the test dataset?

1.1. Prior and new results

The question of perfect test label reconstruction dates back decades and is related to the famous
game mastermind (Erdds and Rényi, 1963; Chvatal, 1983; Doerr et al., 2016). The goal here is
to exactly reconstruct a sequence by making k predictions, and for each prediction observing how
many locations are correct. The optimal value of k to perfectly reconstruct was resolved by Chvatal
(1983). An efficient algorithm for m = 2 (binary sequences) was proposed by Bshouty (2009). In
our setting k is much smaller than needed to perfect reconstruction, and we want to understand the
guarantees on how many locations can be predicted from the queries.

The general question of characterizing the overfitting bias as a function of k,n, m was con-
sidered by Feldman et al. (2019a). They proved an information theoretic upper bound of 1/m +
O(max{+/k/(mn), k/n}) on the maximum possible accuracy. Note that the two terms dominate
in the ranges k = O(n/m) and k = Q(n/m) respectively.

For k = O(n/m), they designed an algorithm with accuracy of 1/m + Q (y/k/(an)). This
leaves the correct relation with m open, up to a quadratic factor. In other words for a given n
it is unclear whether the number of queries k needed to achieve the same accuracy should grow
linearly, quadratically or somewhere in between, as a function of the number of classes m. This
question’s resolution was the open problem in Feldman et al. (2019b), where they also mention
that from a practical viewpoint, we should give particular emphasis on computationally efficient
algorithms, although even the characterization of the overfitting bias is unknown. Our main result
resolves this question by proposing a computationally efficient algorithm that has an accuracy of
1/m+Q (\ /k/ (mn)) for K = O(n/m), matching the information-theoretic upper bound up to a
logarithmic factor. The precise statement is given in Theorem 3.

For k& = Q(n/m), Feldman et al. (2019a) proposed uniformly random queries over a subset
of labels, and a final prediction that is not computationally efficient and achieves an accuracy of
1/m+0©(k/n), matching the upper bound up to logarithmic factors. For queries similar to theirs, we
provide a computationally efficient final prediction that also has the optimal accuracy. We remark
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that all the k queries of our optimal algorithms are non-adaptive, and only the final predictions
depend on them. Thus adaptive queries do not help. A summary of our results is given in Table 1.
Finally, our proposed algorithm for small values of k and the information theoretic bounds of
Feldman et al. (2019a) differ by a factor of O(+/log n). This previously known information theoretic
upper bound uses minimum description length argument. For £ = 1, by a careful analysis of the
geometry of the problem, we remove the /logn factor in Theorem 9, thus showing the optimal
overfitting bias up to constant factors. It would be interesting to see if this can be extended to other
values of k.
Organization. The rest of the paper is organized as follows. In Section 2 we give a formal problem
description. In Section 2.1 we consider a simplification where the test features are known, and pose
it as a sequence reconstruction problem. For this sequence reconstruction problem, in Section 3, we
show that it suffices to design algorithms where the labels are drawn from the uniform distribution
on [m|, which allows us to only consider algorithms for this case, and in Section 4 we provide an
overview of our algorithms, and in Section 5 and Section 6, we detail the algorithms and prove the
results for k = O(n/m) and k = Q(n/m) respectively. Finally, in Section 7, we solve the question
in its generality where the test features can be unknown.

2. Problem formulation

Let X denote the feature space, and YV = [m] := {1,2,...,m} be the set of labels. Let S :=
{(z1,21),...,(zn, 2n)} be a test set with n examples with (z;,z;) € X x Y. A classifier f is a
(possibly randomized) mapping from X to )/, and the accuracy of f on .S is

n

1
aces(f) = D Tiay)=s-
=1

As is most common in machine learning, we consider query access to the accuracy on the dataset S.
Each query consists of a function f : X — ), and the accuracy oracle returns accs (f*). A k-query
algorithm A makes k queries f', ..., f¥toS,andbasedon f1,..., f¥and accs(f1),...,accs(f*),
outputs a classifier f = A®. The queries are allowed to be randomized and adaptive, namely f* can
depend on f!, ..., f"1 and on accg(f1),...,accs(f*~!). The accuracy of A is

acc(A, 5) ==E;_ys [acc(f)} ,
where the expectation is over the randomization in .A. The worst case accuracy of A is
acc(A) = igf Ei_4s [accs(f)} ,
the worse case expected accuracy over all data sets S € (X x ))™. Our goal is to characterize

acc(k,n,m) := sup acc(A) = sup infE;_ s [acc(f)} ,
A A 5 0T
the accuracy that can be achieved by an algorithm after making &k queries on any S. In this frame-
work, the baseline accuracy is 1/m, since without making any queries (when £ = 0), the best
accuracy possible is 1/m, achieved by making a uniformly random prediction for each x € X'. The



OVERFITTING WITH HAMMING QUERIES

overfitting bias of an algorithm is accg(A) — 1/m, and we are interested in acc(k,n,m) — 1/m,
the maximum overfitting bias possible in the worst case.

A simplification. For a test set S, let Sy be the set of features {x1, ..., x,} of the test set S. We first
start with the variant of the problem, where the adversary has access to the test features Sy . We will
remove this assumption and solve the problem in its generality in Section 7. The assumption allows
us to restate the overfitting problem as a sequence reconstruction problem in Section 2.1, which
can be of independent interest. In this case, in order to overfit on S, the adversary can provide its
predictions on the Sy as f(z1),..., f(x,) instead of specifying the entire function from X — [m].
Hence, instead of specifying classifiers f : X — [m] as queries, we specify it as length-n sequences
qd=(q1,92,---,qn) € [m]™, where ¢; = f(x;). ¢ corresponds to our guesses for the true labels
Z = 21,%2,...,%, of examples in .S. The accuracy query oracle then returns % Z?Zl lIg;=z;, the
fraction of labels correctly predicted by the query on the test set .S. In Section 5, and 6 we provide
optimal overfitting algorithms in this model. Finally, in Section 7, we remove this assumption and
extend algorithms to the scenario when test features are unknown to the adversary.

2.1. Sequence reconstruction from Hamming distance queries

Let Z = z1,...,2, € [m]™ be an unknown sequence that corresponds to the labels of examples in
S. Foraquery ¢ = q1,...,qn € [m]", an accuracy oracle returns

1
h(q,z) = n Z]Iqq;:z“
i=1

the fraction of correctly predicted locations. The Hamming distance dyam (G, Z) between g and Z is
related to h(q, z) as

dham(q_v 2) = n(l - h’(@: 2))

Therefore, the query that returns the fraction of matches is equivalent to a query that returns the
Hamming distance between the query and the underlying sequence. The objective is to adaptively
ask k queries and then output an estimate z = 21, 29, .. ., 2, for z. The performance of the algorithm
is measured by

WA, z) = E[h(%, 2],

where the expectation is over the algorithm’s randomization. The question of perfectly reconstruct-
ing z is well and long studied (Erd6s and Rényi, 1963; Chvétal, 1983), and our work resolves this
problem when only partial reconstruction is possible due to limited number of queries. Similar to
worst case accuracy in the previous section, the algorithms are evaluated on their worst performance

h(A) == min h(A,z),

ze[m]
and the goal is to find an algorithm that maximizes this worst case performance,

h(k,n,m) = max h(A).

Owing to the discussions above, we remark that h(k,n,m) = acc(k,n, m). Now, under the as-
sumption that the test set features Sy are known to the adversary, it can provide as each query its
predictions over the examples in Sy, and arbitrary predictions for z ¢ Sy. Since the accuracy
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responses depend only on Sy, and the goal is to overfit for .S, the question of overfitting reduces
to the question of predicting a sequence under Hamming queries. Until Section 7 we consider the
overfitting problem as a sequence reconstruction problem, and then in Section 7 generalize to the
case when the test features are unknown.

3. Reduction to average case

Instead of worst-case z, a natural question is to ask what happens if zZ ~ p, where p is a distribution
over [m]™. For an algorithm A, let

h(A,p) :==Ez, [h(A, Z)].

For p and any A,
h(A,p) > h(A). (1)

A key observation in our work is to prove that we can assume the labels to be generated from u},,
the uniform distribution over [m|”. In Theorem 2 we show that for any algorithm .4, there exists an
algorithm A’ such that

h(A") = h(A,ulL).

In fact, we will provide an efficient construction to obtain A’ from A. Hence, in the rest of the
paper, we design efficient algorithms whose performance on ul}, matches the upper bound, and
thereby proving their optimality. Theorem 2 can also be used to show a stronger result equating the
worst case and average case performance.

Corollary 1 For any k,n,m,
h(k,n,m) = max h(A) = maxh(A,uy,).
A A
Proof Let A* = argmax4 h(A). By (1),

max h(A) = h(A") < A(A" up,) < maxh(A,uf,).

Let A}, = argmax4 h(A, uy,) be the optimal algorithm under uniform distribution. By Theorem 2
below, there exists a Aﬁ;% such that

max h(A) > h( i) =h(Am ul) = max h(A, u,).

up, o’ -m
The corollary follows by combining the above two equations. |

We now formally show the construction of A" from A.

Theorem 2 For any randomized and adaptive algorithm A, there exists an algorithm A’ such that

h(A') = h(A,um).
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Proof Any algorithm A proceeds as follows. It chooses the first query ¢* € [m]™ according to
some distribution. Then for each ¢ = 2, ..., k, based on the previous queries {(jl, ey 45_1}, and
accuracy responses {h(q', z), ..., h(g"1, 2)}, it chooses the next (possibly randomized) query ¢'.
The final guess Z is determined from all the k queries and their accuracy responses.

We construct A’ from A as follows. Let # = m1,...,m, be n permutations, each chosen
independently and uniformly at random from S,,,, the set of all permutations on [m]. For a sequence
z,let w(z) = m1(z1),m2(22), ..., T (zn). Then for any z, 7(Z) is distributed according to u,

Now let A™ be the following algorithm. If the first query of A is ¢!, the first query of .A” is
7(q"). Then fori = 2,...,k, based on the previous queries {¢, Vj < i} and outputs {h(7 (), 2)Vj
i}, if A queries g then A” queries 7(q'). Finally, if A outputs 2, then A™ outputs 7(2). Now for
any query ¢,

n n

P | 1 L
h(7(g), 2) = n ZHM(%F% ~n Z]qu THE) T h(g, 771(2)).

i=1 i=1

Similarly, it can be shown that for the final output
h(AT,2) = h(7(2),2) = h(Z,771(2)) = h(A, 771 (2)). 2

Therefore A™ achieves the same expected accuracy on Z that A achieves on 7 1(z). Alternatively,
A™ can be viewed as follows. If the first query of A is g, A™ queries ¢* on #~!(Z). Then for each
i =2,...,k, based on the previous queries {¢’,Vj < i} and outputs {h(q, 7 1(2)),Vj < i}, if A
queries ¢', then A™, queries ¢' on 7~ 1(2). Finally if A returns output Z, then A™ outputs 7~ *(2) as
an estimate of 7~ !(z). Thus by (2),

Eaz [h(AT,2)] = Ea [Er [h(A", 2)]] = B4 [Ex [R(A, 77 (2)]] = B4 [h(A,u})],
where the last equality uses the fact that 7~ !(2) is distributed according to u”,. Hence,

h(A™) = InzinEA’ﬁ- [h(A™,2)]) = Ea[h(Au]})].

Therefore, choosing A’ to be A™, where T are randomly chosen permutations proves the theorem.
|

4. Overview of the algorithms

By the previous section, it suffices to design algorithms assuming that the labels Zz are drawn from
u’ , namely each label is uniformly and independently distributed on [m].

We first consider the case & = O(n/m). Feldman et al. (2019a) proposed random queries,
where each q;- is independently and uniformly drawn from [m]. Our queries on the other hand
are highly correlated across the examples. We divide the examples into essentially k£ groups, and
all the examples within a group are predicted with the same label. We will now summarize our
algorithm for k£ = 1, and a sketch that its overfitting bias is the optimal Q(y/1/mn), improving
from Q(y/1/(m?n)). The extension to larger k is based on similar principles. Our single query
for k£ = 1 consists of predicting all the labels to be ‘1’. If the accuracy on this query is at least
1/m, we predict all labels as ‘1’ as our final prediction, otherwise we predict all labels to be ‘2’.
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The number of examples with a particular label is Bin(n; 1/m), and for two different labels, the
number of examples with two different labels are negatively associated. Using arguments about
their variance, and other elementary tools, we show that this algorithm obtains a standard deviation
advantage over random predictions. Here the standard deviation of the number of examples with a
particular label is \/n/m, which we use to prove our result. The extension to larger & is similar in
spirit, where we divide the examples into k£ — 1 groups, and perform a similar operation over each
group. The pseudo code of the algorithm is given in Figure 1, and a complete analysis in Section 5.

When & = Q(n/m), Feldman et al. (2019a) proposed an algorithm with optimal overfitting
bias, which is however not computationally efficient. They choose a number ¢ = é(k) such that it
is possible to recover the labels of the first t examples perfectly from the queries. They achieve this
by performing uniform queries over the first ¢ examples, and constant queries over the remaining
(see Figure 2). Their guarantees are based on results from a similar problem studied in Erdés and
Rényi (1963); Chvatal (1983), which perform a brute force search over all possible labelings of
the ¢ examples, and thus are not computationally efficient. We will make a small modification to
their queries for simplicity of analysis. We will also predict the last n — ¢ examples with all one’s.
However, for each of the first t examples, we ensure that among the k queries there are exactly k/m
of each label. Instead of reconstructing all the ¢ examples simultaneously, we predict one example’s
label at a time, with a success probability of at least 3/4. We also remark that a slight modification
of our algorithm can be used with the queries as proposed by Feldman et al. (2019a) to give an
efficient optimal algorithm.

5. Small &

We show that the algorithm in Figure 1 achieves an overfitting bias of Q(y/k/mn) by proving the
following theorem.

Theorem 3 Letn > m. For 1 <k <1+ n/2m, A" in Figure 1 satisfies

1 1 k
7_‘_7 _

hAsmall’ ny >
( " )_m 8V mn

m

We prove this theorem for £ = 1, and k£ > 1 separately in the next two sections.

51. k=1
The query and final prediction. For / = 1, ... m, let Ny be the number of examples with label £.
Since, the labels are uniformly distributed, (N1, . .., IV,,) is distributed Multinomial (n; %, R %)

Our query is to predict all the labels as ‘1°, namely qjl = 1for 1 < j < n. The accuracy observed
is then Ny /n. If N7 > n/m, then we predict all labels as ‘1°, namely z; = 1for all j, otherwise we
output all the labels as ‘2’. The pseudocode is provided in Figure 1.

The number of correctly predicted labels is then given by N1 - In;>p/m + N2 - Iy <jm» and
the expected accuracy is

e 1
h(Asde’unm) = _—. K [Nl . HNIZn/m + N2 : ]IN1<n/m] .

n

Hence, Theorem 3 for £ = 1, follows from the following lemma.
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Algorithm Asma!
Ifk=1:
1. Let ¢* be the all one query i.e., qjl» =1,Vj.
2. Predict
X 1forall j, ifh(g',2) > 1/m,
2 =
! 2 for all j, otherwise.
Ifk>1:

1. Divide [n] into k — 1 blocks By, ..., Bi_1 such thatn/(k — 1) > |B;| > n/2(k — 1).
2. Forl1 <i<k:

qi—{l’ ifj € BiUByU...B;_1,
| =

2, otherwise.

3. Predict ' 4
. {1 forall j € B;, if h(¢Y,2) > h(d', 2).
Zj =

2 forall j € B;, otherwise.

Figure 1: Algorithm for small values of k.

Lemma 4 (Appendix A.1) Letn > m > 2. If (N1, ..., Ny,) is distributed Multinomial (n; %, . %)
E[N -1 + Ny I }>ﬁ+1 n
1IN >n/m 2 "4Ni<n/m] = m a\l'm:

52. 1<k<1+n/2m

The queries and the final prediction. We divide the n examples into k¥ — 1 (consecutive) blocks
By, ..., Bi_1 of almost equal sizes. Fori = 1,.. ., k, the ith query predicts ‘1’ for all the examples
in By U...U B;_; and it predicts ‘2’ for the remaining examples, namely q} =1ifje BiU...U
B;_1, and q} = 2 otherwise. Therefore, accuracy of the (¢ + 1)th query is larger than the ith query
if and only if in B;, there are more examples with label ‘1’ than those with ‘2°. Our final prediction
is to predict all examples in B; as ‘1’ if there are more ‘1’s, otherwise we predict all examples in B;
as ‘2’. The pseudocode is given in Figure 1.

Proof [Proof of Theorem 3 for k& > 1.] Let IV; , be the number of examples in B; with label /.
Then (Nyy, ..., Npe) is Multinomial (|B;]; ,...,1). Our final predictions correctly predicts
max{N; 1, N; 2} examples in B;. We use the following lemma to bound the expected overfitting
bias.

Lemma 5 (Appendix A.2) Letn’ > m > 2. If (N1, ..., Ny,) is distributed Multinomial (n/; L, ..., 1),

/

_'_

m

> =

/
E [max{Ni, N}] > =
m
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Summing over the blocks, the expected total number of correct predictions made by our algorithm
is

k—1

k—1
> E[max{N;1, Ni2}] > % T ( 4 ! 2(k fl)m <
i=1
> L nk @)

where (3) follows from Lemma 5 and the fact that |B;| > n/(2(k — 1)) > m. (4) follows from the
fact that £ > 2. Normalizing by n proves the theorem. |

6. Large k, k = Q(n/m)

In this section, we propose an efficient algorithm with the optimal overfitting bias for the large k&
case. In particular, we prove the following theorem.

Theorem 6 Let k > 9mlogm. Algorithm A8 in Figure 2 satisfies,

1 k

h large  n > )
(AT, um) m  36nlogm

m/) =
Our queries. Our queries are a small modification to that of Feldman et al. (2019a) that is slightly
easier to analyze. Suppose () denote the k x n matrix whose (i, j)th entry is q; Lett:=1+ %.
We choose the last n — ¢ columns of @ to be 1. The first ¢ columns of () are chosen independently
from the following distribution: Each column is picked uniformly from all the ( N ﬁk.“ N ) ways
such that there are exactly k/m occurrences of each label ¢ € [m], namely, for 1 < j < ¢, and any
¢ [m], {i: g} =} = k/m." We remark that this modification is only for simplifying the proof
of optimality, and in fact we can tweak our final prediction slightly to provide an algorithm that has
the optimal overfitting bias and using their queries.

The final prediction. Upon making the queries described above, we make the final prediction on
one example at a time. We predict the last n — ¢ queries as ‘1°, namely Z; = 1 for j > t. We then
show we can predict each of the first ¢ labels correctly with probability at least 3/4. Consider the
jth example, for 1 < j < t. For a label ¢ € [m], consider the k/m queries such that q;- = /¢, and
consider the average of the accuracies returned for these queries. Our prediction for the jth example
is the label for which this average accuracy is the largest, namely

The queries and predictions are described in Figure 2. We prove that our algorithm has the optimal
bias up to logarithmic factors.

Proof [Proof of Theorem 6] By symmetry of our queries and the reconstruction, note that the prob-
ability that Z; = z; is the same for all j = 1,...,¢. We will only consider j = 1, and prove that
Pr(Z; = zj) > 3/4. Let £* be the true label of the first example. Let 1V denote the number of 1’s

1. We assume that & is an integer multiple of m for simplicity. Same results hold without the assumption.
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Algorithm Al

Queries
L Lett:=1+ g
2. For1l gigkandj>t,q;.:1,
3. For 1 < j < t, independent across j, let qjl-, e ,qf be uniformly chosen from all se-

quences in [m]* that have each element in [m] appearing exactly k/m times.
Predict

L. For1 <j <t, z; = argmaxc|y) Zi.qi_zz h(q"), breaking ties randomly.
4
2. Forj>t,letz; = 1.

Figure 2: Algorithm for large values of k.

in the last n — ¢ examples. For ¢ € [m], let A, be the total number of correctly predicted examples
by all the queries that predict the first examples as ‘1°, i.e.,

Ay =n- thz ZZqu_g—— H@g*‘l‘* W—i—ZZHq —o

qu— zqi-@] 1 qu—ZJ =2
Let
t
Sy Y
i:q’izf]'ZQ
then for £ #£ £*
k
Ape — Ap = — + My« — M.
m

Now qi and q]i are independent for j # j', namely the queries are independent across examples.
Further from basic balls and bins results for a fixed j, I gi=¢ are negatively associated across i.

Therefore, M, for any ¢ will satisfy the Chernoff bounds: For & <1

2
Pr (|M; — E[My]| > E[M]) < 2exp <—3]E[Me]> . )
Now for each £ by the linearity of expectations,
k1
E[M t—1) — - —.
= (1)
Suppose ¢ is such that eE[M,] < 5, and & IE[M ¢] > 3logm, then by (5) and the union bound
2 1
Pr argrér%Ag;éﬁ <(m-1)- ﬁgz

and with probability at least 3/4, z; = z1. Now, eE[M,] < 5 holds for

m? k m

S G_—Dkam  -1)

10
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and %E[Mg] > 3logm holds for ¢ > 9logm - % Therefore, we can find a suitable ¢
whenever

m2 m
1 . < 1.
\/9 B G TR S =1
k

If we choose t = 1 + STogm and k£ > 9mlogm, then the condition above holds. Therefore, the
expected number of correctly predicted labels is at least

3t—|—1( t)—n—i—t 3 1 >n+ k
4 m T m 4 m) ~m 36logm’

proving the result. n

7. Overfitting without test features

As stated in Section 2, the results so far assume that the adversary has knowledge of the test fea-
tures. We note that the above results also hold when the test features are unknown, but the test set
is indexed and is always evaluated in a particular order. In this case, the adversary can create a
classifier f : X x [n] — ), that only looks at the index of the test sample and uses it to query. In
particular, f(z,i) = g;.

However, in the more general setting, we may not have access to the features of the test set,
and there may not be a fixed ordering of the test examples. In this case, instead of query being a
length-n sequence, the adversary in the ith query needs to provide a classifier f* : X — ). We
will now generalize the algorithms in the previous sections into algorithms whose each query is a
classifier over the entire feature space. The guarantees for our new algorithms will be the same as
those of Theorem 3 and Theorem 6 up to constant factors. These extensions work under a natural
assumption that that all the n test features in Sy are distinct.

Recall that f is true underlying mapping from X to ). Let F be the set of all functions from X’ to
Y. For a test set S, Sy is the set of features 1, . .., x,, i.e., the examples with their labels dropped.
With these definitions, let acc(A, Sx, f) := acc(A, S). For an algorithm A and a distribution p
over F, let

acc(A, Sx,p) = Esplacc(A, Sx, f)].

Similar to Theorem 2, we first show that uniformly random f are the hardest to overfit. Let u,, be
a distribution over F such that when f ~ u,,, then for each x € X, f(x) is independently and
uniformly distributed over [m]. Hence, as before, it suffices to consider random functions generated
by u,,.

Theorem 7 (Appendix B.1) For any randomized adaptive algorithm A, there exists algorithm A’
such that
acc(A’, S) = acc(A, Sx, um).

As before, Theorem 7 can also be used to show a stronger result equating the worst case and average
case performance. The proof is similar to Corollary 1 and we omit it.

Corollary 8 For any k,n, m,

max acc(A) = max acc(A, um,).

11
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7.1. Algorithms without test features for small &

We will now provide the modifications to the previously proposed algorithms 4™ and .A4laree,
which are optimal even without knowledge of the features. For k = 1, recall that A*™! queried
using the all one query. Even when the test features are unknown, we query a function f! such that
fY(x) = 1,Vx € X. For k > 1, recall that in A™!!, we divided the examples into k — 1 blocks with
almost equal sizes. In particular, our guarantee for A holds when the number of examples in
each block is at least 2n/(k — 1). This is possible to do when we have access to the test set features.
Without knowing the features of the test set, we propose the following. Let g : X — [k — 1] be a
random mapping from X to [k — 1], such that for each € X' g(z) is independently and uniformly
distributed over [k — 1]. Forj = 1,...,k — 1, let

By = {x € X:g(a) = j}. ©)

For k > 1, the only modification is in step (2) of A We predict ‘1’ for all symbols z €
B1U By ...B;_1, and ‘2’ otherwise. The algorithm and the analysis is in Appendix B.2.

7.2. Algorithms without test features for large &

Recall that in A'3€¢ in Figure 2, we made queries that ensured that each of the first £ examples were
queried precisely k/m times with each query, and the remaining n — ¢ examples are always queried
with all “1’s. This is not possible to do precisely without access to the features since we cannot
choose a set that has exactly ¢ of the examples in S. We make small modifications to make it work
when features are unknown. Let X; C X be a randomly chosen subset of X" such that each element
inx € X is in &; with probability ¢/n (this requires the knowledge of n). For each x ¢ A}, let
fi(z) = 1Vi. Foreach x € &, let f!(x), f?(x),.. ., f¥(x) be uniformly chosen from all sequences
in [m]* that have each label in [m] appearing exactly k/m times. Since &} is chosen at random, the
expected number of examples is & is ¢, and by the Chernoff bound, this value concentrates around
t, and therefore the guarantees of the algorithm still remains the same up to constant factors. The
rest of the analysis is similar to that of Theorem 6 and we omit it. The precise algorithm is given in
Appendix B.2.

8. Information theoretic upper bound

Our proposed algorithm A%™! and the information theoretic bounds of Feldman et al. (2019a) differ
by a factor of O(y/log n). This previously known information theoretic upper bound uses minimum
description length argument. By a careful analysis that uses Corollary 1, we show that the v/log n
factor can be removed when k£ = 1. It would be interesting to see if this can be extended to other
values of k. Furthermore, for k& = 1 as the proof of Theorem 9 shows 4™ is optimal including up
to the constants”.

Theorem 9 (Appendix C) Fork =1,

1 1
_i_f

1
max M(A) < D4 S\ a1y

2. We note that the results in Theorem 9 and Theorem 3 differ by a constant factor due to the analysis technique.
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Appendix A. Properties of the multinomial distribution
A.1l. Proof of Lemma 4

Let IV}, be an independent copy of Na. Since N; and N are negatively correlated,

E [N - Inysn/m 4+ N2 - Iny<ngm] = E [N Iy sn/m + No - Ing<njm)
_E [N1 Ay sn/m + % - ]IN1<n/m]
=B|(W = 0) Trizaga] + 0
Let X be a random variable with E[X]| = a. Since | X — a| = (X — a)lx>q + (@ — X)Ix<q,
E[IX —af = 2-E[(X — a)lxsd.

Using this with X = Ny, and E [N1] = n/m gives

2 m m

n n 1 1 n
E [(Nl - 7) 'Hlen/m] + g HM — = ] +
m m
Berend and Kontorovich (2013, Theorem 1) showed that for Y ~ Bin(n; p) with % <p<1l-— %

np(l—p)

B —npl) 2 /2

)

Using this with Y = Ny, and p = 1/m > 1/n, we obtain

2 m m - m 2\ 2m m m 4\ m

where the final step uses m > 2. Plugging this back proves the lemma.
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A.2. Proof of Lemma 5
Note that

N1+ No " ’Nl —NQ‘
2 2 ’

Since N7 and Ny are distributed Bin(n’; 1/m), E[N1 + Na] = %"I Let NV}, be an independent copy
of N,. Since N; and N, are negatively correlated,

max{Nl, NQ} =

E[|N, — Naf] > E[N, — Nj|| > E [ Ny — ] ®)
(-2 }
> (©)]
- 2m m
> R’ (10)

where (8) follows from Jensen’s inequality, (9) from (7), and (10) uses m > 2.

Appendix B. Extensions to unknown test features

B.1. Proof of Theorem 7

The proof is similar to that of Theorem 2. Recall that an algorithm A proceeds as follow. It chooses
the first query f! from some distribution over F. Fori = 2,...,k, based on the {f!,..., fi~'},
and accuracy responses {acc(f',z),...,acc(f""!,2)}, it chooses the next, possibly randomized,
f%. The final guess f is designed based on all the k£ queries and their accuracy responses.

We construct A" from A as follows. For each 2 € X, let 7, be an independent and uniformly
sampled permutation over [m]. For f € F, let fr € F be fr(z) := mz(f(x)). Then, note that for
any f, fr is distributed according to u,,.

Let A™ be the following algorithm. If the first query of A is f?, then the first query of A™ is

7(f1). Fori = 2,...,k, based on the previous queries { f?r,V] < i} and outputs {acc( f1,2)Vj <
i}, if A queries fl then A™ queries fi. Finally, if A outputs f., then A™ outputs m( f ). Now for any
f7 and the true f,

: 1< 1<
acc(fr, f) = n ;]Iwzi(f(xi)):f(xi) 0 Z]If(xi):ﬂ—;il(f(xi)) = acc(f, 7 (f)).

i=1

Similarly, it can be shown that for the final output

aCC(-Aﬂa SXa f) = aCC(ﬂ'(f), f) = acc(f, f7r*1) = aCC(Av SXa fw*l)' (11)

Therefore A™ achieves the same expected accuracy on f that 4 achieves on f,-1. Alternatively, A™
can be viewed as follows. If the first query of A is f!, A™ queries f! on f,—1. Then for each i =
2,...,k, based on the previous queries {f7,Vj < i} and accuracy responses {acc(f?, fr-1),Vj <

15
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Algorithm Asmall
Ifk=1:
1. Let f! be the all one query i.e., f1(z) = 1,Vz € X.
2. Predict
. 1forall z, ifacc(f!,2z)>1/m,
Z;i =
! 2 forall z, otherwise.
Ifk>1:

1. Partition X into k — 1 blocks B1, ..., By_1 using the function g defined in (6).
2. Forl1 <i<k:

i )1, ifxe B UByU... B,
fx) = -
2, otherwise.

3. Predict ' '
) {1 forallz € B;, if h(fL,2) > h(fi, 2),

2 forall x € B;, otherwise.

Figure 3: Algorithm for small values of k£ without the test features.

i}, if A queries f’, then A", queries f* on f.-1. Finally if A returns output f, then A™ outputs
f=—1 as an estimate of f,.—1. Thus by (11),

Ean [MAT, f)] = Ea [Ex [acc(A”, f)]] = Ea [Ex [ace(A, fr-1)]] = Ea [h(A, upn)],
where the last equality uses the fact that f,—1 is distributed according to u,,. Hence,

h(A™) = mfinIElA,7r [acc(A™, f)]) = Ea [acc(A, up)] .
Choosing A’ to be A™, where 7 are randomly chosen permutations proves the theorem.

B.2. Algorithms

We provide the complete algorithm for Aiﬁ‘ﬁlﬂlown and Aﬁﬁﬁown in Figures 3 and 4 respectively. As
discussed in Section 7.2, the proof for large values of k is similar to that of Theorem 6. We now
outline the sketch the proof for small values of k.

The analysis of Aﬁrﬁ‘fllllown for k > 11s similar to that of Theorem 3, except we need to incorporate
the condition that each B; is now not guaranteed to have size n/(2(k — 1)). We modify the proof
of Theorem 3 as follows.

Recall that Let V; ; be the number of examples in B; with label “¢’. Then (Ny g, ..., Ny e) is
Multinomial (|B;|; =, ..., L). Our final predictions correctly predicts max{N; 1, N; 2} examples

in B;. Hence, summing over the blocks the total expected number of correct predictions by our

16
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Algorithm A"

unknown

Queries
1. Lett: =1+ ﬁ, and X; C X is defined in Section 7.2.
2. For1<i<kandz ¢ &, fi(z) = 1.
3. Independently for each = € A}, let f1(x),..., f*(z) be uniformly chosen from all se-

quences in [m]” that have each label in [m] appearing exactly k/m times.
Predict

1. For z € Xt, f(ac) = arg maxXge ] Zi:fi(z)zé h(f?, z), breaking ties randomly.
2. Forz ¢ Xy, let f(x) = 1.

Figure 4: Algorithm for large values of k without the test features.

algorithm conditioned on B; is

k—1
Z E [maX{Niyl, N@QH

i=1
k-1 b1
— ZE [max{Nj 1, Ni2}] 1|, j>n/2(k—1)) + ZE (max{N; 1, Ni 2} 1B,<n/2(k-1))
=1 i=1
k-1 1
Ni1+ N2
Z ;E [maX{Ni,L Ni,?}] 1‘Bl|2n/(2(k—1)) + E_;E |:2:| llBi‘<n/(2(k’—1))

k—1
= Z m * 4 2(k — 1)m1\B¢|2n/(2(k—1))
i=1

n = (k} — 1) n
= T\ 20E— Dym 1Bz 2D,
=1

where the second inequality follows from Lemma 5. Recall that for a binomial distribution, the

o

-
Il

median is larger than |np|. The lemma follows by observing that since | B;| ~ Bin <n; ﬁ) and
n/((k=1)) = 2, Pr(|Bi| = n/(2(k — 1)) > 1/2).

Appendix C. Proof of Theorem 9

By Corollary 1,
max h(A) = max h(A,uy,).
A A

Hence it suffices to consider sequences generated by the uniform distribution. We first argue that
there is a deterministic algorithm that maximizes h(.A,u],). Let A be the set of all deterministic
algorithms. Let .A* be the optimal algorithm. Recall that any randomized algorithm can be written as
a distribution over deterministic algorithms. Let A 4 is the probability that the randomized algorithm

17
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A* assigns to a deterministic algorithm A € A. Then,

h(A*un) = Aah(A,up,) < max h(A, uy,),
A€eA

Hence, there exists a deterministic algorithm which performs as good as A* and there exists an
optimal deterministic algorithm.

Since the algorithm is deterministic, by the symmetry of ul’, it suffices to consider the first
query § as the all one sequence i.e., ¢; = 1 fori = 1,...,n. After this query, let Z be the estimate
of the optimal deterministic algorithm.

h(A ) = Ezeup, [1(Z, 2)]
= Eh((j’g) [Ezwuﬁl [h(i, E) |h(Cj7 5)“

= Epge) By, (21, 2:) |07, 2)]],
i=1

where the first equality follows by law of conditional expectations and the second equality follows
by the linearity of expectations. Without loss of generality consider ¢ = 1,

E.cup, [P(21, 21)|(q, 2 = 2 Prla = ilh(72) = r)h(a1, 21)
J€[m]
< max Pr(z; = ilh(q,z) =)
JE€m]

= max Pr(z; = i|lh(q,2) =)
j€[m]

_ Pr(h(q,z) = r|z1 = i) Pr(Z1 = 1)
j€lml Pr(h(q,2) =) ’

where the last equality follows by Bayes rule. Note that h(g,z) ~ Bin(n;1/m) and condi-
tioned on z; = 1 h(g,z) ~ Bin(n —1;1/m) + 1 and conditioned on 21 = j # 1, h(q,z) ~
Bin (n — 1;1/m). Hence, the above quantity can be simplified to

18
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Let r = h(q, z). Then, r ~ Bin (n — 1; 1/m) Combining the above equations together,

“ n 1 [rm  (n—r)m  mlrm—n
AT um) < ZmET n " n(m—1)  n(m-—1)
_ 1 Ellrm—nl]
m o 2n(m—1)
1 E[(rm — n)?]
< =
—m 2n(m — 1)
I S
- m 2v/n(m —1)’
whereweusedE[(r—Z)ﬂ =n-L.(1-21)
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