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Abstract

We provide sample complexity upper bounds for agnostically learning multivariate Gaussians under
the constraint of approximate differential privacy. These are the first finite sample upper bounds
for general Gaussians which do not impose restrictions on the parameters of the distribution. Our
bounds are near-optimal in the case when the covariance is known to be the identity, and conjectured
to be near-optimal in the general case. From a technical standpoint, we provide analytic tools for
arguing the existence of global “locally small” covers from local covers of the space. These are
exploited using modifications of recent techniques for differentially private hypothesis selection.
Our techniques may prove useful for privately learning other distribution classes which do not
possess a finite cover.

1. Introduction

Given samples from a distribution P, can we estimate the underlying distribution? This prob-
lem has a long and rich history, culminating in a mature understanding for many settings of interest.
However, in many cases the dataset may consist of sensitive data belonging to individuals, and naive
execution of classic methods may inadvertently result in private information leakage. See, for in-
stance, privacy attacks described in such estimation settings including Dinur and Nissim (2003);
Homer et al. (2008); Bun et al. (2014); Dwork et al. (2015); Shokri et al. (2017), and the sur-
vey Dwork et al. (2017).

To address concerns of this nature, in 2006, Dwork, McSherry, Nissim, and Smith introduced
the celebrated notion of differential privacy (DP) Dwork et al. (2006b), which provides a strong
standard for data privacy. It ensures that no single data point has significant influence on the output
of the algorithm, thus masking the contribution of individuals in the dataset. Differential privacy has
seen practical adoption in many organizations, including Apple Differential Privacy Team, Apple
(2017), Google Erlingsson et al. (2014); Bittau et al. (2017), Microsoft Ding et al. (2017), and the
US Census Bureau Dajani et al. (2017). At this point, there is a rich body of literature, giving
differentially private algorithms for a wide array of tasks.

There has recently been significant interest in distribution and parameter estimation under differ-
ential privacy (see Section 1.1.2 for discussion of related work). Most relevant to our investigation
is the work of Bun, Kamath, Steinke, and Wu Bun et al. (2019), which provides a generic frame-
work that, given a cover for a class of distributions, describes a private algorithm for learning said
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class with sample complexity logarithmic in the size of the cover. There, the privacy guarantee is
the strongest notion of pure (e, 0)-differential privacy.

An obvious drawback of this approach is that it fails to provide sample complexity upper bounds
for estimating classes of distributions which do not possess a finite cover. The canonical example is
the set of all Gaussian distributions. It turns out that this is inherently impossible — “packing lower
bounds” imply that no finite sample algorithm exists for such cases under pure differential privacy.
This theoretical limitation can have significant practical implications as well, as it forces the data
analyst to choose between having good accuracy and preserving privacy. It turns out that, under pure
differential privacy, the only way to avoid this issue is to assume the underlying distribution belongs
to a more restricted class — such as Gaussian distributions with bounded mean and covariance.

On the other hand, stronger results are possible if one relaxes the privacy notion to the weaker
guarantee of approximate differential privacy Dwork et al. (2006a). In particular, it is known that
this relaxation permits “stability-based” approaches, which can avoid issues associated with infinite
covers by pinpointing the area where “a lot of the data lies,” see, e.g., the classic example of the
stability-based histogram Korolova et al. (2009); Bun et al. (2016).

Using such approaches, Bun et al. (2019) exploit the stability-based GAP-MAX algorithm
of Bun et al. (2018), refining their framework to provide algorithms under approximate differen-
tial privacy. The caveat is that this time the approach requires construction of a more sophisticated
object: a cover for the class which is in a certain technical sense “locally small.” Such locally
small covers are much more difficult to construct and analyze. As such, Bun et al. (2019) only
provide them for univariate Gaussian and multivariate Gaussians with identity covariance. As the
most notable omission, they do not provide a locally small cover for general multivariate Gaussians.
Indeed, for Gaussians with identity covariance, it is easy to reason about the local size of covers, as
total variation distance between distributions corresponds to the ¢3-distance between their means.
However, when the covariance is not fixed, the total variation distance is characterized by the Maha-
lanobis distance, which has a significantly more sophisticated geometry. Analyzing these situations
to show local smallness appears to be intractable using current analytic techniques, which involve
explicitly constructing and analyzing a cover of the space. Given this challenge, up to now it has not
been clear even whether a finite sample algorithm exists at all! And this is only for the fundamental
case of Gaussians, raising the question of how one would even approach more complex classes of
distributions.

1.1. Results and Techniques

We resolve these issues by providing a simpler method for proving existence of locally small
covers. These lead to our main results, sample complexity upper bounds for semi-agnostically
learning Gaussian distributions under approximate differential privacy.

Theorem 1 (Informal version of Theorem 40) The sample complexity of semi-agnostically learn-
ing a d-dimensional Gaussian distribution to «-accuracy in total variation distance under (g,0)-

differential privacy is
~(d*> d® log(1/§
O <2 + — + Og(/)> .
Q@ ag €

This is the first sample complexity bound for privately learning a multivariate Gaussian with no
conditions on the covariance matrix. The first and third terms are known to be tight, and there
is strong evidence that the second is as well, see Section 1.1.1. The previous best algorithm was



PRIVATELY LEARNING UNBOUNDED GAUSSIANS

that of Kamath et al. (2019a), which provided the stronger guarantee of concentrated differential

privacy Dwork and Rothblum (2016); Bun and Steinke (2016) (which is intermediate to pure and

approximate DP). However, it required the true covariance ¥ to be bounded as I < ¥ < K1 for
1/2 g

. . o 3/2
some known parameter K, and the third term in the sample complexity is instead O <% ,

which is prohibitive for large (or unknown) K. In contrast, our result holds for unrestricted Gaussian
distributions.
We also provide a better upper bound for the case when the covariance matrix is known.

Theorem 2 (Informal version of Theorem 38) The sample complexity of semi-agnostically learn-
ing a d-dimensional Gaussian distribution with known covariance to a-accuracy in total variation
distance under (&, 0)-differential privacy is

@(d+d+10g(1/5)>_

a?  ae €

This is the first bound which achieves a near-optimal dependence simultaneously on all parameters,
see Section 1.1.1. In particular, it improves upon previous results in which the third term is replaced

by O (M) Bun et al. (2019) or O (M) Karwa and Vadhan (2018); Kamath et al.

ag

(2019a); Bun et al. (2019).

While we apply our approach to multivariate Gaussian estimation, it should more broadly apply
to other classes of distributions with no finite-sized cover.

As mentioned before, we build upon the approach of Bun, Kamath, Steinke, and Wu Bun et al.
(2019) to provide methods better suited for estimation under the constraint of approximate dif-
ferential privacy. Their work focuses primarily on pure DP distribution estimation for classes of
distributions with a finite cover. Specifically, given a class of distributions with an a-cover of size
Ca, they give a pure DP algorithm for learning said class in total variation distance with sample
complexity O(log|C,|). Naturally, this gives vacuous bounds for classes with an infinite cover —
indeed, packing lower bounds show that this is inherent under pure DP Hardt and Talwar (2010);
Beimel et al. (2014); Bun et al. (2019). To avoid these lower bounds, they show that learning is
still possible if one relaxes to approximate DP and considers a “locally small” cover: one that has
at most k elements which are within an O(«)-total variation distance ball of any element in the
set. The sample complexity of the resulting method does not depend on |C,|, and instead we pay
logarithmically in the parameter k. They apply this framework to provide algorithms for estimating
general univariate Gaussians, and multivariate Gaussians with identity covariance. However, their
arguments construct explicit covers for these cases, and it appears difficult to construct and analyze
covers in situations with a rich geometric structure, such as multivariate Gaussians. Indeed, it seems
difficult in these settings to reason that a set is simultaneously a cover (i.e., every distribution in the
class has a close element) and locally small (i.e., every distribution does not have foo many close
elements).

We avoid this tension by taking a myopic view: in Lemma 29, we show that if we can construct
a cover with few elements for the neighbourhood of each individual distribution, then there exists
a locally small cover for the entire space. This makes it significantly easier to reason about locally
small covers, as we only have to consider covering a single distribution at a time, and we do not have
to reason about how the elements that cover each distribution overlap with each other. For example:
to cover the neighbourhood of a single Gaussian with (full rank) covariance 3., we can transform
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the covariance to the identity by multiplying by /2, cover the neighbourhood of N (0, I) (which
is easier), and transform the cover back to the original domain. This is far simpler than trying
to understand how to simultaneously cover multiple Gaussians with differently shaped covariance
matrices in a locally small manner. Our results for covering are presented in Section 3.

We then go on to apply these locally small covers to derive learning sample complexity upper
bounds in Section 4. As mentioned before, this is done in Bun et al. (2019), though we refine their
method to achieve stronger bounds. While this refinement is simple, we believe it to be important
both technically (as it allows us to achieve likely near-optimal sample complexities) and conceptu-
ally (as we believe it clearly identifies what the “hard part” of the problem is). To elaborate, our
approach can be divided into two steps;

1. Coarse Estimation. Find any distribution which is 0.99-close to the true distribution, using
the approximate DP GAP-MAX algorithm in Bun et al. (2019).

2. Fine Estimation. Generate an O(«)-cover around the distribution from the previous step,
and run the pure DP private hypothesis selection algorithm in Bun et al. (2019).

We are not the first to use this type of two-step approach, as such decomposition has been previously
applied, e.g., Karwa and Vadhan (2018); Kamath et al. (2019a, 2020). However, it was not applied in
the context of the GAP-MAX algorithm in Bun et al. (2019), preventing them from getting the right
dependencies on all parameters — in particular, it was not clear how to disentangle the dependencies
on log(1/9) and 1/« using their method directly.

Other beneficial features of this two-step approach, which have also been exploited in the past,
include its modularity and the fact that the first and second steps involve qualitatively different
privacy guarantees. However, we additionally comment how coarse an estimate required in the first
step — while the description above states that we require a 0.99-close distribution, we may actually
only need one with total variation distance bounded by 1 — ¢, where ¢ may be exponentially small
in the parameters of the problem! See Remark 35. We hope that shining a light on this somewhat
unconventional regime for private distribution estimation, which only requires a “whiff” of the true
distribution, will inspire further investigation.

As a final contribution, in Section 5, we revisit the generic private hypothesis selection problem.
The main result of Bun et al. (2019) is an algorithm for this problem which requires knowledge
of the distance to the best hypothesis. They then wrap this algorithm in another procedure which
“guesses” the distance to the best hypothesis, resulting in a semi-agnostic algorithm. However,
this loses large factors in the agnostic guarantee and is rather indirect. We instead analyze the
privatization of a different algorithm, the minimum distance estimate, which gives a semi-agnostic
algorithm directly, with an optimal agnostic constant (i.e., providing a tight factor of 3 Devroye and
Lugosi (2001)). In our opinion, the algorithm and proof are even simpler than the non-agnostic
algorithm of Bun et al. (2019).

Theorem 3 (Informal version of Theorem 27) There exists an e-differentially private algorithm
for semi-agnostic hypothesis selection from a set of m distributions H = {Hy,...,Hy,}. The
algorithm requires n samples from some distribution P and returns a distribution H € H where
TV(P,H) < 3-OPT + a, where

O <log2m N 1ogm> .
a ag




PRIVATELY LEARNING UNBOUNDED GAUSSIANS

1.1.1. COMPARISON WITH LOWER BOUNDS

It is folklore that the non-private sample complexity of estimating a single d-dimensional Gaus-
sian to accuracy « in total variation distance is ©(d?/a?), or, in the case when the covariance is
the identity, ©(d/a?). Therefore the leading terms in the sample complexity bounds of Theorems 1
and 2 are tight.

Lower bounds for private statistical estimation are comparatively less explored. Karwa and
Vadhan Karwa and Vadhan (2018) showed a lower bound of ©2(log(1/9)/e), even for the simple
case of estimating the mean of a univariate Gaussian with known variance, thus matching the third
terms in Theorems 1 and 2.

However, approximate DP lower bounds in the multivariate setting are notoriously hard to come
by, with the predominant technique being the “fingerprinting” approach Bun et al. (2014); Steinke
and Ullman (2015); Dwork et al. (2015); Kamath et al. (2019a); Cai et al. (2019). Using this
technique, Kamath, Li, Singhal, and Ullman Kamath et al. (2019a) show a lower bound of Q(d /ag)
for Gaussian estimation with identity covariance, thus nearly-matching the second and final term in
Theorem 2. We note that this sample complexity does not change when we convert to the stronger
notion of pure differential privacy Kamath et al. (2019a); Bun et al. (2019).

Kamath et al. (2019a) also proves a lower bound of Q(d?/ag) for general Gaussian estimation
under pure differential privacy. Using the aforementioned invariance of the complexity of estimation
with identity covariance under pure and approximate DP, we take this as strong evidence that there
exists a lower bound of €2(d?/ae) for estimation of general Gaussians under approximate DP as
well.

1.1.2. ADDITIONAL RELATED WORK

The most relevant works are those on private distribution and parameter estimation, particularly
in multivariate settings Nissim et al. (2007); Bun et al. (2014); Steinke and Ullman (2017a,b); Dwork
et al. (2015); Bun et al. (2017); Karwa and Vadhan (2018); Kamath et al. (2019a); Cai et al. (2019);
Bun et al. (2019); Acharya et al. (2020); Kamath et al. (2020); Biswas et al. (2020). While many
of these focus on settings with parameters bounded by some constant, some pay particular atten-
tion to the cost in terms of this bound, including Karwa and Vadhan (2018); Kamath et al. (2019a);
Bun et al. (2019); Biswas et al. (2020); Du et al. (2020). Private ball-finding algorithms Nissim
et al. (2016); Nissim and Stemmer (2018) provide approximate DP approaches for finding small
£5-balls containing many points, which can be applied in sample-and-aggregate settings Kamath
et al. (2019b). However, these too appear to be unable to exploit the sophisticated geometry that
arises with non-spherical covariance matrices of general Gaussians. Broadly speaking, we are not
aware of any existing approach that is able to entirely avoid dependence on bounds on the parame-
ters. Other works on differentially private estimation include Dwork and Lei (2009); Smith (2011);
Diakonikolas et al. (2015); Bun and Steinke (2019); Zhang et al. (2020). See Kamath and Ullman
(2020) for more coverage of recent works in private statistics.

The work of Bun, Kamath, Steinke, and Wu Bun et al. (2019) is built upon classic results
in hypothesis selection, combined with the exponential mechanism McSherry and Talwar (2007).
The underlying non-private approach was pioneered by Yatracos Yatracos (1985), and refined in
subsequent work by Devroye and Lugosi Devroye and Lugosi (1996, 1997, 2001). After this, ad-
ditional considerations have been taken into account, such as computation, approximation factor,
robustness, and more Mahalanabis and Stefankovic (2008); Daskalakis et al. (2012); Daskalakis
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and Kamath (2014); Suresh et al. (2014); Acharya et al. (2014); Diakonikolas et al. (2016); Ashtiani
et al. (2018b,a); Acharya et al. (2018); Bousquet et al. (2019); Aden-Ali and Ashtiani (2020). No-
tably, these primitives have also been translated to the more restrictive setting of local differential
privacy Gopi et al. (2020). Similar techniques have also been exploited in a federated setting Liu
et al. (2020).

2. Preliminaries
2.1. Notation

For any m € N, [m] denotes the set {1,2,...,m}. Let X ~ P denote a random variable X
sampled from distribution P. Let (X;)/"; ~ P™ denote an i.i.d. random sample of size m from
distribution P. For a distribution @) over a domain X and a set A C X', we define Q(A) as the
probability () assigns to the event A.

For a positive integer d let Sy € R?*? be the set of all d-by-d positive semi-definite real ma-
trices. For a matrix A € R™*", define [|A1,1 = 1%, D77, [Aij| and [|Alloo,co0 = max; j [Ay].
The determinant of a square matrix A is given by det(A).

Definition 4 A d-dimensional Gaussian distribution N (u, ¥) with mean p € R and covariance
matrix Y € Sy is a distribution with density function:

_exp (=3 —p)"S @ - p))
ple) = 2 det(>) '

We define the set of d-dimensional location Gaussians as Q(f = {N (u, I):p € Rd}, and
the set of d-dimensional scale Gaussians as G5 = {N (0,%) : ¥ € Sy}. Define the set of (all)
Gaussians as Gg := {./\/ (1, ) : p€RELY € Sd}. A useful property of Gaussian distributions
is that any linear transformation of a Gaussian random vector is also a Gaussian random vector.
In particular, if X ~ N(u,Y) is a d-dimensional Gaussian random vector and A and b are a d-
dimensional square matrix and vector respectively, it follows that

AX +b~N(Ap+ b, ADAT). (1)

2.2. Distribution Learning

A distribution learning method is an algorithm that, given a sequence of i.i.d. samples from
a distribution P, outputs a distribution H as an estimate of P. The focus of this paper is on ab-
solutely continuous probability distributions (distributions that have a density with respect to the
Lebesgue measure), so we will refer to a probability distribution and its probability density function
interchangeably. The specific measure of “closeness” between distributions that we use is the rotal
variation distance:

Definition 5 Let P and () be two probability distributions defined over X and let §2 be the Borel

sigma-algebra on X. The total variation distance between P and Q) is defined as
1 1
TV(P,Q) = sup [P(5) = Q(5)| = / [P(z) = Qz)|dz = S|P — Q|1 € [0,1].
SeQ 2 Jrex 2

Moreover, if H is a set of distributions over a common domain, we define TV (P, H) = inf ey TV(P, H).
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Given X ~ Pand Y ~ @, it is often useful for us to overload notation and define TV(X,Y") =
TV(P,Q). We say two distributions P and H are ~y-close if TV(P,H) < ~. We also say a
distribution P is vy-close to a set of distributions H if mingey TV(P, H) < ~. We can now
formally define a distribution learner:

Definition 6 (Realizable PAC learner) An algorithm is said to be a (realizable) PAC learner for a
set of distributions H with sample complexity ny («, B) if given parameters «, 3 € (0, 1) and any
P € H, the algorithm takes as input o, B and a sequence of ny(«, ) i.i.d. samples from P, and
outputs H € H such that TV(P, I;T) < « with probability at least 1 — 3."

The following two definitions handle the case when we have model misspecification: we receive
samples from a distribution P which is not in the class H. The difference between the two is that
in the robust definition (Definition 7) the algorithm is provided with an upper bound on the distance
between P and H, while it is not in the agnostic setting (Definition 8).

Definition 7 ((£, C')-robust PAC learner) An algorithm is said to be a (£, C')-robust PAC learner
for a set of distributions H with sample complexity ﬁ% (a, B) if given parameters o, 3,& € (0,1)
and any distribution P such that TV (P, H) < ¢, the algorithm takes as input «, B, € and a sequence
of 1§ (v, B) i.i.d. samples from P, and outputs H € H such that TV(H*, H) < C - £ + a with
probability at least 1 — .

Definition 8 (C-agnostic PAC learner) An algorithm is said to be a C-agnostic PAC learner for
a set of distributions H with sample complexity n%(a, B) if for any o, B € (0,1) and distribution
P such that TV(P,H) = OPT, given o, 3 and a sequence of n$,(c, 8) i.i.d. samples from P, the
algorithm outputs H € H such that TV(P, ﬁ) < C - OPT + « with probability at least 1 — B. If
C =1, the algorithm is said to be agnostic.

We will sometimes refer to a C'-agnostic PAC learner as a semi-agnostic PAC learner for C' > 1, as
is standard in learning theory. A useful object for us to define is the total variation ball.

Definition 9 (TV ball) The rotal variation ball of radius v € [0, 1], centered at a distribution P
with respect to a set of distributions H, is the following subset of H.:

B(v,P,H)={H € H:TV(P,H) <~}.

In this paper we consider coverings and packings of sets of distributions with respect to the total
variation distance.

Definition 10 (v-covers and ~y-packings) For any v € [0,1] a y-cover of a set of distributions
H is a set of distributions C, such that for every H € H, there exists some P & C, such that
TV(P,H) <.

A vy-packing of a set of distributions H is a set of distributions P, C H, such that for every pair
of distributions P, () € P., we have that TV (P, Q) > .

1. The probability is over the random samples drawn from P"™ and the randomness of the algorithm.
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Definition 11 (v-covering and y-packing number) For any v € [0, 1], the y-covering number
of a set of distributions H, N(H,v) := min{n € N : 3C,s.t. |C,| = n}, is the size of the
smallest possible ~y-covering of H. Similarly, the y-packing number of a set of distributions H,
M(H,v) := max{n € N : 3P, s.t. |Py| = n}, is the size of the largest subset of H that forms a
packing for H,

The following is a well known relation between covers and packings of a set of distribution. We
defer the proof to Section B.1.

Lemma 12 For a set of distributions H with ~y-covering number M (H,~y) and ~y-packing number
N(H,~), the following holds:

M(H,2v) < N(H,v) < M(H,v).

An important property of a set of distributions we will need to quantify in this paper is how
small they are “locally”. The following definition formalizes this:

Definition 13 ((k, v)-locally small) Fix some y € [0, 1]. We say a set of distributions H is (k,~)-
locally small if

sup |B (v, H',H) | <k,
H'eH

for some k € N. If no such k exists, we say H is not (k,~)-locally small.

2.3. VC Dimension and Uniform Convergence

An important property of a set of binary functions is its Vapnik-Chervonenkis (VC) dimension,
which has the following definition:

Definition 14 (VC dimension Vapnik and Chervonenkis (1971)) Let F be a set of binary func-
tions f : X — {0,1}. The VC dimension of F is defined to be the largest d such that there exist
T, ,xq € X and fi,--- , foa € F such that for all i,7 € [2%] where i < j, there exists k € [d]

such that fi(xy) # fi(zk).

The most important application of the VC dimension is the following celebrated uniform con-
vergence bound:

Theorem 15 (Uniform Convergence Talagrand (1994)) Let F be a set of binary functions f :
X — {0, 1} with VC dimension d. For any distribution P defined on X, we have

1
Prppn |sup = Y f(z) = Exep [f(X)]| <a| >1-8,
fer |m xeD
whenever n = O (%&1/5)).

We can define the VC dimension of a set of distributions H by looking at the VC dimension of
a set of binary functions that is defined with respect to H. More precisely:



PRIVATELY LEARNING UNBOUNDED GAUSSIANS

Definition 16 (VC dimension of a set of distributions) Let H be a set of probability distributions
on a space X. Define the set of binary functions F(H) = { fu, u, : Hi, H; € H} where Vz € X,
fu,H;(r) =1 <= H;(x) > Hj(x). We define the VC dimension of H to be the VC dimension of
F(H).2

Lemma 17 The set of location Gaussians gg has VC dimension d + 1. Furthermore, the set of
Gaussians Gg has VC dimension O(d2).

Proof For location Gaussians, F (Qél ) corresponds to linear threshold functions (i.e., half-spaces),
which have VC dimension d + 1. Similarly F(G,) corresponds to quadratic threshold functions,
which have VC dimension (d;Q) = O(d?) Anthony (1995). [

2.4. Differential Privacy

Let X* = U, X" be the set of possible datasets. We say that two datasets D, D' € X* are
neighbours if D and D’ differ by at most one data point. Informally, an algorithm that receives a
dataset and outputs a value in R is differentially private if it outputs similar values on (any) two
neighboring datasets. Formally:

Definition 18 (Dwork et al. (2006b,a)) A randomized algorithmT : X* — R is (e, §)-differentially
private if for all n > 1, for all neighbouring datasets D, D’ € X", and for all measurable subsets
SCR,

Pr[T(D) € S| <e*Pr[T(D') € S| +6.

If § = 0, we say that T is e-differentially private.

We will refer to e-DP as pure DP, and (g,6)-DP for 6 > 0 as approximate DP. A fundamental
building block of differential privacy is the the exponential mechanism McSherry and Talwar (2007).
It is used to privately select an approximate “best” candidate from a (finite) set of candidates. The
quality of a candidate with respect to the dataset is measured by a score function. Let R be the set
of possible candidates. A score function S : X* x R — R maps each pair consisting of a dataset
and a candidate to a real-valued score. The exponential mechanism Mg takes as input a dataset
D, a set of candidates R, a score function S, a privacy parameter € and outputs a candidate r € R

with probability proportional to exp (EQS é?ég) ), where A(SS) is the sensitivity of the score function

which is defined as
A(S) = S(D,r) — S(D' .
(8) = max [S(D,r)—5(D'7)
Theorem 19 (McSherry and Talwar (2007)) For any dataset D, score function S and privacy
parameter € > 0, the exponential mechanism Mg(D, S, €) is an e-differentially private algorithm,
and with probability at least 1 — j3, it selects an outcome r € R such that
2A(S) log(|R
S(D,r) > max S(D,r") — (:5) log(| Vﬁ)
" ER 15
2. To avoid measurability issues we assume the preimage of 0 is measurable for any f € F(H).
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One of the most useful properties of differentially private algorithms is that they can be com-
posed adaptively while promising a graceful degradation of privacy.

Lemma 20 (Composition of DP) [f M is an adaptive composition of differentially private algo-
rithms My, ..., My, then if My, ..., My are (1,01), ..., (e, O7)-differentially private then M is
(>_iet, >4 O1)-differentially private.

Another strength of differential privacy is that it is closed under post-processing:

Lemma 21 (Post Processing) If M : X™ — ) is (¢, 6)-differentially private, and P : Y — Z is
any randomized function, then the algorithm P o M is (e, ¢)-differentially private.

We now define (g, 0)-DP learners.

Definition 22 ((¢, §)-DP PAC learner)
An algorithm is said to be an (g,0)-DP PAC learner for a set of distributions H with sample
complexity ny(«, 8, €,0) if it is a PAC learner that satisfies (e, 0)-differential privacy.

Definition 23 ((¢, §)-DP (£, C)-robust PAC learner) An algorithm is said to be an (g, 6)-DP (&, C)-
robust PAC learner for a set of distributions H with sample complexity ﬁ%(a, B,e,0) if it is a
(&, C)-robust PAC learner that satisfies (e, 6)-differential privacy.

Definition 24 ((¢, 6)-DP C-agnostic PAC learner) An algorithm is said to be an (¢,0)-DP C-
agnostic PAC learner for a set of distributions H with sample complexity n%(a, B,e,0) ifitisa
C'-agnostic PAC learner that satisfies (¢, §)-differential privacy.

2.4.1. PRIVATE HYPOTHESIS SELECTION AND THE GAP-MAX ALGORITHM

The problem of hypothesis selection (sometimes called density estimation, the Le Cam-Birgé
method, or the Scheffé estimator) is a classical approach for reducing estimation problems to pair-
wise comparisons. It provides a generic approach for converting a cover for a set of probability
distributions into a learning algorithm, see Devroye and Lugosi (2001) for a reference.

Bun et al. (2019) translated these powerful tools to the differentially private setting, giving an e-
DP algorithm for hypothesis selection using the exponential mechanism with a carefully constructed
score function. The following is a modified version where we decouple the accuracy parameter o
from the robustness parameter &, and boost the success probability to be arbitrarily high. The proof
follows immediately from the proof in Bun et al. (2019). For a set of distributions H, we will denote
H* as the distribution in H that is closest to the unknown distribution P.

Theorem 25 Let H = {H;,...,H,} be a set of probability distributions, &, «, 3,¢,6 € (0,1)
and D ~ P™ where P satisfies TV (P, H) < . PHS(,, o, B, ¢, H, D) is an e-DP (£, 3)-robust PAC
learner with sample complexity

w3 (e, B,e,0) = O(

o? ac

esny) , lesn)
Furthermore, when the algorithm succeeds it guarantees that TV(ﬁ JH*) <26+ o

10
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We note the guarantee that the algorithm gives with respect to H* in the theorem statement for
technical reasons that will become apparent in the proofs of Section 4. Unfortunately the result
above requires the number of hypotheses to be finite. Using a uniform convergence argument to-
gether with a GAP-MAX algorithm Bun et al. (2018), Bun, Kamath, Steinke and Wu Bun et al.
(2019) showed that it may also be possible to get a similar guarantee when the number of hypothe-
ses is infinite, provided that we relax the notion of privacy to approximate differential privacy. The
following is an alternate version of (Bun et al., 2019, Theorem 4.1). Again, in this version we de-
couple the accuracy parameter « from the robustness parameter £. The proof follows directly from
the proof of Theorem 4.1 in Bun et al. (2019).

Theorem 26 ((alternate) Theorem 4.1 Bun et al. (2019)) Let H be a set of probability distribu-
tions, &, a, B,e,0 € (0,1) and D ~ P"™ where P satisfies TV (P, H) < {. Furthermore, let d be the
VC dimension of F (H) and assume |B (3§ + a, H*, H) | < k. GAP-MAX(o, &, B,¢€,0,k, H, D) is
an (g,0)-DP (&, 4)-robust PAC learner for H with sample complexity

d+log(1/53) N log(k/B) + min{log(?—[),log(l/é)}) .

a? ae

iy (a, By, 0) =0<

Furthermore, when the algorithm succeeds it guarantees that TV(fI JH*) <36+ o

Note that Theorem 26 requires knowledge of |5 (3¢ + a, H*, M) |, which we likely do not know
a priori. We can bound this by finding an upper bound on the size of the largest total variation ball
centered at any H' € H, i.e. maxpgey |B(3§+ a,H',H)| < k. This directly translates to
showing H is (k', 3¢ + a)-locally small.

This lays the foundation for the strategy used in Bun et al. (2019) to construct a private distri-
bution learner for an infinite set of distributions 7£: by using a (k’, 6¢ + «)-locally small® &-cover
for ‘H as the input to the GAP-MAX algorithm, given the right amount of samples (which depends
on k'), with high probability the algorithm outputs a distribution that is (8¢ + a)-close to P.

Unfortunately, the above algorithms are not semi-agnostic and require an upper bound on OPT
via £. As a first attempt, Bun et al. (2019) give an e-DP 9-agnostic PAC learner based on the
Laplace mechanism. This algorithm — which we will refer to as Naive-PHS — is similar to the PHS
algorithm of Theorem 25. Unfortunately, the sample complexity of the Naive-PHS algorithm is

log(|H H|? log(|H
g(] 2I/ﬁ)+! |* log(| |/5))7

« Qg

w0 B, 2,0) =0<

which is exponentially worse than the PHS algorithm. As we will discuss shortly, Bun et al. (2019)
also show how to use this algorithm together with the PHS algorithm to get a e-DP 18-agnostic PAC
learner, at the cost of some poly-logarithmic factors. This leads to the natural question of whether
there exists an e-DP semi-agnostic learner which achieves the same sample complexity as the PHS
algorithm with a comparable agnostic constant. We answer this question in the affirmative and prove
the following result:

Theorem 27 Let H = {H,...,H,} be a set of probability distributions, o, 3, € (0,1) and
D ~ P™ where P satisfies TV (P, H) = OPT. There exists an e-DP 3-agnostic PAC learner with

sample complexity og(m/8)  log(m/8)
og(m og(m
n%(a,/@,g,O):O< ga2 + gag )

3. Note that the guarantee we can get from any &-cover Ce is TV(H™,C¢) < § = TV(P,C¢) < 26.

11
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We defer discussing the details of this result and its proof to Section 5, however we note that the
above result can only handle finite sets of distributions. Recall that while the GAP-MAX algorithm
can handle infinite sets of distributions, it is not a semi-agnostic learner. Thus, a natural question is
whether we can learn from a set of infinite distributions using some (&, §)-DP semi-agnostic PAC
learner.

Fortunately, Bun et al. (2019) gave a simple procedure that takes an (e, d)-DP robust PAC
learner and constructs an (g, §)-DP semi-agnostic PAC learner, at the cost of some low order poly-
logarithmic factors in the sample complexity bounds, and an increase in the agnostic constant.
We can thus use the GAP-MAX algorithm together with this procedure to get an (&, d)-DP semi-
agnostic PAC leaner given an infinite set of distributions. The procedure Bun et al. (2019) came
up with works in the following way: run the (&, §)-DP robust PAC learner with (a small number
of) different values for £ to get a shortlist of candidates. Use the semi-agnostic NaivePHS algo-
rithm to select a good hypothesis from the short list. As we mentioned earlier, the guarantee of this
approach (Theorem 3.4 in Bun et al. (2019)) is stated specifically in terms of converting the PHS
algorithm from Theorem 25 into an e-DP semi-agnostic PAC learner, however it can be immedi-
ately generalized to construct (£, §)-DP semi-agnostic PAC learners given any (e, 4)-DP robust PAC
learner. Furthermore, we can replace the Naive-PHS algorithm with the sample efficient algorithm
from Theorem 27 to reduce the agnostic constant, and also remove some logarithmic factors in the
sample complexity bound. This yields the following result:

Lemma 28 Ler o, 5,¢,6 € (0,1) and T = [logy(1/a)]|. Given a set of distributions H, an
unknown distribution P satisfying TV (P, H) = OPT and an (¢,0)-DP (£, C)-robust PAC learner
for H with sample complexity i (v, B, ¢, 8), there exists an (e, §)-DP 6C-agnostic PAC learner for
H with sample complexity

nSS (0, B,e,8) = 7S, <a B £ 6 ) Lo (log(Z;/B) N log(T/B)) '

12°2(T+4) 2(T+4) T +4 o ae

We defer the proof to Section B.2.

3. Covering Unbounded Distributions

In this section, we demonstrate a simple method to prove that a set of distributions has a locally
small cover. As an application, we use this result to show that the set of unbounded location Gaus-
sians and scale Gaussians have locally small covers. We use these two results to give the first sample
complexity result for privately learning unbounded high dimensional Gaussians in Section 4.

3.1. From Covering TV balls to Locally Small Covers

The biggest roadblock to using Theorem 26 is demonstrating the existence of a locally small
cover for the set of distributions H. Unfortunately, explicitly constructing a global cover (which
is locally small) can be complicated, and may require cumbersome calculations even for “simple”
distributions (see, e.g., Lemma 6.13 of Bun et al. (2019)). We offer a conceptually simpler alter-
native to prove a set of distributions # has a locally small cover: we demonstrate that if for every
H € H the total variation ball B (v, H, H) has an g—cover of size no more than k, then there exists
an £-cover for H that is (k,y)-locally small.

12
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Lemma 29 Given a set of distributions H and § € (0, 1), if for every distribution H € H the
total variation ball B (v, H,H) C H has an g-cover of size no more than k, then there exists a
(k,~)-locally small &-cover for H.

Proof Fix some H € H. By assumption, we have that the set of distributions B (v, H, H) has an %-
cover of size no more than &, which by definition implies that the %—covering number of B (v, H, H)
is no more than k. By Lemma 12, the £-packing number of B (v, H, H) is also at most k.

Now consider an {-packing P for the set of distributions H. We claim any such P¢ must be
(k,y)-locally small, and we prove this by contradiction. Suppose to the contrary that there were a
distribution H' € P¢ such that |B (v, H', P¢)| > k. This would imply that there is an &-packing
for B (v, H',H) with size larger than k, which contradicts the above observation that the packing
number of any B (v, H', H) is at most k.

A &-packing for H is called maximal if it is impossible to add a new element of H to it without
violating the £-packing property. We claim that any maximal packing Pé of H is also a £-cover of
‘H. We can prove this by contradiction. Suppose to the contrary that there were a distribution P € ‘H
with TV (P, Pé) > £. Then we could add P to Pé to produce a strictly larger packing, contradicting
the maximality of Pé. Thus taking P¢ to be a maximal packing gives us a (k, y)-locally small -
cover. Therefore, it only remains to show that a maximal packing actually exists, which follows
from a simple application of Zorn’s Lemma.* |

3.2. Locally Small Gaussian Covers

We now prove that both the set of d-dimensional location Gaussians and scale Gaussians can
be covered in a locally small fashion. Our first result shows that the set of d-dimensional location
Gaussians gg has a locally small cover. Our second result is proving the existence of a locally small
cover for the set of d-dimensional scale Gaussians G 5 .

3.2.1. COVERING LOCATION GAUSSIANS

It is not too difficult to come up with an explicit locally small cover for the set of location Gaus-
sians without using Lemma 29 as is demonstrated in (Bun et al., 2019, Lemma 6.12). Nonetheless
we choose to do so as a warmup before attempting to solve the (harder) problem for scale Gaussians.
In the case of location Gaussians, our proof is very similar to Bun et al. (2019). Constructing an
explicit cover is not too difficult in this case because the geometry of Qé: is “simple,” given that the
TV distance between any two distributions is determined by the /5 distance of their means. Unfor-
tunately the situation is not that simple in the scale Gaussian case as we will see shortly. We begin
by showing that the total variation ball centered at any Gaussian Ny, I') with respect to G 5 can be
covered, as long as the radius is not too large.

4. Let M be the set of all y-packings of H. Define a partial order on M by the relation P; < Py <= P1 C P where
P1, P2 € M. We claim that every chain in this partially ordered set has an upper bound in M ; by Zorn’s lemma, this
would imply that M has a maximal element which concludes the proof. To see why every (possibly infinite) chain
P1 < P2 < ... has an upper bound in M, we consider the following upper bound U = U;P;. Note that U € M
since otherwise there would be an index 3 such that P; ¢ M.

13
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Lemma30 Foranyd € N, € R & € (0,1) and v € (&, c1) where ¢y is a universal constant,
there exists an &-cover for the set of distributions B ('y, N(u, I), gi) of size

™
o

Proof Fix some N (u,I) € Q(f. From (Devroye et al., 2018, Theorem 1.2) we have

1 9
somin {1l = palla} < TV (N (a1, 1), N (2, 1) < S min {1 s — g2} @)

For any ~ smaller than the universal constant c;, the lower bound in (2) implies that any
N, I) € B(v,N(u,I),GY) must satisty ||p — ffl2 < 200y. We thus propose the following
cover:
2€

Ce = {N(u+ 2 0): %€ (9\/&) Z4,)|2||2 < 2007}.

We now prove that g is a valid {-cover. Fix some N(fi,I) € B (v, N(u,I),GkF) and define

z = i — p. We know ||z||2 < 200. Let 2 = (9%%) L(%@) z| and i = p + 2. Note that we have

N (i, I) € C¢. Furthermore, z and # are element-wise close (||z — 2[|co < 2¢/9V/d) therefore we
have

TV (N 1), N (3, ) < 3 i~ il
_ 9 IS
= Il 4l
9v/d
2
_9d 2
-2 9/d
=,

IN

Iz = 2lloo

where the first inequality follows from (2). We now bound the size of this cover.
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2§
Cel = L N (u z( )Zdzdoo}‘
| { ova) Al = 2000
d
<|{z:z ez ag, < 20D <[z eztian < 27
¢ §
900d 900d
< {Zl—ZQ Zl,Z2€Z+7H21H1 ’757—‘7H22H1§ ’757“}‘
900d~ 1Y |2
< {z Z€Z+7” 2|1 < [7“}
§
2
goodv/ﬂ
( ()

(] (P < ()

where the third last inequality follows from the standard solution to the stars and bars problem. H
Combining Lemma 29 with Lemma 30 immediately gives us the following corollary:

Corollary 31 Foranyd € N, £ € (0,1) and v € (&, c1) where c1 is a universal constant, there
exists an §-cover C¢ for the set of d-dimensional location Gaussians gg that is ((27 / S)O(d),'y)-
locally small.

3.2.2. COVERING SCALE GAUSSIANS

It is not a trivial exercise to come up with an explicit cover for the class of scale Gaussians due
to the complicated nature of the geometry of gg . Fortunately for us, Lemma 29 simplifies things
significantly. It turns out that if we want to cover the TV ball centered at any N (0, X), we can use a
cover for A/(0, I') and “stretch” the covariance matrices of every distribution in the cover (using )
so that the modified cover becomes a valid cover for the TV ball centered at A/(0, ). The following
lemma tells us that we can cover the total variation ball centered at N (0, I) with respect to QC‘? as
long as the radius is not too large.

Lemma 32 Foranyd € N, £ € (0,1) and v € (£, c2) where ¢y is a universal constant, there exists
an &-cover for the set of distributions B (”y, N(0,1), Q&g) of size

2
<7> 0O(d?) |
3
Proof

From (Devroye et al., 2018, Theorem 1.1) we have,

TVN(0, 1), N (0,5)) > —— min { 1,

100 ’ )
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where A; ... Ay are the eigenvalues of ¥ — I, and it holds that \/Zle N =T —1|p.

For any  smaller than the universal constant ¢, , the lower bound in (3) implies two things: 1)
for any NV'(0,%) € B (v,N(0,1),G%), |£ — I||r < 100y and 2) the minimum eigenvalue of %,
Amin, satisfies Apin > 1 — 100y. We thus propose the following cover:

Ce = {N(0,1+4): A € pz Sy, |Allp < 100},

£V/Zre(1-1007)
d+€v/2me

N(0,%) € B (’y,N(O,I), Qg). We want to show that there is a distribution A/(0, f]) € C¢ that
is ¢-close to N(0,%). Let A = X — I, let A = p|A/p] and let 2 = I + A. Since ||Allp =
|Z — I||p < 1007, N(0,3) is indeed in the cover.

Next we show that TV (N(0, %), NV(0,3%)) < £. We use Proposition 32 in Valiant and Valiant
(2010), which states for any two positive definite matrices ¥ and 3, if | — %||c0.00 < p and the
smallest eigenvalue of Y satisfies Api, > 7, then we have

where p = . First we will show that this is a valid cover. Consider an arbitrary

TVN(0, 5), N (0, 8)) < —2P @)

~ V2me(n—p)
By the definition of C, HA — Alloo,00 < p. Since any valid ¥ must satisfy Ayin > 1 — 1007,

£v/2me(1-1007)

our choice of setting p = e Vo

implies that

TV(N(0,%),N(0,%)) <&,

for any ~ smaller than the universal constant ¢,. We now bound the size of the cover in a similar
manner to the case of location Gaussians.

|Ce|

IN
/\r—’;/—’h\r—/h\/—’ﬁ

A e pzns,: |Alr < 1007}‘

IN

A ez |AllF <1009/}

A ez Al < lOO’yd/p}‘

~ 2
e 24+ Al < [1009d/p1

100vd(d+Ev/2me
100d(d + £v2me) | ([5 Oy VITe ] 4 2 1>
&V2me(1 — 100+) d?—1

for any ~ smaller than the universal constant ¢, we have,

O(d2)
.,
Cel < | = .
'“(s)

Setting co = max{c}, ¢ } completes the proof. [ |

The following corollary is a direct consequence of Lemma 32 and Proposition 44.
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Corollary 33 Foranyd € N, £ € (0,1), v € (0, c2) where ¢y is a universal constant and . € Sy,
there exists an &-cover for the set of distributions B (’y, N(0,%, g;?)) of size

<7>0M%
: )

Proof Fix some ¥ € Sy and define ¥1/2 as one of its matrix square-roots. By Proposition 44 and
Equation (1) we have:

TV (N (0,21/22121/2) N (0,21/22221/2)) <TV(N(0,21),NM(0,55)).  (5)

We can thus take the cover C¢ in Lemma 32, and replace every distribution N (0,%1) € C¢
with AV (0, 21/2%;31/2). Note that our modified cover will have the same size. From (5), our new
cover will be a valid &£-cover for B (’y, N(0,%),G 5 ) since the TV distance can not increase between
any two distributions N(0, 1), M (0,%2) € B (v,N(0,1),G3) after applying the transformation
above. |

We can now combine Lemma 29 with Corollary 33 to get the following:

Corollary 34 Foranyd € N, £ € (0,1), and v € (&, ca) where ¢ is a universal constant, there
exists an &-cover Cyg for the set of scale Gaussians G 5 that is ( (2v/€ )O(dz) , ’y) -locally small.

4. Beyond GAP-MAX: Boosting Weak Hypotheses

As we mentioned before, by using a (k, 6§ 4 «v)-locally small £-cover for an infinite set of distri-
butions H, one can utilize Theorem 26 to privately learn a distribution to low error. Unfortunately,
this approach will yield a sample complexity bound that has a term of order O(log(1/d)/ae). In
the case of learning an unbounded univariate Gaussian in the realizable setting, it is known that the
sample complexity is O(1/a? + log(1/8)/e) Karwa and Vadhan (2018), however the upper bound
on the sample complexity achieved by Theorem 26 (together with an appropriate locally smaller
cover) is O(1/a? +log(1/6) /aeg) (Bun et al., 2019, Corollary 6.15). In order to overcome the poor
dependence on log(1/4), we can instead aim for a two step approach:

1. Use the GAP-MAX algorithm in Theorem 26 but with constant accuracy C' to learn a distribu-

tion H' that is roughly C-close to the true Gaussian for some appropriately selected constant
C<1L

2. Build a finite cover for B (C, H' 7 ‘H) and use the private hypothesis selection algorithm (The-
orem 25) to learn a distribution H that is a-close to the true Gaussian.

Running the GAP-MAX algorithm with constant accuracy C' thus removes the dependence on
a in the O(log(1/0)/e) term. Intuitively, this approach learns a “rough” estimate of the right dis-
tribution using approximate differential privacy. Since we know that we are roughly C-close to the
true Gaussian, we can cover B (C, H',H) with a finite cover, and use the e-differentially private
hypothesis selection algorithm. This two step approach which we dub boosting gets us a much bet-
ter dependence on the privacy parameter ¢ in our sample complexity bounds, and as we will see it
holds more generally in the robust learning setting.
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Remark 35 We note that the first step in the above approach may only need to produce an excep-
tionally coarse estimate to the true distribution — one to which it bears very little resemblance at all!
We illustrate this with the simple problem of privately estimating a univariate Gaussian N (1, 1) (in
the realizable case).

We work backwards: our overall target is an algorithm with sample complexity O(l /a? +
1/ae + log(1/6)/e). Since using the pure DP hypothesis selection algorithm of Theorem 25 takes
O(log |Co|(1/a? 4 1/ae)) samples, we require only that |Cy| is less than some quasi-polynomial
in 1/c. For the sake of exposition, suppose we restrict further and require |Co| < 1/a!%%. This can
be achieved by starting at any point which is at most 1/ from the true mean u and taking an
a-additive grid over this space. But if we only require a starting point ji which is 1/a'%-close to
the true mean p, this corresponds (by Gaussian tail bounds) to a distribution whose total variation
distance is roughly 1 — exp(—1/a2"0) with respect to the true distribution.

We can see that the first step in the procedure truly requires an exceptionally coarse estimate
of the distribution. The estimate of the mean described is significantly further from the true mean
than any individual point will be. Interestingly, note that if one requires a more accurate final
distribution, the distribution output in the first step is allowed to be less accurate.

4.1. Warmup: Learning Location Gaussians

As a first step, we can show that Algorithm 1 can achieve a slightly more general guarantee
than a robust PAC learning sample complexity bound. We make Algorithm 1 more general than it
needs to be to give a robust learning guarantee for Q£ in order to make use of it as a subroutine in
Algorithm 2 which robustly learns Gg.

Lemma 36 Let b be a positive constant. For any 3,¢,6 € (0,1), a € (0,c3) and £ € (0,c4)
where c3 and c4 are constants that depend only on b, given a dataset D ~ P™ where P satisfies
TV(P, QC%) < b{+a/4, BOOST, (b,&, o, B,€,6,C¢, D) is an (g, 6)-differentially private algorithm
which outputs some He GL such that TV(fI, P) < 3(b+ 1)¢ + « with probability no less than
1 — B, so long as

a? Qe €

oo (LHIEUE) | 4 lon1) | lon/59))

Algorithm 1 Boosting for learning GI: BOOST (b, &, o, 8, ¢, 8, Ce¢, D).
Input : Positive constant b, robustness parameter £ € (0, 1), accuracy parameters «, 3 € (0, 1),

privacy parameters ¢, 0 € (0, 1), locally small £-cover C¢ for Q(f and dataset D of size n.
Output: Distribution H € gg.
1. H = GAP-MAX (bg + 9 (m - %) \B/2,¢/2,8,k, Ce, D) /) H =N, 1)
2. Build an &-cover CNE for B ((31)5 + m) ,H, QC%)
3. Return H = PHS((b + 1)¢ + o, v, 3/2,£/2,C¢, D) // H=N(@,I)

Proof [Proof of Lemma 36] We first show Algorithm 1 satisfies (e, 0)-differential privacy. Line 1
of the algorithm is (¢/2, 0)-differentially private by the guarantee of Theorem 26. Line 2 maintains
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(e/2, 6)-privacy by post-processing (Lemma 21). Finally, line 3 is (¢/2, 0)-differentially private by
Theorem 25. By composition (Lemma 20), the entire algorithm is (e, §)-differentially private.
We now argue about the accuracy of the algorithm. By Lemma 17, Corollary 31 and Theo-

rem 26, as long as n = O (M), with probability no less than 1 — 3/2 the GAP-MAX

€

algorithm in line 1 outputs a distribution H' that is <3b§ + m> -close to H*, for any & and

« smaller than constants ¢4 and ¢y, respectively, that depend only on b. For the remainder of the
proof we condition on this event.

In line 2, we build an &-cover CNS for B ((3()5 + m> JH, gg) that satisfies TV (H*, C~§) <
&. By the triangle inequality TV (P, C}) < (b4 1)¢ + /4. By Lemma 30, we can indeed construct

Ce such that |C¢| < (C)9@ (for some constant C) as long as & is smaller than a constant cj that
depends only on b. By the stated accuracy and size of C¢, with probability no less than 1 — 3/2,

Theorem 25 guarantees that line 3 outputs H satisfying

TV(P,H) < 3((b+ 1) + o/4) + /4 = 3(b+ 1)€ + o,

aslong asn = O (d+1o§§1/5> | doB/A)) Setting n = O (d+lo§§1/ﬁ) | drHlog(1/8) log(l/ﬁ6)>

e 3 3
together with a union bound completes the proof. |

The following result can be derived from the BOOST; algorithm by taking the standard as-
sumption in the robust setting of TV(P,H) < &. The proof is nearly identical to the proof of
Lemma 36.

Lemma 37 Leta,3,¢e,0 € (0,1) and § € (0, c5) where c5 is a universal constant, and let D ~ P™
where P satisfies TV (P, gé ) < & Furthermore, let C¢ be an appropriately selected locally small
&-cover for gcf}. BOOST; (1,§,a, B,€,6,C¢, D) is an (g, 6)-DP (&, 6)-robust PAC learner for gg
with sample complexity

7%, (o, B,e,8) = O <d+1og2(1/6) N d+log(1/p) N 1og(1/55)> |
! « % €

We can now use Lemma 28 together with Lemma 37 to get a semi-agnostic algorithm.

Theorem 38 Ler o, B,¢,6 € (0,1) and D ~ P™ where P satisfies TV (P, QC%) = OPT. For any
OPT smaller than a universal constant cs, there exists an (e, d)-DP 36-agnostic PAC learner for
QC% with sample complexity

o8y =0 (TS, A1) lot1fo8)),

o? ae €

4.2. Learning Gaussians

We can now show that Algorithm 2 achieves the following sample complexity bound for robust
learning.
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Lemma 39 Let 8,e,0 € (0,1), a € (0,¢6) and § € (0, c7) where cg and c; are universal con-
stants, and let D ~ P™ where P satisfies TV (P, gg}) < &. Furthermore, let C€1 and Cg be appropri-

ately selected locally small covers for G; and gdL respectively. BOOST, (f ,a, B,€,0, Cgl, Cg, D) is
an (g,0)-DP (&, 33)-robust PAC learner for G4 with sample complexity

d? +log(1/5) N d? +log(1/5) N log(1/55)> ‘

o? Qe €

g (o, B,e,0) = 0(

Algorithm 2 Boosting for learning G;: BOOST2 (&, «, 3, €, 6, Cg, Cg, D).

Input : Robustness parameter £ € (0, 1), accuracy parameters «, 5 € (0, 1), privacy parameters
g,0 € (0,1), locally small £-cover Cg1 for g§ , locally small £-cover Cg for QC% and dataset
D of size 2n.

Output: Distribution He Ga.
1. Set D' = {Y1,...,Y,} where Y; = (Xo; — X2;-1)/V2

2. H] = GAP-MAX (4§, ooty /4 €/4,6/2, kl,Cg,D’> /) = N0,
3. Build an £-cover C~51 for B ((12§ + m>  HY, gg)

4. Hy = PHS(4¢, o, B/4,¢/4,CL, D) /By = N(0.5)
5.Set D" = {Wi,..., Wa,} where W; = 5-1/2X;

6. Hy = BOOST; (10,5,@,5/2,5/2,5/2,CQ,D”> )/ = NG T)
7. Return: H = N (il/ZA, f])

Proof [Proof of Lemma 39] We first show Algorithm 2 satisfies (e, 0)-differential privacy. Line
2 of the algorithm is (g/4,0/2)-differentially private by the guarantee of Theorem 26. Line 3
maintains (¢/4, §/2)-privacy by post-processing(Lemma 21). Line 4 is (¢/4, 0)-differentially pri-
vate by Theorem 25. Line 5 maintains privacy by post processing (Lemma 21). Finally, line 6 is
(e/2,0/2)-differentially private by the privacy of Algorithm 1 proved in Lemma 36. By composi-
tion (Lemma 20) the entire algorithm is (e, §)-differentially private.

We now argue about the accuracy of the algorithm. Let H* = N (u*, ¥*) be the hypothesis in
Gq that satisfies TV(H*, P) < &. By Lemma 46 Y; ~ @ where TV(Q, N (0,X*)) < 3¢, which
implies that TV (N (0, X*), Cgl) < 4¢. From Lemma 17, Corollary 34 and Theorem 26, as long as

n =20 (w), with probability no less than 1 — 3/4 the GAP-MAX algorithm in line 2

outputs a distribution H; = N (0, X') that is (125 + 100&201) ) ~close to (0, X*), for any £ smaller
than a universal constant ;. We condition on this event.

In line 3, we build a £-cover C} for B (12§ + m, Hj, Q&q) that satisfies TV (N(0, £%),C}) <
&. It follows immediately that TV(Q,CSI) < 4¢ from the triangle inequality. By Corollary 33,
we can indeed construct C¢ such that [Cf| < (C)°@) for any ¢ smaller than a universal con-

stant c¢f. By the stated accuracy and size of C} Theorem 25 guarantees, with probability at least
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1 — B/4, that line 4 outputs H; = N'(0,3) such that TV (Hy, N'(0,5*)) < 8¢ + a/4 as long as
0 (d2+1og(1/,3) 1 d2+1og(1/5))
ag

n = ‘We further condition on this event.

Let R be the distribution satisfying W; ~ R.5 By Corollary 45, TV(R, N (p*, £~1/25*5-1/2)) <
£. By application of the triangle inequality, Corollary 45 and Equation (1),

V(RN (i, 1)) < TV(R,N (1, S7Y25*S712)) 4 TV (1, 8728 S Y2) N (1", 1))
<EFTVIN (1, 59, N (1, 5))
= £+ TV(N(0,%%), Hy)
<9+ a/4.

It follows from the triangle inequality that TV(R,C?) < 10¢ + «/4. This together with
Lemma 36 implies that, with probability greater than 1—/3/2, BOOST; (10, ¢, o, 3/2,¢/2,8/2,C2, D")

outputs Hy = N (fa, I) satisfying TV(fIg,N(u*, I)) < 33¢ 4 « for any ¢ and « smaller than uni-
d+log(1/8) | d+log(1/8) | 10g(1/65))
o ag :

£

versal constants ¢ and c; respectively, as long as n = O <

Using the triangle inequality and Corollary 45 it follows that TV(N(3Y/24,3), P) < 33¢ + a.
-0 (d2+log2(1/5> | PHlos(1/8) , los(1/89)
« I3

ag

) and cg = max {cj, ¢f, ¢f' } together with a

Setting n
union bound completes the proof. |

Finally, we can combine the above result with Lemma 28 to get a semi-agnostic sample com-
plexity bound for modest levels of model misspecification.

Theorem 40 Let B,2,6 € (0,1), o € (0,cg) for some universal constant cg, and let D ~ P™
where P satisfies TV (P, gé* ) = OPT. For any OPT smaller than a universal constant cz, there
exists an (g, 9)-DP 198-agnostic PAC learner for Gq with sample complexity

d2 + log(1/B) N d? +log(1/8) n 1og(1/ﬁ5)) .

o? ae €

néig(a,ﬁ,s,d) =0 (

4.3. Bounds for the Realizable Setting

The following sample complexity bounds hold for (¢, d)-DP (realizable) PAC learning. The
proofs are very similar to the proofs in Section 4.1 and 4.2 for (&, §)-DP robust PAC learning, where
the slight difference is that we can build the covers directly with accuracy « (instead of £) since we
assume realizability. The first bound is tight and the second one is conjectured to be tight.

Lemma 41 For any B,¢,6 € (0,1) and o € (0, cg) where cg is a universal constant, there exists
an (g,8)-DP PAC learner for G% with sample complexity

d+log(1/8) | d+log(1/) +log(1/65)>'

a? ae €

ngé(a,ﬁ,sﬁ) =0 <

5.1f S is not invertible, the range of S is an r- -dimensional linear subspace of R?, for some r < d. LetIIbead x r
matrix whose columns form a basis for the range of S It follows that ¥ = 17 £ is a valid r-dimensional full-rank
covariance matrix. Moreover, by construction, 3 is identical to S after projection on to the subspace defined by the
range of $. We can thus project our data onto the range of $ and continue the algorithm using ..
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Lemma 42 For any 3,¢,6 € (0,1) and o € (0, cq) where cqg is a universal constant, there exists
an (g,6)-DP PAC learner for G, with sample complexity

4 log(1/6) & +1og(1/6) 1og<1/55>>
a? Qe € ’

ng,(a, B,e,0) =0 <

5. Agnostic Private Hypothesis Selection

In this section we present an e-DP semi-agnostic PAC learner that achieves the same sample
complexity as the PHS algorithm of Theorem 25. The PHS algorithm is based on the celebrated
Scheffé tournament (see, e.g., Chapter 6 of Devroye and Lugosi (2001)), where the distributions in
‘H play a round robin tournament against one another. The winner of this tournament is then chosen
as the output. One of the technical difficulties in constructing privatized versions of the Schefté
tournament via the exponential mechanism is that a single sample can quite drastically change the
outcome of the tournament, which makes choosing score functions based on tournaments challeng-
ing. We sidestep this issue completely by considering another approach to hypothesis selection
called the minimum distance estimate (MDE). The MDE approach is based on maximizing a partic-
ular function of the data and H as we will see shortly. Fortunately, this estimator is already in the
form of a maximization problem and the function we aim to maximize has low sensitivity. Thus,
using the exponential mechanism together with the MDE is a very natural way to privatize semi-
agnostic hypothesis selection. The MDE requires O(m?) computations, where m is the number
of hypotheses in /. Mahalanabis and Stefankovic (2008) presented a modified MDE that is very
similar to the original MDE, but only requires O(m?) computations. Fortunately, this modified al-
gorithm maintains the guarantee of the original algorithm, so we will privatize the modified MDE
instead of the original MDE. We formally restate Theorem 27 below.

Theorem 43 Let H = {H1,...,H,,} be a set of probability distributions, o, 3, € (0,1) and
D ~ P™ where P satisfies TV (P, H) = OPT. There exists an -DP 3-agnostic PAC learner with

sample complexity
osrnf3), los(m/3)),

o? ac

n3 (o, B,e,0) = 0(

Before we prove the result, we define a few things. For an ordered pair of distributions (H;, H;)
over a common domain X', we define their Scheffé set as A;; = {x € X : Hi(z) > Hj(x)}. A
useful version of the TV distance between two distributions we will make use of is

2TV (H;, Hj) = (Hi(Aij) — Hj(Aij)) + (Hj(Aji) — Hi(Aji)).

We note that most of the analysis below is standard in proving the correctness of the MDE (e.g., see
the proof of Theorem 6.3 in Devroye and Lugosi (2001)), and is slightly adapted using the analysis
of the modified MDE algorithm in Theorem 4 of Mahalanabis and Stefankovic (2008). The only
difference here is the use of the exponential mechanism.

Proof [Proof of Theorem 27] Let X’ be the common domain of the distributions in A. For a dataset
D and set A C X, we define P(A, D) = L. |{z € D : 2 € A}|. For a distribution H and a set
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ACX,let R(H,A)=H(A) — P(A). For any H; € H, we define the score function

S(D, Hi) =~ . [Su]l\){.} (HZ(A”) - ﬁ(Aij>D)) - (HZ(AW) - ﬁ(AjivD))‘
J€IM\12
=— sup |R(H;, Aij) — R(H;, Aji)| .
J€lm\{i}

With this in place, the algorithm is simple: run the exponential mechanism McSherry and Talwar
(2007) with this score function, on the set of candidates H, with dataset D, and return whichever
distribution it outputs.

It is not hard to see that the score function has sensitivity 2/n. Let Hy € H be any distribution
that maximizes the score function. From Theorem 19, it follows that running the exponential mech-
anism with our dataset D, the set of distributions H, privacy parameter ¢ and the the score function
above outputs a distribution Hys € H that guarantees, with probability no less than 1 — 3/2,

S(D. 1) = S(D, 1) ~ HOEENLD)

> S(D, Hy) — «,

log(m/f)

e ) We condition on this event, which can

where the last line holds so long as n = O (
equivalently be stated as

sup  |R(Hy, Aw;) — R(Hp, Aji)| < sup  |R(Hy, Ap;) — R(Hg, Ajp)| + . (6)
JE[MI\{k'} JE[m\{k}

We can now bound the total variation distance between the unknown distribution P and the
output Hy,. Let H; be any distribution in A that satisfies TV (H;, P) = OPT.° Using the triangle
inequality we have,

2TV(Hy, P) = ||Hy — Py
< ||H; = Pll1 + [|Hp — Hil|1. (7

We now look at the right most term in (7). By the definition of the total variation distance and
an application of the triangle inequality we have

| Hy — Hill1 = (Hw (A1) — Hi(Agr)) + (Hi(Awe) — Hi (Au))
= |(Hi (A1) — Hp (Awr)) + (Hi(Awr) — Hi(Apy))|
< |R(Hpy, Agn) — R(Hyr, A )| + | R(Hy, A ) — R(Hy, Agrt)|

< sup |R(Hy,Ap;)— R(Hp, Aji)| + sup |R(H;, Ajj) — R(Hy, Ay)l .
JEM\{k"} JEMN\{}

6. Note that this implies that | H; — P||; = 20PT.
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Using (6), the fact that H} maximizes the score function, and the triangle inequality all together
yields,

||Hk/ — HlHl < sup |R(Hk,Akj) — R(Hk,Ajk)’ + sup |R(Hl,Alj) — R(Hl,Ajl)| + «

JE[m\{k} JEMI\{1}
<2 sup |R(H;,Ajj)— R(H;,Ap)|+«
Je[m\{l}
<2 sup |(Hi(Ay)— P(Ay)) + (P(Aj) — Hi(Ay))|
JemPN\{l}
+2 s |(P(4y) = P(Ay;, D)) + (P(A, D) = P(45))| + a.
JjemMI\{l

Notice that the first term on the right hand side of the final inequality is at most twice the ¢; distance
between Hj and P. Let A(P) = 28Upje ) (1) ’(P(Alj) — P(4, D)) + (P(Aj, D) — P(A;)) (
This gives us

||Hk’ — Hl”l § 2||Hl — P”1 + A(P) + .

Furthermore, notice that the term A(P) is small when the difference between the empirical and
the true probability measures assigned by P to the Scheff¢ sets is small. We can thus upper bound
this term by « by using 2 (ZL) standard Chernoff bounds together with a union bound to get,

HHk’_HlHl S2”H1—PH1+206, (8)

with probability no less than 1 — 3/2 so long as n = O (log(a%) Putting (7) and (8) together
gives us,

3
TV(Hy, P) < §||Hl — Pll2 + o
= 30PT + «.

: : : — log(m/f) | log(m/B)
A union bound together with setting n = O ( Ogan; + 072 )

completes the proof. |

6. Conclusion

We provide the first finite sample complexity bounds for privately learning Gaussians with un-
bounded parameters. We do this via a method for converting small local covers, to global covers
which are locally small. In this paper, we only prove sample complexity upper bounds, and our
methods are not computational in nature. One natural direction is to design polynomial time al-
gorithms for learning unbounded Gaussians. Another direction is to explore applications of our
method to other classes of distributions. The most immediate class that comes to mind is Gaussians
mixture models (GMMs) — given upper and lower bounds on the total variation distance between
GMMs based on their parameter distance, it should not be difficult to derive corresponding sample
complexity bounds.
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Appendix A. Useful Inequalities

Proposition 44 Let X and Y be random variables taking values in the same set. For any function
f,wehave TV(f(X), f(Y)) < TV(X,Y).

Proof For any set A we have,

Pr[f(X) € A] - Pr[f(Y) € A = Pr[X € f1(A)] - Pr[Y € f1(4)] < TV(X,Y).
Taking the supremum of the left hand side completes the proof. |
Corollary 45 Let X and Y be random variables taking values in the same set. For any invertible
function f, we have TV (f(X), f(Y)) = TV(X,Y).

Proof By Proposition 44, TV(f(X), f(Y)) < TV(X,Y) and TV(f~1(f(X)), fL(f(Y)))
TV(f(X), f(Y)).

[ JVA

Proposition 46 Forany & € (0,1), Gaussian N (u, X) and distributions P that satisfies TV (P, N (u, X)) <
&, the following holds. If X1, Xo ~ P?, andY = (X1—X2)/v2 ~ Q, then TV(Q, N'(0, %)) < 3¢.

Proof Given X ~ P, the density P is given by P = N (1, X)) + A.” It follows from the definition
of the TV distance that |A|l; < 2¢. Given a sample X ~ P, we let P~ be the distribution that
satisfies —X ~ P~. The density of P~ is given by P~ = N(—pu, ) + A~ where ||[A™]; < 2¢.
The sample Y’ = X7 + (—X3) has density
Peony =P ® P~ = (N(M,E)-i‘A)@(N’(—MvE)‘FA_)
=N(0,22) + N (1, X) ® AT + AN (—p, X) + A®A™.
We can now bound the TV distance between Py and NV (0, 2Y2).
1

TV(PCO“V,N(O, 22)) - iHPconv - N(O, 22)“1

= JIV(0,25) 4 M1 5) © A~ + A® N~ ) + A® A~ — A(0,25),

_ %HN(M, D @A +A®N(—mT)+A® A

IN

1
5 IV G D)l AT R A HA N (= 2]+ (Al IAT )

<5 (26 +48) <3¢

7. Recall in this paper we define distributions by their densities so N (u, X) is the Gaussian density.
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where the first inequality follows from the triangle inequality together with Young’s inequality.
Since TV (Peony, N(0,2%)) < 3¢, the statement follows immediately from Corollary 45 and equa-
tion (1). |

Appendix B. Omitted proofs from Section 2
B.1. Proof of Lemma 12

We first prove the inequality on the left hand side. Let C, be a y-cover for H that has size
N(H,7). If N(H,~) = oo, we are done. Otherwise, we claim there is no 27y-packing Py, of H of
size at least N (#, ) + 1. We prove this by contradiction. Assume to the contrary that there exists
a 2y-packing Py, of H such that [Py, | = N(#,~) + 1. By the pigeonhole principle, there exists
@ € C, and two distributions P, P" € 7357 such that TV(Q, P) < ~ and TV(Q, P’') < 7. By
the triangle inequality it follows that TV (P, P") < 2 which is a contradiction, so 7357 cannot be a
2+y-packing of . This shows that M (H,2v) < N(H,~).

We now prove the inequality on the right hand side. Let P, be a maximal y-packing with size
M(H,v). If M(H,~) = oo, we are done. Otherwise, we claim that P, is also an y-cover of #,
and hence N (H,~y) < M(H,~). We can prove this by contradiction. Suppose to the contrary that
there were a distribution P € H with TV(P,P,) > . Then we could add P to P, to produce a
strictly larger packing, contradicting the maximality of 7P.. Therefore it only remains to show that
a maximal packing actually exists, which follows from a simple application of Zorn’s lemma (See
proof of Lemma 29).

B.2. Proof of Lemma 28

Fix accuracy and privacy parameters «, 3,¢,0 € (0,1). Let T = [logy(1/c)] and define
sequences {1 = «/12C, & = 2a/120, ... épyq = 27730 /12C. Furthermore for all ¢ € [T + 4]
set ap = /12, By = B/2(T +4), er = ¢/2(T'+4) and §; = §/(T + 4). For each t, let H;
denote the outcome of a run of the (£, C')-robust algorithm using robustness parameter &; accuracy
parameters oy, 5; and privacy parameters €, d;. We then use the algorithm of Theorem 27 to select
a hypothesis from Hq, ..., Hp,4 using accuracy parameter «/2, 3/2 and privacy parameter £/2.
By composition of DP (Lemma 20) it follows the output of the two step procedure is (g, §)-DP.

We can now argue about the accuracy of the algorithm. Given ﬁ% (%, ﬁ, ﬁ, ﬁ)
samples, a union bound guarantees that with probability at least 1 — /2 each H; is accurate (as-
suming &; is a correct upper bound for OPT). We condition on this event.

The success of run ¢ of the robust PAC learner implies that OPT € (&_1,&], so TV(P, Hy) <
C&+ap <2C-OPT+«/12. Similarly, if OPT < & then H; satisfies TV(P, H;) < C& 1 +ap =
a/12 + a/12 = «/6. Finally, if OPT > &74 this implies OPT > 8/12C, so any distribution
H' satisfies TV (P, H') < 2C - OPT trivially. So regardless of OPT, there is a run ¢ that satisfies
TV(P, Ht) < 2C - OPT + «/6. Finally, Theorem 27 guarantees that, with probability greater than
1 — /2, the second step in our above procedure will output a distribution H such that TV(P, H ) <

3(2C-OPT +a/6)+a/2 = 6C-OPT +q, aslong as n = O <logg;/ﬁ) + logg;/ﬁ)>. To complete
the proof, we use a union bound together with setting

B £ Y log(T'/B) | log(T/B)
"= 72(12 2T +4) 2(T+4)’T+4> O< 2 1 ae >
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