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Abstract

We revisit the problem of empirical risk minimziation (ERM) with differential privacy. We show
that noisy AdaGrad, given appropriate knowledge and conditions on the subspace from which gra-
dients can be drawn, achieves a regret comparable to traditional AdaGrad plus a well-controlled
term due to noise. We show a convergence rate of O(Tr (Gr)/T), where G captures the geom-
etry of the gradient subspace. Since Tr (G'7) = O(v/T) we can obtain faster rates for convex and
Lipschitz functions, compared to the O(1/ VT ) rate achieved by known versions of noisy (stochas-
tic) gradient descent with comparable noise variance. In particular, we show that if the gradients lie
in a known constant rank subspace, and assuming algorithmic access to an envelope which bounds
decaying sensitivity, one can achieve faster convergence to an excess empirical risk of O(1/en),
where ¢ is the privacy budget and n the number of samples. Letting p be the problem dimension,
this result implies that, by running noisy Adagrad, we can bypass the DP-SGD bound O(,/p/cn) in
T = (sn)Q/ (1429) jterations, where a > 0 is a parameter controlling gradient norm decay, instead
of the rate achieved by SGD of T' = £2n2. Our results operate with general convex functions in
both constrained and unconstrained minimization.

Along the way, we do a perturbation analysis of noisy AdaGrad, which is of independent
interest. Our utility guarantee for the private ERM problem follows as a corollary to the regret
guarantee of noisy AdaGrad.

Keywords: Differential privacy, convex optimization, adaptive gradient descent

1. Introduction

Differentially private convex optimization is a fundamental problem for machine learning practition-
ers. Empirical Risk Minimization (ERM) in particular is foundational in most learning tasks, many
of which are posed over datasets with sensitive information that can be leaked through model pa-
rameters (Fredrikson et al., 2015; Wu et al., 2016; Shokri et al., 2017). Differential privacy (Dwork
et al., 2006b,a) has therefore been adopted in optimization when training machine learning models
to limit user data exposure.

In current applications, models are usually many times over-parametrized. This is a major
problem for private settings, where the the optimal model 6* cannot be released, but we must release
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rather a private model 6, . For a model dimensionality of p, a naive privatization incurs an excess
empirical risk with lower bound linear in /p (Bassily et al., 2014).
In this paper we propose noisy-AdaGrad, a novel optimization algorithm that leverages gradient
pre-conditioning and knowledge of the subspace in which gradients lie to recover AdaGrad regret
Tr (Gr)

rates (i.e., O (?), where G is the adaptive pre-conditioner defined in Equation 15 in Al-

gorithm 1), and dimension independent excess risk bounds. We propose a general framework to
study noisy versions of Adaptive pre-conditioning (a.k.a. AdaGrad (McMahan and Streeter, 2010;
Duchi et al., 2011; Hazan, 2019)). Further, our analysis identifies a simple condition under which
AdaGrad-style rates can be achieved in the differentially-private ERM problem: that of oracle ac-
cess to a constant-factor envelope of the maximum gradient norm across data samples as training
progresses (See Definition 2).

Each of the assumed pieces of input data is well-justified in practice. While it is possible to
privately estimate the exact gradient subspace under a strong assumption on the linear dependency
of gradients (Singhal and Steinke, 2021); this is hard to verify in practice for the general convex
optimization setting. Yet, knowledge about the gradient subspace is often available through public
data that is easily accessible, for instance through “opt-in” users (Beimel et al., 2013; Xin and
Jaakkola, 2014; Alon et al., 2019; Zhou et al., 2020c). For example, for Generalized Linear Models
(GLMs) this subspace corresponds to the feature space determined by the column space of the data
matrix (see for example Song et al. (2020)). Knowledge of the maximum gradient norm can be had
by observing the training procedure, and gradient norms for many classes of well-studied problems
decay uniformly for all data samples, e.g. those studied in Bassily et al. (2018); Ma et al. (2018). We
leave it as an open problem to design a differentially private algorithm for computing this envelope.

1.1. Notation

We use || - ||2 to denote the ¢5 norm of a vector. We denote by \;(A) the i-th largest eigenvalue of
matrix A, A, _(A) the smallest positive eigenvalue of A, and || - ||, to denote the operator norm
of a matrix, defined as ||Al|,, = max{|\;| : A; eigenvalue value of A }. We will occasionally use
restricted inner products with respect to a subspace U, denoted (-, -)|¢7, as a shorthand for (-, P-)
where Py denotes orthogonal projection in ¢5 onto the subspace U.

|| - |4 denotes the Mahalanobis seminorm, defined as || - [|4 = /(:, A-) for A symmetric and
positive-semidefinite. The dual norm to a norm || - | is defined as ||z[|* = sup,., <1 (%, y). The
dual norm of the above matrix norm is given by ||z||% = |z|/4-1. We use [T'] to denote the time
interval [T'] = {1, ..., T'}. Finally, in the considered setting, f; will be constant over time, so we will
denote f; = f, and to simplify notation we use V; to denote V f(6;).

1.2. Problem Definition

Let D = {di,...,d,} be a given data set drawn from a distribution P, £(-, d) a map defining the loss
n

on data point d, and an objective function £(6; D) = 2 3~ £(6; d;). The goal is to design an (&, §)-
i=1

1=
differentially private algorithm Ay, that outputs a model 6,4, € C C RP that approximately
solves the following optimization problem:

Ienelél L(0; D). (D
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In terms of accuracy we consider the traditional excess empirical risk defined as follows:
Risk(Opriv ) = L(Opriv ; D) — mein L(0; D). 2)

Being consistent with the literature on private convex ERM, we will assume each of the loss
functions ¢(0; d) is convex and L-Lipschitz in its first parameter w.r.t. the o-norm.

Online convex optimization: To solve the private ERM problem, we will model it along the lines
of online convex optimization (Hazan, 2019; Shalev-Shwartz et al., 2011). First, we will propose a
noise-tolerant algorithm for the traditional online convex optimization, and then use that algorithm
and its analysis to design a differentially private ERM algorithm with a bound on the excess empir-
ical risk. We use the well-known online to batch conversion (Hazan, 2019) to translate the regret
guarantee for an online algorithm to that of excess empirical risk of a convex optimization problem.

We adhere to the standard regret minimization setting of traditional online learning (Hazan,
2019). Formally, given a sequence of loss functions F = {f1,..., fr} (witheach f; : R? — R)
arriving online, the objective is to design an algorithm to ouput a sequence of models {01, ...,07}
such that the following is minimized:

1 & 1 &
Regrety (F; A) = > filly) - min - > f(0) 3)
t=1 t=1

Throughout this paper, we will call an algorithm A to be a “low-regret” algorithm if it outputs a
sequence of models such that the regret in (3) is o(1). In principle each of the the loss functions f; €
F can be chosen adaptively (and adversarially) based on the models output so far, i.e., 01, ..., 0;_1.
In this paper we will primarily focus on the convex setting, where the loss functions in F are assumed
to be convex in its first parameter. Furthermore, we will assume that the loss functions are Lipschitz
bounded, i.e., V0 € RP, f € F : ||0gf(0)]|2 < L.

1.3. Our Contributions

Our main contribution is to obtain dimension independent excess risk bounds for differentially pri-
vate ERM through adaptive pre-conditioning. Our contributions can be stated as follows.

A noise tolerant AdaGrad-style algorithm: We design Noisy-AdaGrad (Anoisy—AdaGrad » Algo-
rithm 1), a novel noise tolerant optimization algorithm with adaptive preconditioning that, under
appropriate parameter selection, satisfies (g,0)— differential privacy. The algorithm differs from
AdaGrad in three main respects: (1) it uses a gradient perturbed with Gaussian noise; (2) the pre-
conditioner is updated with clean gradients and then perturbed with a noise matrix drawn from the
Gaussian Orthogonal Ensemble; (3) we introduce a projection step that is intended to maintain the
trajectory of the descent algorithm in the gradients’ subspace. We assume (noisy) oracle access v,
to V4, the orthogonal matrix whose columns span the gradient subspace at iteration ¢, and before
taking a gradient step we project the update step using V;V,’. In over-parameterized regimes, this
step allows us to significantly decrease the effect of noise, when gradients lie in a low rank subspace,
a common characteristic in high-dimensional problems (Agarwal et al., 2019; Gur-Ari et al., 2018).
In practice, this subspace can be computed from public data (Beimel et al., 2013; Alon et al., 2019;
Zhou et al., 2020c).

Dimension independent and AdaGrad-style regret rates with noisy gradient subspace: We
provide a dimension independent low regret bound for Apgisy—AdaGrad in Theorem 3.1 that recovers
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AdaGrad rates given access to a simple sensitivity oracle, improving over previous gradient descent
rates. This is, to the best of our knowledge, the first work to analyse a noisy version of full matrix
AdaGrad where both the gradient and pre-conditioner are independently noised. Our main regret
bound is the following.

Theorem 1.1 (Informal version of Theorem 3.1) Let Yt be the orthogonal matrix whose column
space is the tracked gradient subspace up to time t, and Vi an approximation returned by an oracle.
Let ~ be a bound on the subspaces’ principal angle difference, i.e., |V;V,I' — V}VtTH,)p < 7. Let
L be the gradient {os—norm bound, C the diameter of the constraint set C, and assume L = C =
O(1). Letting o2(t) be the gradient noise variance, then running Ancisy—AdaGrad on L(0; D) for T
iterations we get

E[RegretT(f; Anoisy—AdaGrad ) ]

Tr (Gr) 3oy 03 ()T (G )
T2

<O |E \/RegretT(f; AndaGrad) 24 + v @

Our result can be interpreted as follows.

e The AdaGrad regret term in our bound reduces to O(Tr (Gr)/T), improving over SGD
which achieves regret O(1/v/'T).

e The second term only depends on the gradient space dimension, dictated by the clean pre-
conditioner G, unlike DP-SGD where this term linear in ,/p. By incorporating a projection to
gradient subspace, we obtain dimension independence. Furthermore, we show in Corollary 3
that by adapting the gradient noise at each iteration to be similar in scale to the gradient, we
obtain faster rates: again, O(Tr (Gr)/T).

e An additive factor «y accounting for subspace estimation mismatch. We use Davis-Kahan
sin(#) theorem to bound errors due to rotation of the problem space.

This analysis can be of independent interest and is crucial for any differential privacy guarantee,
since the pre-conditioner used for AdaGrad contains the full history of gradients. In practice, the
alternative to private AdaGrad has been to update the pre-conditioner with noisy gradients and rely
on the post-processing property of differential privacy.

Dimension independent excess empirical risk bounds for private AdaGrad with public data:
Our third result is to derive an excess risk bound that addresses the case where noise parameters are
set to provide differential privacy. Our algorithm uses public data to compute the projection matrix
‘Z‘ZT that forces the descent algorithm to stay in the gradient subspace, and the analysis derives
a dimension independent excess risk bound for differentially private AdaGrad. Setting gradient
and pre-conditioner noise variances appropriately, Anoisy—AdaGrad 1S differentially private and we
obtain an excess risk of X in 7' = (en)?(1+2%) where o controls the decay rate of gradients
norm. This means that if o > 0 we reach the excess risk faster than (P)DP-SGD, that has running
time T = £2n?. Additionally, we include in Lemma 5 the non-trivial computation of the pre-
conditioner’s sensitivity.
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Corollary 1.2 (Informal version of Corollary 6) Given a minimization problem where the sub-
space spanned by gradients has bounded rank k < p, running Anoisy—AdaGrad With appropriate
noise parameters is (¢,0)- differentially private and the expected excess risk of Anoisy—AdaGrad iS

0 < klgi(l/é))

Dimension independent excess empirical risk for DP-SGD without public data: Finally, we
extend previous results from Song et al. (2020) and show that for unconstrained minimization,
DP-SGD, without any gradient subspace knowledge, is enough to obtain an excess risk bound of

O <klgi(l/5)> independent of dimension.
Theorem 1.3 (Informal version of Theorem 5.1) Let 0y = 0 be the initial point of App_gp . Let

0* = argmin and M = V'V be the projector to the gradient eigenspace. Letting L be the gradient
0cRP

lo—norm bound, setting the constraint set C = RP, and running App_gp on L(0; D) for T = &*n
and appropriate choice of learning rate,

2

< L||0*||pr+/1 + 2rank(M) log(1/6)

En

IE‘:[ﬁ(eprlv ; D)] - £(9*7 D) (5)

The concurrent work of Zhou et al. (2020c) studies a similar problem, incorporating Gaussian
noise to privatize the gradient and a publicly available projection to gradient subspace to achieve
dimension independence for differentially private SGD. The methods of proof, however, are signif-
icantly different, and the results presented here conditionally achieve faster convergence.

1.4. Techniques

In this section we describe the main techniques leveraged to obtain the above results. Our con-
tributions are structured as follows: we first analyse the regret of noisy-Adagrad, introduced in
Algorithm 1. Second, we use this analysis to provide excess risk bounds. Third, and finally, we
translate these results for the case when the noise in Angisy—AdaGrad is intended to provide privacy.

Noisy-Adagrad. The first part of the proof of Theorem 3.1 bounds the regret of our noisy-AdaGrad
algorithm, relying on matrix perturbation analysis. The proof follows standard convexity arguments
to bound the regret with a linear approximation, resulting in the four terms in Equation 6. Although
this expression is analogous to the original AdaGrad regret bound, the analysis in our case is much
more involved due to gradient noise b; and pre-conditioner noise B;. Given that we need our bound
in terms of the original pre-conditioner G, we introduce several findings and key lemmas that allow
us to achieve this. We summarize them below.

Equation 6 is composed of four terms that can be independently bounded: a potential drop term
that captures closeness to the optimum, a gradient noise norm term, a gradient norm term, and a
projection error term.

1 * 1 * k
/ (TZ@) 503 5 (10 071 — 1~ 1) ©
t t
Ui 2 n 2 1 *
+ 5 (B 106l -11Bd) + 5 (196l -1) + (Vs (6= 6)) e
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for C; the kernel of H; intersected with the rowspace of Gy.

We briefly describe the additional difficulties of analyzing our algorithm compared to traditional
AdaGrad or DP-SGD.

The first term, the potential drop involving matrix norms || - || i, is traditionally bounded using a
telescoping argument, resulting in a Tr (G;) term. Here we first need to manipulate this expression
and rely on trace definition and properties, and the fact that B; is zero mean to obtain a similar result
in terms of GGy and not H;.

To bound the second and third terms involving matrix norm || - || 1> We prove structural
Lemma 12. This Lemma uses an analog of the Woodbury identity to calculate the restricted pseu-
doinverse of a sum of matrices (in this case the pre-conditioner matrix G¢, and the pre-conditioner
noise B;).

The last term makes use of the Davis-Kahan theorem (Theorem C.3) to bound the principal angle
difference between two subspaces: this allows to measure how much signal is lost by projecting onto
a perturbed subspace.

Achieving excess empirical risk guarantee. It is a well-known standard idea called online to
batch conversion (Cesa-Bianchi et al., 2004; Shalev-Shwartz et al., 2009) to translate the regret
guarantee for an online algorithm to that of excess empirical risk of a convex optimization problem.

Providing privacy. To set noise values, we compute the /o sensitivity of gradients and pre-
conditioner. Since individual data point loss functions ¢ are assumed L—Lipschitz, the sensitivity of
the overall loss function’s gradients can be bounded by % The pre-conditioner sensitivity is more
involved, since at each iteration ¢, it utilizes the full history of gradients. We show in Lemma 5 that

it can be bounded by L\/% . To the best of our knowledge, this is the first time the ¢y sensitivity
of the pre-conditioner is explicitly computed; previous private Adagrad results relied on the post-
processing property of differential privacy, and used private gradients to update the pre-conditioner.
This easy fix turns out to be inefficient since it adds bias to the pre-conditioner, slowing down
the exploration advantage (large learning rates in unexplored directions) of the original AdaGrad
algorithm.

Finally, relying on the Gaussian mechanism and strong composition of differential privacy, we
show Anqisy—AdaGrad can be adapted for privacy and achieve an excess risk of %

Using standard techniques, one can work with an £ —norm regularized loss and derive excess
population risk guarantees (see Theorem 2 in Shalev-Shwartz et al. (2009)) .

1.5. Related Work

Differentially private ERM has been widely studied theoretically and empirically (Chaudhuri et al.,
2011; Bassily et al., 2014; Song et al., 2013; Abadi et al., 2016; Bassily et al., 2019; McMahan et al.,
2017; Wu et al., 2017; Iyengar et al., 2019; Pichapati et al., 2019; Thakkar et al., 2019; Feldman
et al., 2020; Song et al., 2020). It was established by Bassily et al. (2014) that the excess risk in
the constrained setting for any differentially private optimization algorithm over convex functions
is lower bounded by (2 (%)

Noisy versions of AdaGrad where the pre-conditioner is updated with information from noisy
gradients have also been studied (Xie et al., 2020; Zhou et al., 2020a,b). In each of these cases the
excess risk bounds depend on ambient dimension. When using pre-conditioning we aim at work-
ing in the intrinsic subspace of the problem; therefore our work is also tangential to differentially
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private and noisy subspace estimation, which have been a broad area of study (Dwork et al., 2014;
Upadhyay and Upadhyay, 2020).

Closer to our contributions, recent work has attempted to eliminate the dependence in dimension
by relaxing assumptions in the optimization setting (Song et al., 2020; Zhou et al., 2020c; Yu et al.,
2021). Below we point out how our contributions differ from these contemporary works.

Comparison to Song et al. (2020): Song et al. (2020) relax the constrained optimization as-
sumption and show that in the unconstrained setting it is possible to obtain a dimension indepen-
dent bound for Generalized Linear Models (GLMs). The excess risk depends on the rank of the
feature matrix, rather than the ambient dimension. First, our results extend the class of problems
and show that this is true for general convex Lipschitz functions in theorem 5.1: Unconstrained
DP-SGD excess risk depends only on rank (V' V7) where the columns of V span the gradient sub-
space. Although this bound depends on V, the algorithm is oblivious of V. Second, the advantage
of Noisy-AdaGrad over these results is that the proof in Song et al. (2020) requires an apriori bound
on the per-sample gradient norm (L(t)) at each time step ¢ € [T to set the optimal learning rate,

and achieve the O ﬁ excess empirical risk, while Noisy-Ada only needs online access to L(t)

at iteration ¢ to set the noise, and achieves an excess empirical risk of O (%) , for a constant

learning rate. This is because the optimal learning rate depends only on the constraint set diameter.
Compared to apriori knowledge of all L(t) values for t € [T'], online access is a more achievable
assumption in practice, for example through adaptive clipping (Pichapati et al., 2019; Thakkar et al.,
2019).

Comparison to Zhou et al. (2020c) and Yu et al. (2021): In a concurrent and independent work,
Zhou et al. (2020c) provided dimension independent bounds via a variant of projected version of
stochastic gradient descent (PDP-SGD), using public data to compute the projector to the gradient
subspace. In another concurrent work, Yu et al. (2021) too relies on access to auxiliary data to learn
the gradient subspace principal components. Their algorithm, Gradient Embedding Perturbation
(GEP) uses the auxiliary data to express the gradient as a sum of the projection onto the principal
components and a residual gradient. This allows them to privatize independently large and small
components. Although improving over DP-SGD, their bound still has a dependence on ambient
dimension since both components are used, but the magnitude of noise is significantly smaller in
the residual subspace. In section 5 we show that public data is not necessary for DP-SGD to achieve
dimension independence in the unconstrained setting, relaxing the public data assumption of Zhou
et al. (2020c) and Yu et al. (2021), and obtaining a better result in this setting by removing the
subspace mismatch term obtained by projections.

The main distinction of our line of work with this concurrent work is that we take full advantage
of pre-conditioning and develop a careful analysis of it in the private/noisy setting. This is of utmost
importance to bridge the gap between private and non-private optimization, and take a first step
in this direction. While concurrent work also exploits the gradient subspace, they do not consider
pre-conditioning the gradient.

In Corollary 3 we show pre-conditioning can translate to faster convergence under knowledge

of L(t), an envelope for individual data point gradient norms; while algorithms proposed by Zhou

et al. (2020c), and Yu et al. (2021) converge as % Noisy-Ada converges as Ir (TGT) and I (TGT) =

0 (%) in this setting (see Remark 4 for details). Setting constant noise o(t) = O(L), PDP-SGD

7
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requires T = (en)?, while Noisy-Ada requires T = (en)?/(1+2%) where measures the decay of
gradients norm over the optimization process, thus 75 < 77.

Finally, the matrix perturbation analysis and techniques we develop can be of independent in-
terest to other areas in learning theory like private principal component analysis.

2. Background

In this section we introduce the necessary tools for the analysis of our Noisy-AdaGrad algorithm.
We start by introducing the traditional AdaGrad algorithm, followed by standard differential privacy
definitions.

AdaGrad. AdaGrad (Adaptive Gradient Descent) (Duchi et al., 2011; McMahan and Streeter,
2010; Hazan, 2019) achieves low-regret for convex loss functions. One of the main features that
separates AdaGrad from other online convex optimization algorithms like follow-the-regularized-
leader, online gradient descent (Hazan et al., 2007), and online mirror descent (Ben-Tal and Ne-
mirovski, 2001; Shalev-Shwartz et al., 2009) is the use of a gradient pre-conditioner. It allows
much tighter regret guarantees if the gradients of the loss functions come from a constant (close to)
low-rank subspace.

The original AdaGrad algorithm (Appendix A.1) proposes the following update with a convex
constraint set C

Op1 = argmin |0 — (6, — nG; Vi) |12, %
oeC
AdaGrad is derived by analyzing the optimal (strongly convex) regularization function to use in
hindsight, that would minimize the regret of an online convex optimization algorithm. Concretely,
consider the set of all strongly convex regularization functions with a fixed and bounded Hessian in
the set

H={X eR’?:Tr(X)<1,X =0} (8)

AdaGrad achieves a regret bound that is within a constant factor of 2C' of the regret achieved by
the best, fixed pre-conditioner in hindsight. We formalize this in theorem 2.1

Theorem 2.1 (Theorem 5.11. in Hazan (2019), originally Theorem 6 in McMahan and Streeter
(2010) and Theorem 8 in Duchi et al. (2011)) Let {0,} be defined by Algorithm 2 with parameters
n = C, where C = maxqyci ||u — Ooll2, 0o is the initial value, and K C RP is a bounded convex
compact set.

Then for any 6* € I,

Regrety(F; Aadagrad) < 2C Fllel%zt: IVl ©)

Differential Privacy.  Originally proposed by Dwork et al. (2006a,b), differential privacy is a
framework protecting single records in a database by bounding the probability of re-identifying any
record from a query output. In this paper we limit ourselves to approximate differential privacy,
and we rely on the Gaussian mechanism and Renyi composition theorem to provide these privacy
guarantees (see Appendix A.2). Formally,
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Definition 1 ((approximate) Differential Privacy (Dwork et al., 2006a,b)) A randomized algorithm
A that receives as input a dataset D is (¢, §)— differentially private if, for any pair of neighboring
datasets D and D'( Definition 9), and any set of events S in the range of A,

Pr(A(D) € S) < e*Pr(A(D") € S) + 4,

where the probability is taken over the random coins of A.

3. Analysis of Noisy-Adagrad

In this section we present and study a noisy version of AdaGrad (see Algorithm 1), where the adap-
tive pre-conditioner is perturbed with a matrix sampled from the Gaussian Orthonormal Ensemble
(GOE) (Definition 8), and the observed gradients are perturbed with spherical Gaussian noise. As-
suming that gradients of the loss function along the trajectory of the models output by noisy Ada-
Grad lie in an accessible constant rank subspace, and an oracle providing an asymptotically correct
estimate of the maximum gradient across data samples, we show: Asymptotically, the regret of noisy
AdaGrad is within a constant factor of traditional AdaGrad.

Formally, let V' be an orthonormal matrix whose columns span the gradient subspace. It is
shown in Song et al. (2020) that for generalized linear models (GLMs), unconstrained DP-(S)GD
achieves a dimension independent bound. The proof relies on restricting the analysis to the feature
subspace, which corresponds for these problems to the gradient subspace spanned by the columns
of V. Even though the algorithm is oblivious to V, by tracking the error only in this region, in
expectation the error is dimension independent. We extend this result to constrained optimization,
by introducing Algorithm 1 that utilizes V;, the matrix whose columns span the gradient subspace
up to time ¢, to achieve dimension-independent bounds for this constrained setting. In practice it
is highly unlikely we can compute the true subspace, but it is often the case that we have (noisy)
oracle access to the subspace. For example, when there is public data available, it is possible to
compute a noisy version Vi of V. In3.1 we prove we can still obtain dimension independence with
an extra factor of ~y that accounts for the distribution difference between the real subspace and the
one obtained from the oracle.

3.1. Algorithm Description

Here we describe the noisy AdaGrad algorithm Apisy—AdaGrad presented in Algorithm 1. It differs
from the traditional AdaGrad in three ways: i) The pre-conditioner matrix at each stage is a noisy
perturbation H; of the traditional pre-conditioner; ii) The state updates (6, — 6441) are dependent
on noisy gradients, i.e., Vi = V; + b, where b; represents the noise; iii) before applying on the
gradients, the pre-conditioners (H,’s) are projected onto the rank k; subspace defined by V;, the
matrix returned by the subspace oracle.

3.2. Regret Analysis

In this section we provide the regret analysis of noisy AdaGrad in Theorem 3.1. One can interpret
the regret as a composition of three terms: i) O(Tr(Gr)/T) which is the same as in the original
AdaGrad algorithm; ii) a term that depends on the gradient noise, which as we mentioned earlier
can be upper bounded by O(Tr (Gr)/T) given a sensitivity oracle; and iii) a term ~y that bounds
the error from a noisy projection obtained from the subspace oracle.
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Algorithm 1: Noisy Adagrad (Anoisy—AdaGrad ) With gradient subspace oracle

Input: Learning rate 7, 6y € RP, Gradient noise standard deviation oy, (), GOE scaling o (t),
oracle access to V; estimate of V; for ¢ € [T], So <0

fort=11t0 T do

Predict 6;, suffer loss f(0;) ;

Update

Sy =S_1+ViVvT, G =58"" By=op(t)M, and M,~pucor (10
V; + Gradient subspace returned by the oracle

H; =11,(Gy 4+ B;)  where II, = V;V;T (11)
V,=V,+0b whereb; ~N(0, o (t)I,)

Denote k; = rank(H;).
Ypy1 = 0 — ﬁﬂfl%t
Or1 € P (yisn) (12)

where P (y) = argminyc. || — y||z denotes the projection over the convex set C using
the semi-norm determined by H.

end
Result: {0,}1,

The proof of Theorem 3.1 goes through a careful matrix perturbation analysis, that controls the
perturbation of the subspace spanned by the non-noisy pre-conditioner GGy at each time step ¢t € [T7].

Recall that A ; _(Gy) denotes the smallest positive eigenvalue of G.

Theorem 3.1 Let V; be the orthogonal matrix whose column space is the tracked gradient sub-
space up to time t, and 17,5 an approximation returned by an oracle. Let vy be a bound on the sub-
spaces’ principal angle difference, i.e., |V;V,T — ‘Z‘ZTHOI; < v, and assume V,VT (I —V,VT) = 0.
Let L be the gradient {o—norm bound, C the diameter of the constraint set C, and assume L =
C = O(1). Letting n be the learning rate, and 0b2 (t) be the gradient noise variance, then running

Anoisy—AdaGrad on L(0; D) for T iterations we get
1 + 2 Tr (Gr) + 7 E oZ(H)Tr (G +
nl" T T - ¢

13)

E[RegretT(]:; Anoisy—AdaGrad )] <0 (E

Comparison with traditional Adagrad: We first introduce a definition that will allow us to deter-
mine conditions under which it is possible to achieve AdaGrad rates.

Definition 2 Let A be an optimization algorithm for solving Problem 1, that at time t outputs result
0;. We define L 4(t) as the function that asymptotically bounds from above and below the gradient
norm max; | V4;(0)||2 at iteration t of algorithm A, i.e., Ly 4(t) = ©(max; ||V{;(6;)]|2).

10
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We will drop the subindices f, A, since it will refer to our loss function £ and algorithm
Anoisy—AdaGrad in our paper.

AdaGrad achieves a regret bound that is within a constant factor of 2C' of the regret achieved
by the best, fixed pre-conditioner in hindsight. We formalize this in Theorem 2.1. Selecting the
learning rate that minimizes the expression on the right of Equation 13 we obtain the result in the
informal Theorem 1.1.

Assume constant rank k&, = O(1) smaller than the problem dimension p. In the worst case,
when oy,(t) = (1), these terms balance to O(1/+/T) and we obtain the same rates achieved by
PDP-SGD. Assuming oy,(t) = L(t), these additional terms simplify to O (Tr (G7)/T + ). That
is, in this setting we recover AdaGrad rates:

Corollary 3 (Appendix C.5) Let op(t) = O(||V¢||2) in Algorithm 1. With an appropriate learning
rate, the overall regret of Ancisy—AdaGrad s O(Tr (G7)/T + 7). Further, if% > IVill2 = o(1)
then O(Tr (Gr)/T) = o(1/V/T).

Remark 4 How to access |Vi||2 to design the noise is an open direction that we leave for future
work. In practice we can find a bound on the expected norm schedule of the gradient, or rely
on estimating it from public data, add adaptive gradient clipping to our algorithm according to

this schedule (see for example Pichapati et al. (2019)), and design the noise according to these

clipping values to obtain the desired rates. For example, if |V||2 is decreasing as O <L> then

%
Tr (Gr) = O <\ /> 1/%) = O(T/®), and the regret decreases as O(T~°/%), improving over
SGD whose rates are in the order of O(1/\/T).

3.3. Proof sketch

Dimension independence is obtained thanks to the following observations: (1) the projection step
given by V;V,T in Eq 11 allows us to work in a k dimensional subspace instead of a p dimensional
one; (2) even if this projection “erases” part of the real update, this error also lies in a k dimensional
subspace by assumption.

More concretely, the proof is structured as follows: paralleling traditional convergence proofs
for descent algorithms, we will expand the expression ||0;+1 — 6*| g, to obtain an expression in-
volving (Vy, 6; — 0*), and bound the regret using convexity.

Four terms are introduced that we will bound independently: two of them, one that depends
on ||0y41 — 0*||g, — ||6: — 0*|| 5, , and the norm of the gradients under H !, are analogous to the
original AdaGrad proof; relying on an orthogonal decomposition of R? we work only with the noisy,
projected pre-conditioner, and these terms can be finally bounded by Tr(G,), up to a multiplicative
factor. The connection is attained first by decomposing RP, isolating the subspace where H; is
invertible. Thanks to the above observation (1) the relevant subspaces are k-dimensional. Then,
restricted to this space, we rely on Lemma 12 that uses Woodbury identity to calculate the inverse
of a sum of matrices (restricted G; and B; in this case), and Holder’s inequality. The third term is
the norm of b;, the gradient noise that is similarly bounded using Lemma 12. Finally, we track the
error introduced by the projection using Davis-Kahan theorem (Davis, 1963) which again also lies
in a k-dimensional subspace (observation (2)).

11
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4. Private Pre-conditioned Gradient Descent for ERM
4.1. Estimating subspace with public data

In this section we will use Noisy-AdaGrad algorithm to define an (e, §)-differentially private al-
gorithm Ay, that approximately minimizes the excess empirical risk defined in (2). Our main
contribution is in the low-rank unconstrained setting where, compared with original AdaGrad, we
only pay an additional price of scale O ( %), independent of dimension. To do so, we make the
following observations:

e Online to batch conversion: If we set each of the loss function to be identical to f(6) =
T

L(0; D), and set fP*17 = % > 0, output by Algorithm 1 (Algorithm Aneisy—AdaGrad )» then
t=1

E [Risk(6°**V )] < E [Regrety(F; Anoisy—AdaGrad ) |- (This follows from standard use of
Jensen’s inequality.)

e Computing (¢/2, 6 /2)-private pre-conditioner : Lemma 5 below and standard use of Renyi

composition theorem (Mironov, 2017) imply that ensuring op(t) = O <LT§1\;§(1/6)> in

5 5)-differential privacy to the computation of all the

Algorithm Apoisy—AdaGrad €nsures (iﬁ 2

H’s in Algorithm Apgisy—AdaGrad -

e Ensuring all noisy gradients preserve (¢/2, §/2)-differential privacy: By the same ar-

Tlog(1/9)

. L . .
gument as above, ensuring o(t) = O ( - > in Algorithm Apoisy—AdaGrad €nsures

(%, g)—differential privacy to the computation of all the (V;+b;)’s in Algorithm A,gisy—AdaGrad -

With these observations, and composition for (g, d)-differential privacy (Dwork and Roth, 2014)
we can ensure the above variant of noisy AdaGrad is (¢, ¢)-differentially private. In the following,
we will use the online to batch conversation mentioned above to bound the excess empirical risk. In
particular, we obtain a bound of O(%) that does not depends on the dimensionality p. We formalize
this result in the following corollary. In the setting where the pre-conditioner does not satisty low-
rank assumption, we will recover the traditional upper bound of ©(,/p/(en)) for private ERM via
differentially private gradient descent (Bassily et al., 2014), since Tr (G) will be growing with the
dimension.

Lemma 5 (Appendix C.6) Let Gy = /), V.V be the preconditioner formed at iteration t. Let {;
be an L—Lipschitz loss function on datapoint d; for i = 1, ..., n, and n the total number of records.

Then the preconditioner’s ly—sensitivity is given by As(Gy) = O (L\/%)

Corollary 6 (Appendix C.7) Assume the subspace spanned by accumulated gradients is bounded

by a constant k < p. Let o be a non-negative real number such that |V|2 = O(Z&). With
1

appropriate choice of m, and for v = O(=-), after T = (571)2/ (1420) " the excess risk of noisy-

EN

/klog(1/0) ) '

subspace AnoisyfAdaGrad is O ( on

12
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Remark 7 Connecting with the discussion in Remark 4, Corollary 6 does not assume noise o(t) =
O(||V¢||) since doing so would violate privacy. However, access to this quantity would give us
enough information to find the sensitivity of the gradient V in certain settings and further improve
rates. For example, under an interpolation assumption (see Bassily et al. (2018); Ma et al. (2018)),
a bound on the norm of the average gradient |\ L(0y; D)||2 implies a bound on the envelope L(t)
of individual gradients ||V ¢;(0;)||2 (Definition 2).

For now, we rather assume constant noise, leaving us with suboptimal rates. However, we still
reach the excess risk bound in fewer iterations than DP-SGD and PDP-SGD, in the case where
gradient norm is decreasing (o > 0 in Corollary 6 ): we require T' = (5n)2/(1+20‘), compared to
T = e?n? in (P)DP - SGD.

4.2. Discussion: Privately Estimating the Subspace may not Help

e A natural way to avoid using public data is to privately estimate the subspace with differential
privacy. Under the strong assumption that the span of accumulated gradients are in “general
position” (no trivial linear dependencies among the data points), Singhal and Steinke (2021)
show that exact recovery of the subspace is possible with probability 1. However, this is a
very strong assumption difficult to verify in our setting.

e In the general setting, even if we estimate the subspace with 1/2 the data, there will be a
dependence on v = ,/p/n by the best known upper bound. (See Theorem 2 in Dwork et al.
(2014).) This is fundamental in the constrained optimization setting, where there exists a
lower bound of Q(,/p/en).

An open question that remains is if there exists a more direct analysis of private AdaGrad in
the unconstrained setting that could achieve dimension independence without oracle access to
the gradient subspace. In Section 5 we prove that this is possible for general convex functions
in the unconstrained setting with only DP-SGD.

e Subspace estimation from public data: This problem has been widely explored in the liter-
ature, where a covariance matrix is to be estimated from m (public) records sampled from
distribution P. More concretely, it is shown for example in Zhou et al. (2020c) that under

natural assumptions v < O (\ / bff) in the worst case scenario.

5. Interlude: Dimension independence in Unconstrained DP-SGD

Below we extend the results in Song et al. (2020), and show that unconstrained DP-SGD achieves
dimension independence for general convex functions, without access to public data.

Theorem 5.1 (Dimension independence in unconstrained optimization (Appendix C.8)) Let 6y =

0 be the initial point of App_gp . Let 0* = argmin f(0) and M = V'V be the projector to the
fcRP
gradients eigenspace. Letting L be the gradient {o—norm bound, setting the constraint set C = RP,

and running App_cp on L(0; D) for T = £2n? and an appropriate choice of learning rate,

- L||6*||ar+/1 + 2rank(M ) log(1/5)
- En

E[L(Opriv ; D)] — L(67; D) (14)

13
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6. Discussion

We provide several insights that widen the understanding differentially private constrained and un-
constrained optimization. First, with knowledge of the subspace where the gradients lie, it is possi-
ble to obtain bounds in terms of the trace of the pre-conditioner. This last one in turn, encodes the
intrinsic dimension of the data, a smoother definition of the rank. Formally, the intrinsic dimension
is defined for a positive-semidefinite matrix A as the quantity

Tr (A)
[ Allop

It measures the number of dimensions where A has spectral content (see Tropp (2015)). We can
Tr (Gr) _ intdim(A)|
T = T

intdim(A4) =

interpret our bound [Crllop g being dependent on the intrinsic dimension, rather

than p, and the rate at which gradients are decreasing, captured by %

Second, we introduce the importance of a gradient norm schedule during the optimization is
necessary to guarantee differential privacy without sacrificing running time. We leave it as a future
direction the exploration of differentially private algorithms that provide access to this envelope.
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Appendix A. Additional background details.
A.1. AdaGrad algorithm

Below we present an adaptation to our notation of the original AdaGrad algorithm from Duchi et al.
(2011).

Algorithm 2: Adagrad (AadaGrad)
Input: Learning rate n > 0, initial accumulator § > 0, bounded convex constraint set X
91 <+~ 0;
SO +— 0;
Gy + 0;
Hy + 0;
fort=11t0T do

Predict 6y, suffer loss f(0;) ;
Update:
Si=S1+WVi, G =57 (15)
H, =4I + G, (16)
0,11 = argmin |0 — (6, — nV,) |3, a7
fex
end

Result: {0;}

A.2. Differential Privacy

Definition 8 The Gaussian Orthogonal Ensamble (GOE) is the random matrix model of symmetric
matrices M,, where the upper triangular entries have distribution N'(0, 1), and the diagonal entries
N(0,2). We use pcor to denote the distribution of a matrix generated from this model. .

Definition 9 We say that two datasets D and D' are neighbors, and use the notation D ~ D', if
they differ in exactly one record, meaning there is exactly one record that is present in one and not
in the other.

Theorem 10 ( Theorem A.l. in Dwork and Roth (2014) ) Let f be an arbitrary function with
range in RP. Define its ly-sensitivity as Ao(f) = maxpps || f(D) — f(D')||a. Let € € (0,1),
2> 21n(1.256), and o > CAQT(f). The Gaussian mechanism with parameter o that adds noise

N(0,0?) to all p components is (¢, d)—differentially private.

Gaussian mechanism and strong composition: It follows from Renyi composition (Proposition

1 and 3 in Mironov (2017)) that ensuring ¢ = O (AQ(f) VTIOM) preserves (g, §)—differential

)

privacy when composing 7' times the Gaussian mechanism with parameter o. See Appendix A.2
for details and notation.

18



DIFFERENTIALLY PRIVATE ADAGRAD

Appendix B. Proof of Theorem 3.1
B.1. Proof of Theorem 3.1

Below we present the detailed proof of Theorem 3.1, and defer the proofs of structural Lemmas to
Section C. We first split the regret in four terms in Section B.1.1 and bound each of these indepen-
dently.

B.1.1. PRELIMINARIES

Notice that H; may not be full rank, so we interpret H, 1 as the Moore-Penrose pseudoinverse for
t = 1,...,T. Indeed all inverses below on potentially non-full-rank matrices should be interpreted
as pseudoinverses, and their corresponding norms as semi-norms.

To aid our analysis we will occasionally decompose into subspaces. Let Dy = rowspace(H,),
so that Di* = ker(Hy). Let:

E; = rowspace(Gy) N Dy
Cy = rowspace(Gy) N DtL
F; = ker(Gy)

Lemma 11 (Appendix C.1) Under the same assumptions of Theorem 3.1

T
]' * 1 * *
oy (T Zet> = f(0°)| <Eby,..br 1.B1,..Br [Z T (10 = 01, — 1001 — 0°17,)
t t=0
(18)
+ o (Eu Il 1B )
2 \ Hy
n 2
+ 55 (VeI
+ l(V 0, — 6™)|
T ty Ut Cy
We bound the four terms in this expression independently.
B.2. First Term: |0, — 0*||7, — [|6:11 — 6*||7,
T
> (6 = 07131, — 16041 — 67134,)
t=0
T-1
< 100 = " l131, = 1671 = O [ls1z + D (6 — 6°)(Hy = Hy1) (6, — 67)
t=1

The first term on the right hand side is 0, since Hy = 0 and the second one is non-positive
thanks to the projection step, so we can bound this entire term as
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Z adagmaw Ht Htfl)
T

Z —H; )

t

By linearity of the trace and projections,

T-1
= Clu Z Tr(IL(Gy)) — Tr(Ily(Gi-1)) + Tr(IL(B:)) — Tr(IL(B-1))

Since G — G4_1 is positive semi-definite,

ZTf (Gy) — Tr(Gyo1) + Tr(I(By)) — Tr(IL(B_1))

Now, E[II;(B;)] = 0, so taking expected value on both sides respect to Bj, ..., By, conditioned
on by, ..., b1, using linearity of expectation and independence of b;-s and B;-s

E > (16— 6% 113, — 16041 — 07]17,)
t
Caia Z Tr(Gt) — Tr(Gi—1) + Tr(Ily(By)) — Tr(Ily(Bi-1))
ada Z Tr Gt Gt 1)
= IE[Cada (GT)] (19)

B.3. Second term: E[||bt||§{t,1]

For the third and fourth term we will restrict attention to the range of Gy, utilizing the following
Lemma.

Lemma 12 (Appendix C.4) Define C = A + B, for A, B, C linear operators on RP such that B
and B~YA + I are invertible. Then for v € im(A), u € RP,

[, 070} < 5 [ A7)

Now, to bound the norm of b; under Ht_l. By sign considerations we may assume H; to be
positive semidefinite, and similarly we may drop the projection II; from this portion of the analysis.
We proceed to decompose R? into the row and null spaces of G:
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RP = ker(Gy)* @ ker(Gy)

Call these spaces respectively A, and B, we can write:
||bt||§{t—1 = (b, H; 'by) = (b, H; V| abe) + (b, H; | 5br)

Bq is full-rank with probability 1. As G} is the sum of projectors, its rowspace is contained in
its image, so A C im(Gy). Finally, By’s continuous eigenvalue distribution implies, for v € R",
v € im(B, '@y + I) with probability 1. Since R™ is finite-dimensional this yields the invertibility
with probability 1.

Therefore we can apply Lemma 12 to C' = Hy, A = G; and B = B;. Using that b; is zero mean
spherical noise with variance o7 (¢) we obtain

4 _
Ep,(Ibel|3, (b1, b1, B, Br] < B, [0 Gy ']
402 (t _
= ‘;f)ﬂ<Gt 0] (20)

Where the inequality in the second step follows from the use independence and linearity of
expectation:

By, [/ G 0] = By, | > Gijlbube; | = Y Eo, |G5lbrby, | = ZEbt (G0} ] = o ()T (G
Y] 4,J

We claim that the composition of II; and projection onto the kernel of G is 0. This is immediately

implied by the assumption V;V,I' (I — V;V;T') = 0. Therefore H; is in fact the zero operator on

subspace B, and does not contribute to the bound on || b; ||fq,1

t

Taking the sum over ¢, and expectation over remaining terms,

4 T
E [th lbell+ | < ggff ) @1

B.4. Third term: ||thH;1

Paralleling the proof in the previous section, Section B.3, using the space decomposition and
Lemma 12, we have that

IVell7, - < VTG v, (22)
Below we will bound this term using the following lemma.
Lemma 13 (Lemma 5.15 in Hazan (2019))

ST Vil s < 2Tx(Gr)
t
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Taking the sum over ¢, applying Lemma 13, and taking expectation over the conditioned terms,

<R E 9. mGT)] 23)

E

SVl
t

B.5. Fourth term: (V,, 0, — 0%)|¢,

This term corresponds to the component of V; we could have lost in the projection due to an in-
nacurate gradient subspace estimation.

Recall that C corresponds to the intersection of the accumulated gradient subspace (row space
of G4) with the kernel of H;. So this term can be expanded as follows, using Cauchy-Schwartz for
the first inequality and Davis-Kahan theorem for the second one (see Appendix C.3).

(Vi,0, — 0%)|c, = VI PL (I — Pi) (0, — 07)
< |[Vellal|PE (I — Pr,)(0: — 0%)]|2

~~T
< CLVAVE = ViVi lop
< CLy (24)

B.6. Putting these estimates together

Finally, putting together the four expressions,

2
FE 00— s <e| (G + ) meiGn)]
+ 5B Dot (G)

+7 (25)

We obtain the informal version in Theorem 1.1 by picking the minimizing learning rate.
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Appendix C. Proof of structural lemmas and Theorem 5.1
C.1. Lemma 11

Under the same assumptions of Theorem 3.1

T
E|f (;Z@) —f0)| <Ey,. . by 1.Bi,...B [Z % (16, — 9*”%{15 0 — 9*”%{,5)
| - (26)
+ o L (Bulll2, 1 1B))
2 (v,
+ %(Vt, 0r — 9*>|ct] 27

Proof Recall that given H, we define the scalar product (x,y) iz := (x, Hy), and we use the nota-
tion -| 4 to denote the output of a transformation restricted to subspace A.

Following the update rule in Eq 12,

10e41 = 0% (1, = 1P (0 = nH (Ve + b)) — 60°|[3, (28)
< N0 = nH (Ve +b) — 073, 29)
= [|6: — H*HHt —20(H; (Vi +b0), 00 — 0% ), + 07| Vi + thiI;I'
Where the first steps follows by the contraction property of projections (see Appendix C.2)

We have that
<Ht_1(vt+bt)10t _0*>Ht = <vt+bt79t _9*>|Dt‘ (30)

Rearranging,

1
(Ve +be, 00— 07)|a, = % (10 — 6" H, — 16041 — 0°[17,) + gllvt + bt\lfqt—l GD

Taking conditional expectation over b;, conditioned on by, ...b;_1, By, ..., B; the left hand side
becomes
Ebt[<vt + bt7 et - 9*>|At|b17 ceey bt—la B17 ceey Bt] = <vt7 Ht - 9*>|At

Traditionally, we could now use convexity to bound the regret by using the identity h(6;) —
h(6*) < (V4,6; — 6*). Notice though that we could have lost some signal after the projection step,
and (Vy, 0 — 07) # (V4,6 — 6)|p,

However, we know that

(Vi, 00— 0%) = (Vi,0: = 0%) |5, + (Vi, 00 = 0%)|c, + (Vi, 00 — 07) |-

Furthermore, by construction V; € rowspace(Gy) and thus: i) its product will be zero on F; and
ii) we can interchange F; and D; since E; C Dy, then
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(Vi,0p — 0%) < (V4,00 — 0%)|p, + (V¢,0: — 07|,
Completing this in Equation 30, and using the fact that b;-s are independent, we obtain

(V10— 0°) < (V. 0~ 0o,
1 * *
+ 5 (18— 0713~ 1602 — 0135
n
+ 5 (Va2 + sy lbel1% ) (32)

Now we can invoke convexity, f(6;) — f(6%) < (V, 0, —6*) and f(3_,0:) <>, f(6r).
Combining these facts and taking the sum over ¢,

f (; ;@) — f(#") < ; %(Vtﬁt —0%)c,

1 . .
+ gy 18 = "1l = N1 — 6717, (33)

n 2
+ 5 (B0l 1B4])

n 2
o 4=

Using law of total expectation,

T
1 * 1 * *
E|f (T th) — [0 < Epy,..or_1,B1,...Br [Z 2nT (Het — 0 H%ft —[10e+1 — 6 H%{’f)
t t=0
(34)
n
+ o (B el 1B:1)
Ui 2
+ 55 (19403, -)
1
+ T<Vt7 0 — 6*>‘Ct] (35)
|
C.2. Contraction property of projection for arbitrary norms
Lemma 14
Let || - || define a seminorm. Let C be a convex set and ll¢(x) = argmin, . ||v — x| be the

projection operator to set C. Then for any v € C,
[Me(z) — ol < flz — o
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Proof Notice the contraction and the projection are measured using the same seminorm.
Let 2* = I¢(z),and v € C, v # x*
We first prove that
(x —x"v—2") <0 (36)

Let a € (0, 1), then by convexity of C, z* + a(v — 2*) € C, so by optimality of z*
lz — 2*||3 < ||z — (" + (v — 2*)) |3
= ||z — 2*|3 + o®[lv — 2*[|5 — 2a(z — 2%, v — 2?)
— (z—a%v— 932> < %Hv — x*H%

Which is true for « arbitrarily small, yielding Equation 36
Now, we start going backwards,

= [la* — x| + |z — v]|3 + 2(z* — 2,2 — v)
= ||l=* — a:H% + ||l — vH% +2(x —a*v—a"+ 2% —x)
= —|la* — zl3 + ||z — v||3 + 2{x — 2%, v — z¥)

Cancelling terms, and rearranging,

— |lz" —z|2 > 2(x — 2", v — x¥)

which is true by non-negativity of semi-norms and equation 36

C.3. Davis-Kahan Theorem
Theorem 15 (Davis-Kahan Theorem) For any matrices A and B of like dimensions, for which
Ai(4) > \;(B),

|A = Bllop

() = 2\ (B) &7

. -
I1PA(T = Pgllop <

C.4. Lemma 12

Define C' = A+ B, for A, B, C linear operators on R such that A and C are positive semi-definite,
and B and (B~ A + I) invertible. Then for v € im(A), u € R",

|(u,C )| < % ‘uTAflv}

Proof Note that C = B(B~1A + I) is invertible by the stated assumptions. Since A, B, A + B
and B! A + I can be inverted for v € im(A), we can use the Woodbury identity (in its special case
as Hua’s identity, which does not rely on global but rather pointwise invertibility on its intermediate
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terms), to calculate C~1 = (A + B)~!. We additionally use invertibility of B~1A + I to invert the
order of the Moore-Penrose pseudoinversion on the product A(I + B~!A) (see Corollary 1.4.1 of
Campbell and Meyer (2009)).

First we compute an expression for C~'v = (B + A)~ v following Hua’s identity:

(B+4)-[A7 = (4+ 4B~ 4) ] v

BA™' + 1~ (B+4) (A+AB~'4)""|v

BA™' +1-(B+A) (A(I+B7'4) " |

I+BA™ = B(I+B7'A) (1+B7'4) " A7 |u

S —mar——

(38)

where we have used AA~'v = v since v € im(A), invertibility of B to write BB~1A = A,
and invertibility of X = I + B! A to both collapse X X ~! = I and rewrite (AX)~! = X~1A~L,
Since A + B is invertible by assumption, (38) implies C~!v = (A_l —(A+ AB_IA)_1> .
Therefore:

[(u, C )| = ‘uTC’*lfu‘
= [uT(A™t = (AB'A + A) 7)o
= [vTA v —uT(ABTTA+ A) ")yl
< [u" A7 M| + | Tr(u" AN (BT A+ 1) Pyay) o)
(39)

Where the last step follows by the triangle inequality, and because the trace of a scalar is just that
scalar. Using the cyclic property of the trace,

= [u" A7 0| + [ Tr(ww" AT ((AB™" + 1) Pya)) ™)l

(40)
Using the trace duality property,
< Ju" AN + [l ANl [(ABTH + 1) 7 loo 4D
_ Ai(B)
< |uTA 1 <1+maxz) 42
<| (2 53 @ @

Notice that we only care about \;(B) > —A\;(A), otherwise it would mean C' would have neg-
ative eigenvalues, contradicting the PSD assumption. The maximum on (42) is then bounded by

1
Thminsor) < 1 ThUS,

<oTA W (1 +1)
<24 (43)
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Remark: Notice that in step 41, the L; and L, norms can be replaced by any p and ¢ such than
% + % = 1 to obtain a better bound.
|

C.5. Corollary 3

Assume the norm of gradients is decreasing as L(t) = o(1), and constant rank for the gradient
subspace. Let oy(t) = O(L(t)), then the overall regret of Anoisy—AdaGrad is O(Tx (G1)/T) =
o(1/V/T).

Proof We first introduce the following inequality that has been previously used in optimization, see
Lemma 1 in Streeter and McMahan (2010) for a proof.

Lemma 16 For any non-negative real numbers a1, a2, as, -+ ,n,,

t
Notice that Tr (G;) = O < > (L(s))2> . Then selecting the optimal learning rate in expression

s=1
13, we have:

VTr (Gr)? + Tr (Gr) X0, o2 ()Tr (G71)

E[Regret,(F; Anoisy—AdaGrad )I<O[E T

+7

\/Tr (Gr)? + T (Gr) Xy L(1)/ ) Yy L(s)?

<O|E T +
o VMGTVH‘;(GT) S 1)
<0 (]E _\/’I‘r (CTYT)QTJF'I'I“(GT)2 7])
<o(e[=F+))

(45)

Where Equation 44 follows from the non-negativity of L(¢)? and inequality in Lemma 16 W
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C.6. Lemma 5 - pre-conditioner sensitivity

Let Gy = />, ViV be the preconditioner formed at iteration t. Let {; be an L—Lipschitz loss
function on datapoint d; for i = 1,...,n, and n the total number of records. Then the precondi-
tioner’s Uy —sensitivity is given by As(Gy) = O (L\/%)
Proof Let G be the preconditioner computed at iteration ¢ with dataset D = {dy, ..., d,,}. Let D’
be a neighboring dataset, w.l.o.g. d,, ¢ D’.

Letg:; = w. By the L—Lipschitz condition, || g; ;|| < % Recall that G = />¢_, V, VT,

-1 -1
and VP =3 pgij Let Ky = >0 (3721 9i) (721 9i)”
We have then

t n
IGP =GP [l2 = ||| Ki + Zzgi,ngi,j’ -V K
i=1 j=1 -
t n
< Z Z 9ingi,j
i=1 j=1 .
t n t n
= AT [ DD gimghi | DD gimgls (46)
i=1 j=1 i=1 j=1
t n
= |Tr [ D> gingl, 7)
i=1 j=1

oLyt 48)

G

C.7. Corollary 6

Assume the subspace spanned by accumulated gradients is bounded by a constant k < p. With
appropriate choice of m, and for v = O(%), the excess risk of noisy-subspace Angisy—AdaGrad IS

log(1/9)

Proof Recall that 03,(t) = O(Livﬂog(l/é)), assume L = O(1), and assume gradients norms are

En

decreasing as [|V;|| = O(s&), then Tr (Gr) = O(/3, 1/2%) = O(T 2" ) and 3, Tr (G ) =
142

0 <Zt %) =0(T"z ).

Replacing these values in Theorem 3.1,
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. Tl-20 T2 7p(142a)/2
E |Risk(6P**7) | <
[Risk( )] —\/ 75T 22T +7

< 1 1 1
=\ 7T1+2c + £2n2 + en

Then letting 7' = en)?/(1+2%) we obtain the desired result. |

C.8. Unconstrained DP-GD

Algorithm 3: DP-GD: Differentially private gradient descent
2

Input: noise variance o
fort=1 to T do
%t <~ V;+0b whereb; ~ ./\/(0, Ggfp);
Ory1 =0 — V4
end
Result: ~ 37 6,

, number of iterations 7', learning rate 7, gradient oracle V;

Theorem 5.1: Let 0y = 0 be the initial point of App_gp . Let 0* = argmin f(0) and M = VV7T
9CRP
be the projector to the gradients eigenspace. Letting L be the gradient {5—norm bound, setting the

constraint set C = RP, and running App_gp on L(0; D) for T = £>n? and appropriate learning
rate n,

L||0*||pr/1 + 2rank(M) log(1/5)
En

IE[ﬁ(gpriv ; D)] - £(9*7 D) <

Proof We follow standard arguments for analyzing gradient descent Song et al. (2020); Bubeck
(2015) . Recall that M is the projector to gradients eigenspace.
We have that

10111 — 0%[37 = 16 — 6% — (Ve + be) |13
< |16 — 0% |37 — 20(Ve + by, 0 — 0%) +1?|| Vi + b3y

Taking expected value respect to b; conditioned on by, ..., b;_1,

< |6 — 013 — 20(V4, 0 — 07) + n*(L? + rank (M)a?)

Here we used that V; lies in the subspace M, and b; ~ N (0, 021,,)
Rearranging,and taking expectation over by, ..., by_1
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1

E[(V, 00 — 07)] < %( 16 — 6113 — 10241 — 0"113,]) + g(LQ + rank (M)o?)
By convexity,
1 I
L(6°"™ ;D) — 72 (Vi -
t:l

So taking the sum over ¢ in Equation 49 and using linearity of expectation we get

) 1
E [£(6773D)] = £(0%:D) < 5zl - 0* 112, + g(L2 + rank (M)o?)

Taking the optimal learning rate 7,

. L2 + rank(M)o?
< 07y T

L+/Tlog(1/6) )

— ,and T' = £2n? we obtain the desired result:

Setting o = O(

L||0*||pr1/1 + 2rank(M ) log(1/6)

En

E[L(Opriv; D)] — L(0%; D) <

30
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