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Abstract

We show that when taking into account also the
image domain [0, 1]?, established I;-projected
gradient descent (PGD) attacks are suboptimal
as they do not consider that the effective threat
model is the intersection of the [;-ball and [0, 1]%.
We study the expected sparsity of the steepest de-
scent step for this effective threat model and show
that the exact projection onto this set is compu-
tationally feasible and yields better performance.
Moreover, we propose an adaptive form of PGD
which is highly effective even with a small budget
of iterations. Our resulting /;-APGD is a strong
white-box attack showing that prior works over-
estimated their /;-robustness. Using [;-APGD
for adversarial training we get a robust classifier
with SOTA [;-robustness. Finally, we combine
l;-APGD and an adaptation of the Square Attack
to [; into [1-AutoAttack, an ensemble of attacks
which reliably assesses adversarial robustness for
the threat model of [;-ball intersected with [0, 1]%.

1. Introduction

The application of machine learning in safety-critical sys-
tems requires reliable decisions. Small adversarial perturba-
tions (Szegedy et al., 2014; Kurakin et al., 2017), changing
the decision of a classifier, without changing the semantic
content of the image are a major problem. While adver-
sarial training (Madry et al., 2018) and recent variations
and improvements (Carmon et al., 2019; Gowal et al., 2020;
Wu et al., 2021) are a significant progress, most proposed
defenses not involving some form of adversarial training
turn out to be non-robust (Carlini & Wagner, 2017; Atha-
lye et al., 2018). While the community so far has focused
mainly on /.- and [y-perturbations, [ -perturbation sets are
complementary as they lead to very sparse changes which
leave effectively most of the image unmodified and thus
should also not lead to a change in the decision. While there
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exist a set of [;-based attacks (Chen et al., 2018; Modas
et al., 2019; Brendel et al., 2019; Croce & Hein, 2020a;
Rony et al., 2020), in contrast to the /.- and [5-case the
classical white-box projected gradient descent (PGD) attack
of (Madry et al., 2018) has not an established standard form
(Tramer & Boneh, 2019; Maini et al., 2020). Moreover,
training [ -robust models with adversarial training has been
reported to be difficult (Maini et al., 2020; Liu et al., 2020).

In this paper we identify reasons why the current versions
of [1-PGD attacks are weaker than SOTA [; -attacks (Chen
et al., 2018; Croce & Hein, 2020a; Rony et al., 2020). A
key issue is that in image classification we have the addi-
tional constraint that the input has to lie in the box [0, 1]¢
and thus the effective threat model is the intersection of the
l;-ball and [0, 1]%. However, current [;-PGD attacks only
approximate the correct projection onto this set (Tramer
& Boneh, 2019) and argue for a steepest descent direction
without taking into account the box constraints. We first
show that the correct projection onto the intersection can
be computed in essentially the same time as the projection
onto the /;-ball, and then we discuss theoretically and em-
pirically that using the approximate projection leads to a
worse attack as it cannot access certain parts of the threat
model. Moreover, we derive the correct steepest descent
step for the intersection of /;-ball and [0, 1]¢ which moti-
vates an adaptive sparsity of the chosen descent direction.
Then, inspired by the recent work on Auto-PGD (APGD)
(Croce & Hein, 2020b) for /5 and [, we design a novel
fully adaptive parameter-free PGD scheme so that the user
does not need to do step size selection for each defense sepa-
rately which is known to be error prone. Interestingly, using
our [1-APGD we are able to train the model with the highest
l1-robust accuracy for € = 12 while standard PGD fails due
to catastrophic overfitting (Wong et al., 2020) and/or over-
fitting to the sparsity of the standard PGD attack. Finally,
following (Croce & Hein, 2020b) we assemble /;-APGD
for two different losses, the targeted {;-FAB attack (Croce &
Hein, 2020a), and an [y -adaptation of the SOTA black-box
Square Attack (Andriushchenko et al., 2020) into a novel
parameter-free /1-AutoAttack which leads to a reliable and
effective assessment of [ -robustness similar to AutoAttack
(Croce & Hein, 2020b) for the l5- and [,-case. All proofs
can be found in App. A.
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Figure 1. Left: the li-ball Bi(x, 1) centered at the (randomly
chosen) target point x € [0,1]3, right: the intersection S =
Bi(x,1) N[0, 1] of Bi(z, 1) with the box [0, 1]%.

2. Mind the box [0, 1]? in /;,-PGD

Projected Gradient Descent is a simple first-order method
which consists in a descent step followed by a projection
onto the feasible set S, that is, given the current iterate x®),
the next iterate z(*t1) is computed as

u =2 4y . 5(VL(2D)), M
20D =Py (u+1)), @

where d is the input dimension, 17(¥) > 0 the step size at iter-
ation i, s : R% — R< determines the descent direction as a
function of the gradient of the loss L at 2(*) and Py : R* —
S'is the projection on S. With an /1 -perturbation model of ra-
dius €, we denote by By (z,€) := {z € RY| ||z — z||, < ¢}
the /;-ball around a target point z € [0,1]¢ and define
S = [0,1)% N By (z, €). The main difference to prior work
is that we take explicitly into account the image constraint
[0, 1]%. Note that the geometry of the effective threat model
is actually quite different from B (z, €) alone, see Figure
1 for an illustration. In the following we analyse the pro-
jection and the descent step in this effective threat model S.
As € is significantly higher for I; (we use € = 12 similar to
(Maini et al., 2020)) as for /5 (standard 0.5) and /. (stan-
dard 52-) the difference of the intersection with [0,1]¢ to
the [,-ball alone is most prominent for the /;-case.

2.1. Projection onto S

With B (z, €) as defined above and denoting H = [0, 1]¢
the image box, we consider the two projection problems:

Ps(u) = argmax ||u — z||§ 3)
z€R4

sth. ||z —z||, <e, ze€[0,1]%
and

2
Pp, (4,6 (u) = argmax [Ju — z[|; s.th. [z —z]]; <e

z€R
“4)

It is well known that the [;-projection problem in (4) can
be solved in O(d log d) (Duchi et al., 2008; Condat, 2016).
We show now that also the exact projection onto .S can be
computed with the same complexity (after this paper has
been accepted we got aware of (Wang et al., 2019) who
derived also the form of the solution of (3) but provided no
complexity analysis or an algorithm to compute it).

Proposition 2.1 The projection problem (3) onto S =
Bi(z,€) N H can be solved in O(dlog d) with solution

1 foru; > x;and 0 < X5 <y — 1

w; —A; foru; > xpandu; — 1 < \; < u; —
zi = Q@ for Nf > |u; —

u; + A foru; <zpand —up < A< wp—uy

0 foru; < x;and 0 < N5 < —u;

where N5 > 0. With ~y € R defined as
~vi = max{—x;sign(u; — x;), (1 — x;)sign(u; — x;)},

it holds \; = 0 zfzgl:l max{0, min{|u; — z;|, 7} < €
and otherwise \} is the solution of

d
Zmax {O,min{|ui — x| — /\Za'}’i}} =€
i=1

The two prior versions of PGD (Tramer & Boneh, 2019;
Maini et al., 2020) for the /;-threat model use the approxi-
mation A : R4 — §

A(u) = (Py o Pp, (z,6))(u),

instead of the exact projection Ps(u) (see the appendix for
a proof that A(u) € S for any u € R?). However, it turns
out that the approximation A(u) “hides” parts of .S due to
the following property.

Lemma 2.1 It holds for any u € R,
[Ps(u) — xfl; > [[A(w) — 2| -

In particular, if Pp,(z.¢(v) ¢ H and |u — x|, > € and
one of the following conditions holds

* [Ps(u) —zfl, =€

o |Ps(u) — |, < eand3u; € [0,1] with u; # x;

then
[Ps(u) =z, > |A(u) — ||, .

The previous lemma shows that the approximation A(u) of
Ps(u) used by (Maini et al., 2020; Tramer & Boneh, 2019)
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Figure 2. Plots of the best robust loss obtained so far (first/third) and robust accuracy (second/fourth) as a function of the iterations for the
11-PGD of (Tramer & Boneh, 2019) (SLIDE), the one of (Maini et al., 2020) and our single e-APGD and multi e-APGD for two models
(left: our own /; -robust model APGD-AT, right: the [>-robust model of (Rice et al., 2020)). All of them are once run with the correct
projection Ps(u) (solid) and once with the approximation A(u) (dashed). The exact projection improves in almost all cases for all attacks
loss and robust accuracy. Moreover, our single- and multi-e APGD improve significantly the robust loss as well as robust accuracy over
SLIDE and the I;-PGD of (Maini et al., 2020). Multi e-APGD is only partially plotted as only the last 40% of iterations are feasible.

is definitely suboptimal under relatively weak conditions
and has a smaller [ -distance to the target point x:

1Ps(u) —lly > [|A(u) -], -

Effectively, a part of S is hidden from the attack when A(u)
instead of Pg(u) is used (see Figure 4 in App. A for a prac-
tical example of this phenomenon). This in turn leads to
suboptimal performance both in the maximization of the
loss which is important for adversarial training but also in
terms of getting low robust accuracy: the plots in Figure
2 show the performance of PGD-based attacks with A(u)
(dashed line) vs the same methods with the correct pro-
jection Pg(u) (solid line). Our proposed I;-APGD largely
benefits from using Pg(u) instead of A(u), and this even
slightly improves the existing /1 -versions of PGD, SLIDE
(Tramer & Boneh, 2019) and the one of (Maini et al., 2020).
Thus we use in our scheme always the correct projection
onto S (in the appendix more statistics on the difference of
A(u) and Pg(u)).

2.2. Descent direction

The next crucial step in the PGD scheme in (1) is the choice
of the descent direction which we wrote as the mapping
s(V f(x;)) of the gradient. For the [ .- and lo-threat models
(Madry et al., 2018) the steepest descent direction (Boyd &
Vandenberhge, 2004) is used in PGD, that is

6, = argmax (w,d) s.th. [|§], <e, ®)
sER?

with w = Vf(2() € RY, which maximizes a linear func-

tion over the given /,-ball. Thus one gets 05, = esign(w)

and 05 = ew/ ||w||, for p = oo and p = 2 respectively,

which define the function s in (1). For p = 1, defining

j = arg max |w;| the dimension corresponding to the com-

ponent of w with largest absolute value and B = {e; }; the

standard basis of RY, we have §7 = esign(w;)e;. Obvi-
ously, for a small number of iterations this descent direction
is not working well and thus in SLIDE (Tramer & Boneh,
2019) suggest to use the top-k components of the gradient
(ordered according to their magnitude) and use the sign of
these components.

In the following we show that when one takes into account
the box-constraints imposed by the image domain the steep-
est descent direction becomes automatically less sparse and
justifies at least partially what has been done in SLIDE
(Tramer & Boneh, 2019) and (Maini et al., 2020) out of effi-
ciency reasons. More precisely, the following optimization
problem defines the steepest descent direction:

0" = arg max (w, 9) (6)
JeR?
sth. ||0]l, <€, x40 €[0,1]%
Proposition 2.2 Let  z; = max{(l —

x;) sign(w;), —x; sign(w;)}, 7w the ordering such that
|wr,| > |wg,| for i > j and k the smallest integer for
which Zle Zz, > € then the solution of (6) is given by

Zn, + sign(wy,) fori <k,
(€= i) 2x,) -sign(wy,) fori=Fk,. (7)
0 fori>k

* p—
Op, =

Proposition 2.2 shows that adding the box-constraints leads
to a steepest descent direction * of sparsity level & which
depends on the gradient direction w and the target point
x. Figure 5 in App. A provides an empirical evaluation of
the distribution of the sparsity level ||§*||,. The following
proposition computes the expected sparsity of the steepest
descent step §* for e < %, together with a simple lower
bound.
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Proposmon 23 Let w € R with w; # 0 for a =
1)4). Then it holds for any %5+ 2

.,dand x € U(]0,
e>0,
d e 1
. e
E[[|6*[l, ] Z Z m——l—k)
m=|e|+2 k=0
- [3€] —|—1.
- 2

While the exact expression is hard to access, the derived
lower bound % shows that the sparsity is non-trivially
bounded away from 1. For a reasonable range of e the
expectation is numerically larger than 2e. In this way we
provide a justification for the heuristic non-sparse update
steps used in (Tramer & Boneh, 2019; Maini et al., 2020).

Finally, in our PGD scheme given g = VL(x(i)), t e N
and T'(¢) the set of indices of the ¢ largest components of
|g|, we define the function s used in (1) via

h(t); = sign(g;) ifi € T(¢)
’ 0 else

» 8(g,t) = h(®)/ @Dy

®)

defines the function s used in (1). The form of the update is
the same as in SLIDE (Tramer & Boneh, 2019) who use a
fixed k. However, as derived above, the sparsity level k of
the steepest descent direction depends on V f and x and thus
we choose k our scheme in a dynamic fashion depending on
the current iterate, as described in the next section.

3. [,-APGD minds [0, 1]¢

The goal of our [;-APGD is similar to that of APGD for
la/ls in (Croce & Hein, 2020b). It should be parameter-
free for the user and adapt the trade-off between exploration
and local fine-tuning to the given budget of iterations.

Proposition 2.2 suggests the form of the steepest descent
direction for the I;-ball N [0, 1]¢ threat model, which has an
expected sparsity on the order of 2¢ but the optimal sparsity
depends on the target point and the gradient of the loss. Thus
fixing the sparsity of the update independent of the target
point as in SLIDE (Tramer & Boneh, 2019) is suboptimal.
In practice we have ¢ < d (e.g. for CIFAR-10 d = 3072
and commonly ¢ = 12) and thus 2¢ sparse updates would
lead to slow progress which is in strong contrast to the tight
iteration budget used in adversarial attacks. Thus we need
a scheme where the sparsity is adaptive to the chosen bud-
get of iterations and depends on the current iterate. This
motivates two key choices in our scheme: 1) we start with
updates with low sparsity, 2) the sparsity of the updates is
then progressively reduced and adapted to the sparsity of the
difference of our currently best iterate (highest loss) to the

Algorithm 1 Single-e APGD
1: Input: loss L, initial point iy, feasible set S, Nier,
n(©®, k) checkpoints M, input dimension d

2: Qutput: approximate maximizer of the 10sS Zpeg

3: 2O Tinits Toest < Tinits Lbest < L(Tinit)

4: for i = 0 t0 Ny - 1 do

5: // adjust sparsity and step size
6: ifi+ 1€ M then

7: EG+D « sparsity as in Eq. (9)

8: nU+1) « step size as in Eq. (10)

9: if (1) = 5(©) then
10: @D Thest

11: end if
12:  endif
13: // update step

14: w0tY =20 400 . 5(VL(z
15 20+ = Pg(ulith)

@), k6+1) . q)

16: // update best point found
17: if L(z0FY) > Ly then

18: Thest —— D Lpoe L(x(”l))

19:  endif

20: end for

target point. Thus, initially many coordinates are updated
fostering fast progress and exploration of the feasible set,
while later on we have a more local exploitation with signif-
icantly sparser updates. We observe that, although we do
not enforce this actively, the average (over points) sparsity
of the updates selected by our adaptive scheme towards the
final iterations is indeed on the order of 2¢, i.e. around to
what theoretically expected, although the exact value varies
across models. In the following we describe the details of
our /1-APGD, see Algorithm 1, and a multi-e variant which
increases the effectiveness, and finally discuss its use for
adversarial training (Madry et al., 2018).

3.1. Single-¢ [,-APGD

Our scheme should automatically adapt to the total budget
of iterations. Since the two main quantities which control
the optimization in the intersection of /;-ball and [0, 1]¢ are
the sparsity of the updates and the step size, we propose
to adaptively select them at each iteration. In particular,
we adjust both every m = [0.04 - N, | steps, with Nie,
being the total budget of iterations, so that every set of
parameters is applied for a minimum number of steps to
achieve improvement. In the following we denote by x[(rfgx
the point attaining the highest loss found until iteration i,
and by M = {n € N|n mod m = 0} the set of iterations
at which the parameters are recomputed.

Selection of sparsity: We choose an update step for /;-
APGD whose sparsity is automatically computed by con-
sidering the best point found so far. In order to have both
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Figure 3. Plots of best robust loss obtained so far (first/third) and robust accuracy (second/fourth) over iterations for the {;-PGD of (Tramer
& Boneh, 2019) (SLIDE), the one of (Maini et al., 2020) and our single-€ [;-APGD with 10 (the version used for adversarial training), 25,
50 and 100 iterations for two models (left: our own /1 -robust model, right: the l>-robust one of (Rice et al., 2020)). Since our method
relies on an adaptive scheme, it automatically adjusts the parameters to the number of available iterations, outperforming the competitors.

sufficiently fast improvements and a good exploration of the

feasible set in the first iterations of the algorithm, we start

with updates d/5 with nonzero elements, that is a sparsity

k(©) = 0.2 (in practice this implies k(°) > 2¢/d). Then,
the sparsity of the updates is adjusted as

,, { o6 = 2| s5-a) itiem

kD = 0 ()

k(-1 else.

Note that k(*) is smaller than the sparsity of the current best
perturbation since the initial perturbations have much larger
lp-norm than the expected 2¢, and we want to refine them.

Selection of the step size: Simultaneously to the sparsity
of the updates, we adapt the step size to the trend of the
optimization. As high level idea: if the [p-norm of the best
solution is not decreasing significantly for many iterations,
this suggests that it is close to the optimal value and that the
step size is too large to make progress, then we reduce it.
Conversely, when the sparsity of the updates keeps increas-
ing we want to allow large step sizes since the region of
the feasible set which can be explored by sparser updates is
different from what can be seen with less sparse steps. We
set the initial step size n(o) = ¢ (the radius of the [;-ball), so
that the algorithm can search efficiently the feasible set, and
then adjust the step size at iterations ¢ € M according to

@ Jmax{n=m™ /1.5, i} if KO /KT > 0.95,
else,

77 =
7©
(10)

where 7y, = €/10 is the smallest value we allow for the

step size. Finally, when the step size is set to its highest

value, the algorithm restarts from xfﬁg)lx

3.2. Multi-¢ [;-APGD

In the described /;-APGD all iterates belong to the feasible
set S. However, since the points maximizing the loss are

most likely on the low dimensional faces of .S, finding them
might require many iterations. We notice that the same
points are instead in the interior of any /;-ball with radius
larger than €. Thus we propose to split Ny, into three
phases with 30%, 30% and 40% of the iteration budget,
where we optimize the objective L in [1-balls of radii 3¢, 2¢
and ¢ (always intersected with [0, 1]%) respectively. At the
beginning of each phase the output of the previous one is
projected onto the intersection of the next /;-ball and [0, 1]¢
and used as starting point for [;-APGD with smaller radius.
In this way we efficiently find good regions where to start
the optimization in the target feasible set, see Figure 2 for
an illustration.

3.3. Comparison PGD vs single-¢ and multi-¢ /;-APGD

In Figure 2 we compare the performance of the versions of
PGD used by SLIDE (Tramer & Boneh, 2019) and (Maini
et al., 2020) to our /;-APGD, in both single- and multi-e
variants. For two models on CIFAR-10, we plot the best
average (over 1000 test points) cross-entropy loss achieved
so far and the relative robust accuracy (classification accu-
racy on the adversarial points), with a total budget of 100
iterations. For multi-e APGD, we report the results only
from iteration 60 onward, since before that point the iter-
ates are outside the feasible set and thus the statistics not
comparable. We see that the single-¢ APGD achieves higher
(better) loss and lower (better) robust accuracy than the ex-
isting PGD-based attacks, which tend to quickly plateau.
Also, multi-e APGD provides an additional improvement:
exploring the larger [;-ball yields an initialization in S with
high loss, from where even a few optimization steps are
sufficient to outperform the other methods. Additionally, we
observe that using the exact projection (solid lines) boosts
the effectiveness of the attacks compared to the approxi-
mated one (dashed lines), especially on the l2-robust model
of (Rice et al., 2020) (the two rightmost plots). Moreover,
we show in Figure 3 how our single-¢ APGD adapts to dif-
ferent budgets of iterations: when more steps are available,
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the loss improves more slowly at the beginning, favoring
the exploration of the feasible set, but it finally achieves
better values. Note that in this way, even with only 25 steps,
l1-APGD outperforms existing methods with 100 iterations
both in terms of loss and robust accuracy attained.

3.4. Adversarial training with /;-APGD

A natural application of a strong PGD-based attack is to
maximize the loss in the inner maximization problem of
adversarial training (AT) (Madry et al., 2018) and finding
points attaining higher loss should lead to more adversarially
robust classifiers. Prior works have shown that performing
adversarial training wrt [; is a more delicate task than for
other [,,-threat models: for CIFAR-10, (Maini et al., 2020)
report that using PGD wrt [ in AT led to severe gradient
obfuscation, and the resulting model is less than 8% robust
at e = 12. A similar effect is reported in (Liu et al., 2020),
where the B&B attack of (Brendel et al., 2019) more than
halves the robust accuracy computed by [;-PGD used for
their /1-AT model. Both report the highest robustness to
l;-attacks when training for simultaneous robustness against
different /,-norms. In our own experiment, which are dis-
cussed in more details in App. B, we observed that AT wrt
11, even with multi-step PGD, is prone to catastrophic over-
fitting (CO) as described by (Wong et al., 2020). Thus, even
if the AT training seemingly works, the resulting classifier
is still non-robust, suggesting some kind of overfitting to
the adversarial samples generated by [;-PGD. While we
have no final explanation for this, our current hypothesis
is that standard /; -PGD produces adversarial samples of a
certain sparsity level with little variation and thus the full
threat model is not explored during training. In contrast,
l,-APGD, which progressively and adaptively adjusts the
sparsity, mitigates the risk of CO while providing strong
adversarial perturbations. We leave it to future work to do a
more thorough investigation of this interesting phenomenon.
We apply [1-APGD (single-e formulation with initial spar-
sity k(90 = 0.05) with 10 steps to train a ResNet-18 (details
in App. D) for an [;-threat model with radius ¢ = 12. In
Sec. 5 we show that our APGD-AT model achieves signifi-
cantly higher robust accuracy than the currently best model,
even in the worst case evaluation over many strong attacks,
including black-box ones.

4. [;-AutoAttack

(Croce & Hein, 2020b) propose AutoAttack (AA), an ensem-
ble of four diverse attacks for a standardized parameter-free
and reliable evaluation of robustness against /- and ly-type
attacks, and we aim to extend this framework to the case
of [1-robustness. AA includes the /.- and l5-APGD opti-
mizing either the cross-entropy (CE) or targeted version of
the difference of logits ratio (T-DLR) loss (Croce & Hein,

2020b): analogously we use our multi-¢ [;-APGD with 5
runs (with random restarts) of 100 iterations for the CE and
the T-DLR loss (total budget of 1000 steps). The targeted
FAB-attack included in AA (Croce & Hein, 2020a) mini-
mizes the norm of the adversarial perturbations and has an
l1-version, therefore no action is needed (run with top 9
classes). The black-box Square Attack (Andriushchenko
et al., 2020) has only versions for /.- and /5-bounded per-
turbations, hence we adapt the latter to the I; N [0, 1]%-threat
model (details in Sec. 4.1). We show in the experiments
that having a black-box method helps to accurately estimate
robustness even in presence of defenses with gradient obfus-
cation. For both FABT and Square Attack (5000 queries) we
keep the budget of iterations and restarts defined in AA for
ls and l5. Note that the parameters of all attacks are fixed
so that no tuning is necessary when testing different mod-
els and thus we get a parameter-free /;-AutoAttack which
achieves SOTA performance as we show in Section 5.

4.1. [1-Square Attack

(Andriushchenko et al., 2020) introduce Square Attack, a
query efficient score-based black-box adversarial attack for
- and l5-bounded perturbations. It is based on random
search and does not rely on any gradient estimation tech-
nique. (Andriushchenko et al., 2020) show that it does not
suffer from gradient masking and is even competitive with
white-box attacks in some scenarios. We adapt its [, ver-
sion to our /;-threat model, by modifying Algorithm 3 in
the original paper so that all normalization operations are
computed wrt the /;-norm (see App. C for details). While
(Andriushchenko et al., 2020) create at every iteration per-
turbations on the surface of the [,,-ball and then clip them
to [0, 1]¢, this results in poor performance for the I;-ball,
likely due to the complex structure of the intersection of
I;-ball and [0, 1]¢ (see discussion above). Thus, at each
iteration, we upscale the square-shaped candidate update by
a factor of 3 and then project the resulting iterate onto the
intersection of the I;-ball and [0, 1]¢ and accept this update
if it increases the loss. This procedure increases the sparsity
of the iterates and in turn the effectiveness of the attack,
showing again the different role that the box has in the /;-
threat model compared to the /.- and [o-threat models. We
show below that our resulting scheme, [;-Square Attack,
outperforms the existing black-box methods (Schott et al.,
2019; Zhao et al., 2019) on a variety of models, often with
margin.

5. Experiments

In the following we test the effectiveness of our proposed
attacks.! First we compare I;-APGD (with CE loss) and our

'Code available at
auto—-attack.

https://github.com/fra3l/
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Table 1. Low Budget (e = 12): Robust accuracy achieved by the SOTA [; -adversarial attacks on various models for CIFAR-10 in the
l1-threat model with radius e = 12 of the /;-ball. The statistics are computed on 1000 points of the test set. PA and Square are black-box
attacks. The budget is 100 iterations for white-box attacks (x9 for EAD and +10 for B&B) and 5000 queries for our /;-Square-Attack.

model | clean | EAD ALMA SLIDE B&B  FAB" APGDcg| PA  Square
APGD-AT (ours) 87.1 64.6 650 666 624 675 613 | 797 718
(Madaan et al., 2021) 820 | 553 581 56.1 552 568 547 | 731 62.8
(Maini et al., 2020) - AVG 846 | 518 542 538 521 61.8 504 | 774 684
(Maini et al., 2020) - MSD 82.1 516 554 532 507 546 497 | 727 635
(Augustin et al., 2020) 91.1 489 507 488 421 504 371 | 732 5638
(Engstrom et al., 2019) - I 91.5 | 403 464 351 368 399 302 | 717 527
(Rice et al., 2020) 89.1 377 452 323 352 370 271 | 705 503
(Xiao et al., 2020) 794 | 449 745 333 726 789 414 | 362 202
(Kim et al., 2020)° 819 | 267 318 251 238 324 189 | 549 360
(Carmon et al., 2019) 90.3 25.1 18.4 19.7 18.7 311 13.1 608 345
(Xu & Yang, 2020) 83.8 20.1 24.0 18.2 147 278 109 | 570 320
(Engstrom et al., 2019) - loo 88.7 145 19.4 14.2 122 209 8.0 576 280

Table 2. High Budget (e = 12): Robust accuracy achieved by the SOTA [; -adversarial attacks on various models for CIFAR-10 in
the [;-threat model with [;-radius of ¢ = 12. The statistics are computed on 1000 points of the test set. “WC” denotes the pointwise
worst-case over all restarts/runs of EAD, ALMA, SLIDE, B&B and Pointwise Attack. Note that APGDcg, T, the combination of APGDcg
and APGDr.prr (5 restarts each), yields a similar performance as AA (ensemble of APGDcg.r, 11-FABT and l1-Square Attack) with the
same or smaller budget than the other individual attacks. AA performs the same or beats the worst case WC of five SOTA [; -attacks in 8
out of 12 cases. “rep.” denotes the reported robust accuracy in the original papers. * the models of (Kim et al., 2020) were not available on

request and thus are retrained with their code (see appendix). ** In (Madaan et al., 2021) evaluation is done at € = %, but by personal
communication with the authors we found that the reported 55.0% corresponds to € = 12.

model | clean | EAD ALMA  SLIDE B&B APGDcpiq] WC AA | rep.
APGD-AT (ours) 87.1 63.3 61.4 65.9 59.9 60.3 59.7 60.3 -
(Madaan et al., 2021) 82.0 54.5 543 55.1 51.9 51.9 51.8 51.9 55.0"
(Maini et al., 2020) - AVG 84.6 50.0 49.7 523 49.0 46.8 473 46.8 54.0
(Maini et al., 2020) - MSD 82.1 50.1 49.8 51.7 47.7 46.5 46.8 46.5 53.0
(Augustin et al., 2020) 91.1 46.0 429 41.5 329 31.1 31.9 31.0 -
(Engstrom et al., 2019) - I 91.5 36.4 34.7 30.6 27.5 27.0 27.1 26.9 -
(Rice et al., 2020) 89.1 339 324 28.1 242 242 23.7 24.0 -
(Xiao et al., 2020) 79.4 344 75.0 22.5 59.3 27.2 20.2 16.9 -
(Kim et al., 2020)" 81.9 244 229 19.9 15.7 15.4 15.1 15.1 81.18
(Carmon et al., 2019) 90.3 26.2 13.6 13.6 10.4 8.3 8.5 8.3 -
(Xu & Yang, 2020) 83.8 18.1 14.5 13.9 7.8 7.7 6.9 7.6 59.63
(Engstrom et al., 2019) - I 88.7 12.5 10.0 8.7 5.9 4.9 5.1 4.9 -

l1-Square Attack to existing white- and black-box attacks
in the low budget regime, then we show that /;-AutoAttack
accurately evaluates of robustness wrt I; N [0, 1]¢ for all
the models considered. All attacks are evaluated on models
trained on CIFAR-10 (Krizhevsky et al.) and we report
robust accuracy for e = 8 and e = 12 on 1000 test points.

Models: The selected models are (almost all) publicly avail-
able and are representative of different architectures and
training schemes: the models of (Carmon et al., 2019; En-
gstrom et al., 2019; Xiao et al., 2020; Kim et al., 2020; Xu
& Yang, 2020) are robust wrt [, where the model of (Xiao
et al., 2020) is known to be non-robust but shows heavy
gradient obfuscation, those of (Augustin et al., 2020; En-
gstrom et al., 2019; Rice et al., 2020) wrt lo, while those
of (Maini et al., 2020; Madaan et al., 2021) are trained for

simultaneous robustness wrt .-, [o- and [; -attacks. To our
knowledge no prior work has focused on training robust
models for solely /; (see discussion in Sec. 3.4). Addi-
tionally, we include the classifier we trained with [;-APGD
integrated in the adversarial training of (Madry et al., 2018)
and indicated as APGD-AT (further details in the appendix).

Attacks: We compare our attacks to the existing SOTA
attacks for the [;-threat model using their existing code
(see appendix for hyperparameters). In detail, we consider
SLIDE (Trameér & Boneh, 2019) (an attack based on PGD),
EAD (Chen et al., 2018), FABT (Croce & Hein, 2020a),
B&B (Brendel et al., 2019) and the recent ALMA (Rony
etal., 2020). As reported in (Rony et al., 2020) B&B crashes
as the initial procedure to sample uniform noise to get a
decision different from the true class fails. Thus we initialize
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Table 3. High Budget (e = 8): see Table 2 for details, the only change is the evaluation of robust accuracy at the smaller value € = 8.

model | clean | EAD ALMA SLIDE B&B  APGDcesr| WC AA
APGD-AT (ours) 87.1 71.6 71.8 72.9 70.6 70.6 70.6 70.6
(Madaan et al., 2021) 82.0 62.6 63.3 62.7 60.6 60.7 60.6 60.6
(Maini et al., 2020) - AVG 84.6 62.9 63.1 63.1 62.4 60.3 61.3 60.3
(Maini et al., 2020) - MSD 82.1 60.2 61.0 61.6 58.6 58.3 58.2 58.2
(Augustin et al., 2020) 91.1 60.9 60.1 60.8 52.6 50.7 52.0 50.7
(Engstrom et al., 2019) - [2 91.5 54.0 54.9 523 46.0 44.4 45.9 44.2
(Rice et al., 2020) 89.1 52.5 51.5 49.9 44.3 42.9 44.1 42.9
(Kim et al., 2020)" 81.9 38.7 389 36.6 31.8 30.4 314 30.1
(Xiao et al., 2020) 79.4 41.2 75.3 30.7 60.6 33.8 27.9 224
(Carmon et al., 2019) 90.3 37.8 29.7 28.8 25.1 21.1 22.6 21.1
(Xu & Yang, 2020) 83.8 33.1 30.2 27.6 22.6 21.4 21.6 21.0
(Engstrom et al., 2019) - I 88.7 28.8 249 23.1 17.5 16.5 16.4 16.0

B&B with random images from CIFAR-100 (the results do
not improve when starting at CIFAR-10 images). Besides
white-box methods we include the black-box Pointwise
Attack (PA) (Schott et al., 2019), introduced for the [(-threat
model but successfully used as [ -attack by e.g. (Maini et al.,
2020). We always use our [1-APGD in the multi-¢ version.

Small Budget: We compare the attacks with a limited com-
putational budget, i.e. 100 iterations, with the exception of
EAD for which we keep the default 9 binary search steps
(that is 9x 100 iterations), B&B which performs an initial 10
step binary search procedure (10 additional forward passes).
Moreover, we add the black-box attacks Pointwise Attack
and our /;-Square Attack with 5000 queries (no restarts).
Table 1 reports the robust accuracy at € = 12 achieved by
every attack: in all but one case [;-APGDcg maximizing
the cross-entropy loss outperforms the competitors, in 6
out of 11 cases with a gap larger than 4% to the second
best method. Note that [;-APGDcg consistently achieves
lower (better) robustness with a quite significant gap to the
non adaptive PGD-based attack SLIDE. Note also that I;-
APGDcg, SLIDE and ALMA are the fastest attacks for the
budget of 100 iterations (see appendix for more details).
The model from (Xiao et al., 2020) exemplifies the impor-
tance of testing robustness also with black-box attacks: their
defense generates gradient obfuscation so that white-box at-
tacks have difficulties to perform well (in particular ALMA,
FABT and B&B yield a robust accuracy close to the clean
one), while Square Attack is not affected and achieves the
best results with a large margin. Moreover, it outperforms
on all models the other black-box attack PA. This supports
its inclusion in AutoAttack.

High budget: As second comparison, we give the attacks
a higher budget: we use SLIDE, FABT and B&B with 10
random restarts of 100 iterations (the reported accuracy is
then the pointwise worst case over restarts). B&B has a
default value of 1000 iterations but 10 restarts with 100
iterations each yield much better results. For ALMA and
EAD we use 1000 resp. 9 x 1000 iterations (note that EAD

does a binary search) since they do not have the option of
restarts. We compare these strong attacks to the combination
of [1-APGDcg and [1-APGDr.prr denoted as APGDcg,t
with 100 iterations and 5 restarts each. These runs are also
part of our ensemble /;-AutoAttack introduced in Sec. 4
which includes additionally, FABT (100 iterations and 9
restarts as used in /.- and l3-AA) and Square Attack (5000
queries). Note that APGDcg,r has the same or smaller
budget than the other attacks and it performs very similar
to the full [;-AutoAttack (AA). In Table 2 and 3 we report
the results achieved by all methods for € = 12 resp. € = 8.
AA outperforms for ¢ = 12 the individual competitors in
all cases except one, i.e. B&B on the APGD-AT model,
where however it is only 0.5% far from the best. Also, note
that all the competitors have at least one case where they
report a robust accuracy more than 10% worse than AA.
The same also holds for the case ¢ = 8. Note that for e = 12
APGDcg;, 1 is the best single attack in 10 out of 12 cases
(B&B 3, SLIDE 1) and for ¢ = 8 APGDcg, is the best in 9
out of 12 cases (B&B 2, SLIDE 1).

Since AA is an ensemble of methods, as a stronger baseline
we additionally report the worst case robustness across all
the methods not included in AA (indicated as “WC” in the
tables), that is EAD, ALMA, SLIDE, B&B and Pointwise
Attack. [1-AA achieves better results in most of the cases
(7/12 for € = 12, 9/12 for ¢ = 8) even though it has less
than half of the total budget of WC. AA is 0.6% worse than
WC for the APGD-AT model (at ¢ = 12), which is likely
due to the fact that [;-APGD is used to generate adversarial
examples at training time and thus there seems to be a slight
overfitting effect to this attack. However, note that standard
AT with [;-PGD has been reported to fail completely. We
report the results of the individual methods of /;-AA in
App. E.4. We also list in Table 2 the [;-robust accuracy
reported in the original papers, if available. The partially
large differences indicate that a standardized evaluation
with AA would lead to a more reliable assessment of /;-
robustness.
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Table 4. Comparison of black-box attacks in the /; -threat model on CIFAR-10, ¢ = 12. [;-Square Attack outperforms both the pointwise
attack (Schott et al., 2019) and the [1-ZO-ADMM-Attack (Zhao et al., 2019) by large margin.

model | clean | ADMM PA Square
APGD-AT (ours) 87.1 86.3 79.7 71.8
(Maini et al., 2020) - AVG 84.6 81.3 77.4 68.4
(Maini et al., 2020) - MSD 82.1 71.5 72.7 63.5
(Madaan et al., 2021) 82.0 78.4 73.1 62.8
(Augustin et al., 2020) 91.1 88.9 73.2 56.8
(Engstrom et al., 2019) - [» 91.5 89.8 71.7 52.7
(Rice et al., 2020) 89.1 85.9 70.5 50.3
(Kim et al., 2020)" 81.9 67.8 54.9 36.0
(Carmon et al., 2019) 90.3 64.1 60.8 34.5
(Xu & Yang, 2020) 83.8 66.0 57.0 32.0
(Engstrom et al., 2019) - [ 88.7 69.3 57.6 28.0
(Xiao et al., 2020) 79.4 78.5 36.2 20.2

The most robust model is APGD-AT trained with our single-
€ APGD (see Sec. 3.4) for e = 12. It improves by 7.9% over
the second best model (Madaan et al., 2021) (see Table 2).
This highlights how effective our [;-APGD maximizes the
target loss, even with only 10 steps used in AT.

Comparison of black-box attacks: While many black-box
attacks are available for the /.- and [>-threat model, and
even a few have recently appeared for [y, the [ -threat model
has received less attention: in fact, (Tramer & Boneh, 2019;
Maini et al., 2020) used the Pointwise Attack, introduced for
lp, to test robustness wrt /1. To our knowledge only (Zhao
et al., 2019) have proposed [1-ZO-ADMM, a black-box
method to minimize the /;-norm of the adversarial perturba-
tions, although only results on MNIST are reported. Since
no code is available for ZO-ADMM for [;, we adapted the
Iy version following (Zhao et al., 2019) (see App. D). As
for our [1-Square Attack, we give to [;-ZO-ADMM a bud-
get of 5000 queries of the classifier. Table 4 shows the
robust accuracy on 1000 test points achieved by the three
black-box attacks considered on CIFAR-10 models, with
€ = 12: Square Attack outperforms the other methods on all
models, with a significant gap to the second best. Note that
{1-ZO-ADMM does not consider norm-bounded attacks, but
minimizes the norm of the modifications. While it is most
of the time successful in finding adversarial perturbations,
it cannot reduce their /;-norm below the threshold € within
the given budget of queries.

Additional experiments: We include in App. E additional
experiments. In particular, we study the effect of using
different values k of sparsity in SLIDE (Tramer & Boneh,
2019): the default £ = 0.01 achieve the best results on aver-
age on CIFAR-10, but the optimal one varies across classi-
fiers (see App. E.1). This means that using a fixed threshold
is suboptimal, and further motivates our adaptive scheme
implemented in /;-APGD. Moreover, in App. E.3 we extend
the evaluation to other datasets, CIFAR-100 and ImageNet-
1k, with a similar setup as above: on both datasets, [;-APGD

significantly outperforms the competitors in the low budget
regime, and [;-AA achieves similar or better results than the
worst-case over all competitors.

6. Conclusion

We have shown that the proper incorporation of the box con-
straints in /;-PGD attacks using the correct projection and an
adaptive sparsity level motivated by the derived steepest de-
scent direction leads to consistent improvements. Moreover,
our /1-APGD is parameter-free and adaptive to the given
budget. Using [1-APGDcg in AT yields up to our knowl-
edge the most robust /;-model for ¢ = 12. We hope that
reliable assessment of [ -robustness via our [;-AutoAttack
fosters research for this particularly difficult threat model.
An interesting point for future work is to study how and why
APGDcg can avoid the failure of /;-adversarial training.
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