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6. Appendix

6.1. Closed-form computation of uncertainty measures
& Uncertainty attacks

Dirichlet-based uncertainty models allow to compute several
uncertainty measures in closed form (see (Malinin & Gales,
2018a) for a derivation). As proposed by (Malinin & Gales,
2018a), we use precision m,,,, differential entropy maigr
and mutual information my; to estimate uncertainty on
predictions.

The differential entropy mqisr of a DBU model reaches its
maximum value for equally probable categorical distribu-
tions and thus, a on flat Dirichlet distribution. It is a measure
for distributional uncertainty and expected to be low on ID
data, but high on OOD data.
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where « are the parameters of the Dirichlet-distribution, I'
is the Gamma function and ¥ is the Digamma function.

The mutual information myyp is the difference between the
total uncertainty (entropy of the expected distribution) and
the expected uncertainty on the data (expected entropy of
the distribution). This uncertainty is expected to be low on
ID data and high on OOD data.
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Furthermore, we use the precision «( to measure uncer-
tainty, which is expected to be high on ID data and low on
OOD data.
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As these uncertainty measures are computed in closed form
and it is possible to obtain their gradients, we use them (i.e.
MJifE, MMI, Ma,) are target function of our uncertainty
attacks. Changing the attacked target function allows us to
use a wide range of gradient-based attacks such as FGSM
attacks, PGD attacks, but also more sophisticated attacks
such as Carlini-Wagner attacks.

6.2. Details of the Experimental setup

Models. We trained all models with a similar based archi-
tecture. We used namely 3 linear layers for vector data sets,
3 convolutional layers with size of 5 + 3 linear layers for

MNIST and the VGG16 (Simonyan & Zisserman, 2015)
architecture with batch normalization for CIFAR10. All the
implementation are performed using Pytorch (Paszke et al.,
2019). We optimized all models using Adam optimizer. We
performed early stopping by checking for loss improvement
every 2 epochs and a patience of 10. The models were
trained on GPUs (1 TB SSD).

We performed a grid-search for hyper-parameters for all
models. The learning rate grid search was done in
[le=®,1e73]. For PostNet, we used Radial Flows with
a depth of 6 and a latent space equal to 6. Further,
we performed a grid search for the regularizing factor in
[le=7,1e4]. For PriorNet, we performed a grid search for
the OOD loss weight in [1,10]. For DDNet, we distilled
the knowledge of 5 neural networks after a grid search in
[2, 5,10, 20] neural networks. Note that it already implied a
significant overhead at training compare to other models.

Metrics. For all experiments, we focused on using AUC-PR
scores since it is well suited to imbalance tasks (Saito &
Rehmsmeier, 2015) while bringing theoretically similar in-
formation than AUC-ROC scores (Davis & Goadrich, 2006).
We scaled all scores from [0, 1] to [0, 100]. All results are
average over 5 training runs using the best hyper-parameters
found after the grid search.

Data sets. For vector data sets, we use 5 different random
splits to train all models. We split the data in training,
validation and test sets (60%, 20%, 20%).

We use the segment vector data set (Dua & Graff, 2017),
where the goal is to classify areas of images into 7 classes
(window, foliage, grass, brickface, path, cement, sky). We
remove class window from ID training data to provide OOD
training data to PriorNet. Further, We remove the class ’sky’
from training and instead use it as the OOD data set for
OOD detection experiments. Each input is composed of 18
attributes describing the image area. The data set contains
2,310 samples in total.

We further use the Sensorless Drive vector data set (Dua &
Graff, 2017), where the goal is to classify extracted motor
current measurements into 11 different classes. We remove
class 9 from ID training data to provide OOD training data
to PriorNet. We remove classes 10 and 11 from training
and use them as the OOD dataset for OOD detection experi-
ments. Each input is composed of 49 attributes describing
motor behaviour. The data set contains 58, 509 samples in
total.

Additionally, we use the MNIST image data set (LeCun
& Cortes, 2010) where the goal is to classify pictures of
hand-drawn digits into 10 classes (from digit O to digit 9).
Each input is composed of a 1 x 28 x 28 tensor. The data set
contains 70, 000 samples. For OOD detection experiments,
we use FashionMNIST (Xiao et al., 2017) and KMNIST
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(Clanuwat et al., 2018) containing images of Japanese char-
acters and images of clothes, respectively. FashionMNIST
was used as training OOD for PriorNet while KMNIST is
used as OOD at test time.

Finally, we use the CIFAR10 image data set (Krizhevsky
et al., 2009) where the goal is to classify a picture of ob-
jects into 10 classes (airplane, automobile, bird, cat, deer,
dog, frog, horse, ship, truck). Each inputis a 3 x 32 x 32
tensor. The data set contains 60,000 samples. For OOD
detection experiments, we use street view house numbers
(SVHN) (Netzer et al., 2011) and CIFAR100 (Krizhevsky
et al., 2009) containing images of numbers and objects re-
spectively. CIFAR100 was used as training OOD for Prior-
Net while SVHN is used as OOD at test time.

Perturbations. For all label and uncertainty attacks,
we used Fast Gradient Sign Methods and Project Gra-
dient Descent. We tried 6 different attack radii
[0.0,0.1,0.2,0.5,1.0,2.0,4.0]. These radii operate on the
input space after data normalization. We bound perturba-
tions by L,-norm or by Lo-norm, with
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For L,-norm it is obvious how to relate perturbation size &
with perturbed input images, because all inputs are stan-
dardized such that the values of their features are between 0
and 1. A perturbation of size € = 0 corresponds to the origi-
nal input, while a perturbation of size ¢ = 1 corresponds to
the whole input space and allows to change all features to
any value.

For Ly-norm the relation between perturbation size € and
perturbed input images is less obvious. To justify our choice
for € w.r.t. this norm, we relate perturbations size €5 corre-
sponding to Lo-norm with perturbations size €, correspond-
ing to L,,-norm. First, we compute €5, such that the Lo-
norm is the smallest super-set of the L,,-norm. Let us con-
sider a perturbation of £,. The largest Lo-norm would be
obtained if each feature is perturbed by .. Thus, perturba-
tion £5, such that Ly encloses Lo is €2 = (Zi1 €2.)0° =
V/Dé . For the MNIST-data set, with D = 28 x 28 in-
put features Lo-norm with €9 = 28 encloses Lo,-norm
with e, = 1.

Alternatively, €2 can be computes such that the volume
spanned by Lo-norm is equivalent to the one spanned
by L..-norm. Using that the volume spanned by L,-norm
is €2 and the volume spanned by Lo-norm is ;{%DD??U
(where T is the Gamma-function), we obtain volume equiv-
alence if e5 = I'(0.5D + 1)D/Ten. For the MNIST-
data set, with D = 28 x 28 input features Ly-norm with

€2 ~ 21.39 is volume equivalent to L.-norm with £, = 1.

6.3. Additional Experiments

Table 8 and 9 illustrate that no DBU model maintains high
accuracy under gradient-based label attacks. Accuracy un-
der PGD attacks decreases more than under FGSM attacks,
since PGD is stronger. Interestingly Noise attacks achieve
also good performances with increasing Noise standard de-
viation. Note that the attack is not constraint to be with a
given radius for Noise attacks.
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Table 8. Accuracy under PGD label attacks.

Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0 4.0 | 0.0 0.1 0.2 0.5 1.0 20 40
MNIST CIFARI10
PostNet 994 99.2 988 968 89.6 538 13.0 805 735 517 132 22 0.8 03
PriorNet 993 99.1 988 974 939 753 4.8 882 778 684 540 379 175 51
DDNet 994 99.1 988 975 916 488 0.2 86.1 739 59.1 205 1.5 00 00
EvNet 992 989 984 968 924 73.1 409 898 71.7 488 115 2.7 1.5 04
Sensorless Segment
PostNet 98.3 13.1 6.4 4.0 7.0 9.8 113 989 828 501 19.2 8.8 51 8.6
PriorNet  99.3 16.5 5.6 1.2 04 0.2 1.6 99.5 90.7 47.6 7.8 0.2 00 04
DDNet 993 124 24 0.6 0.3 0.1 0.1 992 90.8 45.7 6.9 0.0 00 00
EvNet 99.0 353 223 11.2 7.0 52 4.0 99.3 91.8 54.0 103 0.8 05 06
Table 9. Accuracy under FGSM label attacks.
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0 4.0 | 0.0 0.1 0.2 0.5 1.0 20 40
MNIST CIFAR10
PostNet 994 992 989 977 952 901 79.2 89.5 723 549 312 210 168 156
PriorNet 993 99.1 989 977 958 932 76.7 882 773 1701 594 523 485 468
DDNet 994 992 989 978 947 792 252 86.1 73.0 60.2 325 14.6 7.1 6.0
EvNet 992 989 986 97.6 958 90.1 744 898 714 545 296 181 144 134
Sensorless Segment
PostNet 983 19.6 109 109 119 124 125 989 796 573 315 184 20.6 199
PriorNet 99.3 247 11.8 8.6 8.5 8.1 8.3 99.5 855 405 8.9 0.4 0.3 0.2
DDNet 99.3 18.0 8.2 6.5 5.4 6.7 7.8 99.2 864 362 119 0.9 0.0 0.0
EvNet 990 420 28.0 175 13.7 13.6 149 99.3 90.6 552 142 24 0.5 0.1
Table 10. Accuracy under Noise label attacks.
Noise Std 0.0 0.1 0.2 0.5 1.0 2.0 4.0 | 0.0 0.1 0.2 0.5 1.0 20 40
MNIST CIFAR10
PostNet 994 98.6 918 149 1.3 0.1 0.0 91.7 215 10.1 0.1 1.2 0.0 1.9
PriorNet 993 985 95.7 144 0.0 0.0 0.0 87.7 281 11.2 9.7 5.0 8.5 9.0
DDNet 994 98.6 924 133 0.7 0.0 0.0 81.7 230 112 112 11.0 7.8 6.7
EvNet 993 969 81.6 11.7 0.5 0.0 0.0 89.5 207 11.1 52 0.5 23 39
Sensorless Segment
PostNet  98.1 0.1 37 11.7 11.7 11.7 117 98.5 394 39 1.8 121 203 22.1
PriorNet  99.3 0.2 0.0 0.0 0.0 0.3 24 994 479 8.8 0.0 0.0 0.0 0.0
DDNet  99.0 0.4 0.1 0.0 0.0 0.0 0.0 99.1 50.0 103 0.0 0.0 0.3 0.0
EvNet 98.6 0.2 0.0 0.1 14 4.6 8.8 99.1 503 103 1.2 0.3 0.0 L5
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6.3.1. UNCERTAINTY ESTIMATION UNDER LABEL
ATTACKS

Is low uncertainty a reliable indicator of correct predic-
tions?

On non-perturbed data uncertainty estimates are an indi-
cator of correctly classified samples, but if the input data
is perturbed none of the DBU models maintains its high
performance. Thus, uncertainty estimates are not a robust
indicator of correctly labeled inputs.

Table 2, 11, 12, and 13 illustrate that neither differential
entropy nor precision, nor mutual information are a reliable
indicator of correct predictions under PGD attacks. DBU-
models achieve significantly better results when they are
attacked by FGSM-attacks (Table 14), but as FGSM attacks
provide much weaker adversarial examples than PGD at-
tacks, this cannot be seen as real advantage.
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Table 11. Distinguishing between correctly and wrongly predicted labels based on the differential entropy under PGD label attacks
(AUC-PR).

MNIST | Segment
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0 4.0 ‘ 0.0 0.1 0.2 05 1.0 20 4.0
PostNet 99.9 99.9 99.8 98.7 89.5 435 9.0 999 776 316 111 53 44 8.7
PriorNet 99.9 99.8 99.6 97.7 905 69.1 6.4 100.0 96.8 445 45 04 00 152
DDNet 100.0 100.0 999 99.7 97.6 502 0.1 100.0 96.8 54.0 43 00 0.0 0.0
EvNet 99.6 993 987 96.1 888 63.1 31.7 100.0 959 443 59 08 0.6 0.7

Table 12. Distinguishing between correctly and wrongly predicted labels based on the precision oo under PGD label attacks (AUC-PR).

Att. Rad. 0.0 0.1 02 05 1.0 20 40 | 00 0.1 02 05 1.0 20 40
MNIST CIFAR10

PostNet 100.0 999 99.7 982 879 39.1 6.9 987 886 562 7.8 1.2 04 03

PriorNet 999  99.8 99.6 97.7 904 691 6.6 929 717 605 376 249 113 3.0

DDNet 100.0 100.0 1000 998 982 51.1 0.1 97.6 918 783 181 08 00 00

EvNet 996 992 986 957 886 636 326 979 859 572 102 40 24 03
Sensorless Segment

PostNet ~ 99.6 7.0 33 31 69 98 113 999 742 316 111 50 42 8.6

PriorNet ~ 99.8 10.5 32 06 02 02 1.8 100.0 969 452 44 04 00 12

DDNet  99.8 8.7 13 03 02 01 02 100.0 971 450 41 00 00 00

EvNet 999 232 132 60 37 27 21 100.0 957 445 59 08 06 0.7

Table 13. Distinguishing between correctly and wrongly predicted labels based on the mutual information under PGD label attacks
(AUC-PR).

Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0 4.0 | 0.0 0.1 0.2 0.5 1.0 20 40
MNIST CIFAR10

PostNet 99.7 99.7 99.6 99.2 924 40.0 6.9 973 845 562 122 24 07 03

PriorNet 99.9 998 99.6 977 903 68.9 6.4 827 656 514 355 244 110 29

DDNet 100.0 999 999 99.7 974 50.2 0.1 969 90.8 772 188 0.8 00 0.0

EvNet 97.8 97.0 957 926 86.1 623 28.9 913 724 479 114 1.6 09 16
Sensorless Segment

PostNet 99.3 7.0 33 33 7.0 98 113 99.9 732 315 111 5.0 43 8.7

PriorNet 99.8 105 32 0.6 0.2 0.1 11.8 100.0 96.6 45.2 4.5 0.4 00 1.1

DDNet 99.6 8.6 1.3 0.3 0.2 0.1 0.1 100.0 965 424 4.1 0.0 00 00

EvNet 99.1 22.0 12.6 5.9 3.7 2.7 22 100.0 90.5 41.0 59 0.8 06 07

Table 14. Distinguishing between correctly and wrongly predicted labels based on the differential entropy under FGSM label attacks
(AUC-PR).

Att. Rad. 0.0 0.1 02 05 1.0 20 40 | 00 01 02 05 1.0 20 40
MNIST CIFAR10

PostNet 999 999 998 994 978 921 832 985 887 689 310 186 155 167

PriorNet 999 999 997 983 941 885 78.6 90.1 73.6 616 461 385 356 373

DDNet 100.0 100.0 99.9 998 98.7 864 23.0 973 90.6 787 394 137 60 51

EvNet 996 994 99.1 978 958 904 7638 98.0 86.2 674 327 199 182 19.7
Sensorless Segment

PostNet ~ 99.7 1.7 73 93 11.8 125 125 999 73.6 406 237 172 198 20.2

PriorNet  99.8 214 104 85 90 92 103 100.0 937 377 58 1.1 09 08

DDNet  99.7 185 54 43 42 57 1719 100.0 941 429 72 1.0 0.0 0.0

EvNet 999 448 292 182 151 149 155 100.0 937 487 87 24 1.6 05
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Table 15. Distinguishing between correctly and wrongly predicted labels based on the differential entropy under Noise label attacks

(AUC-PR).
Noise Std 0.0 0.1 0.2 0.5 1.0 2.0 4.0 | 0.0 0.1 0.2 0.5 1.0 2.0 4.0
MNIST CIFAR10
PostNet 999 99.8 99.6 74.2 74 0.2 0.0 98.7 763 243 0.4 49 0.0 1.7
PriorNet 999 999 998 734 0.0 0.0 0.0 85.0 27.8 159 204 7.0 7.7 8.3
DDNet 100.0 999 994 51.1 0.6 0.1 0.0 9.1 61.0 398 142 113 6.9 6.9
EvNet 99.5 984 885 202 0.9 0.0 0.0 975 66.1 214 7.7 23 3.0 3.8
Sensorless Segment
PostNet 99.7 0.3 32 133 120 11.7 117 99.9 539 4.8 1.8 112 21.7 21.6
PriorNet  100.0 0.3 0.0 0.0 0.0 7.8 115 100.0 84.5 15.6 0.0 0.0 0.0 0.0
DDNet 99.7 0.9 0.6 0.0 0.0 0.0 0.0 100.0 827 239 0.0 0.0 0.6 0.0
EvNet 99.8 0.3 0.0 0.1 1.7 55 10.0 100.0 783 19.0 3.5 0.5 0.0 1.7
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Can we use uncertainty estimates to detect attacks
against the class prediction?

PGD attacks do not explicitly consider uncertainty during
the computation of adversarial examples, but they seem
to provide perturbed inputs with similar uncertainty as the
original input.

FGSM and Noise attacks are easier to detect, but also weaker
thand PGD attacks. This suggests that DBU models are
capable of detecting weak attacks by using uncertainty esti-
mation.
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Table 16. Attack-Detection based on differential entropy under PGD label attacks (AUC-PR).

MNIST | Segment
Att. Rad. 0.1 0.2 0.5 1.0 20 40 | 0.1 02 05 1.0 20 40
PostNet 57.7 663 834 90.5 79.0 50.1 95.6 735 470 423 534 827
PriorNet 67.7 83.2 971 96.7 921 829 86.7 833 38.0 313 308 315
DDNet 534 57.1 685 839 960 863 76.1 83,5 454 324 308 308
EvNet 548 590 685 759 72.6 59.8 949 809 415 325 31.1 311
Table 17. Attack-Detection based on precision g under PGD label attacks (AUC-PR).
Att. Rad. 0.1 0.2 0.5 1.0 20 40 | 0.1 02 05 1.0 20 40
MNIST CIFARI10
PostNet 633 757 926 951 753 395 634 669 421 329 316 312
PriorNet 67.6 83.2 971 969 92.7 84.7 533 56.0 556 492 422 354
DDNet 527 557 647 784 919 809 55.8 60.5 573 387 323 314
EvNet 49.1 48.0 451 427 418 392 484 469 463 463 445 425
Sensorless Segment
PostNet 39.8 358 354 520 882 99.0 94.6 703 463 426 549 84.0
PriorNet 409 35.1 32.0 31.1 307 307 827 826 394 31.6 308 308
DDNet 47.7 403 353 328 313 308 80.0 86.0 433 33.6 31.0 308
EvNet 454 397 361 348 347 36.0 90.9 724 404 324 31.1 31.1
Table 18. Attack-Detection based on mutual information under PGD label attacks (AUC-PR).
Att. Rad. 0.1 0.2 0.5 1.0 20 40 | 0.1 02 05 1.0 20 40
MNIST CIFAR10
PostNet 422 375 367 545 705 703 522 521 500 659 763 80.7
PriorNet 67.7 833 971 969 926 845 54.0 569 563 497 424 355
DDNet 53.1 563 665 81.0 940 829 56.0 60.8 574 382 321 313
EvNet 49.1 480 452 429 419 393 48.7 473 463 460 441 422
Sensorless Segment
PostNet 753 76.6 66.5 57.7 856 98.7 948 735 559 479 58.0 84.0
PriorNet 40.7 35.0 32.0 31.0 30.7 307 835 827 392 31.6 308 308
DDNet 480 400 352 32,6 312 30.8 824 88.1 434 334 309 308
EvNet 455 39.7 36.1 348 347 36.0 91.7 729 405 324 31.1 311
Table 19. Attack-Detection based on differential entropy under FGSM label attacks (AUC-PR).
Att. Rad. 0.1 0.2 0.5 1.0 20 40 | 0.1 02 05 1.0 2.0 4.0
MNIST CIFARI10
PostNet 559 61.8 748 84.0 889 899 62.1 67.2 657 63.1 65.4 73.8
PriorNet 674 824 969 983 989 99.6 584 63.1 685 70.1 68.5 62.5
DDNet 53.6 573 683 826 956 987 572 629 691 68.7 69.7 76.5
EvNet 54.1 574 638 67.6 68.6 69.9 57.8 61.7 633 629 65.7 72.5
Sensorless Segment
PostNet 984 99.8 999 999 999 999 969 939 995 999 100.0 100.0
PriorNet 48.7 38.6 327 329 386 443 80.0 80.8 46.7 372 33.7 324
DDNet 61.5 47.8 37.1 331 324 332 79.6 862 602 475 36.6 31.6
EvNet 673 655 723 734 753 79.1 957 872 593 51.7 51.1 535




Evaluating Robustness of Predictive Uncertainty Estimation: Are Dirichlet-based Models Reliable?

Table 20. Attack-Detection based on differential entropy under Noise label attacks (AUC-PR).

Noise Std. 0.1 0.2 0.5 1.0 2.0 4.0 | 0.1 0.2 0.5 1.0 2.0 4.0
MNIST CIFAR10

PostNet  51.3 65.3 93.8 95.1 95.2 95.2 80.8 84.5 97.6 99.5 99.3 98.2

PriorNet = 32.5 36.8 88.9 99.6 99.7 92.7 347 323 343 60.3 95.5 100.0

DDNet  60.7 87.6 99.8 100.0 99.9 99.8 59.1 626 81.5 98.6 99.8 98.7

EvNet 51.2 55.7 66.9 70.3 68.0 67.1 75.7 78.6 88.2 97.8 96.4 95.6
Sensorless Segment

PostNet 99.8 100.0 100.0 100.0 100.0 100.0 95.6 994 1000 100.0 100.0 100.0

PriorNet  42.0 33.8 31.5 34.7 43.7 47.0 56.7 56.7 39.8 33.7 31.9 33.7

DDNet 53.4 43.5 343 31.6 325 36.1 57.0 589 43.1 33.7 31.5 31.3

EvNet 67.1 78.8 88.3 95.4 96.9 97.8 60.8 63.5 61.2 64.8 73.7 85.2
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6.3.2. ATTACKING UNCERTAINTY ESTIMATION

Are uncertainty estimates a robust feature for OOD de-
tection?

Using uncertainty estimation to distinguish between ID and
OOD data is not robust as shown in the following tables.
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Table 21. OOD detection based on differential entropy under PGD uncertainty attacks against differential entropy on ID data and OOD
data (AUC-PR).

ID-Attack (non-attacked OOD) ‘ OOD-Attack (non-attacked ID)

Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0 4.0 \ 0.0 0.1 0.2 0.5 1.0 2.0 4.0
MNIST - KMNIST

PostNet 945 94.1 939 91.1 77.1 440 319 945 93.1 914 821 622 50.7 488

PriorNet 99.6 994 99.1 97.8 938 77.6 32.0 996 994 991 980 946 855 739

DDNet 993 99.1 989 978 935 633 30.7 993 99.1 99.0 983 96.7 913 738

EvNet 69.0 67.1 656 618 574 509 436 69.0 558 48.0 394 362 349 344
Seg. — Seg. class sky

PostNet 99.0 80.7 53.5 38.0 340 41.6 495 99.0 884 069.2 451 364 42.6 754

PriorNet 34.8 314 309 30.8 30.8 30.8 30.8 348 31.8 31.0 308 308 30.8 321

DDNet 31.5 309 30.8 30.8 30.8 30.8 30.8 31,5 31.0 30.8 308 30.8 30.8 30.8

EvNet 925 672 432 316 309 309 312 925 86.1 827 489 327 309 309

Table 22. OOD detection under PGD uncertainty attacks against differential entropy on ID data and OOD data (AUC-ROC).

ID-Attack (non-attacked OOD) \ OOD-Attack (non-attacked ID)
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0 4.0 \ 0.0 0.1 0.2 0.5 1.0 2.0 4.0
MNIST - KMNIST
PostNet 91.6 913 919 915 80.2 38.8 9.2 91.6 904 89.0 81.6 62.6 450 43.1
PriorNet 99.8 99.7 995 99.0 971 81.1 8.7 998 99.7 996 99.1 977 93.0 849
DDNet 99.2 989 98.6 973 92.1 582 1.2 99.2 99.0 98.8 979 958 89.1 693
EvNet 812 79.6 782 746 69.5 587 43.0 81.2 672 548 354 255 207 185
CIFAR10 - SVHN
PostNet 87.0 719 563 30.2 202 15.0 9.7 87.0 71.0 543 335 303 262 194
PriorNet 624 482 359 13.8 3.6 0.9 0.3 624 48.0 356 14.8 6.6 3.4 1.6
DDNet 87.0 76.0 63.6 293 6.1 1.1 0.4 87.0 781 66.1 262 5.1 0.7 0.1
EvNet 88.0 69.1 517 246 155 9.5 4.2 88.0 720 60.7 479 421 333 24.0
Sens. — Sens. class 10, 11
PostNet 85.3 49.1 38.1 7.8 8.2 8.2 8.2 853 572 540 273 315 86.7 995
PriorNet  28.1 0.8 0.3 04 1.6 84 268 28.1 2.5 0.7 0.2 23 189 41.0
DDNet 21.0 3.0 0.9 0.4 0.6 2.1 7.3 21.0 4.4 2.1 1.9 2.2 2.2 4.1
EvNet 742 214 122 4.3 1.4 0.6 0.3 742 453 385 19.6 9.6 12.1 260
Seg. — Seg. class sky

PostNet 99.2 84.7 555 23.0 9.7 4.4 4.7 99.2 921 771 415 249 41.0 80.8
PriorNet  17.1 44 1.3 0.0 0.0 0.0 0.1 17.1 5.9 1.5 0.1 0.0 0.1 5.8
DDNet 4.1 1.1 0.0 0.0 0.0 0.0 0.0 4.1 1.8 0.4 0.0 0.0 0.0 0.0

EvNet 91:2 545 233 3.9 0.9 04 02 912 829 764 422 9.7 0.8 0.6
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Table 23. OOD detection (AU-PR) under PGD uncertainty attacks against precision g on ID data and OOD data.

ID-Attack (non-attacked OOD) \ OOD-Attack (non-attacked ID)
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0 4.0 | 0.0 0.1 0.2 0.5 1.0 2.0 4.0
MNIST - KMNIST
PostNet 984 974 96.0 88.8 70.9 393 313 984 972 952 828 52,6 343 321
PriorNet 99.6 99.5 99.2 98.0 94.1 76.0 3I1.1 99.6 995 99.2 982 953 875 75.6
DDNet 972 96.7 96.1 93.8 864 532 31.0 972 96.7 962 945 91.1 829 64.6
EvNet 398 392 38.8 379 37.1 363 354 39.8 345 325 312 31.0 309 310
CIFAR10 - SVHN
PostNet 824 63.8 46.1 223 174 167 164 824 61.8 415 21.8 198 175 158
PriorNet 379 250 192 158 154 154 154 379 259 194 156 154 154 154
DDNet 81.1 70.1 584 30.0 167 155 154 81.1 712 599 278 165 155 154
EvNet 347 274 254 220 19.7 181 17.1 347 194 181 17.1 168 162 157
Sens. — Sens. class 10, 11
PostNet 774 39.6 359 31.7 444 444 444 774 403 386 295 340 794 974
PriorNet 359 27.0 268 26.8 26.8 27.5 362 359 277 270 267 266 265 265
DDNet 55.6 344 317 304 295 302 334 55.6 409 341 280 269 266 265
EvNet 663 333 297 270 27.1 292 339 663 393 37.1 313 283 284 297
Seg. — Seg. class sky

PostNet 984 748 51.0 37.2 328 43,5 499 984 847 66.1 424 348 409 712
PriorNet 32.1 309 30.8 30.8 30.8 308 3038 32.1 310 30.8 308 308 308 3038
DDNet 31.0 30.8 30.8 30.8 30.8 30.8 30.8 31.0 30.8 30.8 30.8 308 308 308
EvNet 983 830 60.5 340 31.0 30.8 30.8 983 944 888 656 37.0 314 309

Table 24. OOD detection (AUC-ROC) under PGD uncertainty attacks against precision g on ID data and OOD data.

ID-Attack (non-attacked OOD) \ OOD-Attack (non-attacked ID)
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0 4.0 \ 0.0 0.1 0.2 0.5 1.0 2.0 4.0
MNIST - KMNIST
PostNet 984 97.6 964 909 740 289 6.3 984 97.6 963 89.0 61.3 19.6 9.7
PriorNet 99.8 99.7 99.6 99.1 97.2 794 4.4 998 99.7 99.6 99.2 98.0 939 858
DDNet 96.5 959 951 92.0 82.6 443 35 96.5 959 952 929 88.6 787 594
EvNet 359 34.1 328 301 274 246 214 359 187 104 3.7 2.0 1.7 2.0
CIFAR10 - SVHN
PostNet 874 712 548 292 190 14.0 9.4 874 714 541 30.1 258 175 5.8
PriorNet 45.6 31.1 204 6.3 1.4 0.3 0.1 456 322 21.7 54 1.0 0.3 0.1
DDNet 849 73.8 61.8 30.2 9.3 3.0 0.8 849 76,6 662 346 104 2.3 0.3
EvNet 612 494 452 376 30.5 234 17.0 612 294 23.0 168 142 10.2 5.5
Sens. — Sens. class 10, 11
PostNet 87.2 488 37.3 4.1 0.7 0.7 0.7 872 50.0 454 165 27.6 819 98.0
PriorNet  37.3 35 2.4 2.2 2.9 6.3 19.2 373 8.0 3.6 1.4 0.6 0.1 0.0
DDNet 552 237 177 141 125 127 157 552 371 277 9.4 2.5 0.6 0.1
EvNet 75.5 30.8 18.2 5.8 1.6 0.6 0.2 755 478 419 241 102 102 156
Seg. — Seg. class sky

PostNet 98.6 77.7 50.8 20.3 8.2 1.3 0.5 98.6 889 734 362 194 36.7 752
PriorNet 8.5 1.3 0.2 0.0 0.0 0.0 0.1 8.5 2.0 0.4 0.0 0.0 0.0 0.0
DDNet 2.2 0.3 0.0 0.0 0.0 0.0 0.0 2.2 0.5 0.1 0.0 0.0 0.0 0.0

EvNet 977 784 477 99 12 02 0.l 977 935 869 622 215 37 10
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Table 25. OOD detection (AU-PR) under PGD uncertainty attacks against distributional uncertainty on ID data and OOD data.

ID-Attack (non-attacked OOD) \ OOD-Attack (non-attacked ID)
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0 4.0 | 0.0 0.1 0.2 0.5 1.0 2.0 4.0
MNIST - KMNIST
PostNet 80.5 762 734 69.1 66.6 654 60.2 80.5 72.1 639 439 330 309 30.8
PriorNet 99.6 994 99.2 98.0 941 763 312 99.6 994 99.2 982 952 872 752
DDNet 984 98.1 97.7 958 89.5 562 309 984 98.1 97.8 96.5 938 863 67.7
EvNet 40.1 395 39.1 382 373 365 356 40.1 346 326 313 310 310 3l1.1
CIFAR10 - SVHN
PostNet 64.2 447 375 311 28,5 25.0 19.3 642 31.0 195 163 164 16,5 163
PriorNet 40.8 274 204 159 154 154 154 40.8 283 21.1 159 154 154 154
DDNet 82.0 71.0 59.1 299 166 155 154 82.0 722 603 263 162 154 154
EvNet 364 287 265 228 202 184 172 364 19.8 183 172 169 162 157
Sens. — Sens. class 10, 11
PostNet 79.1 40.3 359 33.0 455 455 455 791 473 437 365 379 746 96.5
PriorNet 355 26.8 26.7 269 29.6 437 68.7 355 275 269 267 266 265 265
DDNet 529 31.7 298 29.1 284 30.1 376 529 384 315 275 268 266 265
EvNet 663 333 296 270 272 293 352 663 393 37.1 31.3 283 284 297
Seg. — Seg. class sky

PostNet 98.0 763 53.1 374 329 44.6 50.2 98.0 835 648 41.8 354 431 713
PriorNet 32.3 309 30.8 30.8 30.8 325 450 323 310 30.8 308 308 308 3038
DDNet 309 30.8 30.8 30.8 30.8 30.8 308 309 30.8 30.8 30.8 308 308 308
EvNet 98.1 82.1 59.1 338 31.0 30.8 30.8 98.1 938 882 645 364 313 310

Table 26. OOD detection (AUC-ROC) under PGD uncertainty attacks against distributional uncertainty on ID data and OOD data.

ID-Attack (non-attacked OOD) \ OOD-Attack (non-attacked ID)
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0 4.0 \ 0.0 0.1 0.2 0.5 1.0 2.0 4.0
MNIST - KMNIST
PostNet 90.1 88.0 862 822 79.0 77.1 66.1 90.1 845 772 464 129 2.7 24
PriorNet 99.8 99.7 99.6 991 97.2 79.7 4.7 998 99.7 99.6 992 979 93.7 85.6
DDNet 98.1 97.7 972 948 87.0 487 3.0 98.1 97.8 97.3 958 923 833 633
EvNet 36.8 350 337 309 282 253 221 36.8 19.3 107 39 2.1 1.8 2.2
CIFAR10 - SVHN
PostNet 829 67.7 59.2 513 477 40.1 24.2 829 519 262 8.9 9.5 111 9.9
PriorNet 48.0 33.6 22.5 7.1 1.6 0.3 0.1 48.0 348 24.0 6.7 1.6 0.6 0.2
DDNet 859 749 62.7 30.1 8.3 2.3 0.6 859 77.6 669 321 8.0 1.5 0.2
EvNet 633 514 47.1 393 321 249 179 63.3 31.1 244 177 15.0 10.7 5.7
Sens. — Sens. class 10, 11
PostNet 87.1 509 37.8 5.5 4.5 4.5 4.5 871 553 511 344 389 79.7 979
PriorNet  36.5 2.9 1.8 1.8 52 215 528 36.5 7.3 3.0 1.3 0.5 0.1 0.0
DDNet 523 187 13.1 10.3 9.3 108 184 523 331 220 6.7 2.2 0.6 0.1
EvNet 75.5 30.7 18.1 5.8 1.6 0.6 0.8 755 477 418 238 103 102 158
Seg. — Seg. class sky

PostNet 98.6 783 519 20.5 8.3 2.1 1.7 98.6 888 73.1 359 214 399 759
PriorNet 9.4 1.6 0.3 0.0 0.0 1.8 154 94 24 0.4 0.0 0.0 0.0 0.0
DDNet 1.3 0.2 0.0 0.0 0.0 0.0 0.0 1.3 0.2 0.0 0.0 0.0 0.0 0.0

EvNet 974 771 459 94 13 02 0.l 974 929 861 609 204 30 12
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Table 27. OOD detection (AU-PR) under FGSM uncertainty attacks against differential entropy on ID data and OOD data.

ID-Attack (non-attacked OOD) \ OOD-Attack (non-attacked ID)
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0 4.0 | 0.0 0.1 0.2 0.5 1.0 2.0 4.0
MNIST - KMNIST
PostNet 94.5 942 941 935 899 81.2 71.6 945 933 920 87.6 8I.1 75.7 75.7
PriorNet 99.6 994 99.2 981 956 90.0 65.3 99.6 994 992 98.6 975 95.9 94.4
DDNet 993 99.1 989 98.0 954 809 48.2 99.3 99.2 99.0 98.5 97.6 95.5 92.0
EvNet 69.0 674 662 640 619 598 56.70 9.0 60.1 565 534 527 52.9 53.5
CIFAR10 - SVHN
PostNet 81.8 662 61.6 642 657 61.3 48.4 81.8 63.1 519 434 46.6 61.7 77.0
PriorNet 544 40.6 33.8 27.0 255 272 355 544 423 368 306 283 29.5 32.1
DDNet 828 719 64.6 538 502 4738 41.0 82.8 715 60.5 39.1 314 41.2 66.6
EvNet 80.3 67.8 640 619 616 574 49.6 80.3 592 515 46.7 49.0 56.3 64.6
Sens. — Sens. class 10, 11
PostNet 74.5 40.6 372 314 381 449 459 745 99.6 998 999 999 99.9 99.9
PriorNet 323 357 57.6 83.1 88.8 79.7 70.0 323 283 28.1 27.6 28.0 32.7 38.5
DDNet 31.7 313 444 703 879 925 91.9 31.7 28.8 293 29.1 277 279 28.01
EvNet 66.5 45.7 468 423 420 414 41.8 66.5 547 66.5 762 71.1 75.3 75.8
Seg. — Seg. class sky

PostNet 99.0 80.8 664 43.6 37.0 355 43.0 99.0 948 92.0 98,5 99.7 100.0 100.0
PriorNet 34.8 312 314 463 740 88.8 94.5 348 316 31.0 312 309 30.8 30.8
DDNet 31.5 30.8 30.8 309 379 562 84.3 31.,5 309 308 308 308 30.8 30.8
EvNet 925 649 546 66.6 69.5 69.6 64.6 92,5 859 83.0 663 66.1 61.1 56.8

Table 28. OOD detection (AU-PR) under Noise uncertainty attacks against differential entropy on ID data and OOD data.

ID-Attack (non-attacked OOD) \ OOD-Attack (non-attacked ID)
Noise Std 0.0 0.1 0.2 0.5 1.0 2.0 4.0 \ 0.0 0.1 0.2 0.5 1.0 2.0 4.0
MNIST - KMNIST
PostNet 93.0 942 823 344 31.6 310 309 922 91.8 91.5 92.3 92.7 93.2 93.5
PriorNet 99.7 99.6 96.7 40.0 40.6 45.7 55.6 99.5 973 96.5 99.4  100.0 99.5 72.4
DDNet 99.1 975 812 31.3 31.0 309 31.2 99.0 98.8 99.2 99.8 99.9 99.8 99.1
EvNet 655 605 514 353 345 355 350 62.5 472 40.9 35.1 34.6 33.5 349
CIFAR10 - SVHN
PostNet 885 414 398 31.0 30.7 31.6 339 88.5 86.6 81.9 93.0 98.5 98.6 97.3
PriorNet 73.3 883 953 924 704 309 308 73.3  31.6 30.9 31.7 51.8 94.3  100.0
DDNet 873 693 784 552 31.6 30.7 314 87.3 558 57.9 73.9 97.3 99.5 97.2
EvNet 924 56.8 538 334 309 329 36.6 924 737 73.5 71.7 93.7 92.5 92.1
Sens. — Sens. class 10, 11
PostNet 853 30.8 394 50.0 50.0 500 500 853 989 100.0 100.0 100.0 100.0 100.0
PriorNet 323 308 349 83.7 77.7 49.8 80.3 323 30.7 30.7 325 40.1 49.9 47.6
DDNet 31.1 30.7 30.7 324 588 881 743 31.1 30.7 30.7 30.7 30.8 31.6 39.1
EvNet 80.3 30.8 312 379 463 500 50.0 80.3 34.6 38.4 53.9 69.3 78.8 81.5
Seg. — Seg. class sky
PostNet 999 41.8 308 345 49.1 50.0 50.0 999 974 96.6 99.5 100.0 100.0 100.0
PriorNet 31.0 30.8 30.8 30.8 327 69.0 783 31.0 30.8 30.8 30.8 30.9 31.1 324
DDNet 30.8 30.8 30.8 30.8 30.8 582 913 30.8 30.8 30.8 30.8 30.8 30.8 31.9
EvNet 99.1 381 322 308 308 322 375 99.1 95.6 87.6 58.0 449 46.6 53.8
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6.4. How to make DBU models more robust

To improve robustness of DBU models we perform median
smoothing and adversarial training. Smoothing computes
the smooth median, worst case and best case performance of
DBU models for three tasks: distinguishing between correct
and wrong predictions, attack detection, distinguishing be-
tween ID data and OOD data under label attacks and under
uncertainty attacks.
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Table 29. Distinguishing between correctly and wrongly labeled inputs based on differential entropy under PGD label attacks. Smoothed
DBU models on CIFAR10. Column format: guaranteed lowest performance - empirical performance - guaranteed highest performance
(blue: normally/adversarially trained smooth classifier is more robust than the base model).

Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0

PostNet 80.5-91.5-94.5 52.8-71.6-952 31.9-51.0-96.8 56-11.7-100.0 0.3- 0.6-100.0 0.0- 0.0-100.0
Smoothed PriorNet 81.9-86.8-88.0 69.6-78.0-90.1 50.9-65.8-89.4 36.5-59.9- 97.0 24.3-39.3-100.0 9.2-17.9-100.0
models DDNet 65.9-81.2-83.0 55.8-70.5-87.2 378-56.8-88.1 10.1-21.9- 943 09- 1.6- 99.6 0.0- 0.0-100.0
EvNet 76.3-90.2-91.7 54.7-74.3-95.7 31.6-51.5-945 58-11.9- 8.9 19- 7.0-100.0 1.1- 4.0-100.0

Smoothed PostNet - 52.1-71.8-95.6 31.2-47.9-96.1 7.8-14.7- 98.6 1.8- 4.4-100.0 0.3- 0.5-100.0
+adv. w.  PriorNet - 57.6-71.7-889 46.1-64.5-90.1 38.1-59.3- 99.5 32.3-51.7-100.0 22.1-41.6- 974
label DDNet - 58.6-78.4-92.2 49.4-66.0-90.5 12.0-21.4- 98.1 0.8- 1.0- 96.6 0.0- 0.0-100.0
attacks EvNet - 24.3-34.2-51.8 32.6-49.5-955 59-13.0-100.0 2.6- 5.2- 99.9 2.9- 5.9-100.0
Smoothed PostNet - 52.8-74.2-94.6 33.0-49.4-875 7.7-14.2- 99.0 0.6- 1.2-100.0 0.7- 1.1-100.0
+adv. w.  PriorNet - 50.6-68.1-88.6 44.4-66.1-96.0 35.1-57.4- 984 18.4-32.2-100.0 15.2-29.3-100.0
uncert. DDNet - 68.8-84.4-93.2 45.1-60.8-86.8 12.3-22.0- 91.0 0.8- 1.7- 87.0 0.0- 0.0-100.0
attacks EvNet - 54.2-73.7-96.1 30.5-50.0-99.5 7.1-13.9-100.0 3.7- 8.7- 75.2 3.3+ 5.8-100.0

Table 30. Distinguishing between correctly and wrongly labeled inputs based on differential entropy under PGD label attacks. Smoothed
DBU models on MNIST. Column format: guaranteed lowest performance - empirical performance - guaranteed highest performance
(blue: normally/adversarially trained smooth classifier is more robust than the base model).

Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0

PostNet 97.2-99.4-100.0 95.9-99.1-99.9 94.7-98.9-99.9 89.3-96.8- 99.9 75.5-90.2-100.0 35.5-56.7-100.0
Smoothed PriorNet 96.8-99.2- 99.3 95.5-99.1-99.7 94.6-98.8-99.7 90.2-97.2- 99.9 81.1-93.4- 99.9 53.9-75.2-100.0
models ~ DDNet 97.6-99.4- 99.5 96.8-99.2-99.4 955-98.8-99.4 90.4-97.2- 99.8 77.0-91.3-100.0 29.2-48.6-100.0
EvNet 97.3-99.4- 994 954-98.8-99.6 93.9-98.7-99.9 89.0-96.5-100.0 78.9-92.9-100.0 52.2-73.2-100.0

Smoothed PostNet - 94.4-98.6-99.5 90.6-97.9-999 834-93.1- 999 72.1-91.2-100.0 41.8-65.0-100.0
+adv. w. PriorNet - 94.4-98.5-99.5 93.6-98.8-99.8 89.1-96.6- 99.8 81.5-94.5-100.0 71.6-88.4-100.0
label DDNet - 94.9-98.3-98.7 94.6-97.9-989 88.2-97.4- 99.8 72.1-89.3-100.0 28.1-49.3-100.0
attacks EvNet - 88.8-95.3-979 91.5-97.1-994 85.2-94.9-100.0 78.1-91.4-100.0 54.3-75.3-100.0
Smoothed PostNet - 92.8-98.3-99.8 92.5-98.3-999 86.2-94.8- 99.8 71.0-89.5-100.0 34.6-54.2-100.0
+adv. w.  PriorNet - 95.1-98.6-99.6 94.1-98.0-99.4 87.7-97.2- 99.9 80.2-93.4-100.0 68.5-87.8-100.0
uncert. DDNet - 96.0-98.4-98.8 95.0-97.6-98.7 87.6-95.3- 99.7 73.9-90.2-100.0 32.8-54.4-100.0
attacks EvNet - 93.3-98.6-99.5 89.8-97.2-99.2 86.2-95.4-100.0 82.1-93.7-100.0 52.4-73.3-100.0

Table 31. Distinguishing between correctly and wrongly labeled inputs based on differential entropy under PGD label attacks. Smoothed
DBU models on Sensorless. Column format: guaranteed lowest performance - empirical performance - guaranteed highest performance
(blue: normally/adversarially trained smooth classifier is more robust than the base model).
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0
PostNet 93.5-98.4-100.0 6.7-12.4-100.0 2.9- 5.3-100.0 4.1- 4.1- 491 64- 6.4- 6.4 10.6-10.6- 10.6
Smoothed PriorNet 97.1-99.3-100.0 8.6-17.6-100.0 3.3- 7.7-100.0 0.7- 1.5-100.0 0.4- 0.7-100.0 0.1- 0.2-100.0

models ~ DDNet 95.9-98.9- 99.7 7.0-14.0-100.0 0.8- 1.3-100.0 0.2- 0.4-100.0 0.2- 0.2-100.0 0.2- 0.4-100.0
EvNet 94.0-99.0- 999 18.1-34.2-100.0 9.6-17.1-100.0 4.1- 6.8-100.0 2.7- 4.9-100.0 2.4- 4.3-100.0

Smoothed PostNet - 79-14.9-100.0 29- 6.3-100.0 6.6- 6.6- 6.6 72 7.2 72 9.6- 9.6- 9.6
+adv. w. PriorNet - 18.1-32.1-100.0 8.7-16.7-100.0 0.1- 0.2-100.0 0.0- 0.0-100.0 0.8- 1.0-100.0
label DDNet - 6.9-13.4-100.0 4.3- 9.0-100.0 0.2- 0.3-100.0 0.2- 0.4-100.0 0.2- 0.8-100.0
attacks EvNet - 19.7-35.7-100.0 9.4-16.2-100.0 1.6- 3.0-100.0 2.5- 5.6-100.0 1.0- 1.8-100.0
Smoothed PostNet - 79-14.4-100.0 4.8- 9.3-100.0 66- 6.6- 66 6.7- 6.7- 6.7 10.6-10.6- 10.6
+adv. w. PriorNet - 19.1-32.7-100.0 6.9-13.7-100.0 0.7- 1.7-100.0 0.0- 0.0-100.0 0.0- 0.0-100.0
uncert. DDNet - 5.4-10.2-100.0 0.7- 1.8-100.0 0.5- 0.9-100.0 0.3- 1.2-100.0 0.2- 0.6-100.0

attacks EvNet - 22.3-38.4-100.0 11.7-22.4-100.0 7.1-13.1-100.0 1.8 3.4-100.0 0.6- 1.0-100.0
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Table 32. Distinguishing between correctly and wrongly labeled inputs based on differential entropy under PGD label attacks. Smoothed
DBU models on Segment. Column format: guaranteed lowest performance - empirical performance - guaranteed highest performance
(blue: normally/adversarially trained smooth classifier is more robust than the base model)..
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0
PostNet 94.0-99.1-99.8 63.5-84.7-100.0 33.2-56.1-100.0 10.2-16.9-100.0 5.2-10.3-100.0 0.3- 0.3- 0.3
Smoothed PriorNet 97.0-99.8-99.9 75.6-90.8-100.0 31.1-50.8-100.0 2.6- 4.7-100.0 0.0- 0.0-100.0 0.0- 0.0-100.0

models ~ DDNet 96.2-99.5-99.7 75.7-89.8- 99.9 28.5-51.6-100.0 3.7- 8.2-100.0 0.0- 0.0-100.0 0.0- 0.0-100.0
EvNet 95.8-99.6-99.9 80.2-93.7-100.0 35.2-57.2-100.0 6.8-12.0-100.0 1.2- 2.1-100.0 1.1- 2.0-100.0

Smoothed PostNet - 66.0-85.5-100.0 22.5-41.0-100.0 9.0-16.3-100.0 5.2- 9.7-100.0 06- 0.6- 0.6
+adv. w.  PriorNet - 79.0-92.4-100.0 45.2-68.8-100.0 9.2-13.9-100.0 0.0- 0.0-100.0 0.0- 0.0-100.0
label DDNet - 76.2-91.0- 99.6 27.2-45.3-100.0 2.3- 4.3-100.0 0.0- 0.0-100.0 0.0- 0.0-100.0
attacks EvNet - 82.7-95.2-100.0 34.0-53.8-100.0 10.9-23.2-100.0 0.5- 4.2-100.0 2.1- 5.1-100.0
Smoothed PostNet - 71.5-87.6-100.0 33.5-54.5-100.0 12.8-25.6-100.0 6.5-10.3- 87.2 0.0- 0.0-100.0
+adv. w.  PriorNet - 82.1-96.5-100.0 44.1-65.4-100.0 9.0-15.7-100.0 0.0- 0.0-100.0 0.0- 0.0-100.0
uncert. DDNet - 77.4-91.4- 999 29.4-50.3-100.0 4.0- 6.5-100.0 0.0- 0.0-100.0 0.0- 0.0-100.0
attacks EvNet - 76.2-90.7-100.0 35.7-55.4-100.0 4.2 6.4-100.0 0.8- 1.4-100.0 0.0- 0.0-100.0

Table 33. Distinguishing between correctly and wrongly labeled inputs based on differential entropy under FGSM label attacks. Smoothed
DBU models on CIFAR10. Column format: guaranteed lowest performance - empirical performance - guaranteed highest performance
(blue: normally/adversarially trained smooth classifier is more robust than the base model).
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0
PostNet 80.5-91.4-944 523-73.2-954 35.8-57.2-97.5 17.0-29.0-100.0 10.2-18.7-100.0 8.1-14.7-100.0
Smoothed PriorNet 81.9-87.7-88.8 69.6-78.4-90.3 53.3-70.5-91.7 42.1-62.6- 97.2 37.5-55.7-100.0 36.0-59.5-100.0

models ~ DDNet 65.9-84.1-85.6 55.3-69.6-87.0 38.6-55.8-87.2 16.3-28.5- 946 6.4-12.0- 99.9 3.6- 7.2-100.0
EvNet 76.3-90.4-91.7 54.1-74.5-95.5 355-54.7-95.1 146-29.3- 956 8.6-16.1-100.0 7.2-13.0-100.0

Smoothed PostNet - 52.3-71.6-95.1 34.7-54.8-96.6 18.9-32.1- 99.4 10.9-19.2-100.0 8.5-16.2-100.0
+adv. w. PriorNet - 58.1-69.6-87.6 47.1-65.7-90.3 40.2-59.5- 99.3 36.2-59.5-100.0 25.1-42.1- 97.7
label DDNet - 57.1-75.2-91.0 49.3-65.3-90.5 18.4-33.6- 985 7.6-13.5- 99.9 3.3+ 9.6-100.0
attacks EvNet - 24.1-36.5-54.2 37.1-56.7-96.7 16.2-29.9-100.0 11.4-21.8-100.0 13.0-26.1-100.0
Smoothed PostNet - 52.0-71.8-94.5 35.8-54.6-89.9 18.4-33.6- 99.8 10.2-19.1-100.0 12.2-23.0-100.0
+adv. w. PriorNet - 50.6-67.3-88.5 46.2-64.3-95.1 39.9-60.8- 98.5 27.7-46.2-100.0 28.5-48.6-100.0
uncert. DDNet - 67.7-82.2-92.4 45.7-64.7-88.8 20.5-34.8- 93.6 6.1-13.1- 918 4.1- 8.4-100.0
attacks EvNet - 53.9-73.6-96.3 34.2-55.3-99.7 16.1-31.2-100.0 6.1-13.5- 86.1 18.1-34.0-100.0

Table 34. Distinguishing between correctly and wrongly labeled inputs based on differential entropy under FGSM label attacks. Smoothed
DBU models on MNIST. Column format: guaranteed lowest performance - empirical performance - guaranteed highest performance
(blue: normally/adversarially trained smooth classifier is more robust than the base model).
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0
PostNet 97.2-99.3-99.9 96.1-99.2-99.9 95.2-98.9-99.9 91.7-98.0- 99.9 86.1-95.9-100.0 75.7-91.1-100.0
Smoothed PriorNet 96.8-99.2-99.3 95.5-99.0-99.6 94.7-98.7-99.6 91.3-97.6- 99.9 85.5-95.6-100.0 78.7-92.4-100.0

models ~ DDNet 97.6-99.3-99.4 96.8-99.2-99.5 95.6-98.7-99.4 91.7-97.7- 99.9 83.4-95.2-100.0 58.3-79.6-100.0
EvNet 97.3-99.3-99.4 95.5-99.0-99.6 94.3-98.9-99.9 92.0-97.7-100.0 87.4-96.3-100.0 78.8-92.4-100.0

Smoothed PostNet - 95.1-98.9-99.8 91.2-97.2-99.6 87.6-96.3- 99.9 81.0-93.3-100.0 69.9-87.2-100.0
+adv. w. PriorNet - 94.4-98.7-99.7 93.6-98.2-99.3 89.4-96.3- 99.8 84.5-95.1-100.0 81.7-92.5-100.0
label DDNet - 95.5-98.6-99.0 94.6-98.7-99.4 89.7-97.1- 99.8 80.0-93.6-100.0 54.4-74.5-100.0
attacks EvNet - 88.9-94.8-98.1 91.5-98.4-99.8 89.2-97.0-100.0 83.6-94.7-100.0 72.3-88.0-100.0
Smoothed PostNet - 92.8-98.5-99.9 92.8-98.7-99.9 89.0-96.3- 99.8 80.8-93.4-100.0 71.6-86.9-100.0
+adv. w. PriorNet - 95.1-98.1-98.9 94.3-97.7-99.1 88.5-96.8- 99.9 83.4-94.5-100.0 78.9-92.2-100.0
uncert. DDNet - 96.0-98.7-99.0 95.5-98.6-99.3 89.5-95.6- 99.7 79.6-93.1-100.0 55.9-77.1-100.0

attacks EvNet - 93.3-98.9-994 90.1-97.9-99.4 87.9-96.3-100.0 84.1-94.2-100.0 69.2-86.9-100.0
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Table 35. Distinguishing between correctly and wrongly labeled inputs based on differential entropy under FGSM label attacks. Smoothed
DBU models on Sensorless. Column format: guaranteed lowest performance - empirical performance - guaranteed highest performance
(blue: normally/adversarially trained smooth classifier is more robust than the base model).
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0
PostNet 94.5-98.1-100.0 10.3-19.6-100.0 5.1-11.0-100.0 64- 64- 64 104-10.4- 104 114-11.4- 114
Smoothed PriorNet 97.1-99.5-100.0 13.6-27.3-100.0 6.3-12.4-100.0 2.6- 6.8-100.0 3.1- 7.3-100.0 3.2+ 6.7-100.0

models ~ DDNet 95.9-99.4- 99.8  8.6-14.9-100.0 1.6- 3.8-100.0 2.6- 4.5-100.0 3.4- 6.9-100.0 3.3+ 6.4-100.0
EvNet 94.0-98.5- 99.7 26.0-43.2-100.0 15.8-30.8-100.0 11.7-20.2-100.0 8.1-15.0-100.0 7.6-12.7-100.0

Smoothed PostNet - 13.1-24.3-100.0  5.7-11.9-100.0 94- 94- 94 11.2-11.2- 11.2 11.8-11.8- 11.8
+adv. w. PriorNet - 22.4-38.2-100.0 11.8-22.1-100.0 0.2- 0.6-100.0 0.0- 0.0-100.0 0.1- 0.1-100.0
label DDNet - 7.3-13.2-100.0 8.5-17.2-100.0 3.6- 7.9-100.0 3.8+ 7.6-100.0 0.8+ 1.2-100.0
attacks EvNet - 25.5-42.0-100.0 15.6-30.2-100.0 10.4-19.5-100.0 8.6-16.4-100.0 7.8-14.7-100.0
Smoothed PostNet - 10.6 -20.3-100.0 5.2- 9.9-100.0 10.9-10.9-109 11.6-11.6- 11.6 11.7-11.7- 11.7
+adv. w. PriorNet - 25.7-45.0-100.0 12.0-20.5-100.0 1.1- 3.7-100.0 0.0- 0.0-100.0 0.0- 0.0-100.0
uncert. DDNet - 7.9-16.4-100.0 1.2- 3.8-100.0 3.4- 6.3-100.0 3.9- 7.9-100.0 3.3+ 8.0-100.0
attacks EvNet - 27.9-49.2-100.0 18.4-32.9-100.0 16.4-29.3-100.0 5.9-10.8-100.0 8.5-16.1-100.0

Table 36. Distinguishing between correctly and wrongly labeled inputs based on differential entropy under FGSM label attacks. Smoothed
DBU models on Segment. Column format: guaranteed lowest performance - empirical performance - guaranteed highest performance
(blue: normally/adversarially trained smooth classifier is more robust than the base model).
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0
PostNet 94.0-99.2-99.8 55.2-78.3-100.0 40.1-61.4-100.0 17.9-31.7-100.0 6.8-12.7-100.0 17.6-17.9- 18.0
Smoothed PriorNet 97.0-99.8-99.9 69.2-89.7-100.0 29.7-45.5-100.0 1.7-4.1-100.0 0.0- 0.0-100.0 0.0- 0.0-100.0

models  DDNet 96.2-99.5-99.6 70.6-86.3- 99.8 22.3-38.8-100.0 6.3-13.3-100.0 1.1- 3.0-100.0 0.0- 0.0-100.0
EvNet 95.8-99.1-99.8 78.4-92.5-100.0 40.7-62.1-100.0 9.8-17.6-100.0 0.0- 0.0-100.0 0.0- 0.0-100.0

Smoothed PostNet - 66.0 - 83.5-100.0 28.8-44.9-100.0 12.3-24.3-100.0 9.3-17.3-100.0 24.8-24.8- 24.8
+adv. w. PriorNet - 75.1-91.5- 99.9 34.0-60.3-100.0 11.1-24.6-100.0 0.0- 0.0-100.0 0.0- 0.0-100.0
label DDNet - 65.4-82.8- 99.5 23.1-35.3-100.0 4.8-10.4-100.0 0.0- 0.0-100.0 0.0- 0.0-100.0
attacks EvNet - 83.4-95.3-100.0 42.1-63.3-100.0 15.0-33.6-100.0 0.0- 0.0-100.0 0.0- 0.0-100.0
Smoothed PostNet - 67.8-86.5-100.0 34.0-52.5-100.0 16.2-32.8-100.0 14.4-25.2- 92.2 73- 73- 73
+adv. w. PriorNet - 77.3-91.2- 999 39.3-62.7-100.0 9.0-17.8-100.0 0.0- 0.0-100.0 0.0- 0.0-100.0
uncert. DDNet - 68.8-88.3- 999 20.4-35.2-100.0 7.5-12.6-100.0 0.3- 0.9-100.0 0.0- 0.0-100.0
attacks EvNet - 74.0-92.9-100.0 44.1-61.8-100.0 5.3-13.0-100.0 3.9- 8.2-100.0 0.5- 4.2-100.0

Table 37. Attack detection (PGD label attacks) based on differential entropy. Smoothed DBU models on CIFAR10. Column format:
guaranteed lowest performance - empirical performance - guaranteed highest performance (blue: normally/adversarially trained smooth
classifier is more robust than the base model).

Att. Rad. 0.1 0.2 0.5 1.0 2.0

PostNet 33.1-50.4-89.9 31.0-50.2-96.9 30.7-50.2-100.0 30.7-50.0-100.0 30.7-50.2-100.0
Smoothed PriorNet 35.9-50.6-74.5 33.0-50.3-82.8 31.2-50.0- 95.7 30.7-50.4- 99.9 30.7-50.4-100.0
models DDNet 36.3-50.3-76.4 32.8-49.9-84.6 30.8-50.1- 98.0 30.7-50.2-100.0 30.7-50.2-100.0
EvNet 32.9-50.4-89.8 31.4-50.1-94.0 30.8-50.0- 98.0 30.7-50.3-100.0 30.7-49.6-100.0

Smoothed PostNet 32.7-50.1-904 31.1-50.2-96.5 30.7-50.2- 99.7 30.7-50.3-100.0 30.7-50.2-100.0
+adv.w. PriorNet 352-51.8-78.6 32.8-51.1-84.4 30.8-50.2- 98.7 30.7-50.5-100.0 30.8-50.1- 98.2
label DDNet 35.5-50.6-79.2 33.4-50.3-84.1 30.8-50.1- 99.2 30.7-50.0-100.0 30.7-50.5-100.0
attacks EvNet 40.3-50.4-66.8 31.4-50.3-95.8 30.7-50.3-100.0 30.7-50.1-100.0 30.7-50.0-100.0

Smoothed PostNet 33.3-50.6-88.7 32.5-50.1-87.9 30.7-49.9- 99.8 30.7-50.1-100.0 30.7-50.0-100.0
+adv.w. PriorNet 34.5-51.0-80.1 31.4-50.6-92.8 30.9-50.0- 97.7 30.7-50.1-100.0 30.7-50.0-100.0
uncert. DDNet 37.4-50.8-745 334-50.2-83.0 309-50.1- 96.8 30.8-49.9- 98.1 30.7-49.9-100.0
attacks EvNet 32.8-50.1-92.0 30.8-50.0-99.6 30.7-50.1-100.0 31.2-50.2- 96.1 31.0-50.0-100.0
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Table 38. Attack detection (PGD label attacks) based on differential entropy. Smoothed DBU models on MNIST. Column format:
guaranteed lowest performance - empirical performance - guaranteed highest performance (blue: normally/adversarially trained smooth
classifier is more robust than the base model).

Att. Rad. 0.1 0.2 0.5 1.0 2.0

PostNet 30.9-52.5-95.6 31.5-51.5-90.9 31.1-49.9-97.1 30.7-47.6-100.0 30.7-45.0-100.0
Smoothed PriorNet 38.2-57.8-80.9 36.0-57.2-84.3 31.6-63.4-984 30.8-61.0- 99.3 30.7-66.8-100.0
models  DDNet 44.6-51.9-60.7 39.3-52.7-72.2 31.6-50.9-95.2 30.7-47.3-100.0 30.7-45.9-100.0
EvNet 36.5-51.8-76.1 31.5-51.1-93.2 30.7-51.1-99.9 30.7-48.7-100.0 30.7-43.8-100.0

Smoothed PostNet 33.6-52.8-82.3 31.4-51.2-91.6 309-49.4- 99.1 30.7-49.3-100.0 30.7-56.0-100.0
+adv. w. PriorNet 37.3-60.5-84.3 34.3-59.9-87.9 32.1-61.0- 97.0 30.7-69.3-100.0 30.7-68.0-100.0
label DDNet 44.8-52.2-61.0 40.2-52.6-70.0 32.5-52.4- 94.6 30.7-50.3-100.0 30.7-54.6-100.0
attacks EvNet 35.8-51.2-76.7 32.9-51.0-88.5 30.7-49.5-100.0 30.7-48.5-100.0 30.7-47.7-100.0

Smoothed PostNet 31.2-52.7-92.8 31.3-51.7-924 31.3-47.3-96.8 30.7-48.9-100.0 30.7-46.3-100.0
+adv. w. PriorNet 38.3-58.2-81.5 36.9-55.5-79.9 31.3-63.5-989 30.7-68.6-100.0 30.7-74.6-100.0
uncert. DDNet 44.9-52.2-60.7 39.6-53.3-72.1 31.8-51.7-954 30.7-46.1-100.0 30.7-46.0-100.0
attacks EvNet 38.8-51.9-70.9 34.5-52.3-82.9 30.8-49.9-99.6 30.7-47.7-100.0 30.8-49.4-100.0

Table 39. Attack detection (PGD label attacks) based on differential entropy. Smoothed DBU models on Sensorless. Column format:
guaranteed lowest performance - empirical performance - guaranteed highest performance (blue: normally/adversarially trained smooth
classifier is more robust than the base model).

Att. Rad. 0.1 0.2 0.5 1.0 2.0

PostNet 30.7-61.9-100.0 30.7-60.1-100.0 46.5-50.0- 75.5 50.0-50.0- 50.0 50.0-50.0- 50.0
Smoothed PriorNet 30.7-50.1-100.0 30.7-46.5-100.0 30.7-42.3-100.0 30.7-66.7-100.0 30.9-79.2-100.0
models ~ DDNet 30.7-57.5-100.0 30.7-49.9-100.0 30.7-45.5-100.0 30.7-50.0-100.0 30.7-59.3-100.0
EvNet 30.7-62.0-100.0 30.7-59.6-100.0 30.7-55.8-100.0 30.7-48.3-100.0 31.8-50.0-100.0

Smoothed PostNet 30.7-58.8-100.0 30.7-58.2-100.0 50.0-50.0- 50.0 50.0-50.0- 50.0 50.0-50.0- 50.0
+adv. w. PriorNet 30.7-60.2-100.0 30.7-54.6-100.0 30.7-45.0-100.0 30.7-38.0-100.0 33.9-49.9-100.0
label DDNet 30.7-55.4-100.0 30.7-53.7-100.0 30.7-44.6-100.0 30.7-38.8-100.0 30.7-51.9-100.0
attacks EvNet 30.7-62.1-100.0 30.7-54.3-100.0 30.7-59.9-100.0 30.7-62.1-100.0 30.7-50.0-100.0

Smoothed PostNet 30.7-63.0-100.0 30.7-54.0-100.0 50.0-50.0- 50.0 50.0-50.0- 50.0 50.0-50.0- 50.0
+adv. w. PriorNet 30.7-58.0-100.0 30.7-55.6-100.0 30.7-44.2-100.0 30.7-53.5-100.0 30.7-78.5-100.0
uncert. DDNet 30.7-55.1-100.0 30.7-48.2-100.0 30.7-50.1-100.0 30.7-52.6-100.0 30.7-57.0-100.0
attacks EvNet 30.7-63.5-100.0 30.7-54.3-100.0 30.7-54.2-100.0 30.7-45.0-100.0 30.7-50.0-100.0

Table 40. Attack detection (PGD label attacks) based on differential entropy. Smoothed DBU models on Segment. Column format:
guaranteed lowest performance - empirical performance - guaranteed highest performance (blue: normally/adversarially trained smooth
classifier is more robust than the base model).

Att. Rad. 0.1 0.2 0.5 1.0 2.0

PostNet 30.8-73.5-100.0 30.8-59.9-100.0 30.8-60.3-100.0 30.8-50.2-100.0 49.5-50.0- 50.0
Smoothed PriorNet 30.9-77.1- 999 30.8.-78.1-100.0 30.8-39.5-100.0 30.8-35.2-100.0 30.8-41.4-100.0
models ~ DDNet 31.4-69.6- 99.5 30.8-71.2-100.0 30.8-54.3-100.0 30.8-35.5-100.0 30.8-35.7-100.0
EvNet 30.8-86.2-100.0 30.8-80.3-100.0 30.8-54.0-100.0 30.8-43.3-100.0 30.8-40.5-100.0

Smoothed PostNet 30.8-75.6-100.0 30.8-69.7-100.0 30.8-66.5-100.0 30.8-50.0-100.0 50.0-50.0- 50.0
+adv. w. PriorNet 31.0-74.4- 99.2 30.8-74.0-100.0 30.8-59.8-100.0 30.8-56.0-100.0 30.8-38.8-100.0
label DDNet 31.6-68.9- 99.0 30.8-72.9-100.0 30.8-47.5-100.0 30.8-32.2-100.0 30.8-31.8-100.0
attacks EvNet 30.8-83.4-100.0 30.8-87.0-100.0 30.8-61.9-100.0 30.8-39.2-100.0 30.8-41.0-100.0

Smoothed PostNet 30.8-73.9-100.0 30.8-64.5-100.0 30.8-68.3-100.0 33.0-50.0-100.0 50.0-50.0- 50.0
+adv. w. PriorNet 31.0-73.7- 99.6 30.8-73.1-100.0 30.8-57.8-100.0 30.8-44.8-100.0 30.8-49.1-100.0
uncert. DDNet 31.0-70.7- 99.7 30.8-70.6-100.0 30.8-48.6-100.0 30.8-31.6-100.0 30.8-30.9-100.0
attacks EvNet 30.8 -85.8-100.0 30.8-86.7-100.0 30.8-54.4-100.0 30.8-45.1-100.0 30.8-34.8-100.0
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Table 41. Attack detection (FGSM label attacks) based on differential entropy. Smoothed DBU models on CIFAR10. Column format:
guaranteed lowest performance - empirical performance - guaranteed highest performance (blue: normally/adversarially trained smooth
classifier is more robust than the base model).

Att. Rad. 0.1 0.2 0.5 1.0 2.0

PostNet 33.1-50.3-89.9 31.0-50.2-96.9 30.7-50.1-100.0 30.7-49.5-100.0 30.7-50.2-100.0
Smoothed PriorNet 36.0-50.8-74.6 33.0-50.4-828 31.2-50.2- 95.6 30.7-50.7- 99.9 30.7-51.4-100.0
models  DDNet 36.4-50.4-76.4 32.8-49.9-84.6 30.8-50.1- 97.9 30.7-50.2-100.0 30.7-49.9-100.0
EvNet 32.9-50.3-89.7 31.4-50.2-94.0 30.8-50.1- 98.0 30.7-49.7-100.0 30.7-49.7-100.0

Smoothed PostNet 32.7-50.1-90.3 31.1-50.3-96.4 30.7-50.1- 99.7 30.7-49.8-100.0 30.7-50.5-100.0
+adv.w. PriorNet 35.4-52.3-789 329-51.3-84.5 30.7-50.3- 98.7 30.7-50.7-100.0 30.8-50.2- 98.2
label DDNet 35.5-50.6-79.3 33.4-50.3-84.2 30.8-50.1- 99.2 30.7-49.9-100.0 30.7-50.1-100.0
attacks EvNet 40.3-50.4-66.8 31.4-50.3-95.9 30.7-50.2-100.0 30.7-50.1-100.0 30.7-49.6-100.0

Smoothed PostNet 33.3-50.7-88.7 32.5-50.1-87.8 30.7-50.1- 99.8 30.7-50.5-100.0 30.7-50.2-100.0
+adv. w. PriorNet 34.6-51.2-80.3 31.4-50.7-92.8 30.9-50.2- 977 30.7-50.0-100.0 30.7-50.1-100.0
uncert. DDNet 37.4-51.0-747 33.4-50.2-83.0 30.9-50.1- 969 30.8-50.1- 98.1 30.7-49.9-100.0
attacks EvNet 32.8-50.1-92.0 30.8-50.2-99.6 30.7-50.4-100.0 31.2-50.2- 96.0 31.0-50.0-100.0

Table 42. Attack detection (FGSM label attacks) based on differential entropy. Smoothed DBU models on MNIST. Column format:
guaranteed lowest performance - empirical performance - guaranteed highest performance (blue: normally/adversarially trained smooth
classifier is more robust than the base model).

Att. Rad. 0.1 0.2 0.5 1.0 2.0

PostNet 30.9-52.3-95.6 31.5-51.2-90.8 31.1-49.8-97.0 30.7-48.3-100.0 30.7-46.5-100.0
Smoothed PriorNet 38.1-57.7-80.8 35.8-56.6-84.0 31.5-61.7-98.3 30.8-58.9- 99.2 30.7-62.3-100.0
models  DDNet 44.7-52.0-60.9 39.4-52.9-725 31.6-50.8-95.2 30.7-47.5-100.0 30.7-46.8-100.0
EvNet 36.5-51.7-76.0 31.5-51.1-93.2 30.7-50.9-99.9 30.7-48.9-100.0 30.7-46.2-100.0

Smoothed PostNet 33.5-52.6-82.2 31.4-51.0-91.5 30.9-49.8- 99.0 30.7-50.1-100.0 30.7-54.4-100.0
+adv. w. PriorNet 37.3-60.6-84.3 34.2.59.5-87.8 32.1-60.0- 96.9 30.7-66.3-100.0 30.7-63.3-100.0
label DDNet 44.9-52.3-61.0 40.3-52.8-70.2 32.5-52.4- 94.6 30.7-50.0-100.0 30.7-57.1-100.0
attacks EvNet 35.8-51.5-76.7 32.9-50.9-88.5 30.7-50.0-100.0 30.7-48.9-100.0 30.7-48.6-100.0

Smoothed PostNet 31.2-52.6-929 31.3-51.5-923 31.3-48.0-96.9 30.7-49.4-100.0 30.7-48.1-100.0
+adv. w. PriorNet 38.3-58.3-814 36.8-55.2-79.8 31.3-62.5-989 30.7-64.5-100.0 30.7-68.7-100.0
uncert. DDNet 45.0-52.3-60.9 39.7-53.5-724 31.8-51.7-954 30.7-46.6-100.0 30.7-44.4-100.0
attacks EvNet 38.8-51.8-70.8 34.5-52.0-82.7 30.8-50.0-99.6 30.7-49.3-100.0 30.8-50.3-100.0

Table 43. Attack detection (FGSM label attacks) based on differential entropy. Smoothed DBU models on Sensorless. Column format:
guaranteed lowest performance - empirical performance - guaranteed highest performance (blue: normally/adversarially trained smooth
classifier is more robust than the base model).

Att. Rad. 0.1 0.2 0.5 1.0 2.0

PostNet 30.7-82.0-100.0 30.7-88.6-100.0 50.0-50.0- 50.1 50.0-50.0- 50.0 50.0-50.0- 50.0
Smoothed PriorNet 30.7-51.7-100.0 30.7-48.2-100.0 30.7-48.6-100.0 30.7-68.6-100.0 31.4-63.7-100.0
models ~ DDNet 30.7-67.1-100.0 30.7-58.2-100.0 30.7-51.7-100.0 30.7-69.8-100.0 30.7-73.7-100.0
EvNet 30.7-77.9-100.0 30.7-85.3-100.0 30.7-90.5-100.0 30.8-84.3-100.0 34.0-50.0-100.0

Smoothed PostNet 30.7-76.7-100.0 30.7-78.7-100.0 50.0-50.0- 50.0 50.0-50.0- 50.0 50.0-50.0- 50.0
+adv. w. PriorNet 30.7-63.9-100.0 30.7-58.4-100.0 30.7-45.2-100.0 30.7-43.3-100.0 32.9-35.5-100.0
label DDNet 30.7-58.5-100.0 30.7-75.8-100.0 30.7-72.6-100.0 30.7-35.6-100.0 30.7-71.5-100.0
attacks EvNet 30.7-80.4-100.0 30.7-71.5-100.0 30.7-75.3-100.0 30.7-78.5-100.0 30.7-50.0-100.0

Smoothed PostNet 30.7-77.4-100.0 30.7-68.0-100.0 50.0-50.0-50.0 50.0-50.0- 50.0 50.0-50.0- 50.0
+adv. w. PriorNet 30.7-63.8-100.0 30.7-64.1-100.0 30.7-46.9-100.0 30.7-48.9-100.0 30.7-78.0-100.0
uncert. DDNet 30.7-56.5-100.0 30.7-54.6-100.0 30.7-59.4-100.0 30.7-71.8-100.0 30.7-76.0-100.0
attacks EvNet 30.7-71.5-100.0 30.7-75.7-100.0 30.7-90.5-100.0 30.7-54.7-100.0 30.9-50.2-100.0
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Table 44. Attack detection (FGSM label attacks) based on differential entropy. Smoothed DBU models on Segment. Column format:
guaranteed lowest performance - empirical performance - guaranteed highest performance (blue: normally/adversarially trained smooth
classifier is more robust than the base model)..

Att. Rad. 0.1 0.2 0.5 1.0 2.0

PostNet 30.8-76.9-100.0 30.8-62.5-100.0 30.8-59.2-100.0 30.8-48.7-100.0 49.7-50.0- 50.0
Smoothed PriorNet 30.9-81.3- 99.9 30.8-85.0-100.0 30.8-48.7-100.0 30.8-37.1-100.0 30.8-43.7-100.0
models ~ DDNet 31.7-73.8- 99.7 30.8-80.5-100.0 30.8-80.4-100.0 30.8-72.7-100.0 30.8-70.6-100.0
EvNet 30.8-89.1-100.0 30.8-89.5-100.0 30.8-75.3-100.0 30.8-73.1-100.0 30.8-83.1-100.0

Smoothed PostNet 30.8-81.0-100.0 30.8-75.6-100.0 30.8-56.3-100.0 30.8-50.0-100.0 50.0-50.0- 50.0
+adv. w. PriorNet 31.1-77.9- 994 30.8-76.1-100.0 30.8-62.4-100.0 30.8-65.5-100.0 30.8-53.3-100.0
label DDNet 31.9-72.5- 99.3 30.8-82.0-100.0 30.8-65.7-100.0 30.8-53.0-100.0 30.8-61.6-100.0
attacks EvNet 30.8-86.4-100.0 30.8-94.1-100.0 30.8-78.6-100.0 30.8-77.7-100.0 30.8-85.5-100.0

Smoothed PostNet 30.8-76.8-100.0 30.8-64.6-100.0 30.8-82.9-100.0 32.2-50.0-100.0 50.0-50.0- 50.0
+adv. w. PriorNet 31.1-77.6- 99.7 30.8-76.7-100.0 30.8-69.0-100.0 30.8-53.1-100.0 30.8-61.4-100.0
uncert. DDNet 31.1-74.3- 99.8 30.8-77.1-100.0 30.8-76.0-100.0 30.8-57.0-100.0 30.8-43.5-100.0
attacks EvNet 30.8 - 88.8-100.0 30.8-92.6-100.0 30.8-70.2-100.0 30.8-62.0-100.0 30.8-96.2-100.0

Table 45. OOD detection based on differential entropy under PGD uncertainty attacks against differential entorpy on ID data and OOD
data. Smoothed DBU models on CIFAR10. Column format: guaranteed lowest performance - empirical performance - guaranteed highest
performance (blue: normally/adversarially trained smooth classifier is more robust than the base model).

Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0

ID-Attack
PostNet 72.1-82.7-83.0 35.0-56.6-97.4 31.9-65.6-99.8 30.7-50.6-100.0 30.7-46.9-100.0 30.7-51.6-100.0
Smoothed PriorNet 50.2-53.1-55.9 33.5-43.3-65.3 31.3-39.7-69.1 31.3-48.3- 98.2 30.7-44.4- 99.9 30.7-45.4-100.0
models DDNet 72.0-75.8-79.8 35.6-46.2-69.8 32.9-50.3-87.1 31.1-58.7- 98.6 30.7-59.3-100.0 30.7-44.5-100.0
EvNet 79.5-87.1-92.8 34.1-58.6-95.1 32.5-61.2-96.9 31.7-60.6- 98.7 30.7-62.4-100.0 30.7-57.3-100.0

Smoothed PostNet - 35.0-58.5-97.7 31.2-46.6-97.4 30.8-57.7- 99.7 30.7-49.8-100.0 30.7-50.9-100.0
+adv.w. PriorNet - 31.5-36.7-57.2 33.1-51.8-84.8 30.7-57.7- 98.7 30.7-40.0- 99.9 30.9-53.6- 96.7
label DDNet - 36.2-50.0-78.6 32.1-41.3-70.2 30.8-56.4-100.0 30.7-49.4-100.0 30.7-54.8-100.0
attacks EvNet - 46.8-61.0-79.7 32.3-58.9-99.1 30.7-45.0-100.0 30.7-63.3-100.0 30.8-38.1-100.0
Smoothed PostNet - 35.2-55.9-96.0 34.5-59.2-94.9 30.7-47.0-100.0 30.7-58.2-100.0 30.7-42.9-100.0
+adv. w.  PriorNet - 31.8-38.9-64.1 31.0-41.8-879 30.7-42.9- 99.2 30.7-48.6-100.0 30.7-46.6-100.0
uncert. DDNet - 39.7-52.1-75.7 36.4-56.8-83.8 31.0-51.5- 974 31.0-56.8- 97.8 30.7-49.1-100.0
attacks EvNet - 34.8-64.9-99.6 30.8-48.9-99.8 30.7-66.8-100.0 30.9-41.5- 93.8 31.1-55.1-100.0
OOD-Attack

PostNet 72.0-82.7-88.0 35.1-56.8-97.3 32.0-65.8-99.8 30.7-50.7-100.0 30.7-46.5-100.0 30.7-51.7-100.0
Smoothed PriorNet 50.3-53.1-55.9 33.6-43.7-65.9 31.3-39.8-69.4 31.3-48.3- 98.2 30.7-44.5- 99.9 30.7-46.4-100.0
models DDNet 72.0-75.8-79.8 35.6-46.2-70.0 32.9-50.1-86.7 31.1-58.8- 98.6 30.7-59.3-100.0 30.7-44.6-100.0
EvNet 79.5-87.1-92.8 34.1-58.8-95.2 32.6-61.2-96.9 31.7-60.5- 98.7 30.7-62.4-100.0 30.7-57.6-100.0

Smoothed PostNet - 35.0-58.5-97.8 31.2-46.6-97.2 30.8-57.7- 99.7 30.7-50.2-100.0 30.7-51.5-100.0
+adv. w.  PriorNet - 31.6-37.3-59.3 33.2-52.7-85.8 30.7-57.8- 98.7 30.7-40.1- 99.9 30.9-53.8- 96.8
label DDNet - 36.4-50.2-78.9 32.1-41.5-70.4 30.9-56.2-100.0 30.7-49.3-100.0 30.7-55.1-100.0
attacks EvNet - 47.2-61.1-80.0 32.4-59.1-99.1 30.7-45.0-100.0 30.7-63.2-100.0 30.8-38.0-100.0
Smoothed PostNet - 35.3-56.4-96.1 34.5-59.0-94.9 30.7-46.8-100.0 30.7-57.8-100.0 30.7-43.2-100.0
+adv. w.  PriorNet - 31.9-39.4-65.5 31.0-42.0-88.6 30.7-42.9- 99.2 30.7-48.4-100.0 30.7-47.1-100.0
uncert. DDNet - 40.2-52.9-76.5 36.4-56.9-83.9 31.1-51.5- 97.3 31.0-57.0- 97.8 30.7-49.1-100.0

attacks EvNet - 349-64.8-99.6 30.8-48.8-99.8 30.7-66.1-100.0 30.9-41.6- 93.6 31.1-54.7-100.0
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Table 46. OOD detection based on differential entropy under PGD uncertainty attacks against differential entropy on ID data and OOD
data. Smoothed DBU models on MNIST. Column format: guaranteed lowest performance - empirical performance - guaranteed highest
performance (blue: normally/adversarially trained smooth classifier is more robust than the base model).
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0
ID-Attack
PostNet 59.9-91.1-98.6 61.2-97.7-99.6 64.8-94.7-99.7 31.6-64.9- 99.7 30.7-63.2-100.0 30.7-70.5-100.0
Smoothed PriorNet 99.8-99.8 -99.8 99.4-99.8-99.9 98.3-99.6-99.9 485-91.9- 999 31.1-74.6- 99.8 30.7-67.3-100.0
models DDNet 98.5-98.6 - 98.7 95.0-97.6 - 98.9 74.7-92.0-98.2 31.4-52.0- 98.5 30.7-52.0-100.0 30.7-41.1-100.0
EvNet 85.7-87.5-89.2 68.9-90.4-97.7 42.5-90.2-99.6 30.7-69.8-100.0 30.7-50.3-100.0 30.7-45.6-100.0

Smoothed PostNet - 84.3-96.2- 99.3 50.4-89.2- 99.5 30.9-46.2- 99.4 30.7-46.9-100.0 30.7-62.2-100.0
+adv. w. PriorNet - 99.7-99.9-100.0 98.7-99.8-100.0 83.3-99.1-100.0 30.7-82.6-100.0 30.7-64.8-100.0
label DDNet - 93.6-96.9- 985 71.2-89.1- 96.9 32.3-50.3- 99.0 30.7-50.7-100.0 30.7-55.7-100.0
attacks EvNet - 58.2-84.4- 943 40.9-87.4- 99.2 30.7-59.4-100.0 30.7-40.3-100.0 30.7-53.2-100.0
Smoothed PostNet - 58.9-96.1-99.3 59.7-96.1-99.9 31.2-48.2- 95.7 30.7-42.0-100.0 30.7-56.9-100.0
+adv. w. PriorNet - 99.9-100.0-100.0 96.5-99.2-99.9 49.2-96.9-100.0 31.3-88.1-100.0 30.7-77.8-100.0
uncert. DDNet - 95.0-97.5-98.8 80.6-94.1-98.7 31.7-55.6- 98.6 30.7-52.0-100.0 30.7-47.6-100.0
attacks EvNet - 66.5-91.3-98.1 48.1-84.1-97.6 30.8-49.7- 99.9 30.7-37.9-100.0 30.8-63.5-100.0
OOD-Attack

PostNet 59.0-91.2-97.7 578-97.2-99.6 61.4-93.8- 99.6 31.5-58.9- 99.5 30.7-51.5-100.0 30.7-53.5-100.0
Smoothed PriorNet 99.7-99.8-99.8 99.4-99.8-99.9  98.4-99.7-100.0 60.7-96.8-100.0 33.0-88.9-100.0 30.7-87.7-100.0
models ~ DDNet 98.4-98.5-98.7 942-97.2-98.7 721-90.5- 97.8 31.6-52.3- 98.1 30.7-51.7-100.0 30.7-37.7-100.0
EvNet 83.9-85.7-88.0 63.5-88.6-97.9  40.1-87.7- 99.6 30.8-68.9-100.0 30.7-43.3-100.0 30.7-36.8-100.0

Smoothed PostNet - 84.7-96.1- 994 49.7-89.1- 99.5 30.9-45.6- 99.3 30.7-45.8-100.0 30.7-69.1-100.0
+adv. w. PriorNet - 99.7-99.9-100.0 98.7-99.8-100.0 86.8-99.5-100.0 30.9-93.2-100.0 30.7-81.4-100.0
label DDNet - 93.9-97.0- 98.6 72.0-89.4- 97.0 33.0-52.4- 98.8 30.7-51.5-100.0 30.7-60.1-100.0
attacks EvNet - 59.5-85.3- 94.6 40.7-86.9- 99.2 30.7-57.4-100.0 30.7-39.2-100.0 30.7-49.0-100.0
Smoothed PostNet - 55.7-96.1- 99.3  58.4-95.7-99.8 31.1-44.2- 93.1 30.7-41.2-100.0 30.7-48.8-100.0
+adv. w. PriorNet - 99.9-100.0-100.0 97.0-99.3-99.9 61.0-98.4-100.0 33.2-94.4-100.0 30.7-90.2-100.0
uncert. DDNet - 95.3-97.6- 98.9 82.2-94.5-98.7 32.1-56.6- 98.5 30.7-48.6-100.0 30.7-42.9-100.0

attacks EvNet - 65.2-90.4- 98.0 46.8-83.4-973 30.8-48.8- 99.9 30.7-36.3-100.0 30.8-60.1-100.0
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Table 47. OOD detection based on differential entropy under PGD uncertainty attacks against differential entropy on ID data and OOD
data. Smoothed DBU models on Sensorless. Column format: guaranteed lowest performance - empirical performance - guaranteed highest
performance (blue: normally/adversarially trained smooth classifier is more robust than the base model).
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0
ID-Attack
PostNet 49.3-90.4-99.8 30.7-49.2-100.0 30.7-36.0-100.0 49.2-50.0- 74.9 50.0-50.0- 50.0 50.0-50.0- 50.0
Smoothed PriorNet 31.2-39.0-66.9 30.7-35.5-100.0 30.7-38.9-100.0 30.7-46.2-100.0 30.7-62.7-100.0 30.7-51.3-100.0
models DDNet 31.0-31.5-32.7 30.7-30.8-100.0 30.7-31.8-100.0 30.7-53.6-100.0 30.7-43.9-100.0 30.7-40.5-100.0
EvNet 33.6-55.2-91.3 30.7-44.2-100.0 30.7-43.8-100.0 30.7-39.3-100.0 30.8-51.6-100.0 32.4-50.0-100.0

Smoothed PostNet - 30.7-62.4-100.0 30.7-39.2-100.0 50.0-50.0- 50.0 50.0-50.0- 50.0 50.0-50.0- 50.0
+adv. w. PriorNet - 30.7-30.9-100.0 30.7-32.4-100.0 30.7-31.0-100.0 30.8-30.7-100.0 38.2-48.9-100.0
label DDNet - 30.7-32.2-100.0 30.7-30.9-100.0 30.7-37.1-100.0 30.7-42.1-100.0 30.7-37.7-100.0
attacks EvNet - 30.7-48.9-100.0 30.7-34.0-100.0 30.7-35.6-100.0 30.7-33.6-100.0 30.7-50.0-100.0
Smoothed PostNet - 30.7-46.0-100.0 30.7-46.6-100.0 50.0-50.0- 50.0 50.0-50.0- 50.0 50.0-50.0- 50.0
+adv. w. PriorNet - 30.7-35.8-100.0 30.7-32.1-100.0 30.7-81.6-100.0 30.8-41.7-100.0 30.7-61.9-100.0
uncert. DDNet - 30.7-32.8-100.0 30.7-31.0-100.0 30.7-31.8-100.0 30.7-43.7-100.0 30.7-34.7-100.0
attacks EvNet - 30.7-31.0-100.0 30.7-49.6-100.0 30.7-47.7-100.0 30.7-42.6-100.0 30.7-50.0-100.0
0OOD-Attack

PostNet 49.3-90.4-99.8 30.8-76.4-100.0 30.7-61.3-100.0 47.7-50.0- 75.1 50.0-50.0- 50.0 50.0-50.0- 50.0
Smoothed PriorNet 31.2-39.0-66.9 30.7-33.9-100.0 30.7-34.3-100.0 30.7-37.0-100.0 30.7-74.0-100.0 30.9-78.1-100.0
models ~ DDNet 31.0-31.5-32.7 30.7-30.7-100.0 30.7-31.8-100.0 30.7-47.7-100.0 30.7-43.8-100.0 30.7-52.5-100.0
EvNet 33.6-55.2-91.2 30.7-54.7-100.0 30.7-54.0-100.0 30.7-51.0-100.0 30.7-45.2-100.0 31.7-50.0-100.0

Smoothed PostNet - 30.7-82.2-100.0 30.7-61.4-100.0 50.0-50.0- 50.0 50.0-50.0- 50.0 50.0-50.0- 50.0
+adv. w.  PriorNet - 30.7-31.2-100.0 30.7-31.4- 999 30.7-30.8-100.0 30.8-30.7-100.0 33.8-34.0-100.0
label DDNet - 30.7-32.2-100.0 30.7-30.8-100.0 30.7-33.6-100.0 30.7-46.9-100.0 30.7-40.3-100.0
attacks EvNet - 30.8-75.3-100.0 30.7-31.6-100.0 30.7-42.1-100.0 30.7-38.7-100.0 30.7-50.0-100.0
Smoothed PostNet - 30.7-73.7-100.0 30.7-61.6-100.0 50.0-50.0- 50.0 50.0-50.0- 50.0 50.0-50.0- 50.0
+adv. w.  PriorNet - 30.7-35.9-100.0 30.7-30.7-100.0 30.7-39.4-100.0 30.7-36.6-100.0 30.7-97.6-100.0
uncert. DDNet - 30.7-32.1-100.0 30.7-30.8-100.0 30.7-32.2-100.0 30.7-50.7-100.0 30.7-39.8-100.0

attacks EvNet - 30.7-31.3-100.0 30.8-39.7-100.0 30.7-52.2-100.0 30.7-42.3-100.0 30.7-50.0-100.0
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Table 48. OOD detection based on differential entropy under PGD uncertainty attacks against differential entropy on ID data and OOD
data. Smoothed DBU models on Segment. Column format: guaranteed lowest performance - empirical performance - guaranteed highest
performance (blue: normally/adversarially trained smooth classifier is more robust than the base model).
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0
ID-Attack
PostNet 99.6-99.9-99.9 33.0-83.0-100.0 30.8-43.8-100.0 30.8-31.7-100.0 30.8-40.8-100.0 41.4-50.0- 50.2
Smoothed PriorNet 30.8-31.0-31.4 30.8-30.8- 426 30.8-30.8- 955 30.8-33.1-100.0 30.8-76.4-100.0 30.8-78.7-100.0
models DDNet 30.8-30.8-30.8 30.8-30.8- 32.1 30.8-30.8- 69.4 30.8-30.8-100.0 30.8-31.0-100.0 30.8-33.4-100.0
EvNet 94.9-97.2-983 31.1-75.8- 99.9 30.8-74.2-100.0 30.8-62.9-100.0 30.8-58.1-100.0 30.8-43.4-100.0

Smoothed PostNet - 31.0-70.9-100.0 30.8-47.1-100.0 30.8-85.0-100.0 30.8-50.0-100.0 50.0-50.0- 50.0
+adv. w. PriorNet - 30.8-30.8- 46.0 30.8-30.8- 32.7 30.8-30.8-100.0 30.8-30.8-100.0 30.9-30.8-100.0
label DDNet - 30.8-30.8- 30.8 30.8-30.8- 79.5 30.8-30.8-100.0 30.8-30.8-100.0 30.8-57.3-100.0
attacks EvNet - 36.3-94.3-100.0 30.8-32.2-100.0 30.8-50.2-100.0 30.8-93.9-100.0 30.8-56.3-100.0
Smoothed PostNet - 30.8-49.5-100.0 30.8-34.5-100.0 30.8-96.1-100.0 41.2-50.0- 82.7 50.0-50.0- 50.0
+adv. w. PriorNet - 30.8-31.2- 626 30.8-30.8- 329 30.8-30.8- 88.9 30.8-30.8-100.0 30.8-30.8-100.0
uncert. DDNet - 30.8-30.8- 31.2 30.8-30.8- 68.9 30.8-30.8-100.0 30.8-30.9-100.0 30.8-38.6-100.0
attacks EvNet - 30.9-83.5-100.0 30.8-84.0-100.0 30.8-98.6-100.0 30.8-92.8-100.0 30.8-45.6-100.0
0OOD-Attack

PostNet 99.6-99.9-99.9 31.3-95.2-100.0 30.8-48.7-100.0 30.8-34.0-100.0 30.8-41.0-100.0 41.8-50.0- 50.2
Smoothed PriorNet 30.8-31.0-31.4 30.8-30.8- 44.7 30.8-30.8- 86.3 30.8-30.9-100.0 30.8-35.7-100.0 30.8-57.4-100.0
models ~ DDNet 30.8-30.8-30.8 30.8-30.8- 31.9 30.8-30.8- 58.3 30.8-30.8-100.0 30.8-30.8-100.0 30.8-30.8-100.0
EvNet 94.9-97.2-98.3 31.4-92.5-100.0 30.8-94.2-100.0 30.8-80.4-100.0 30.8-70.2-100.0 30.8-48.2-100.0

Smoothed PostNet - 30.8-88.7-100.0 30.8-70.9-100.0 30.8-97.2-100.0 30.8-50.0-100.0 50.0-50.0- 50.0
+adv. w.  PriorNet - 30.8-30.9- 472 30.8-30.8- 325 30.8-30.8- 96.2 30.8-30.8-100.0 30.9-30.8-100.0
label DDNet - 30.8-30.8- 30.8 30.8-30.8- 73.5 30.8-30.8-100.0 30.8-30.8-100.0 30.8-34.3-100.0
attacks EvNet - 35.9-95.9-100.0 30.8-36.6-100.0 30.8-45.8-100.0 30.8-75.2-100.0 30.8-93.8-100.0
Smoothed PostNet - 30.8-64.6-100.0 30.8-31.9-100.0 30.8-99.1-100.0 37.2-50.0-100.0 49.8-50.0- 50.0
+adv. w.  PriorNet - 30.8-31.3- 60.6 30.8-30.8- 348 30.8-30.8- 73.8 30.8-30.8-100.0 30.8-30.8-100.0
uncert. DDNet - 30.8-30.8- 31.7 30.8-30.8- 64.6 30.8-30.8-100.0 30.8-30.8-100.0 30.8-30.8-100.0

attacks EvNet - 31.1-90.7-100.0 30.8-96.6-100.0 30.8-98.9-100.0 30.8-97.5-100.0 30.8-34.2-100.0
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Table 49. OOD detection based on differential entropy under FGSM uncertainty attacks against differential entropy on ID data and OOD
data. Smoothed DBU models on CIFAR10. Column format: guaranteed lowest performance - empirical performance - guaranteed highest
performance (blue: normally/adversarially trained smooth classifier is more robust than the base model).

Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0

ID-Attack
PostNet 72.2-82.7-88.0 35.0-56.5-97.5 31.9-65.5-99.8 30.7-50.6-100.0 30.7-46.9-100.0 30.7-51.4-100.0
Smoothed PriorNet 50.3-53.1-55.9 33.5-43.2-65.0 31.3-39.7-69.1 31.3-48.3- 98.2 30.7-44.2- 99.9 30.7-44.9-100.0
models  DDNet 72.0-75.8-79.8 35.5-46.2-69.7 32.9-50.3-87.0 31.1-58.6- 98.6 30.7-59.4-100.0 30.7-44.5-100.0
EvNet 79.5-87.1-92.8 34.1-58.6-95.2 32.5-61.1-96.9 31.7-60.6- 98.8 30.7-62.6-100.0 30.7-57.3-100.0

Smoothed PostNet - 35.0-58.5-97.7 31.2-46.6-97.4 30.8-57.7- 99.7 30.7-50.1-100.0 30.7-50.6-100.0
+adv. w. PriorNet - 31.5-36.6-56.7 33.1-51.7-84.4 30.7-57.5- 98.7 30.7-40.1- 99.9 30.9-53.5- 96.7
label DDNet - 36.2-50.0-78.5 32.1-41.3-70.1 30.9-56.3-100.0 30.7-49.5-100.0 30.7-54.9-100.0
attacks EvNet - 46.8-60.9-79.6 32.3-58.9-99.1 30.7-45.1-100.0 30.7-63.1-100.0 30.8-38.1-100.0
Smoothed PostNet - 35.2-56.0-95.9 34.5-59.0-94.8 30.7-47.0-100.0 30.7-57.2-100.0 30.7-42.7-100.0
+adv. w. PriorNet - 31.8-38.8-64.0 31.0-41.7-87.4 30.7-42.9- 99.3 30.7-48.5-100.0 30.7-46.8-100.0
uncert. DDNet - 39.6-52.0-75.6 36.4-56.8-83.8 31.0-51.4- 97.3 31.0-56.9- 97.7 30.7-49.2-100.0
attacks EvNet - 34.8-64.9-99.7 30.8-48.9-99.8 30.7-66.4-100.0 30.9-41.6- 93.6 31.1-55.7-100.0
OOD-Attack

PostNet 72.1-82.7-88.0 35.1-56.8-97.3 31.9-65.8-99.8 30.7-50.8-100.0 30.7-46.5-100.0 30.7-51.5-100.0
Smoothed PriorNet 50.3-53.1-55.9 33.6-43.7-65.9 31.3-39.8-69.4 31.3-48.3- 98.2 30.7-44.4- 99.9 30.7-45.9-100.0
models  DDNet 72.0-75.8-79.8 35.6-46.1-70.0 32.9-50.1-86.7 31.1-58.7- 98.6 30.7-59.3-100.0 30.7-44.6-100.0
EvNet 79.5-87.1-92.8 34.1-58.8-95.2 32.6-61.3-96.9 31.7-60.5- 98.8 30.7-62.2-100.0 30.7-57.7-100.0

Smoothed PostNet - 35.0-58.4-97.9 31.2-46.6-97.3 30.8-57.7- 99.7 30.7-50.1-100.0 30.7-51.4-100.0
+adv. w. PriorNet - 31.6-37.3-59.2 33.2-52.6-85.8 30.7-57.8- 98.7 30.7-39.8- 99.9 30.9.-53.7- 96.8
label DDNet - 36.4-50.2-78.8 32.1-41.5-70.5 30.8-56.2-100.0 30.7-49.2-100.0 30.7-55.0-100.0
attacks EvNet - 47.2-61.0-79.9 32.4-59.1-99.1 30.7-45.1-100.0 30.7-63.1-100.0 30.8-38.0-100.0
Smoothed PostNet - 35.3-56.3-96.1 34.5-59.1-94.9 30.7-46.9-100.0 30.7-57.8-100.0 30.7-43.1-100.0
+adv. w. PriorNet - 31.9-39.4-654 31.0-42.0-88.7 30.7-42.9- 99.2 30.7-48.3-100.0 30.7-47.2-100.0
uncert. DDNet - 40.1-52.8-76.5 36.5-56.9-83.9 31.1-51.5- 973 31.0-57.0- 97.8 30.7-48.7-100.0

attacks EvNet - 34.9-65.0-99.6 30.8-48.8-99.8 30.7-66.6-100.0 30.9-41.1- 934 31.1-55.3-100.0
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Table 50. OOD detection based on differential entropy under FGSM uncertainty attacks against differential entropy on ID data and OOD
data. Smoothed DBU models on MNIST. Column format: guaranteed lowest performance - empirical performance - guaranteed highest
performance (blue: normally/adversarially trained smooth classifier is more robust than the base model).
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0
ID-Attack
PostNet 59.9-91.3 - 98.6 61.1-97.7-99.7 65.1-94.8-99.7 31.6-64.8- 99.7 30.7-62.4-100.0 30.7-68.6-100.0
Smoothed PriorNet 99.8-99.8 -99.8 99.4-99.8-99.9 98.4-99.7-99.9 49.8-92.7- 999 31.3-76.6- 99.8 30.7-71.8-100.0
models DDNet 98.5-98.6 - 98.7 95.0-97.6 - 98.9 74.4-91.9-98.2 31.4-52.0- 98.5 30.7-51.8-100.0 30.7-40.2-100.0
EvNet 85.7-87.5-89.2 69.0-90.4-97.7 42.5-90.2-99.6 30.7-70.1-100.0 30.7-50.0-100.0 30.7-43.9-100.0

Smoothed PostNet - 84.4-96.3- 994 50.6-89.3- 99.5 30.9-46.3- 99.4 30.7-46.3-100.0 30.7-63.3-100.0
+adv. w. PriorNet - 99.7-99.9-100.0 98.7-99.8-100.0 84.1-99.2-100.0 30.7-84.6-100.0 30.7-68.1-100.0
label DDNet - 93.6-96.9- 985 71.0-89.0- 96.9 32.3-50.4- 99.0 30.7-51.1-100.0 30.7-54.1-100.0
attacks EvNet - 58.2-84.5- 94.3 40.9-87.2- 99.2 30.7-59.3-100.0 30.7-39.7-100.0 30.7-52.7-100.0
Smoothed PostNet - 58.6-96.1- 99.3 59.9-96.2-999 31.2-47.6- 95.5 30.7-41.8-100.0 30.7-55.4-100.0
+adv. w. PriorNet - 99.9-100.0-100.0 96.6-99.2-99.9 50.3-97.1-100.0 31.7-89.7-100.0 30.7-81.8-100.0
uncert. DDNet - 95.0-97.5- 98.8° 80.5-94.0-98.6 31.7-55.6- 98.6 30.7-52.0-100.0 30.7-49.5-100.0
attacks EvNet - 66.5-91.4- 98.1 48.5-84.5-97.6 30.8-49.3- 99.9 30.7-37.3-100.0 30.8-62.0-100.0
OOD-Attack

PostNet 59.2-91.3-97.7 579-97.2-996 61.4-93.8- 99.6 31.5-59.1- 99.5 30.7-52.4-100.0 30.7-53.9-100.0
Smoothed PriorNet 99.7-99.8-99.8 99.4-99.8-99.9  98.3-99.7-100.0 60.4-96.6-100.0 32.8-88.2- 99.9 30.7-86.1-100.0
models ~ DDNet 98.4-98.5-98.7 94.3-97.2-98.7 722-90.6- 97.8 31.6-52.2- 98.1 30.7-51.8-100.0 30.7-38.5-100.0
EvNet 83.9-85.7-88.0 63.6-88.6-979  40.1-87.6- 99.6 30.8-69.2-100.0 30.7-43.5-100.0 30.7-37.4-100.0

Smoothed PostNet - 84.4-96.2- 994 49.7-89.1- 99.5 30.9-45.6- 99.3 30.7-46.2-100.0 30.7-68.1-100.0
+adv. w. PriorNet - 99.7-99.9-100.0 98.7-99.8-100.0 86.3-99.4-100.0 30.9-91.9-100.0 30.7-77.5-100.0
label DDNet - 93.9-97.0- 98.6 72.1-89.5- 97.0 33.0-52.3- 98.8 30.7-51.5-100.0 30.7-60.4-100.0
attacks EvNet - 59.4-85.6- 94.6 40.7-86.7- 99.2 30.7-57.3-100.0 30.7-39.4-100.0 30.7-49.0-100.0
Smoothed PostNet - 55.8-96.1-99.3 58.4-95.7-99.8 31.1-44.6- 93.3 30.7-41.4-100.0 30.7-50.1-100.0
+adv. w. PriorNet - 99.9-100.0-100.0 96.9-99.3-99.9 60.3-98.2-100.0 33.0-93.5-100.0 30.7-87.8-100.0
uncert. DDNet - 95.3-97.6-98.9 82.3-94.5-98.7 32.1-56.3- 98.5 30.7-48.9-100.0 30.7-43.4-100.0

attacks EvNet - 65.3-90.3-97.9 46.9-83.1-97.3 30.8-48.8- 99.9 30.7-36.6-100.0 30.8-60.7-100.0
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Table 51. OOD detection based on differential entropy under FGSM uncertainty attacks against differential entropy on ID data and OOD
data. Smoothed DBU models on Sensorless. Column format: guaranteed lowest performance - empirical performance - guaranteed highest
performance (blue: normally/adversarially trained smooth classifier is more robust than the base model)..
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0
ID-Attack
PostNet 49.3-90.4-99.8 30.7-50.3-100.0 30.7-36.6-100.0 49.1-50.0- 74.9 50.0-50.0- 50.0 50.0-50.0 - 50.0
Smoothed PriorNet 31.2-39.0-66.9 30.7-40.1-100.0 30.7-48.2-100.0 30.7-54.2-100.0 30.7-46.3-100.0 30.7-47.6 -100.0
models DDNet 31.0-31.5-32.7 30.7-31.2-100.0 30.7-35.3-100.0 30.7-55.7-100.0 30.7-42.4-100.0 30.7-40.4 - 100.0
EvNet 33.6-55.1-91.3 30.7-39.1-100.0 30.7-37.1-100.0 30.7-35.4-100.0 30.8-52.1-100.0 32.5-50.0-100.0

Smoothed PostNet - 30.7-60.8-100.0 30.7-40.7-100.0 50.0-50.0- 50.0 50.0-50.0- 50.0 50.0-50.0- 50.0
+adv. w. PriorNet - 30.7-31.3-100.0 30.7-32.9-100.0 30.7-40.1-100.0 30.8-31.1-100.0 38.1-91.0-100.0
label DDNet - 30.7-34.3-100.0 30.7-33.9-100.0 30.7-38.2-100.0 30.7-63.6-100.0 30.7-41.8-100.0
attacks EvNet - 30.8-41.0-100.0 30.7-34.2-100.0 30.7-38.0-100.0 30.7-39.0-100.0 30.7-50.0 - 100.0
Smoothed PostNet - 30.7-46.1-100.0 30.7-46.8-100.0 50.0-50.0- 50.0 50.0-50.0- 50.0 50.0-50.0-  50.0
+adv. w. PriorNet - 30.7-36.5-100.0 30.7-34.4-100.0 30.7-77.8-100.0 30.8-53.0-100.0 30.7-39.2-100.0
uncert. DDNet - 30.7-36.0-100.0 30.7-37.7-100.0 30.7-41.0-100.0 30.7-42.3-100.0 30.7-39.0-100.0
attacks EvNet - 30.7-31.3 -100.0 30.7-43.3-100.0 30.7-36.3-100.0 30.7-43.2-100.0 30.7-50.0 - 100.0
OOD-Attack

PostNet 49.3-90.4-99.8 30.8-75.3-100.0 30.7-68.5-100.0 46.1-50.0- 74.8 50.0-50.0- 50.0 50.0-50.0- 50.0
Smoothed PriorNet 31.2-38.9-67.0 30.7-34.1-100.0 30.7-35.7-100.0 30.7-35.0-100.0 30.7-77.6-100.0 30.8-95.3-100.0
models ~ DDNet 31.0-31.5-32.7 30.7-30.8-100.0 30.7-33.1-100.0 30.7-65.7-100.0 30.7-71.8-100.0 30.7-71.5-100.0
EvNet 33.6-55.2-91.4 30.7-64.7-100.0 30.7-69.6-100.0 30.7-78.9-100.0 30.7-67.2-100.0 32.9-50.0-100.0

Smoothed PostNet - 30.7-86.0-100.0 30.7-86.6-100.0 50.0-50.0- 50.0 50.0-50.0- 50.0 50.0-50.0- 50.0
+adv. w. PriorNet - 30.7-31.0- 99.9 30.7-31.2- 98.9 30.7-30.7-100.0 30.8-30.7-100.0 36.1-35.3-100.0
label DDNet - 30.7-37.2-100.0 30.7-31.1-100.0 30.7-37.1-100.0 30.7-50.5-100.0 30.7 - 84.6 - 100.0
attacks EvNet - 30.8-82.5-100.0 30.7-51.7-100.0 30.7-91.5-100.0 30.7-70.0-100.0 30.9-50.0-100.0
Smoothed PostNet - 30.7-78.5-100.0 30.7-67.1-100.0 50.0-50.0- 50.0 50.0-50.0- 50.0 50.0-50.0- 50.0
+adv. w. PriorNet - 30.7-35.8-100.0 30.7-30.7-100.0 30.7-39.0-100.0 30.7-58.5-100.0 30.7-100.0 -100.0
uncert. DDNet - 30.7-40.8 -100.0 30.7-33.1-100.0 30.7-30.8-100.0 30.7-34.3-100.0 30.7-35.2-100.0

attacks EvNet - 30.7-32.7-100.0 30.8-50.2-100.0 30.7-99.6-100.0 30.7-58.7-100.0 30.7-50.0 - 100.0
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Table 52. OOD detection based on differential entropy under FGSM uncertainty attacks against differential entropy on ID data and OOD
data. Smoothed DBU models on Segment. Column format: guaranteed lowest performance - empirical performance - guaranteed highest
performance (blue: normally/adversarially trained smooth classifier is more robust than the base model).
Att. Rad. 0.0 0.1 0.2 0.5 1.0 2.0
ID-Attack
PostNet 99.6-99.9-99.9 33.1-78.8-100.0 30.8-46.2-100.0 30.8-34.2-100.0 30.8-41.4-100.0 41.5-50.0- 50.2
Smoothed PriorNet 30.9-31.0-31.4 30.8-30.8- 39.3 30.8-30.8- 94.7 30.8-41.2-100.0 30.8-92.7-100.0 30.8-79.9-100.0
models DDNet 30.8-30.8-30.8 30.8-30.8- 31.8 30.8-30.8- 66.8 30.8-30.8-100.0 30.8-32.6-100.0 30.8-38.2-100.0
EvNet 94.9-97.2-98.2 31.0-73.1-100.0 30.8-72.3-100.0 30.8-57.1-100.0 30.8-63.3-100.0 30.8-49.6-100.0

Smoothed PostNet - 31.0-62.9-100.0 30.8-47.1-100.0 30.8-90.0-100.0 30.8-50.0-100.0 50.0-50.0- 50.0
+adv. w. PriorNet - 30.8-30.8- 43.5 30.8-30.8- 32,5 30.8-30.9-100.0 30.8-30.9-100.0 30.8-30.8-100.0
label DDNet - 30.8-30.8- 30.8 30.8-30.8- 76.1 30.8-30.9-100.0 30.8-34.8-100.0 30.8-53.0-100.0
attacks EvNet - 35.5-93.5-100.0 30.8-31.8-100.0 30.8-48.7-100.0 30.8-93.8-100.0 30.8-63.7-100.0
Smoothed PostNet - 30.8-47.5-100.0 30.8-37.5-100.0 30.8-92.9-100.0 41.1-50.0- 97.3 50.0-50.0- 50.0
+adv. w. PriorNet - 30.8-31.1- 60.8 30.8-30.8- 32.3 30.8-30.8- 90.3 30.8-30.8-100.0 30.8-36.3-100.0
uncert. DDNet - 30.8-30.8- 31.0 30.8-30.8- 66.8 30.8-30.8-100.0 30.8-31.2-100.0 30.8-57.2-100.0
attacks EvNet - 30.9-80.3-100.0 30.8-78.1-100.0 30.8-99.4-100.0 30.8-97.7-100.0 30.8-41.5-100.0
0OOD-Attack

PostNet 99.6-99.9-99.9 31.2.94.3-100.0 30.8-44.8-100.0 30.8-36.8-100.0 30.8-39.9-100.0 44.3-50.0- 50.0
Smoothed PriorNet 30.9-31.0-31.4 30.8-30.8- 42.0 30.8-30.8- 80.4 30.8-30.8-100.0 30.8-37.5-100.0 30.8-94.9-100.0
models ~ DDNet 30.8-30.8-30.8 30.8-30.8- 31.5 30.8-30.8- 48.0 30.8-30.8-100.0 30.8-30.8-100.0 30.8-30.8-100.0
EvNet 94.9-97.2-98.3 31.3-92.1-100.0 30.8-90.8-100.0 30.8-89.6-100.0 30.8-89.8-100.0 30.8-87.3-100.0

Smoothed PostNet - 30.8-85.3-100.0 30.8-85.9-100.0 30.8-78.8-100.0 30.9-50.0-100.0 50.0-50.0- 50.0
+adv. w.  PriorNet - 30.8-30.8- 45.0 30.8-30.8- 32.1 30.8-30.8- 90.3 30.8-30.8-100.0 31.0-30.8-100.0
label DDNet - 30.8-30.8- 30.8 30.8-30.8- 649 30.8-30.8-100.0 30.8-30.8-100.0 30.8-79.4-100.0
attacks EvNet - 35.4-95.0-100.0 30.8-35.2-100.0 30.8-51.9-100.0 30.8-80.0-100.0 30.8-99.9-100.0
Smoothed PostNet - 30.8-63.4-100.0 30.8-31.7-100.0 30.8-98.4-100.0 33.2-50.0-100.0 50.0-50.0- 50.0
+adv. w.  PriorNet - 30.8-31.1- 58.0 30.8-30.8- 34.1 30.8-30.8- 66.8 30.8-30.8-100.0 30.8-30.8-100.0
uncert. DDNet - 30.8-30.8- 31.2 30.8-30.8- 61.5 30.8-30.8-100.0 30.8-30.8-100.0 30.8-30.8-100.0

attacks EvNet - 31.0-89.0-100.0 30.8-96.2-100.0 30.8-99.6-100.0 30.8-99.6-100.0 30.8-69.7-100.0
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6.5. Visualization of differential entropy distributions
on ID data and OOD data

The following Figures visualize the differential entropy dis-
tribution for ID data and OOD data for all models with
standard training. We used label attacks and uncertainty
attacks for CIFAR10 and MNIST. Thus, they show how
well the DBU models separate on clean and perturbed ID
data and OOD data.

Figures 4 and 5 visualizes the differential entropy distri-
bution of ID data and OOD data under label attacks. On
CIFAR10, PriorNet and DDNet can barely distinguish be-
tween clean ID and OOD data. We observe a better ID/OOD
distinction for PostNet and EvNet for clean data. However,
we do not observe for any model an increase of the uncer-
tainty estimates on label attacked data. Even worse, PostNet,
PriorNet and DDNet seem to assign higher confidence on
class label attacks. On MNIST, models show a slightly bet-
ter behavior. They are capable to assign a higher uncertainty
to label attacks up to some attack radius.

Figures 6, 7, 8 and 9 visualizes the differential entropy dis-
tribution of ID data and OOD data under uncertainty attacks.
For both CIFAR10 and MNIST data sets, we observed that
uncertainty estimations of all models can be manipulated.
That is, OOD uncertainty attacks can shift the OOD un-
certainty distribution to more certain predictions, and ID
uncertainty attacks can shift the ID uncertainty distribution
to less certain predictions.
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Figure 4. Visualization of the differential entropy distribution of ID data (CIFAR10) and OOD data (SVHN) under label attack. The first
row corresponds to no attack. The other rows correspond do increasingly stronger attack strength.
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Figure 5. Visualization of the differential entropy distribution of ID data (MNIST) and OOD data (KMNIST) under label attack. The first
row corresponds to no attack. The other rows correspond do increasingly stronger attack strength.



Evaluating Robustness of Predictive Uncertainty Estimation: Are Dirichlet-based Models Reliable?

PostNet PriorNet DDNet EvNet
0.04 o 5 125
== 00D
o 003 4 100 500
S 075
y 3
2002 400
p 2 050
200
001 1 025
0.00 0- 0.00 . ! : D—M
0020 4 1500
08
~ 0015
= 3 06 1000
9
2 0010 2 04
g 500
< o005 1 02
0.000 - 0- 00 1+ . ! : o
008
3 06
2000
~ 0.06
= 2 04 1500
2 oos
;‘; 1000
b 1 02
0.02 .l 500 n
oo - 0- 00 1+ ! ! i ! T ! !
020 : o 000
n 03
= 015 2 2000
b=
& 10 02
E
g 1 1000
0.05 01 1L
.00 . : . 01— . . 00 . . 0 . : : .
3
0125 e 1500
0100
2 2 03
5 o075 1000
& 02
; 0.050
S 1 500
0.025 o1
0.000 - 0 004 0
0.08 3 04 1500
2 006 5 03
g 1000
£ 004 02
4 1 500
< po2 01
0.00 0 00 «y—A.— 0 : : :
2000
0.08 4 04
1500
< 006 3 03
o
2 004 2 02 1000
=1
<
002 1 01 500 J
0.00 0.0 ol

04
—150 —120 -850 —&0 -144 —14.0 -136 -132 -128 —40 -32 —24 -16 -12 816 712‘812 712‘805 712‘804

Figure 6. Visualization of the differential entropy distribution of ID data (CIFAR10) and OOD data (SVHN) under OOD uncertainty
attack. The first row corresponds to no attack. The other rows correspond do increasingly stronger attack strength.
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Figure 7. Visualization of the differential entropy distribution of ID data (CIFAR10) and OOD data (SVHN) under ID uncertainty attack.
The first row corresponds to no attack. The other rows correspond do increasingly stronger attack strength.
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Figure 8. Visualization of the differential entropy distribution of ID data (MNIST) and OOD data (KMNIST) under OOD uncertainty
attack. The first row corresponds to no attack. The other rows correspond do increasingly stronger attack strength.
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Figure 9. Visualization of the differential entropy distribution of ID data (MNIST) and OOD data (KMNIST) under ID uncertainty attack.
The first row corresponds to no attack. The other rows correspond do increasingly stronger attack strength.



