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A. An Example Illustrating the Necessity of both o, as in Characterizing the Relation Between
Adversarial Transferability and Knowledge Transferability

o and o (Definition 1&2) represent complementary aspects of the adversarial transferability: «; can be understood as how
often the adversarial attack transfers, while .o encodes directional information of the output deviation caused by adversarial
attacks. Recall that a1, g € [0, 1] (higher values indicate better adversarial transferability). As we show in our theoretical
results reveal that high o alone is not enough, i.e., both the proposed metrics are necessary to characterize adversarial
transferability and the relation between adversarial and knowledge transferabilities.

We provide a one-dimensional example showing that large a; only is not enough to indicate high knowledge transferability.
Suppose the ground truth target function fr(x) = 22, and the source function fs(x) = sgn(z) - 22 where sgn(-) denotes
the sign function. Let the adversarial loss be the deviation in function output, and the data distribution be the uniform
distribution on [—1, 1]. As we can see, the direction that makes either fr or fg deviates the most is always the same, i.e., in
this example even with a; = 1 achieves its maximum and adversarial attacks always transfer, regardless of the choice of
f1 — faor fo — f1. However, there does not exist an affine function g (i.e., fine-tuning) making g o fg close to fr on
[—1, 1]. Indeed, one can verify that o = 0 in this case (either f; — f5 or fo — f1), which contributes to the low knowledge
transferability. However, if we move the data distribution to [0, 2], we can have a1 = a5 = 1 (either f; — fo or fo — f1)
indicating high adversarial transferability, and indeed it achieves fs = fr showing perfect knowledge transferability.
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B. Detailed Discussion About the Direction of Adversarial Transfer From fs — fr in
Subsection 3.3

In this section, we present a detailed discussion, in addition to subsection 3.3, about the connection between function
matching distance and knowledge transfer distance when the direction of adversarial transfer is from fg — fp.

Recall that, to complete the story, it remains to connect the function matching distance to knowledge transferability. As the
adversarial transfer is symmetric (i.e., either from fs — fr or fr — fs), we are able to use the placeholders x, ¢ € {S, T}
all the way through. However, as the knowledge transfer is asymmetric (i.e., fs — ¥ to the target ground truth), we need
to instantiate the direction of adversarial transfer to further our discussion. We have discussed the direction of adversarial
transfer from fr — fg in the main paper, where we show that the function matching distance of this direction, i.e.,

i fr — f 1
Ig%lng | go S||D7HT7 (16)
can both upper and lower bound the knowledge transfer distance, i.e.,

i — . 17
min ly —go fslp.aer (17)

The direction of adversarial transfer from fs — fr corresponds to (%,¢) = (S,T). Accordingly, the function matching
distance (equation 13) becomes

i — . 18
min | fs —go frlp s (18)

Since the affine transformation g acts on the target reference model, it can not be directly viewed as a surrogate transfer loss.
However, interesting interpretations can be found in this direction, depending on the output dimension of fg : R” — R™
and fr : R" — R

In this subsection in the appendix we provide detailed discussion on the connection between the function matching distance
of the direction of adversarial transfer from fs — fr (equation 18) and the knowledge transfer distance (equation 17).
We build this connection by providing the relationships between the two directions of function matching distance, i.e.,
equation 16 and equation 18. That is being said, since we know equation 17 and equation 16 are tied together, we only need
to provide relationships between equation 16 and equation 18 to show the connection between equation 18 and equation 17.

Suppose g : R4 — R™ is full rank, and loosely speaking we can derive the following intuitions.
+ If d < m, then ¢ is injective and there exists g~ : R™ — R? such that g—! o g is the identity function. That is, if ¢

can map fr to closely track fs, then reversely g~! can map fg to f7, showing equation 18 upper bounds equation 16
in some sense.

e If d > m, then g is surjective. By symmetry, equation 16 upper bounds equation 18 in some sense.

« Itis when m = d that equation 16 and equation 18 coincide.

Formally, we have the following theorem.

Theorem B.1. Denote jr.s : R™ — RY as the optimal solution of equation 16, and s : R? — R™ as the optimal
solution of equation 18. Suppose the two optimal affine maps gr s, gs,T are both full-rank. For v € R™, denote the matrix
representation of gr.s as gr,s(v) = Wﬂgv + BT}S. Similarly, for w € RY, denote the matrix representation of s, as
gs.r(w) = Werw + i)sj. We have the following statements.

If d <'m, then gs r is injective, and we have:

| fr — gr.s o fsllpm, < \/||(W5T’TWS,T)*1||F |[HrlF - [Ifs — gsr o frlp. 19)

If d > m, then gr s is injective, and we have:

| fs — gsr o frllp.ms < \/||(WTT,SWT,S)_1||F N Hs|F - | fr — gr.s o fsllp- (20)

If d = m, then both gs T and gr s are bijective, and we have both (19) and (20) stand.
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That is, when the direction of adversarial transfer is from fg — fr, the indicating relation between the function matching
distance if this direction (equation 18) and knowledge transferability would possibly be unidirectional, depending on the
dimensions.

C. Proofs in Section 2

In this section, we present proofs for Proposition 2.1 and Proposition 2.2.

C.1. Proof of Proposition 2.1

fi—=f2
2

Proposition C.1 (Proposition 2.1 Restated). The « can be reformulated as

(O‘glﬁfz)Q = Emth [9f1—>f1 (mla m2)6f1—>f2 (mh .’132)} )
iiid.
where x1,xy ~ D, and

—

0.f1‘>f1 (xlva:Q) = <Af1%f1 (:121), Aflﬂfl (w2)>

05—t (1, 22) = <Af1Hf2 (z1), Apf (z2))
Proof. Recall that we want to show

— — T.9
HEm [Afl—>f1 (w)Afl—>f2 (:1}) ] ||F = (aglﬂfZ)Q = Em17m2 [0}"1—>f1 (:131, w2)0f1—>f2 (1131, w2)] )
and the proof of this proposition is done by applying some trace tricks, as shown below.

O, (1, ®2) 01, gy (1, ®2) = (Apy gy (1), Ay gy (22)) - (A g (®1), Ay gy (T2))

L —

= <Af1ﬁf1 (x2>7Af1Hf1($1)> ’ <Af1%f2 (ml)’Aflﬂfz(wQ))
— T — — T —
=Ap (@) Apsp (@)Af (1) Afp(T2)

— T — — T —
i (Afﬁfl (@2) s (@) A s (@) Afﬁh(wz))

— — T — — T
— (A Ten A nle) A e e e
Plugging equation 21 into equation 25, we have
fi—f2y2 - 7 — A7 — '
(" 7)) = Eayay |t Apisp (@) Af (@) Apsp(@2)Af g (22)
— — T — _— T
=tr (Ew17w2 |:Af1—>f1 (wl)Afl—Ucz(ml) Afl—>f2 (mQ)Afl—UCl (.’132) :|)
— — T — — T
= tr (Em [Afﬁfl(wl)ﬁfﬁfz(wl) } “Ea, {Afﬁfz(wz)Afﬁfl(wz) D ; (22)

where the last equality is because that 1, 5 are ¢.¢.d. samples from the same distribution.

Therefore, we can re-write the a1, 5 to be the same & ~ D and realize that the two matrices are in fact the same one.

(22) = tx (Ew {Afjff(m)Afﬁf?(m)T} B {Afljf?(xmfﬁfl (:c)TD

— — T

= ’|]Em[Af1‘>fl (w)Aflﬂﬁ (z) ]Hi“
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C.2. Proof of Proposition 2.2

Proposition C.2 (Proposition 2.2 Restated). The adversarial transferability metrics a{lﬁf 2 aglﬂf 2and (o * ap) 1712
are in [0, 1].

Proof. Let us begin with

af1ﬁf2 (.’1)) _ gadv(fQ(m)v fZ(m + 5}"1,5(33)))
! Eadv(fQ(w>7f2(w+6f2,€(w))).

Recall that £,4, () > 0, and the definition of adversarial attack:

Bef@) = argmax Coao((@). S +8)

and we can see that by definition,
0 < Laav(f2(@), f2(@ + f, () < Lago(f2(), fo(T + b5, c(@))).

Therefore,

0 < laao(£2(@), oz + 8y, (@)
= lado(f2(2), fo(@ + 6, ()

<1,

where we define 0/0 = 0 if necessary.
Hence, o' 772 = By p[af* 772 (2)] is also in [0, 1].

Next, we use Proposition 2.1 to prove the same property for agl 72 Note that

(aglﬁf?’ )2 = ]E961,932 [<Af1—>f1 (331)7 A.f1—>f1 ($2)> ’ <Af1—>f2 (w1)7 Afl —f2 (w2)>} (23)
is the expectation of the product of two inner products, where each inner product is of two unit-length vector. That is being

said, (Ap, o p (1), Apy g (2)) € [—1,1] and (Ap o, (1), A g g, (2)) € [—1, 1]. Therefore, we know that

Eavan [(Ano s @1), Ao @2)) - (A @1), A o (@2))] € 1,11,
In addition, we know from equation 23 that it is non-negative, and hence
(' 27)2 € [0,1]
As o' 712 itself is also non-negative by definition, we can see that o' 77> € [0, 1].

Finally, we move to prove (o * o)/t %2 € [0, 1]. Recall that
— — T
(a1 % )" 7P = ||Egnplof 7P (@)A g o (@) A (@) |

If we see a{l_”c *(x)Ay¢, ¢, (x) as a whole, we can show exactly the same as the Proposition 2.1 that

((al * a2)fl_>f2)2 = Em17m2 [eflﬁfl (mlv wQ)eflﬁfz (mh 1122)] ) (24)
where
O,y (21, @2) = (o' 72 (1) Af Ly, (1), 0 72 (22) Ag, g, (22))

0f1—>f2 (mlva) = <Af1—>f2 (ml)a Af1—>fz (m2)>

. . f f
Similarly, as af' 7’2

(x) € [0,1], we can see that 0, ¢, (€1, x2)0F, 5, (1, 22) € [—1,1], and hence
Earws (07— 5 (1, 22)05 - 1, (21, 22)] € [-1,1].
Noting that equation 24 is non-negative, we conclude that
(a1 x az)1772)? € [0,1].
Since (v * ag)/17 72 itself is non-negative as well, we can see that (o * ap)f17/2 € [0, 1].

Therefore, the three adversarial transferability metrics are all within [0, 1]. O
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D. Proofs in Section 3

In this section, we prove the two theorems and the two propositions presented in section 3, which are our main theories.

D.1. Proof of Theorem 3.1

We introduce two lemmas before proving Theorem 3.1.

Lemma D.1. The square of the gradient matching distance is

min VA =V(gofo) b = IV b — (PTHP,JT),

where g € G are affine transformations, and

P=E,up V(@) Vf(x)], J =Espnp [Vs(x) V()] .

Proof.
min ||Vf*T - V(go fO)TH%,H* = min ||Vf*T - W VfJH%,H*
geG %%

=min Eaepl|Vii(2)" - WV o(@) ., (25)

where W is a matrix.

We can see that (25) is a convex program, where the optimal solution exists in a closed-form form, as shown in the following.
Denote [(W) = ||V f.(z)" — WV fo(x) " |3, we have

I(W) =Eaup [|VE(@) 5, + WV fo(@) 5, —2(Vi(x) , WV fo(x) ) a, ]
=Eop [IVL(@) G, + 0 (V@)W T HWYV fo(z)") = 2tr (Vi (@) HWV fo(x)")]
=Ez~p [va*(x)TH%I* + tr (H*vao(:v)vao(x)WT) — 2tr (H*vao(w)va*(x))] :

Taking the derivative of I(-) w.r.t. W, we have

= Eaup [2H, (WY fo(2) ~ V1 () 7) Vo(a)]

= 2H,Epp (WY fo(2) 'V fo(®) = Vi(@) 'V fo()]
=2H, (WEgp [Vfe(x) Vfo(x)] — Exnp [Vi(x) Vis(z)]). (26)

Since [(+) is convex, if there exists a W such that % |W:W = 0 then we know that W is an optimal solution. Luckily,

we can find such solution easily by using pseudo inverse, i.e.,
W =Egup [V/i(@) Vo(®)] (Bxnp [Vfo(:C)TVfo(ac)})T
_pJt @7)
where we denote P = Eqp [V fi(z) "V fo(x)] and J = Epop [V fo(x)  V fo(x)].

We can verify that such W indeed make the partial derivative (equation 26) zero. In equation 26, we have
WEewp [Vfo(@) Vio(@)] — Eanp [Vfi(x) Vis(a)] = PTIT - P. (28)
To continue, we can see from Lemma E.2 that ker(J) C ker(P) which means rowsp(P) C rowsp(J ), where ker(-) denotes

the kernel of a matrix, and rowsp(+) denotes the row space of a matrix. Therefore, by definition of the pseudo-inverse, we
can see that PJTJ = P, i.e., (28) = 0, and hence W is indeed the optimal solution.
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Plugging (27) into (25), we have the optimal value as
(25) = Z(W)
= Epp [||Vf*(w)TH§{* +tr (H*VVVfQ(w)TVfo(:c)WT) ~2tr (H*VNVVfQ(a:)TVf*(w))}
— VA3 . + tr (H*VVJWT - QH*VVPT)
=V g, +tr (HPI'JJ'PT —2H,PJ'PT)
= V£ 5 m, — tr (HPJ'PT)
= IV 5m, — (PTH.P,J).

Next, we present another lemma to analyze the term P H, P.

Lemma D.2. In this lemma, we break down the matrix representation of PT H, P into pieces relating to the output
deviation caused by the generalized adversarial attacks (defined in equation 10)

(:Cl)A(j)

PTH*P - Eml’mQ’}"j"D Z (A(L) f*ﬁfo(mz)—r) '

O o) HAL, (@) - (A7

fe—fx fe—Ffo
i,j=1

Proof. Denote a symmetric decomposition of the positive semi-definitive matrix H, as
H,=T'T,

where T is of the same dimension of H,. We note that the choice of decomposition does not matter.

Then, plugging in the definition of P, we can see that

P'H.P =Eop [Vfo(®) V(@) - T'TEanp [Vfu(@) Vio(2)]

=Eonp [Vo(@) 'V (@)T '] Exup [TV /(@) Vo(@)] - (29)
A key observation to connect the above equation to the adversarial attack (equation 5) is that,
0y, (x) = argmax |V fi(x) " 8| a,
8ll2<e
= argmax [|Vf.(2) 0|%,
lldll2<e
= argmax &' Vf.(x)H,Vf.(x)'d
lldll2<e
= argmax || TVf.(x) 83
lldll2<e

That is being said, the adversarial attack is the right singular vector corresponding to the largest singular value (in absolute
value) of TV f,(x) .

Similarly, we can see the singular values o ¢, g, (x) € R”, defined as the descending (in absolute value) singular values of
the Jacobian V f*(ac)—r € R™*"™ in the H, inner product space (equation 8), are the singular values of T'V f*(w)—'—.

With this perspective, if we write down the singular value decomposition of TV f,(x) T, i.e.,
TV /()" = Us2)S.(2)V, (2),
we can observe that:
1. ¥, (=) is diagonalized singular values of, g, ();

2. The i** column of V, () is the i*" generalized attack 6;1)(:1:) (defined in equation 9);
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3. The i*" column of U, (z)%(z) is TA @

7.1, (z) where A; Y _ 1, (@) is the output deviation (defined in equation 10);

4. The i** column of V f,(z) " V, () is the output deviation AE}B _, (@) (defined in equation 10).

With the four key observations, we can break down the Jacobian matrices as

AR (@)TTT
Vh(@) VE@TT = (A1, (@)... A0, (@) s
AY (@) T

T T
—ZAf*—m )AL ()T

Therefore, plugging it into the equation 29, we have

(29) = Eznp ZAf s, ( AE} (@) T Exup lZTAf*—u‘ f*—>f<>( )T]
=B, g | 2 (A5 @0 Af @) TTT) 2 (TARL (@AY (o))

1 j=1

(AP @AY @) HAY. (@)AY) ) (@2)T)

I
M=

iid.
T, ~ D

1,j=1
—E_ wep 2 (A0 @) THAY, (22)) - (A7 @AY (@)T)),
i,j=1

where the last equality is due to that Agc Y Ly (@ ) TH, A;] ) _ 1, (@2) is a scalar value.

Equipped with Lemma D.1 and Lemma D.2, we are able to prove the Theorem 3.1.

Theorem D.1 (Theorem 3.1 Restated). Given the target and source models [y, f,, where (x,0) € {(S,T),(T,S)}, the
gradient matching distance (equation 7) can be written as

| Efv (@) TA3° (@1, 2)v"(@2)] \ | o fr
min V£ = V(go fo) |l = (1~ - IV i o 8.,
? IV FT . 17,

iid.
where the expectation is taken over x1,xo ~ D, and

) =0\ (@) m (x) © A ()
J = Epup|[Vis(x) V()]

v*%(x

Moreover, A;’ (x1,T2) is a matrix, and its element in the it" row and jth column is

A3 (@1, w2) ) = (AT (@) AV @) ) (A p (@) g, AT @) ) 77,
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Proof. Combining the result from Lemma D.1 and Lemma D.2, and applying the linearity of the inner product, we have

min [|Vf] ~V(gofo) I3 m.
geG

=V b, — <]Em1,w2“~“o Z (A%)af (1) H, A; Lf (@ )) . (A?jﬁf (x )A}J)ﬁf (@ )T) 7JT>

[ j—l

=V 5.5, _Eml,m;“ND (A ’*)H (z1) H, A; )ﬁf (x )) . <A?)ﬁf (z )A;J*Lfo(w2)TaJT>

1,9=1

n

=NV s, — B, L ep D (A D (@) THAY (@ )) tr (A(f?ﬂ%(ml)A%)ﬁo(%)Tﬂ)

1,0=1

i i )

=V 5. —E, oidp Zl (A *L (1) TH,AY ot (a,-Q)) : (AFf*)ﬁf (@ )TJTA;J# (z ))_ (30)

" X1 X2

As the generalized first adversarial transferability A is about the magnitude of the output deviation (defined in equation 11),
and we can separate the A, out from the above equation. Then, what left should be about the directions about the output
deviation, which we will put into the matrix As, i.e., the generalized second adversarial transferability.

Recall that the generalized the first adversarial transferability is a n-dimensional vector A}"°(z) including the adversarial
losses of all of the generalized adversarial attacks, where the it" element in the vector is

IAF @)z,
IV fo(@)[ e,

Moreover, to connect the magnitude of the output deviation to the generalized singular values (equation 9), we have

IAY ;@) e, = IV fe(@) T8 (@) |ar. = 0l 4y (),

A7 (@) =

and similarly,

IV fo (@)l £, = IV fo(@)8) (@)1, = 01y ().

Therefore, we can finally rewrite the X, X5 in equation 30 as

—

X1 =0 4 (@0)0P g (@) - (AP (w D gAY (@2)] )

—

| ()

Xy = A7 (@)D AT (22)9 - (A (. o A @) ) 5 o e (@00 g @) |

f*—>f<>

Recall the (i, §)!" entry of the matrix A is

G A SR
! { |

A3° (@1, @) ) = (A (@) AP @) g) (AT (1) o A7 @) g ) 7,

*%f*
We can write
X Xo = o)) gy (@1)0f) g (@) AT (@) - A% (@r,22) ) o)y (w2)o) gy (w2) AT (@) V| 1,
Plugging the above into equation 30, and rearranging the double summation, we have
(30) = IV£ 1 .
—E, up |00 @) (@) © AT (@) A3 (@1, 22) (0} g, (@2)0 1 11, (22) © AT (@2))] 19 ..
(3D
Denoting
v (@) = o}y, (@)os, . (@) © A} (@),

and rearranging equation 31 give us the Theorem 3.1.
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D.2. Proof of Proposition 3.1
From the proof of Theorem 3.1 in the above subsection, we can see why this proposition holds.

Proposition D.1 (Proposition 3.1 Restated). In Theorem 3.1,

E[v*°(x1) T AY° (21, 22)v*° (22)] <1
- INFENS - 1T B

Proof. Recall Theorem 3.1 states

1
E[v*(21) " A7 (@1, 22)v* " (22)] | ©
VAN b, - 1A

1;25;? IVl —=V(go fo) o, = (1 - IV o,

We can see that the < 1 part stands, since mingeg  ||Vf,) — V(g0 fo) " ||p, &, is always non-negative.

The > 0 part can be proved by observing

Nl

E[v*° (1) T ALY (1, 2)v*°(x .
(1_ o) _ A5 . za) (2”) V5 o, = min 1957 = V(g0 1) o

IVFENS b, - 1T e

<V = V(00 fo) o = IV D
O
D.3. Proof of Theorem 3.2
We introduce two lemmas before proving Theorem 3.2.
Lemma D.3. Assume that function h(-) satisfies the B-smoothness under || - || i, norm (Assumption 1), and assume there is

a vector x in the same space as © ~ D such that h(xg) = 0. Given T > 0, there exists ' as a function of x such that
|z —a'||2 < 7, and

2
1@ 3, <2 (IVAE) I3, + 5 (lz = zoll2 = 7)) - & — o3,
where the (-) 1 is an operator defined by Vr € R: ()4 =z if v > 0 and (x)4 = 0 otherwise.

Proof. To begin with, we note that the assumption of h(x¢) = 0 is only used for this lemma, and the assumption will be
naturally guaranteed when we invoke this lemma in the proof of Theorem 3.2.

With the smoothness assumption, we know that h(-) has continuous gradient. Thus, we have
1h(@) | b, = [h(2) = h(wo) ||, = [[Vh(zo + &(m — 20)) T (2 — 20) | 2.,

where the last equation is by mean value theorem and thus £ € (0, 1).

Then, noting that || - | g, and || - ||2 are compatible (Lemma E.1), we have
IVh(zo+€(x — 20)) " (2 — @o)l 1. < [Vh(mo +E(x — 20)) ||, - [[(2 — 20)2-

Now we discuss two cases to define a random variable =’ as a function of .

If (1 — &)l — xo||2 < 7, we define &’ as
' =z + (T — x0),

and we can see that ||’ — |2 < 7.
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Otherwise, i.e., (1 — &)||@ — xo||2 > 7, we apply triangle inequality to derive

IVh(zo+€(z — 20)) T (2 — 20) |,
— IVh(zo + (@ — 20)) T — Vh(z — (@ — 20)) " + Vh(z — 7(x — 0)) ||,
< |[Vh(zo + &(m — @) " — Vh(z — (@ — 20)) " | a1, +|Vh(z — (@ — 20)) " |22,

X

where we define

o —

' =z —7(x — o).
By definition, in this case ||z’ — x||2 < 7 as well. We then treat X: it can be bounded using S-smoothness, i.e.,

X < Bllxo + E(x — o) —a + (2 — 20))2

= Bllr(x — x0) — (1 — &)(@ — o))z
=Blr— (1 =98 [l(x —xo)ll2]
— B((1=&) - [l(@—zo)l|l2 —7),

where the last step is because we are exactly considering the case of (1 — &) - ||(x — @o)|]2 > 7.

Therefore, combining the two cases together, we can write
IVh(zo + (@ — 20)) ", < B((1— &) I(m —@o)ll2 — 7), + [[VA() ||,

where ||z — 2’| < 7.

Combining the above, we have
Ih@)le., < (IVA@) "o, + B (lz = zollz — 7)) - |z — zollo-
Take the square on both sides, and apply the Cauchy-Schwarz inequality, we have the lemma proved.
2
Ih(@)|F, < (IVA@) T a + B (lz — 2ol — 7)) - llz — 203
<2 (IVA@) T3, + B2 (Il = @oll2 = 7)) -l — ol
O

Lemma D.4. Assume that function h(-) satisfies the B-smoothness under || - || g, norm (Assumption 1). Given T > 0, there
exists , as a function of x for Vi € [n] such that ||x — x}||s < 7, and

- |[Vh(z)" |, <3 (Z () Iz, + nllh ()| Z, +m462> :
=1

Proof. Denote the dimension of x as n, and let U be an orthogonal matrix in R™*", where we denote its column vectors as
u; € R™ for i € [n]. Applying the mean value theorem, there exists &; € (0, 1) such that

h(zx + Tu;) — h(x) = Vh(x + 76u;) T Tu;
=7 (Vh(z)"u; + (Vh(z + 7&u;) T — Vh(z) Nu,) .
Rearranging the equality, we have

1
Vh(a:)Tui = ;'y,;,
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where we denote

~i = h(x + Tu;) — h(x) — 7(Vh(x + 7&u;) " — Vh(z) u,;
Collecting each ~y; for ¢ € [n] into a matrix I’ = [7;...7,], we can re-formulate the above equality as

TVh(z)'U =T
TVh(z)! =TU",
where the last equality is because that U is orthogonal.
Taking the || - ||3;, on both sides, with some linear algebra manipulation we can derive
7 |[Vh(z) |, = ITU |3,
=tr(UT"H,TU") = tr(T'" H,T) = tr(H,TT")

n n
= tr(H, Y v ) = > te(Hovy) Ztr H.v;)
=1 =1

= > |ill. - (32)
=1

Taking ||v;||m, to work on further, we can derive its upper bound as
il . = 1@ + 7w;) — h(z) — 7(VA(z + réwi) " — V@) il m,
< lh(@ + 7w | m, + 1h@) || m, + 7I(Vh(2 + 7&u:) T = Vh(@) Du .
< lh(@ + 7w | m, + 1h(@) |1, + 7] VA2 + 7€u:) " = V()| 5,
< (@ + rui)lm, + [h(@)]a, + 7788
< Ih(x + rui)m, + [7(@)] a2, + 728, (33)

where the first inequality is by triangle inequality, the second inequality is by Lemma E.1 and the fact that ||u;||2 = 1, the
third inequality is done by applying the S-smoothness assumption, and the last inequality is by the fact that &; € (0, 1) from
the mean value theorem.

Plugging the equation 33 into equation 32, we have

~ 2
2 IVR(@) E, <Y (Ih(@ + 7w, + (@), +7°8)
=1

<> 3(Ih(@ + rui)llzr, + |Ih(@)lI7r, +7'6%)
=1

n

=3 |Ih(@ + Tw;)llzr, + 3n[h(@) |3, + 30767,
=1

where the inequality is done Cauchy-Schwarz inequality.
Denoting ; = « + Tu,;, we have the lemma proved.
O

Theorem D.2 (Theorem 3.2 Restated). Given a data distribution D and T > 0, there exist distributions D1, Do such that
the type-1 Wasserstein distance W1(D, D) < 7 and W1(D, Ds) < T satisfying

sgllheold o, < IVRLID, m, + 6B —1)%
3 IVELD a1, < ZlheslD, 1, + 677,

where n is the dimension of & ~ D, and B = infy,ern SUD e qpp(p) [|T — Tol|2 is the radius of the supp(D). The (-)4. is
an operator defined by Vx € R: (z)y = x if & > 0 and (x)4 = 0 otherwise.
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Proof. Let us begin with recalling the definition of h, , and A/ _,.

The optimal affine transformation g € G in the function matching distance (13) is g, and one of the optimal g € G in the
gradient matching distance is (14) §’. Accordingly, we denote

h*to = f* —go fo and h;,o = f* — gl o f<>7
and we can see that the gradient matching distance and the function matching distance can be written as
T
(13) = lheollp,a, and  (14) = [|VE, , llp.H, - (34)

The first inequality. Then, we can prove the first inequality using Lemma D.3.

Let zp € R™ be a free variable, and then set b = h/, ,(x). Noting that ||h, o[, 7, by definition is the minimum of this
function distance, we have

heollB pr, < 0o — blD o, - (35)

Denoting h := h) , — b, we can see h(xo) = 0. Therefore, h can be used to invoke Lemma D.3. That is, there exists =’ as a
function of & such that || — x’||2 < 7, and

1@, <2 (IVAE) I, + 5 (12 = zoll2 = )% ) - 1 = woll,
Taking the expectation of & ~ D of the both sides, and denote the induced distribution for x’ as D1, we have
Eap [h(@) I3, < 2Bann (V02T I, + 8 (l& = @oll2 = 7)3 ) - 12 = @oll3
Recall that x is a free variable, we can tighten the bound by
Eouplh(@)lr, < _inf 2Bavp (IVA)T I, + 5 (2 - zoll2 = 7)2) - o - ol (36)
Note that we can have tighter but similar results if we keep the inf xy € R™. However, by plugging in the radius

B= inf sup |&— o2
zoER™ xEsupp(D)

we can make the presentation much more simplified without losing its core messages.

That is,
(36) < 2 (Earn, VAT Iy, + B2 (B - 1)} ) B
Combining the above inequality and equation 35, and noting that

Eoopllh(@)l7, = [1l1D, a1,

Eer o, [VA(E) 7, = IVE D, 1,
we have

hseollD pr, < 0o = bllD b, = Eanpllh(@)|,

< 2 (Bornn, | VA() 3, + 5% (B~ 1)} ) B
=2 (IVAT I3, s, + 8% (B~ 1)} ) B?

Noting that / and 1/, , only differs by a constant shift b, we can see Vh = VA, . Therefore, by replacing Vi by VAT,
we finally have the first inequality in Theorem 3.2

170

b, <2 (1AL, o, + 62 (B—17)}) B
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It remains to show the Wasserstein distance between D; and D. As x’ is a function of the random variable £ ~ D with
||z’ — x||2 < 7, and Dy is the induced distribution of &’ as a function of &, we can see that by the definition of type-1
Wasserstein distance between D and D; is bounded by 7.

Denote J(D,D’) as the set of all joint distributions that have marginals D and D’, and recall the definition of type-1
Wasserstein distance is

Wi(D,Dy) = inf —x'||2d N.
(0=t [ le o/l d7 (@)

Denote 7y as the joint distribution such that in (x, ') ~ J we always have @’ being a function of @ as how x’ is defined.
We can see that

Wy(D,Dy) =  inf )/waa:'Hgdj(w,a:’) S/Hmfm/Hdeo(a:,w’) §/de0(:c,a:’)

JE€I(D,Dy
=T (37

Therefore, we have the first inequality in the theorem proved .

The second inequality. Invoking Lemma D.4 with h, ., and rearranging the inequality, we have

3l Vheo(®) " IIE, < % <Z o 1o () I3, + éllh*,o(w)llfq) +726%
=1

Taking the expectation on both sides, we have

n
3 Ean || Vheo(®) " |, < % Eanp (Z o () |3, + ;llh*,o(:c)llzj +7262. (38)

i=1

X

Note that X can be reformulated to be the expectation of an induced distribution from x ~ D, since &/ is a pre-defined
function of x. Denote D5 as the distribution induced by the following sampling process: first, sample  ~ D; then,

@' =z  with probability 3

x’ = x; with probability 5= for Vi € [n].
Therefore, we can write X as
X = |huolp, .- (39)
Similarly to equation 37, it also holds that W1 (D, Ds) < 7.
To finally complete the proof, noting that ||Vh’*TOH2D’ 7, 18 the minimum of this gradient distance (equation 34), we have
VR N5 a1, < Eand|Vheo(@) |, - (40)

Combining equation 38, equation 39 and equation 40, we have the second inequality proved.

Hence, we have proved Theorem 3.2. O

D.4. Proof of Theorem 3.3

Theorem D.3 (Theorem 3.3 Restated). The surrogate transfer loss (16) and the true transfer loss (17) are close, with an
error of || fr — yllp, ey

| fr =yl <(17) = (16) < |[fr — yllD,H,
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Proof. Let us begin by recall the definition of the surrogate transfer loss (16) and the true transfer loss (17).
(16) :==min [|fr — go fslp,m,
geG
17) := mi — .
(17) = min [ly — g © fs|p. b
Denote
g' = argmin [|fr —go fs|p u,
geG
g:=argmin ||y —go fs|p,H,-
g€G
First, we show an upper bound for (16).
(16) < lfr —go fslp.ur <lly—go fsllp.ar + /7 —yllo.Hr = A7) + [ f7 — yllD,HY S
where the last inequality is by triangle inequality.
Similarly, we can derive its lower bound.
(16) = [lfr — 3" o fslo.mr = ly = 3" fsllo.ar — [Ifr — yllo,HY
> minlly —go fslp.mr = Ifr —ylo.rr = A7) = | fr —ylp A0,
where the first inequality is by triangle inequality.

Combining equation 41 and equation 42, we have the proposition proved.

D.5. Proof of Theorem B.1

(41)

(42)

Theorem D.4 (Theorem B.1 Restated). Denote gr s : R™ — R? as the optimal solution of equation 16, and gs,T :
R? — R™ as the optimal solution of equation 18. Suppose the two optimal affine maps Jr,s, gs,T are both full-rank. For
v € R™, denote the matrix representation of gr.s as gr,.s(v) = Wr sv + br s. Similarly, for w € RY, denote the matrix

representation of §g,r as gs,r(w) = Wg rw + bg r. We have the following statements.

If d <'m, then gs r is injective, and we have:

lfr = gr.s o fsllp.mr < \/||(WST,TWS,T)’1||F NHzlr - fs = gsr o frlop.

If d > m, then gr s is injective, and we have:

Ifs = gs.r o frllp.as < \/||(WTT,SWT,S)’1||F N HsllF - [lfr = gr.5 © fsllp-

If d = m, then both gs and gr s are bijective, and we have both (19) and (20) stand.

Proof. Observing the symmetry, we only need to prove the following claim.

Claim. For x,o € {S,T} and x # ©, if . o is injective, then

1o = Four © Fellp mr, < MW Woo) e [ Hollr - [Lfi = Guo © foll -

19)

(20)

Proof of the Claim. We have mostly done with this claim with Lemma E.3. Noting that g, , is the minimizer of

mingeg ||fo —go f*||2D’HO, we have
1fo=Gouw o Follbrr, < Mo =iz 0 fullb pr, = Eano [Ifo(@) = G (fu(@) Iz,
< Eorp [|(WWeao) Ml - [ Eollr - (@) = Goo (fol@) 3]
= (WL W)l 1ol - £ = oo o ol

where the second inequality is by invoking Lemma E.3.
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Taking the square root of this claim, and applying (¢ = T,* = S) or (¢ = S, = T'), we immediatly have the first two
statements about the case of d < m or d > m. Finally, noting that when m = d, both gg r and gr g are bijective and thus
also injective, we can see that both (19) and (20) stand. O]

E. Auxiliary Lemmas

Lemma E.1 (Compatibility of || - || g and || - ||2). Let H € R™*™ be a positive semi-definite matrix, and denote H =TT
as its symmetric decomposition with T € R™*"™, For W € R™*" and v € R", we have

IWolla <[[W|a - vl

Proof.
|Wov||% =0 WITTTWuv = | TWwv|2
< TWI3 - [l0]3 < ITWI[E - [[0]3,
where || - || r is the Frobenius norm. Then, we can continue as
ITW|%2 =tr(W TTTW) = tr(WTHW) = |W||%.
Combining the above two parts, we have the lemma proved. O

Lemma E.2 (Expectation Preserves the Inclusion Relationship Between Linear Spaces). Given a distribution © ~ D in R",
we denote the associated probability measure as ji. Given linear maps M, : R* — R™ and N, : R™ — R?, noting that
they are both functions of x, we have the following statement.

ker (Eg~pM, M,) C ker (EzpN, M,),
where ker(-) denotes the kernel space of a given liner map.
Proof. 1t suffice to show for Vv € ker (EmNDMxTMx) , we also have v € ker (]EmNDNwTMx).
Denote P := EgpM, M,, and let v € ker(P), we have
Pv =0.
Noting that P is positive semi-definite, we have the following equivalent statements.
veker(P) <<= v Pv=0,

where the * == * direction is trivial, and the > <= * direction can be proved by decomposing P = T ' T as two matrices
and noting that

v T'Tv=0 = |Tv|3=0 =— Tv=0 =— T'Tv=0 =— Pv=0.
Therefore, we have

v Pv=0
=  Euup [v' M} M,v]| =0
= Eoup [[|IM,v]3] =0

— / | M, o]2 du = 0,

which implies M, v = 0 almost everywhere w.r.t. u.
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Therefore, applying v to E4p[N, M,] and we have

Ezop [N, M, v = / N, M,vdp

= / N,]odu
a.e.

=0,

which means v € ker (EmNDN;rMT)
O

Lemma E.3 (Inverse an Injective Linear Map). Given a full-rank injective affine transformation g : R™ — R%, we denote
its matrix representation as g(v) = Wv + b where v € R™ W € R¥*™ b € R% The inverse of g is g~* : R? — R™
defined by g~ (w) :== Wiw — Wb for w € R? i, g=! o g is the identity function. Moreover, given a positive
semi-definite matrix H, for Vv € R™ and Vw € R, we have

\/H(WTW)‘lllF AH|F - flw = g()ll2 > [lv — g7 (w)| -

Proof. First, let us verify that g~ ! o g is the identity function. The conditions of ¢ being full-rank and injective are equivalent

to W being full-rank and d > m. That is being said, W ' W is invertible and W1 = (W TW)~'W ". Therefore, for
Vv € R™, we have

g loglv)=WI(Wo+b) - Wib=WWo
=(WW) "W Wov =wv.
That is, g~! o g is indeed the identity function.
Next, to prove the inequality, let us start from the right-hand-side of the inequality.

lv =g~ (w)lar =llg™" o g(v) — g7 (w)lm

= [Wi(g(v) - w)l|n
< Wiz -llg(v) — wll2, 43)
where the inequality is done by applying Lemma E.1.
To complete the prove, we can see that
Wi =W W) W5 = a(WW W) ' HW W) 'WT)
=tr (W W) THW ' W)"'W W) = tr(W W) 'H)

=(W'W)"" H)
<[ W W) - | Hlp. (44)
Plugging the square root of equation 44 into equation 43, we have the lemma proved. O

F. Additional Details of Synthetic Experiments

In this section, we complete the description of the settings and methods used in the synthetic experiments. Moreover, we
report two additional sets of results in cross-architecture scenarios.

In the main paper (section 4), the synthetic experiments are done on the setting where source models have the same
architecture as the target model, i.e., all the models are one-hidden-layer neural networks with width m = 100. A natural
question is what would the results be if using different architectures? That is, the architecture of the source models are
different from the target model. To answer this question, we present two additional sets of synthetic experiments where the
width of the source models is m = 50 or m = 200, different from the target model (width m = 100).
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Figure 3. In this figure, *width’ is the width of the source models (one-hidden-layer neural networks). As defined in equation 9, 5}1)
corresponds to the regular adversarial attacks, while 6}3) the secondary adversarial attack. That is, 655) represents the other information in
the adversarial transferring process compared with the first. The x-axis shows the scale of perturbation ¢ € [0, 1] that controls how much
the source model deviates from its corresponding reference source model. There are in total 6 quantities reported. Specifically, a{Tﬁf S is
black solid; o/5 /7 is black dotted; oJ” 775 is cafsTIT g ; the gradient matching loss is red solid; and
the knowledge transferability distance is blue solid.

As we have presented in the main paper about the description of the methods and models used in this experiment, here we
present the detailed description of the settings and the datasets being used.

Settings. We follow the small-¢ setting used in the theory, i.e., the adversarial attack are constrained to a small magnitude,
so that we can use its first-order Talyor approximation.

Dataset. Denote a radial basis function as ¢;(x) = e~ ll==#: I15/(@)*  and for each input data we form its corresponding
M -dimensional feature vector as ¢(x) = [¢1(x), ..., ¢ar(x)] . We set the dimension of z to be 50. For each radial basis
function ¢;(x), i € [M], p; is sampled from U(—0.5,0.5)°°, and o2 is sampled from U (0, 100). We use M = 100 radial
basis functions so that the feature vector is 100-dimensional. Then, we set the target ground truth to be y(x) = We(x) + b
where W € R10X100 4 ¢ R10 are sampled from U(—0.5,0.5) element-wise. We generate N = 5000 samples of & from a
Gaussian mixture formed by 10 Gaussians with different centers but the same covariance matrix 3 = I. The centers are
sampled randomly from U(—0.5,0.5)°°. That is, the dataset D = {(x;,y;)}]", consists of N = 5000 sample from the
distribution, where x; is 50-dimensional, y; is 10-dimensional. The ground truth target y; are computed using the ground
truth target function y(x;). That is, we want our neural networks to approximate y(-) on the Gaussian mixture.

Methods of Additional Experiments. Note that we have provided the detailed description of the methods used in the main
paper synthetic experiments. Here, we present the methods for two additional sets of synthetic experiments, using the same
dataset and settings, but different architectures. In the main paper, the source model and the target model are of the same
architecture, and the source models are perturbed target model. Here, we use the same target model fr (width m = 100)
trained on the dataset D, but two different architectures for source models. That is, the source models and the target model
are of different width.

To derive the source models, we first train two reference source models on D with width m = 50 and m = 200. For each of
the reference models, denoting the weights of the model as W, we randomly sample a direction V' where each entry of V' is
sampled from U(—0.5,0.5), and choose a scale ¢ € [0, 1]. Subsequently, we perturb the model weights of the clean source
model as W’ := W + tV, and define the source model fg to be a one-hidden-layer neural network with weights W”'.
Then, we compute each of the quantities we care about, including a1, ae from both fg — fr and fr — fg, the gradient
matching distance (equation 7), and the actual knowledge transfer distance (equation 17). We use the standard /5 loss as the
adversarial loss function.

Results. We present four sets of result in Figure 3. The indication relations between adversarial transferability and
knowledge transferability can be observed in the cross-architecture setting. Moreover: 1. the metrics «, o are more
meaningful if using the regular attacks; 2. the gradient matching distance tracks the actual knowledge transferability loss; 3.
the directions of fr — fg and fg — fr are similar.
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G. Details of the Empirical Experiments

All experiments are run on a single GTX2080Ti.

G.1. Datasets
G.1.1. IMAGE DATASETS

+ CIFAR10:': it consists of 60000 32x 32 colour images in 10 classes, with 6000 images per class. There are 50000
training images and 10000 test images.

» STL10:%: it consists of 13000 labeled 96 x 96 colour images in 10 classes, with 1300 images per class. There are 5000
training images and 8000 test images. 500 training images (10 pre-defined folds), 800 test images per class.

G.1.2. NLP DATASETS

« IMDB:? Document-level sentiment classification on positive and negative movie reviews. We use this dataset to train
the target model.

* AG’s News (AG): Sentence-level classification with regard to four news topics: World, Sports, Business, and Sci-
ence/Technology. Following Zhang et al. (2015), we concatenate the title and description fields for each news article.
‘We use this dataset to train the source model.

¢ Fake News Detection (Fake): Document-level classification on whether a news article is fake or not. The dataset
comes from the Kaggle Fake News Challenge*. We concatenate the title and news body of each article. We use this
dataset to train the source model.

* Yelp: Document-level sentiment classification on positive and negative reviews (Zhang et al., 2015). Reviews with a
rating of 1 and 2 are labeled negative and 4 and 5 positive. We use this dataset to train the source model.

G.2. Adversarial Trasnferability Indicating Knowledge Transferability
G.2.1. IMAGE

For all the models, both source and target, in the Cifar10 to STL10 experiment, we train them by SGD with momentumn
and learning rate 0.1 for 100 epochs. For knowledge tranferability, we randomly reinitialize and train the source models’
last layer for 10 epochs on STL10. Then we generate adversarial examples with the target model on the validation set
and measure the adversarial transferability by feeding these adversarial examples to the source models. We employ two
adversarial attacks in this experiments and show that they achieve the same propose in practice: First, we generate adversarial
examples by 50 steps of projected gradient descent and epsilon 0.1 (Results shown in Table 1). Then, we generate adversarial
examples by the more efficient FGSM with epsilon 0.1 (Results shown in Table 6) and show that we can efficiently identify
candidate models without the expensive PGD attacks.

To further visualize the averaged relation presented in Table 1 and 6, we plot scatter plots Figure 5 and Figure 4 with per
sample o as x axis and per sample transfer loss as y axis. Transfer loss is the cross entropy loss predicted by the source
model with last layer fine-tuned on STL10. The Pearson score indicates strong correlation between adversarial transferability
and knowledge transferability.

We note that in the figures where we report per-sample o, although ideally «; € [0, 1], we can observe that for some
samples they have a; > 1 due to the attacking algorithm is not ideal in practice. However, the introduced sample-level
noise does not affect the overall results, e.g., see the averaged results in our tables, or the overall correlation in these figures.

G.2.2.NLP

In the NLP experiments, to train source and target models, we finetune BERT-base models on different datasets for 3
epochs with learning rate equal to 5¢ — 5 and warm-up steps equal to the 10% of the total training steps. For knowledge

"https://www.cs.toronto.edu/~kriz/cifar.html
https://cs.stanford.edu/~acoates/st110/
Shttps://datasets.imdbws.com/
‘nttps://www.kaggle.com/c/fake-news/data
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Figure 4. Distribution of per sample knowledge transfer loss and «1. The adversarial samples are generated by PGD. The Pearson score
shows strong negative correlation between «; and the knowledge transfer loss. The higher the transfer loss is, the lower the knowledge
transferability is, and the lower the o is.
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Figure 5. Distribution of per-sample knowledge transfer loss and «1. The adversarial samples are generated by FGSM. The Pearson score
shows negative strong correlation between «v; and transfer loss. The higher the transfer loss is, the lower the knowledge transferability is,
the lower the 1 should be.

tranferability, we random initialize the last layer of source models and fine-tune all layers of BERT for 1 epoch on the
targeted dataset (IMDB). Based on the test data from the target model, we generate 1, 000 textual adversarial examples via
the state-of-the-art adversarial attacks T3 (Wang et al., 2020) with adversarial learning rate equal to 0.2, maximum iteration
steps equal to 100, and ¢ = x = 100.

G.2.3. ABLATION STUDIES ON CONTROLLING ADVERSARIAL TRANSFERABILITY

We conduct series of experiments on controlling adversarial transferability between source models and target model by
promoting their Loss Gradient Diversity. Demontis et al. (2019) shows that for two models fs and fr, the cosine similarity
between their loss gradient vectors V¢, and V{7, could be a significant indicator measuring two models’ adversarial
transferability. Moreover, Kariyappa & Qureshi (2019) claims that adversarial transferability betwen two models could be
well controlled by regularizing the cosine similairity between their loss gradient vectors. Inspired by this, we train several
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Model Knowledge Trans. ay [e 7] a1 * Qo
Fully Connected 28.30 0.279 0.117  0.0103
AlexNet 45.65 0.614 0.208 0.0863
LeNet 55.09 0.803  0.298 0.205
ResNet18 76.60 1.000 0.405 0.410
ResNet50 77.92 0.962  0.392 0.368

Table 6. Knowledge transferability (Knowledge Trans.) among different model architectures. Adversarial examples are generated using
FGSM attacks. Our correlation analysis shows Pearson score of -0.57 between the transfer loss and 1. Lower transfer loss corresponds
to higher transfer accuracy. More details can be found in Figure 5
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Figure 6. Distribution of per-batch knowledge transfer confidence and «v;. The Pearson score shows positive correlation between o1 and
transfer confidence. The higher the confidence, the higher the knowledge transferability.

Table 7. Knowledge transferability (Knowledge Trans.) among different source models (controlling adversarial transferability by
promoting Loss Gradient Diversity). Adversarial transferability is measured by using the adversarial examples generated against the
Target Model to attack the Source Models and estimate o1 and aa.

Model Knowledge Trans. aq Qa9 a1 * Qg
p=20.0 73.91 0.394 0.239 0.103
p=0.5 73.11 0.385 0.246  0.102
p=1.0 72.47 0.371 0.244  0.100
p=2.0 71.62 0.370 0.244  0.100
p=25.0 72.16 0.378 0.240  0.098

source models fg to one target model fr with following training loss:

Liain = Lee(fs(x),y)) +p - Leos(Valys, Valy,)

where Lcg refers to cross-entropy loss and Lo (-, -) the cosine similarity metric.  presents source domain instances while
& presents farget domain instances. We explore p € {0.0,0.5,1.0,2.0,5.0} and finetune each source model for 50 epochs
with learning rate as 0.01. For knowledge transferability, we random initialize the last layer of each source model and
finetune it on STL-10 for 10 epochs with learning rate as 0.01. During the adversarial example generation, we utilize
standard ¢, PGD attack with perturbation scale e = 0.1 and 50 attack iterations with step size as €/10.

Table 7 shows the relationship between knowledge transferability and adversarial transferability of different source model
trained by different p. With the increasing of p, the adversarial transferabiltiy between source model and target model
decreases (o, a1 * g become smaller), and the knowledge transferability also decreases. We also plot the a; with its
corresponding transfer loss on each instance, as shown in Figure 7. The negative correlation between «; and transfer loss
confirms our theoretical insights.
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Figure 7. Distribution of per-sample knowledge transfer loss and a;. The Pearson score shows negative correlation between a1 and
transfer loss. The higher the loss is, the lower the knowledge transferability is, the lower the oy should be.

G.3. Knowledge Trasnferability Indicating Adversarial Transferability
G.3.1. IMAGE

We follow the same setup in the previous image experiment for source model training, transfer learning as well as generation
of adversarial examples. However, there is one key difference: Instead of generating adversarial examples on the target
model and measuring adversarial transferability on source models, we generate adversarial examples on each source model
and measure the adversarial transferability by feeding these adversarial examples to the target model.

Similarly, we also visualize the results (Table 3) and compute the Pearson score. Due to the significant noise introduced by
per-sample calculation, the R score is not as significant as figure 5, but the trend is still correct and valid, which shows that
higher knowledge transferability indicates higher adversarial transferability.
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Figure 8. Distribution of per-sample knowledge transfer loss and «.. The Pearson score shows negative strong correlation between a and
transfer loss. The higher the loss is, the lower the knowledge transferability is, and the lower the a; is.
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G.3.2. NLP

We follow the same setup to train the models and generate textual adversarial examples as §G.2 in the NLP experiments. We
note that to measure the adversarial transferability, we generate 1,000 adversarial examples on each source model based on
the test data from the target model, and measure the adversarial transferability by feeding these adversarial examples to the
target model.
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Figure 9. Distribution of per-batch knowledge transfer confidence and «:;. The Pearson score shows positive correlation between oy and
transfer confidence. The higher the confidence, the higher the knowledge transferability.



